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Abstract — Cyber collaboration supports and increases the
expansion of value co-creation amongst companies and customers
by defining innovative business models and by exploiting new
types of infrastructures like those dedicated to social media,
collaborative workspaces, or e-supply chains for instance. This
proliferation of new types of collaboration generates new types of
security and privacy threats to be handled by the companies. The
deployment of the appropriate controls to cope with the latter is
of great value for the continuity of the day to day business.
Therefore, in this paper, we investigate how security and privacy
may be regarded as types of value and how they may be
considered, in collaborative environments, through the lens of
value co-creation. Acknowledging the similarities between
security, privacy, and value, we afterwards propose a method to
co-create security and privacy and we illustrate how the latter
may be deployed in the frame of a financial case-study.

Keywords: Value cocreation metamodel; security cocreation;
privacy cocreation; enterprise collaboration; value cocreation
language.

. INTRODUCTION

Cyber collaboration supports and increases the expansion
of value co-creation (VCC) amongst companies and customers
by exploiting new types of infrastructures like those dedicated
to social media, collaborative workspaces, or e-supply chains.
The amount and the complexity of these collaborations is at the
origin of new types of security breaches which give room to
new types of viruses like the ransomware that, according to
Kharraz et al. [1], represents forms of cyber-attack hardly
resolvable. As cyber collaboration and the resulting VCC is at
the origin of new threats, and because the deployment of the
appropriate controls to cope with the latter is of great value for
the continuity of the business, we propose to investigate, in this
paper, how security and privacy may potentially be handled
through the lens of value co-creation. Practically, this designed
decision is grounded on the motivation that considering
security and privacy co-creation (SPCC) may be examined as a
specialization of VCC [2]. This assertion is justified by the
acknowledgement that value is an abstract concept [3] which
expresses a measurable information, of a determined nature,
and which represents an assessment of benefits against
sacrifices [4]. Similarly, the discipline of security and privacy
also shared this statement that both represent costs for the
company but, in return, generate benefit in terms of protection
of their information system (1S).
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Unfortunately, despite a plethora of research aiming at
depicting the fundamental of VCC (e.g., VCC concepts, value
in use, value in exchange, etc.), few contributions have been
poured in the area of methods for V/SPCC design and
deployment. Therefore, in this paper, we propose an innovative
approach to support the VCC of a security and privacy nature
and that is related to assets shared between two partners. This
method is a four steps approach which is based on the three
dimensions of the value co-creation model from [2]: nature of
the value, method of VCC, and object concerned by VCC.

The next section reviews the related works regarding SPCC
and reminds previous works related to VCC. In section Il we
present the security co-creation method and in section 1V we
illustrate it through a case study in the financial domain.
Section V concludes and discusses the proposed approach.

Running case study: In the financial sector, a retail bank sells
assets to its customers and stores and backups the business
information in a data center. To monitor the level of privacy,
this bank performs regular privacy impact assessments (PIA).
In parallel, to monitor the security of the service delivered, the
bank’s data center performs security GAP analyses (SGAP)
that allow estimating the level of compliance between the real
level of security and the expected one. Fig. 1, modeled with the
e3value language [5], illustrates the exchange of value in and
between both stakeholders (blue links). For the time being, the
only exchange of value between both consists in the storage of
data for the bank and in the money paid to the data center for
the storage. The security and privacy co-creation method aims
to propose an approach to discover complementary value co-
creation in the fields of privacy and security.
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Il.  RELATED AND PREVIOUS WORKS

This section first reviews the literature related to the field of
security and privacy co-creation and collaborative security, and
in the field of VCC more generally, to give an insight on how
security, privacy and value co-creation may similarly be
handled. Afterwards, the section reminds previous works
related to value modeling and to methods of value co-creation.

A. Literature review

As highlighted by Vicini et al. [6], the challenge of
security co-creation is twofold: first, to extract the value of the
enormous amount of data available in distributed environment,
and second, to improve the perception that these data are
handled by a trusted system to store privacy protected content.
This challenge is especially important when end-users are
directly engaged in the co-creation process [7]. Vicini et al.
show how it is possible to integrate practical co-creation
processes into security and privacy by design methodologies
and propose a methodology and guidelines to translate high-
level requirements into verifiable low level and technological
ones. In [8], Bennaceur et al. address the support of
collaborative security in the field of internet of things and
explain how the collaborative security tends to exploit and to
compose the capability of the connected devise to protect assets
from potential harm. The authors propose an approach
supported by a dedicated tool to support the above composition
using a combination of feature modelling and mediator
synthesis. In [9], Martin et al. stress the importance of the
collaborative approach to security management in the area of
air traffic management, due to the fact that operations and
systems become increasingly integrated. Accordingly, they
claim that for a successful collaborative approach, security
managers need to adopt collaborative leadership skills and
approaches. More recently, in [11], Garrido-Pelaz et al.
propose a collaborative security approach through the
perspective of information sharing which can help to develop
early prevention mechanisms. Therefore, they exploit a model
for sharing cybersecurity information between dependent
organizations that are impacted by different cyber-attacks.

SPCC could be seen as a type of value co-creation. VCC
discipline originates from the marketing theory. It aims to
define and to explain the mechanisms for the co-generation of
value during business exchanges amongst companies [11]-[12].
Vargo et al. [12] [13] formalize it using a framework for
defining VCC in the perspective of the service dominant logic
(S-DL). According to them, service is the basis of all
exchanges and focuses on the process of value creation rather
than on the creation of tangible outputs. As a result, a service
system is a network of agents and interactions that integrates
resources for VCC [12]. On that basis, value is proposed by a
service provider and is determined by a service beneficiary.
According to [25], this interaction is defined through situations
in which the customer and the provider are involved in each
other’s practices. Frow et al. [15] propose a framework to assist
firms in identifying new opportunities for VCC. Therefore,
they provide a strategically important new approach for
managers to identify, organize and communicate innovative
opportunities. More recently, Chew [16] argues that, in the
digital world, service innovation is focused on customer value
creation and he proposes an integrated Service Innovation

Method (iSIM) for analyzing the interrelationships between the
design process elements. At the IS domains level, Gordijn et al.
[5] explain that business modeling is not about process but
about value exchange between different actors. Accordingly,
Gordijn et al. propose e3value to design models that sustain the
communication between business and IT groups. In [17],
e3value is extended for considering co-creation. Therefore, the
authors define the so called value encounters which consist in
spaces where groups of actors interact to derive value from the
groups’ resources. The financial case used to illustrate our
method is modelled with this e3value language (Fig. 1 and 9).
In the same vein, Razo-Zapata et al. propose visual constructs
to describe the value co-creation process [18].

B. Value modeling

In our previous work [2], one first contribution consisted in
a value creation model structured according to three
dimensions (Fig. 2): the nature of the value, the method of
value creation, the object concerned by the value.
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Figure 2. Three value dimensions

These three dimensions of the value creation are defined as:

e Nature of the value. The value has a nature that expresses
a domain of interest and a context that characterize an
element of the information system. E.g., security of the IS,
actor’s responsibility [19], or the data privacy [20].

e Method (to create value). The method is an abstract
concept that gathers a set of method elements ordered in
steps and achieved in order to create value. E.g., process
based approach, risk assessment [14], method chunk [21].

e Object (concerned by the value). The object concerned by
the value is the IS element that is better after this value
being delivered. E.qg., an actor, a process, a data, a server.

In the following, we explain the value creation model and
propose three fundamental value co-creation schemas. Based
on combinations amongst the latter, more complex VCC
schemas may also be designed (e.g., by considering more than
one dimension, or for tackling co-creation implying more than
two actors). These combinations are not considered in the
paper but are available in [2]. The value creation model
presented in Fig. 3 includes nine additional concepts which are
dedicated to express the three value creation dimensions.

The nature of the value has characteristics that define the
value, the latter concerns an object, is created by a method,
and is measurable:

e Characteristics of the Nature of the Value. This concept
expresses the different elements that characterize the
nature of the value, or the pillars that found this nature
(e.g., availability, confidentiality, portability, etc.).

e Object. The object concerned by the value is the IS
element that is better after this value being delivered. (e.g.,
an actor, a process, a data).



e Measure. The measure corresponds to a property on which
calculations can be made for determining the amount of
value generated.
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Figure 3: Value creation (VC) model

The method of value creation has a goal, is composed of
method elements organized by method steps:

e Goal. The goal corresponds to the expected operation on
value created by the method (e.g., create value, assess or
evaluate value generated, optimize the value).

e Method element. The elements of the method correspond
to unitary tasks that constitute the method. (e.g., analysis,
collection of information, reporting...)

e Method step. The method steps consist in the organized
and coherent articulations of the method elements (e.g., if-
then-else, process elements ordination...)

The objects concerned by the value are impacted by the
method. They composed the information system which is
characterized by a context and expressed by a language:

e Information system. The information system that
encompasses the objects concerned by the value.

e Context. The context represents the surrounding of the IS
(e.g., the sector of the business entity that is concerned by
the IS, the rules and regulations related to this sector, etc.)

e Language. The language represents the vocabulary used to
express the information system of a specific context.

The second contribution of [2] consists in three generic
schemas of VCC, built upon the three dimensions of value
creation model: nature of the value, method of value creation,
and object concerned by the value. The three generic schemas
are: (1) Method-based VCC: In this first schema, the method
is shared by the companies but the nature of the value and the
object of value created are different. In this co-creation case,
VCC activities achieved by two companies may generate
different types of value nature, concerning different objects
evolving in different contexts. As a result, the co-creation
described in these first schemas happens because enterprises
share and achieve activities together that contribute to value
creation (e.g., two companies that create value using a shared
process-based approach). (2) Object-based VCC: This co-
creation concerns a unique object that creates value of
different natures in different contexts. It concerns two
companies that collaborate to co-create value but this value
may be of different nature for each of them (e.g., two

companies that create two different nature of value for the
benefit of a joint network). (3) Nature-based VCC: In this
third schema, the nature of the value co-created is shared by
the companies but the object of value created and the value
creation method are different. The VCC activities at the level
of each company may be achieved by using different methods
and may concern different types of objects from different
contexts. However, these different activities concern VCC of
the same nature (e.g., two companies protecting the privacy of
their customers with different methods).

IIl.  SECURITY AND PRIVACY CO-CREATION METHOD

A. Security and privacy co-creation

Security co-creation is an important research topic [6]-[10].
In this paper, we investigate security and privacy co-creation as
an instance of value co-creation. Indeed, security and privacy
are characteristics of elements of the information system that,
when adequately deployed, improve the utilization of the latter.
Both security and privacy, according to [2], are themselves
defined by the following characteristics: availability,
confidentiality, integrity, non-repudiation, etc. (for security)
and anonymity, pseudonymity, access to resources, etc. (for
privacy). Finally, alike all nature of value, security and privacy
are also created by dedicated methods (like risk assessment,
cryptography, packet filtering, etc.)

B. Security and privacy co-creation method

Based on the three value dimensions and the three co-
creation methods presented in Section 11.B, the four steps of the
SPCC method (Fig. 4) consist, first, in analyzing the value
created in each company involved in the SPCC (Separate
assessment). Afterwards, on the basis of the information
collected, the second step consists in searching for potential
common opportunities of SPCC regarding one or many of the
three value dimensions (method, object and/or nature of the
value — Co-creation analysis). Thirdly, the method goes on in
selecting through the list of opportunities, during an advisory
board, which ones of the SPCC the company commits for (Co-
creation commitment). Finally, step four consists in the
deployment of the SPCC within each company’s respective
information system (Co-creation deployment).

1) Separated assessments

This first step aims to collect, assess and model the
company’s assets that are impacted during the interaction
between the partners as well as the activities they have in
common and the value generated at each partner side by these
activities. At this first step, the value considered is not
restricted to a security or a privacy nature but may also
concern value of other types like the quality or the usability.

During this step, interviews of the key persons from the
companies are performed, existing enterprise models (e.g.,
architecture model, process model, etc.) are collected
(independently of the language they are expressed in), and VC
instances of the VC model are generated accordingly.

Input: The input to start the assessment of the companies’
contexts is simply “the willingness” to be engaged in the
process and the commitment of the managers to support it.
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Figure 4:  Security Co-Creation method

Output: Figures of the companies’ business, data and
enterprise architecture models, business process, and
instantiations of the VC model.

2) Co-creation analysis

During this step, all partners’ instantiated VC models are
compared with the other partners’ instantiated VC models.
This comparison allows mining the elements that all partner’s
VC models have in common and where room exists for co-
creation. According to the co-creation methods proposed in
I1.B.2, the analysis focuses on detecting model-based
similarities between the types of nature of the value, the value
co-creation methods, or the objects concerned by the value.
This step may be supported by mining tools for the automatic
model matching detection, as explained by Wille et al. [13].

Input: Instantiated VC models from each partners.

Output: Integrated opportunities of security and privacy co-
creation models.

3) Co-creation commitment

This step is an important one in the process. It implies the
decision-makers and managers to analyze which security and
privacy co-creations they want to commit for based on the co-
creation opportunities detected at step 2. To that end, the co-
creation opportunity models are considered as relevant
material given their capacity to clearly show impacts and
benefits of the co-creations. After the decision being made, the
integrated SPCC models are exploited to accordingly
transform each respective VC models into a companies’
specific security and privacy creation (SPC) models. At this
step, two types of company approach may exist: conservative
or innovative. In the first case, the company wants to keep
working with his ongoing solution but agrees to collaborate in
order to support SPCC opportunities. In the second case, the

company is likely to accept changing its way of doing and
even to adopt the other company’s approach.

Input: List of integrated SPCC opportunities.

Output: Security and privacy co-creation commitment from
the decision makers and managers, and transformation of the
VC models into companies’ specific SPC models.

4) Co-creation deployment

This step aims at deploying the co-creation activities in the
companies’ running business. Therefore, each companies’
information systems are adapted following the SPC models
defined at step 3. These modifications of the companies’ IS
models are achieved manually or automatically depending of
the models at stake and available tools.

Input: Companies’ specific SPC models.

Output: Companies’ information system adapted following
the SPC models.

Table | provides a summary of the manipulations performed
at the modeling level.

l. ILLUSTRATION

This section illustrates the deployment of the security co-
creation method along the collaboration between a retail bank
and a data center. Each step of the method is illustrated phase
by phase.

A. Step 1: Separate assessment

This step aims at collecting the value co-creation activities
from each company. Therefore, the VC activities (including the
PIA and the SGAP) are analyzed and the VC model (Fig. 3) is
instantiated accordingly.

TABLE I: MODELS’ CONTRIBUTIONS DURING METHOD STEPS

Step 1: Separated
assessments

Step 2: Co-creation
analysis

Step 3: Co-creation
commitment

Step 4: Co-creation
deployment

Companies’ IS models are

Companies’ IS used to instantiate VVC

Companies’ IS models are
updated based on SPC

models model instances
VC model and VC instances of the VC VC instances are used for
instances model are created SPCC opportunities mining
spcC S_PCC opportunities are SPCC opportun!ties are
instances mined from each partner’s proposed and validated by

VC instances

the decision makers

SPC instances

SPC instances are generated
based on selected SPCC

SPC instances are used to
update each partners’ IS.




Fig. 6 and 7 illustrate this instantiation respectively for the
PIA process at the bank level and the SGAP at the data center
level. At the bank, the nature of the value is the privacy of the
bank customer’s financial assets. This privacy is generated by a
privacy impact assessment method composed of the following
elements: assessment of the leased line (that allows the data
storage at the data center), assessment of the web portal,
assessment of the value of the privacy, and analysis of the

value/impact.
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Figure 6: VC instance of the PIA at the bank

The same instantiation of the VC model is afterwards
performed at the data center side. At that level, the nature of
the value is the security of the data center backup and archiving
operations. This security is obtained thanks to a security GAP
analysis method which is built on the following four elements:
assessment of the leased line, risk analysis, analysis of the cost
of the controls, analysis of the business assets and assessment

of the impact of a failure.

exXpresses

IT System

characterises Data Center's IS

Back up and Archiving [JSEUEERE

Operations

Security

) " creates
Security GAP
Analysis

Risk analysis

Assessment of the
Impact of a Failure

Assessment of
the leased line

: 4 Analysis of the
Analysis of the J Business Assals

Cost of the Controls

Figure 7: VC instance of the security GAP at the data center

B. Step 2: Co-creation analysis

This step aims to analyze and to detect security and privacy
co-creation opportunities between companies. Therefore, the
instances of the value creation models from both institutions,
defined at step 1 (i.e., PIA and SGPA), are systematically
compared with each other in order to identify similarities
between concepts. As explained in 11.B, the similarities may
exist at the nature of the value level, at object of value level, or
the value creation method level. Fig. 8 illustrates that both the
PIA and the SGAP activities need to assess the leased line that
allows the transfer of information from the bank to the data
center. In that regard, a potential co-creation opportunity could
be to assess it once and share the result amongst the partners.
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Figure 8: Security and privacy co-creation instance
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C. Step 3: Co-creation Commitment

This step aims at taking the decision on which co-creation
opportunity is relevant and justified for both companies and on
adjusting the VC model of each company accordingly. For
instance, after the commitment meeting, decision makers and
managers of both companies agree to co-create security and
privacy by optimizing the assessment of the leased line. More
precisely, the assessment is performed by the data center agents
and the results are sold to the bank at a good price. This
decision needs to be reflected afterwards in the respective VC
model. For instance, in Fig. 9, the element of the method
“Assessment of the leased line” (Fig. 6) changed in “Receive
subcontracted assessment of the leased line results”

Concems

Bank Customer's

Privacy Financial Assets

Privacy Impact
Assessment

Receive subcontracted
assessment
of the leased line results

Figure 9: Security and privacy co-creation deployment

D. Step 4: Co-creation Deployement

This fourth step concerns the deployment of the co-created
value in both ISs of the companies. Only the modeling
dimension of this deployment is addressed. Concretely, after
pledging commitment for a precise co-creation opportunity,
both companies’ information systems needs to be updated
accordingly. Therefore, the instantiated VC models (SPC
models) are mapped with the respective companies’ ISs. The
latter being expressed in their dedicated IS languages
(respectively, ArchiMate 3.0 [22, 24] and Aris 10.0 [23]). Fig.
9 illustrates the new security and privacy value co-created after
the achievement of each step of the method, respectively:
Leased line information and Money from the bank to the data
center, and Assessment result the other way round.

Il.  DiscussioN, CONCLUSION AND FUTURE WORKS

Due to the ongoing developments of collaborative systems,
companies are constantly willing to optimize the co-creation
of value with their partners. Nowadays, this co-creation that
was initially focused on the value of business assets tends to
spread over others aspects such as the security and the privacy.
This evolution in the creation of security and privacy features
calls for new approaches to support companies in investigating



and deploying new security and privacy co-creation

opportunities. Based on a value creation model and three co-

creation schemas, we propose in this paper a four-steps

innovative method for security and privacy co-creation that

offers the advantage to be:

¢ simple to understand and deploy,

o adapted for three types of co-creation, to know: method-
based, object-based or nature-based co-creation,

e sensitive to decision makers’ and managers’ commitment
that is largely involved during the commitment step,

e independent of the companies information system
architecture language (e.g., in the illustration, the bank
used ArchiMate 3.0 and the data center used Aris 10.0).
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Figure 9: Security and privacy with co-creation - e3value model

As an improvement point, although the illustration happens
in a real context setting, further complementary case studies
and validations are required to confirm the efficiency of the
method. These validations should allow analyzing to what
extend the method may also be used to define and deploy
security and privacy co-creation in the context of other co-
creation schemas (e.g., object- and nature-based co-creation).
In parallel, complementary instantiations of the latter should
allow verifying to what extend (1) it is adapted and easy to
apprehend by security professionals such as consulting
companies or other service providers, and (2) it may support
the definition of security and privacy co-creation between
more than two partners, that is to say in networks of
enterprises and business ecosystems.

Another element to be considered in future works consists
in equipping the method with the appropriate tools, amongst
which a dedicated model mining solution (e.g., [17]). The later
would be especially relevant at the co-creation analysis step
for detecting the co-creation opportunities by systematical
mapping between each value creation instance.
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