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Preface

The CAiSE series of conferences, which started in 1989, provides an estab-
lished venue in the domain of information systems engineering for presenting
and exchanging results of design-oriented research in information systems. In
2010, the 22nd CAiSE conference, organized in Hammamet, Tunisia, continued
this tradition. The overarching theme of CAiSE 2010 was ‘Information Systems
Evolution’.

While the CAiSE conference itself focuses on papers that report on
well-matured research, the CAiSE forum was created specifically to provide
a platform to publish early results, as well as to report on tool development
based-on/supporting research activities. As such, the CAiSE Forum aims at the
presentation of fresh ideas, new concepts, as well as the demonstration of new
and innovative systems, tools and applications. The Forum sessions at the con-
ference were shaped in such a way to facilitate the interaction, discussion, and
exchange of ideas among presenters and participants.

This year marked a further step in the maturation of the CAiSE Forum. Thus
far, the CAiSE Forum only featured an informal proceedings format. This format
really supported the informal and future focused style of the CAiSE Forum.
However, to make the value of the Forum even more explicit and tangible, it was
decided to create formal proceedings for the best contributions submitted to the
CAiSE forum.

Out of the 32 submissions to the Forum, 25 submissions were invited to be
presented at the conference. Finally, 22 of these contributions were accepted for
the proceedings featuring extended versions of the original contributions, also
taking the feedback from the original reviewers into due consideration.

October 2010 Pnina Soffer
Erik Proper
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Atonia Albani University of St. Gallen, Switzerland
Bas van der Raadt Ernst & Young Advisory, The Netherlands
Bas van Gils BiZZdesign, The Netherlands
Camille Salinesi University of Paris 1, France
Frank Harmsen Ernst & Young Advisory and University of

Maastricht, The Netherlands
Hajo Reijers Eindhoven University of Technology,

The Netherlands
Hans Mulder VIA Groep, The Netherlands and

University of Antwerp, Belgium
Inge van de Weerd Utrecht University, The Netherlands
Iris Reinhartz-Berger University of Haifa, Israel
Irit Hadar University of Haifa, Israel
Jan Mendling Humboldt-Universität zu Berlin, Germany
Jan Recker Queensland University of Technology, Australia
Johan Versendaal University of Utrecht and University of Applied

Sciences Utrecht, The Netherlands
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Managing Personal Information through
Information Components

Stefania Leone, Matthias Geel, and Moira C. Norrie

Institute for Information Systems, ETH Zurich,
CH-8092 Zurich, Switzerland

{leone,geel,norrie}@inf.ethz.ch

Abstract. We introduce the concept of information components and
show how it can allow non-expert users to construct their personal in-
formation spaces by selecting, customising and composing components
defined by the system or other users. The system presented is based
on a plug-and-play concept where new user-defined applications can be
created and integrated into the portal-style interface based on default
templates which can easily be customised by the users.

Keywords: information components, personal information management,
pluggable interface architectures.

1 Introduction

The term Web 2.0 refers to a new generation of Web-based applications that
empower the user in the creation and management of content and services.
Combined with the concepts of portals, widgets and mashups, some users have
evolved to so-called advanced Web users [1] that not only manage and share
their own data, but also integrate a wide range of external data and services. At
the same time, they are encouraged to collaborate in a range of ways—including
the community-based development of application libraries offered by sites such
as Facebook.

It is therefore not surprising that users are increasingly turning to Web 2.0
sites for the management of personal information. However, this can in turn
create its own problems in terms of losing control of one’s own data and increased
fragmentation of information across a range of Web 2.0 applications and desktop
applications. At the same time, while sites such as Facebook provide a very large
collection of applications for the management of personal information such as
contacts, photo albums, places visited and virtual bookshelves, it is not possible
to personalise these or combine them in flexible ways.

Our goal was to adopt concepts from Web 2.0 to empower users in the man-
agement of all of their personal information by allowing them to customise and
compose information components. Instead of offering units of reuse at the inter-
face or service level, we offer them at the database level, thereby allowing users
to focus on their data requirements and to extend, customise, group or associate
data items as they choose. To demonstrate the feasibility of the approach, we

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 1–14, 2010.
c© Springer-Verlag Berlin Heidelberg 2010



2 S. Leone, M. Geel, and M.C. Norrie

have developed the PIM 2.0 platform based on an extension of an object database
system that supports the information component concept. PIM 2.0 offers a Web-
based pluggable interface architecture capable of automatically generating the
portal-style interfaces based on default or selected templates which can easily be
customised.

In this paper, we will focus on the technological level of our approach. We
begin in Sect. 2 with a discussion of the background before introducing our
notion of information components in Sect. 3. We then present our approach by
first describing the process of extending a personal information space through the
composition of components in Sect. 4 and then discussing the system architecture
in Sect. 5. Implementation details of our PIM 2.0 system are given in Sect. 6. A
discussion of the current status of our work and future directions of research is
given in Sect. 7. Concluding remarks are given in Sect. 8.

2 Background

With the dramatic increase in the volume of personal data stored by users in
recent years, there have been various proposals to build tools on top of existing
file systems and desktop applications to extract and integrate data from different
sources in order to meet a user’s information needs, e.g. [2,3]. In the position
paper by Franklin, Halevy and Maier [4], they propose a notion of dataspace
systems where traditional database functionality such as metadata management,
indexing and query processing can be used alongside traditional file systems
and applications to support the administration, discovery and enhancement of
personal data. Personal information management (PIM) solutions based on this
vision aim to integrate all of a user’s data and provide support for associating
data of various types and from various sources, mostly following the vision of
trails proposed in [5]. These associations may be automatically created as well
as user-defined [3,6].

Generally, PIM systems proposed in research tend to either use a predefined
PIM domain model e.g. [7,3,8], or work according to a “no-schema” or “schema-
later” approach e.g. [6,9,2]. On the interface level, they mostly offer a generic
browser where a user can browse data via associations. In Haystack [2], entities
are self-rendering in that they know how to render and display themselves and
offer a context menu with the operations for that entity.

While these systems help users work with information fragmented across ex-
isting applications, they do not provide the basic infrastructure to enable users
to easily design, build and customise their own personal information space. We
believe that, with the right tools, users could be put in control of what data they
manage and how they manage it. Our general aim is not dissimilar to that of
MashArt [1,10] where they provide a platform that enables advanced Web users
rather than developers to create their own applications through the composition
of user interface (UI), application and data components. The main difference is
that they focus on the integration of existing services, whereas we want to em-
power users in the creation as well as the composition of components. Further,
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our components are information components rather than services and integra-
tion is done at the database level. Therefore, whereas MashArt uses event-based
composition, the composition of information components involves creating new
data structures that integrate and augment existing metadata and data. Last but
not least, we support the automatic generation of the UI based on a portal-style
of interface familiar from Web 2.0 applications.

Web 2.0 has already had a tremendous impact in terms of how people use
the Web to communicate, collaborate and manage personal data. Its success
can provide valuable lessons in how to provide easy-to-use, customisable and
extensible platforms for PIM. In particular, users have become familiar with the
plug-and-play style of interfaces offered by portals as well as the plug-and-play
style of applications offered by social networking sites such as Facebook which
now offers thousands of applications developed by the user community. They are
also becoming increasingly familiar with the notions of widgets that allow small,
lightweight applications to be integrated into Web pages and Web-based mashups
that allow the integration of services within a client. Taken together with the
notions of user-generated content underlying Web 2.0, users are increasingly
becoming empowered to manage their own information needs. However, on the
negative side, the increased usage of Web 2.0 applications for PIM has drastic
consequences in terms of loss of user’s control over their own data and also
information fragmentation [11,12].

We have adopted features of Web 2.0 to develop a platform for PIM that allows
users to define and manage their own personal information space by creating,
sharing, customising and composing information components. These components
define the data structures, application logic and interaction logic that support
some particular information management task. Being able to build a personal
information space in a plug-and-play manner through the selection and com-
position of these components allows even non-expert users to profit from the
experience of more advanced users and have fine-grained control over their PIM.

While reuse in databases has been considered at the architectural level in
terms of component database systems [13] and also at the data level in terms
of various forms of data integration services [14], little attention has been given
to reuse at the database schema level to support reuse in the design and de-
velopment of applications. An exception is the work of Thalheim [15] where
he proposed the use of composable sub schematas to enhance the management
of large and complex database schemas. In contrast, we focus on reuse as a
means of allowing non-expert users to create a customised personal information
space. We achieve this by providing them with a Web-based pluggable interface
with an embedded set of graphical tools that enables them to create their per-
sonal information space through the selection, customisation and composition of
components that are usually small and simple. We note that in the case of ob-
ject databases where the database schema corresponds to class definitions that
include application logic and also possibly presentation and interaction logic,
schema reuse can have a significant impact. However, we believe that reuse is
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important even for relational or XML databases with no application logic inte-
grated into the schema to enable non-expert users to design and develop their
own personal information spaces.

3 Approach

Information components are intended to be the basic units of reuse in infor-
mation systems at both the schema and data level. Fig. 1 gives an overview of
the information component meta model. An information space consists of a set
of information components where each information component can define both
metadata and data. An information component may reuse data and metadata
from other components and may expose data and metadata for reuse. The reuse
is reflected by the import aggregation, which defines the structures that have
been imported from other components. In turn, the export aggregation speci-
fies the data and metadata that are shared for reuse in new components. When
creating a new component, one can import and reuse structures from existing
components, if desired. If an information component exports only metadata,
reuse is only at the schema level to support the design of an information space.
Optionally, an information component may export data in addition to metadata
which allows the reuse of data.

InformationSpace

InformationComponent

MetaDataData

ModelPart

AssociationCollectionClass
Model-Specific 

Primitives

Structuredefine

import

export

Fig. 1. Information components metamodel

Our prototype was developed using an object database based on the OM
model [16] and therefore the metadata of a component is defined in terms of
the model primitives which are classes, collections and associations. We show
this in Fig. 1 as a particular set of model parts to indicate that our notion of
information components could be applied to other models.

Our approach allows users to construct their personal information space by
defining their own components through a process of selecting, extending and
combining existing components. A core set of system-defined components are
provided to support the basic, common information management tasks in PIM
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systems such as the management of contacts and we show in the next section
how a user can use these as the starting point for developing their own PIM
applications. In addition, users can also reuse applications defined by other users
based on a global registry.

4 Application Development Process

Having introduced the concept of information components, we now describe how
this can be used to build a personal information space through the composition
of information components. Assume a user has a simple contact application and
a picture management application and would like to tag pictures with contacts.
We will now illustrate how the user could extend their personal information
space with this functionality by creating a new information component from the
composition of the existing components.

An application consists of an information component together with an associ-
ated user interface. Figure 2 gives an overview of the steps involved in building an
application. Before detailing the steps, we note that some tasks are carried out
by the user while others are done automatically by the system. To create a new
application, the user basically models the application domain and associates
domain concepts to templates. The system then generates both the database
representation of the domain model and the user interface based on the domain
concept-template assignment specified by the user and deploys the application
into the user interface. Our PIM 2.0 system has a portal-like interface and we
provide an Application Manager application embedded into the PIM portal that
supports all of these operations.

1© shows the PIM 2.0 UI with three applications. In order to create a new
application, a user first creates a new information component 2© by modelling
the application domain. A user may choose to reuse existing component parts
and/or specify new domain concepts. Note that an information component can
have arbitrarily complex models, but may also represent a single domain concept.

In our example, we assume the reuse of two information components, the Con-
tacts component and the Pictures component. According to the constructs of the
OM data model, a component will consist of one or more collections of a partic-
ular membertype plus associations between collections. Cardinality constraints
can be specified over associations. In addition, the OM model can represent rich
classification structures through the use of subcollection and subtyping relation-
ships together with classification constraints such as disjoint and cover. It is
beyond the scope of this paper to describe the OM model in full. Details of the
model are given in [16].

In the following examples, we use an abbreviated form of the data definition
language associated with the OM model for the sake of simplicity. In particular,
we will specify the collections and their membertypes together, although we note
that it is possible in the OM model to define multiple collections with the same
membertype and therefore they are usually defined separately.
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Component Generation 

(Database)

UI Generation

Associate with templates

User-defined templates

Contacts Pictures

tagged

Automatic Steps

1

3

4

5

6
Pictures

Pictures

Events

Pictures

Contacts Contacts Pictures

tagged

2Component Composition

Create new component parts

Import components

Associate component parts

Fig. 2. Process of composing information components

Assume that the Contacts component has a single collection contacts defined
as:

contacts(name:string, birthday:date, phone:set, address:set)

Further, assume that the Pictures component is defined as:

pictures(picture:uri, caption:string)

albums(name:string)

picturesInAlbums(picture:ref, album:ref)

where picturesInAlbums is an association between pictures and albums. To
create a PictureTagging component, the user could choose to import contacts
from the Contacts component and pictures from the Pictures component and
associate these two parts with a tagged association 2©, defined as follows:

Contacts.contacts(name:string, birthday:date, phone:set, address:set)

Pictures.pictures(picture:uri, caption:string)

tagged(picture:ref, contact:ref)

Note that the names of collections, types, attributes etc. may be qualified with
their component names to ensure uniqueness. However, we also provide options
for the user to rename objects during the composition process in order to simplify
the interface of the new component.

Figure 3 shows a screenshot of the component composition process in the
Application Manager. Users can drag and drop component parts into the com-
poser area of the Application Manager to reuse them. New classes, collections
and associations can be created using the menu on the left. For the PictureTag-
ging component, the contacts collection from the Contacts component and the
pictures collection from the Pictures component have been associated with a
tagged association in the composer area. Once defined, the component model is
automatically created in the database 3©.

To create the interface of the new component, the user can associate the
component parts to structural templates that define how the data will be dis-
played 4©. These templates define what should be displayed in terms of attributes
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Fig. 3. Application Manager

and associated entities, the order in which these should be displayed and also the
operations offered through context menus and buttons. To facilitate the process
of defining the user interface, we defined standard templates for displaying collec-
tions and objects in read or write modes. Further, standard structural templates
can be extended or new ones created through the Application Manager by users
defining views through the simple selection and ordering of object attributes.
Also, context menus to select from various standard options are available where
appropriate.

The actual layout and positioning of data is defined in separate layout tem-
plates that are applied upon interface generation. Note that users can create
their own layout templates or extend existing ones. During UI generation, a
view is generated which includes the layout as well as the structural information
and represents the actual UI through which the user interacts with the data.

The default collection template displays a collection as a list and the user has
to specify the object attributes to appear in that list. For example, they might
specify that the contacts collection be displayed as a list of surnames followed
by forenames. By default, collection views are always in write mode, so that
objects can be selected, added to and removed from the list.

The default structural templates represent objects in a generic way. It is easy
for users to create their own custom templates. For example, they might specify
that in the picture detail view, the actual picture together with a caption should
be displayed rather than the URL. To support such customisations, templates
can be created which specify a set of applicable types and users are presented
with a choice of presentations. The picture detail template would have the form:
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<view name=‘PictureDetailView’ mode=‘read’>

<layout source=‘defaultGridLayout’>

<compatibletypes>

<type name=‘pictures’/>

</compatibletypes>

<attributes>

<attribute name=‘picture’ resource=‘attributes/picture’/>

<attribute name=‘caption’ value=‘attributes/caption’/>

</attributes>

</view>

Attribute picture is a resource which means that the value is the path to the
resource to be displayed, while the attribute caption is a value that can be dis-
played directly. This template uses a default layout template defaultGridLayout,
but a user can also define their own layout template or extend the default ones.

A user may wish to reuse the customised templates of imported components,
extending them to cater for new data or functionality. For example, in the picture
tagging application, the user might want to display the names of tagged persons
along with the picture and caption. This could be done by creating a template
that extends the PictureDetailView template as follows:

<view name=‘‘TPictureDetailView’’ extends name=‘‘PictureDetailView’’>

...

<attributes>

<attribute name = ‘Tagged’

value=‘associations/tagged/contacts/attributes/name’ type=‘set’/>

</attributes>

</view>

The previous template is extended with an attribute that provides a set of names
of the people related by the ‘tagged’ association of the PictureTagging compo-
nent as specified by a path expression. By declaring type=‘set’, we indicate
that the navigation may yield a set of values all of which should be displayed.
After associating the model with the templates, the actual views are generated
by combining the structural and layout templates 5©. The application is then de-
ployed into the portal. In our example, the PIM portal is extended and features
the additional picture tagging application 6©.

5 Architecture

Having described the general process of composing information components, we
now look in more detail at how our approach works in practice in terms of
supporting the local and global reuse of components. We start by looking at the
structure of the PIM 2.0 system which manages and provides access to a user’s
personal information space based on the concept of information components
presented in the previous sections.

Figure 4 provides an overview of the PIM 2.0 structure. The system has two
main parts—the Interface Manager and the Component Manager. The Compo-
nent Manager is responsible for the creation and manipulation of information
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components as well as the management of the template assignments. The In-
terface Manager manages the template repository where the default structural
and layout templates as well as user-defined templates are stored. Structural
templates are written in an implementation-independent XML dialect whereas
layout templates are written in an implementation-dependent manner since they
are part of the underlying UI technology. The specific technologies used and im-
plementation details are given in the next section.

HTTP

Generated Applications Application Mananger

Component Manager

Events

Pictures

Contacts

Template Assignment

Interface

Manager

Interface

Generator

View

Repository

Runtime

Compiler

Interface 

Cache

Template

Repository

Fig. 4. Structure of PIM 2.0 system

The user interface consists of two parts, the actual portal-like user interface
which is the set of applications to manage personal data and the Application
Manager that allows users to create new applications by defining new information
components. The Application Manager exhibits the functionality presented in
Sect. 4, namely component design, template design and component-template
assignment. As mentioned previously, the Application Manager is provided as
an application embedded in a user’s PIM portal.

Since there are many common information management tasks in PIM sys-
tems such as the management of contacts and todo lists, we offer a core set of
system-defined components for these tasks. This means that the user can start
by selecting the components that they require from this set. However, it is sim-
ple for them to create new customised components based on these by selecting
which parts of the core components they want to use and/or extending them
with additional information. We refer to this as local reuse and it often occurs
as part of the evolution of a personal information space and not just the initial
design. This means that it is common that not only the metadata, but also the
data is integrated as part of the composition process. Data integration usually
takes the form of creating new objects, collections or associations that enable
data from the imported components to be aggregated or linked together.
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While users could use the system to design and build their personal informa-
tion space based on a set of pre-defined components, one of the central ideas
behind our approach is that they can benefit from the experience and expertise
of others through the reuse of components developed within the user community.
We refer to this as global reuse. In addition to the local repository of components
and associated templates shown in Fig. 4, there is a global registry where users
can make their information components available to others. A component can be
registered together with one or more associated structural and view templates.
A user can therefore search for components and templates in the global registry
and select among the variants offered for a particular information management
task. Since information components are typically rather simple, it is not difficult
for a user to select a component based on keywords, description and inspection.
Clearly there are also issues related to trust and security and we are currently
investigating a combination of technical approaches based on making PIM 2.0 a
secure, controlled environment and ones of trust commonly adopted in Web 2.0
platforms such as Facebook.

6 Implementation

In this section, we describe how we implemented the PIM 2.0 system. The first
step was to implement an object database system that supported the concept of
information components defined in this paper. In a second step, we implemented
a Web application on top of the database that allows users to manage their
personal information space by creating, composing and accessing information
components through a portal-style interface.

Figure 5 gives an overview of our layered system architecture. For each layer,
we indicate the technologies used. The database layer consists of an object
database that has been extended with the information component concept. We
have developed our own object database system, OMS Avon, which is based on
the OM model and implemented in Java [17]. The information component con-
cept is implemented as a meta model extension module [18]. Since OMS Avon
bootstraps its meta model, we were able to extend the Avon meta model with the
information component meta model and thus have the information component
concepts as metadata concepts natively in the database.

In OMS Avon, meta model concepts are manipulated via corresponding CRUD
classes. These implement the basic data management operations of create, read,
update and delete for the various meta model concepts as well as providing ad-
ditional methods that implement more sophisticated operations. We extended
the set of CRUD classes for types, collections, associations and constraints pro-
vided by Avon with an information component CRUD class, that supports the
creation, retrieval, deletion, composition and manipulation of information com-
ponents. Upon creation, the import method supports the importation and thus
composition of components, while the export method exposes component struc-
tures. The actual data is accessed via the ObjectsCrud class which supports the
functionality of creating, retrieving and deleting objects, as well as retrieving
and updating attribute values.
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Fig. 5. Layered architecture of framework

These CRUD classes are used by the service tier to manage information com-
ponents. The service tier exposes the information component concepts as a Web
service. For each meta model concept, a service class has been created which of-
fers methods to deal with these concepts. These service classes contain additional
application logic needed by the Application Manager. Additionally, this tier in-
troduces model classes that correspond to entities from the database schema
such as collections and associations. These are used to transfer data between
the server and client via the Web service interface. All model classes are simple
Java classes and follow the JavaBeans specification. The service tier separates
the services in three classes. Metadata Services provide methods to deal with
information components and allow the definition of domain models using OM
concepts. Data Services are used to create and manipulate domain objects i.e.
the actual data. The Presentation Service offers methods to manage the view
definitions and generation as well as functionality to register structural and lay-
out templates for specific types.

The Web service tier mediates data between the service tier on the server-
side and the Web-based UI on the client side. It has been decoupled from the
service tier in order to allow for different Web service implementations. This
tier processes URL requests to the Web service and serves responses back to the
clients. It was implemented using the Struts Web application framework and
uses XStream to marshal the Java model classes to XML and back.

The Web client offers a portal interface to a user’s PIM system, where com-
ponents are represented as portal applications. The Application Manager is also
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a portal application embedded within the PIM interface and is used to cre-
ate, compose and manage applications. The UI has been implemented using the
OpenLaszlo Web application framework1. The OpenLaszlo architecture allows
Web applications to be specified using a declarative XML syntax, Openlaszlo
XML (LZX), that is then compiled to Flash on-the-fly. As an immediate ben-
efit, this architecture allows us to compile automatically generated OpenLaszlo
applications dynamically at runtime. We make use of this functionality to auto-
matically load newly created applications into the PIM interface upon invocation
of the view generation process on the server side.

The Presentation Service on the server-side orchestrates the whole interface
generation process and upon generation invocation lets the Interface Manager
retrieve the required template files from the file system. It then invokes the
View Generator that composes these templates and injects additional declara-
tive statements where necessary, such as bindings of XML data to structural
OpenLaszlo elements via XPath. The resulting OpenLaszlo files are then stored
back to the file system. These OpenLaszlo XML files are ready to be compiled
by OpenLaszlo as soon as they are requested for the first time.

7 Discussion

Our ultimate goal is to enable users to design and build their own personal infor-
mation spaces according to their specific information requirements. To achieve
this, we propose an approach that allows users to construct their personal infor-
mation space in an incremental way based on the reuse and composition of both
data and metadata shared with other users. These ideas are similar to the idea
of crowdsourced systems [19], where members of the user community develop
and share applications that can be reused by other members of the community.
While ideally regular users would be supported in composing their information
spaces, in reality, our system addresses the needs of advanced Web users who
are familiar with Web 2.0 platforms and have worked with technologies such as
widgets and mashups.

While most PIM systems are either based on predefined, no-schema or schema-
later approaches, we combine the advantages of all of these and offer a user a set
of existing PIM components that can either be imported from a global registry
or are already present in a user’s local information space. The user can then
extend or compose these to create new information components according to
their information needs as they evolve. Our studies of existing PIM systems and
also various Web 2.0 platforms such as Facebook shows that PIM application
schemas tend to be rather small and simple. Users therefore tend to find PIM
schemas easy to understand and our initial experiences with PIM 2.0 suggest that
they have no problems to work with and compose our information components.
However, this is something that requires detailed studies in the future.

Metadata and data reuse is currently done by reference in the case of local reuse
and by copy in the case of global reuse. In earlier work [11], we investigated the
1 http://www.openlaszlo.org/

http://www.openlaszlo.org/
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problem of data replication across a user’s information space and Web 2.0 ap-
plications and proposed a framework that supports the synchronisation of local
data with replications of that data on social networking sites. This is closely
related to the importation of global components and the desire to stay ‘synchro-
nised’, especially when importing not only schema, but also data. For exam-
ple, one could import a movie database from a global provider such as IMDB,
where a user extends the movie database with personal ratings and comments.
A user, however, would want to have an up-to-date movie database, which asks
for periodical synchronisation with the original source. We are currently inves-
tigating different options of how to support reuse within and across information
spaces.

While our prototype implementation of PIM 2.0 has shown the feasibility of
our approach within a user’s information space, we are currently investigating
several issues related to global reuse. As already mentioned, one area of research
is to investigate issues of security and trust. While we believe that it is important
to have mechanisms that ensure for example that users’ personal data cannot be
accessed by other parties unless explicitly shared, we also think it is important
to consider the notions of trust common in Web 2.0 platforms and the extent to
which these can be applied in more general settings of PIM.

Finally, we report on our experiences concerning the particular choice of tech-
nologies used to implement PIM 2.0. As described earlier, we used OpenLaszlo
for the UI of our system. OpenLaszlo is one example of a Rich Internet Appli-
cation (RIA) framework and we have also experimented with alternatives. Our
experience has shown that while RIA frameworks are well suited to rapid pro-
totyping, they are not as flexible and dynamic as expected, especially in terms
of special purpose UI widgets and non-standard interaction models that are not
inherent in the system. As a result, while OpenLaszlo enabled us to successfully
demonstrate the concept, the current version of PIM 2.0 is rather limited in
terms of rich user interaction and therefore not really suitable for carrying out
detailed user studies. We are therefore investigating alternative implementation
strategies.

8 Conclusion

We argue that users should be empowered in the management of their personal
data by providing tools that can enable them to design and build PIM systems
adapted to their personal information requirements. We have presented the con-
cept of information components as a mechanism for allowing users to construct
their personal information space in a plug-and-play style of composing schemas
and data. By supporting reuse within and across PIM systems, we believe that
advanced Web users can create and share components with other users, while
non-expert users can still benefit from the expertise and experience of the com-
munity similar to collaboration evident in many Web 2.0 communities.



14 S. Leone, M. Geel, and M.C. Norrie

References

1. Daniel, F., Casati, F., Benatallah, B., Shan, M.C.: Hosted Universal Composition:
Models, Languages and Infrastructure in mashArt. In: Laender, A.H.F., Castano,
S., Dayal, U., Casati, F., de Oliveira, J.P.M. (eds.) ER 2009. LNCS, vol. 5829, pp.
428–443. Springer, Heidelberg (2009)

2. Karger, D.R.: Haystack: Per-User Information Environments. In: Kaptelinin, V.,
Czerwinski, M. (eds.) Beyond the Desktop Metaphor: Designing Integrated Digital
Work Environments, 1st edn., vol. 1, pp. 49–100. The MIT Press, Cambridge (2007)

3. Dong, X., Halevy, A.Y.: A Platform for Personal Information Management and
Integration. In: Proc. CIDR 2005, Asilomar, CA, USA (2005)

4. Franklin, M., Halevy, A., Maier, D.: From Databases to Dataspaces: A New Ab-
straction for Information Management. ACM SIGMOD Record (December 2005)

5. Bush, V.: As We May Think. The Atlantic Monthly 176(1) (1945)
6. Vaz Salles, M.A., Dittrich, J.P., Karakashian, S.K., Girard, O.R., Blunschi, L.:

iTrails: Pay-As-You-Go Information Integration in Dataspaces. In: Proc. VLDB
2007, Vienna, Austria (2007)

7. Gemmell, J., Bell, G., Lueder, R.: MyLifeBits: a Personal Database for Everything.
ACM Comm. 49(1) (2006)

8. Shoens, K.A., Luniewski, A., Schwarz, P.M., Stamos, J.W., Thomas, J.: The Rufus
System: Information Organization for Semi-Structured Data. In: Proc. VLDB 1993,
Dublin, Ireland (1993)

9. Freeman, E., Gelernter, D.: Lifestreams: a Storage Model for Personal Data.
SIGMOD Record 25(1) (1996)

10. Daniel, F., Yu, J., Benatallah, B., Casati, F., Matera, M., Saint-Paul, R.: Under-
standing UI Integration: A Survey of Problems, Technologies, and Opportunities.
IEEE Internet Computing 11(3) (2007)

11. Leone, S., Grossniklaus, M., Norrie, M.C.: Architecture for Integrating Desktop
and Web 2.0 Data Management. In: Proc. IWOOST 2008, Yorktown Heights, USA
(2008)

12. Norrie, M.C.: PIM Meets Web 2.0. In: Li, Q., Spaccapietra, S., Yu, E., Olivé, A.
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Abstract. Querying and browsing of databases is a task exclusively
done by experts that have mastered the query language and are familiar
with a database’s schema. We show how tag clouds can be used along-
side more traditional query languages and data visualisation techniques
as a means for browsing and querying databases by both experts and
non-expert users. Our approach is based on a general, extensible frame-
work that supports different modes of visualisation as well as different
database systems. We have validated our prototype with a user study
that has shown how non-experts were able to browse and retrieve data
that usually would only be possible by means of queries.

Keywords: tag cloud, data visualisation, database interface.

1 Introduction

Tag clouds are becoming extremely popular as a means of providing visual sum-
maries of collections of documents. Although very simple, they can be used
to support search, browsing and recognition as well as forming and presenting
impressions [1]. The presentation and layout of tags can be controlled so that
features such as the size, font and colour can be used to give some measure of
the importance of a given tag, while the positioning of tags may be based on
pure aesthetics, alphabetical sorting or some form of relationship between tags.

While tag clouds have been widely used in Web 2.0 applications for visualising
user-generated tags and folksonomies of web sites such as Flickr1, more recently
they have been introduced into various application domains as a means of sum-
marising and visualising specific domain information. For example, in [2] tag
clouds were used as a visual augmentation of employee profile pages, while [3]
use them to summarise research activities.

Given the flexibility of tag clouds in terms of information representation to-
gether with the simplicity of the associated style of navigation, it is natural that
database researchers should consider exploiting the concept of tag clouds to ad-
dress the longstanding problems of database usability [4]. The use of a query
language requires the user to master not only the query language but also the
1 http://www.flickr.com
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database schema. To allow users to view the data in a natural way, a higher-level
presentation of the database content such as a visual schema browser and query
interface is needed.

Our goal was to investigate the extent to which tag clouds could be exploited
to support database browsing and querying, either by replacing existing query
languages and other modes of data visualisation or being used alongside them.
Our tag clouds therefore mainly represent data and metadata values rather than
terms occurring within the data. To support our investigations, we have de-
veloped a general, extensible framework that supports different modes of data
visualisation, including customisable tag clouds. We have also designed it so that
different types of databases can be accessed, and currently have implementations
for both object databases and relational databases.

A key advantage of the tag cloud approach is that it is data-driven rather
than schema-driven which is particularly beneficial to users with no experience
of databases and query languages. Our initial user studies have shown that even
users with low computer literacy and no previous experience of tag clouds were
able to find the results of non-trivial queries using our system. At the same time,
expert users also gave favourable feedback about the system.

In Sect. 2, we discuss the background to this work before going on to present
the details of our approach in Sect. 3. We then provide an overview of the system
that we have implemented in Sect. 4. In Sect. 5, we present the user study and
its results. Open issues and directions of future research are discussed in Sect. 6
before giving concluding remarks in Sect. 7.

2 Background

While database technology has made great advances in the past decades, database
usability has not improved a lot and database systems are still known for being
hard to access and query [4]. Query languages such as SQL and XQuery are the
current means provided by database systems to allow users to access and retrieve
data. While these languages are powerful, they require users to not only master
the query language but also to fully comprehend the schema of the database.
Thus, at present, the capabilities of database systems can only be fully exploited
by expert users. End users usually access only structured data by means of spe-
cial purpose applications built on top of databases, where the data access is
constrained by the specific user interface and the functionality provided. Con-
sequently, few general computer users take the step of actually using database
software directly to help them create and access personal information.

It has therefore been a longstanding challenge to develop interfaces that can
allow non-expert users to access a database without having detailed knowledge
about the underlying technology or schema design. To allow users to view the
data in a natural way, a higher-level presentation of the database content, such
as a visual query interface, is required. A lot of research has already been done in
the area of visual query languages [5], but so far such research has tended to have
an impact only in specific application domains. In more recent work [4], Jagadish
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et al. presented a system that offers a set of user interfaces for an XML database
including a traditional XQuery interface, a keyword search, a natural language
interface, a form-based interface and a visual query editor. Since they found
that users had difficulties locating elements of interest in the schema tree, they
experimented with schema summarisation as well as schema-free approaches.

In contrast, one of the effects of Web 2.0 is that visualisation paradigms such
as tag clouds and faceted browsing are now in widespread use for searching
large data collections of user-generated content. These interfaces are targeted to
support end users in the tasks of browsing and searching data collections in an
easy and intuitive way, and are used by non-experts and experts alike. In some
cases, a more advanced interface may be provided to support more complex
searches, but the simpler visual interfaces will suffice for the majority of queries.

While tag clouds originally emerged for browsing user-generated folksonomies,
they have become popular for visualising data of various types. For example,
in [2], they describe a social tagging extension to an employee directory applica-
tion, where employees can tag each other and employee profiles were extended
with tag clouds. Each employee profile got enriched with two tag clouds, an in-
coming and outgoing tag cloud, where the incoming tag cloud visualised the tags
assigned to that person from their co-workers and the outgoing tag cloud sum-
marised the terms used by that person to tag their co-workers. Their user studies
showed that people tag other people as a form of contact management, to see all
the people associated with a project, or to locate experts in a particular area.
They also found that the tags were considered by users as giving accurate de-
scriptions of their interests and expertise. Similarly, in [3], we experimented with
tag clouds that provide visual summaries of researchers’ activities to promote
awareness within research groups and institutes. Each researcher was associated
with a tag cloud generated automatically based on the documents that they read
and wrote. These tag clouds were integrated into an ambient information system
deployed within a research group. A user study showed that researchers could
recognise other members of their research group based on their tag cloud. At the
level of an institute, participants of the study were able to recognise a research
group based on an individual’s tag cloud but not that individual. This meant
that, through a common visualisation scheme, awareness of the activities of indi-
vidual researchers and research groups could be promoted at a level meaningful
to different users.

Tag clouds have also been proposed as a means of summarising and refining
the results of keyword searches over structured data as presented in [6,7]. In this
case, the term data cloud is used to refer to their particular adaptation of tag
clouds for summarising keyword search results. Data clouds were implemented
as part of CourseRank, a social tool to access official university information and
statistics, such as course descriptions, grade distributions and course evalua-
tions, as well as user-generated information, such as course ratings, comments,
questions and answers. Students could use the tool to search for classes, give
comments and ratings, and also organise their classes into a personalised sched-
ule. An interesting feature of their approach is that since it was developed for
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relational databases, the developer of a data cloud application specifies how ap-
plication entities can be composed from the relations in the database in order
that keyword search can be applied to entities rather than simple attributes
or tuples. The keyword search is based on a traditional information retrieval
approach where entities are considered as documents and attribute values as
weighted terms.

Another project that uses tag clouds for summarising query results is Pub-
Cloud [8] for searching the PubMed biomedical literature database. In this case,
the tag clouds are generated from words extracted from the abstracts returned by
the query. In [9], an approach using multiple synchronised tag clouds has been
proposed to summarise, browse and compare search results over clinical trial
data. This approach is similar to the one of faceted browsing in that browsing
and querying are combined and results are refined.

In [6], data clouds for specific application domains rely on entity construc-
tion of the underlying data done by the cloud application developer, while [9]
is only targeted to the domain of clinical trial data and their specific categori-
sation scheme. In contrast to these approaches which focus on domain-specific
information visualisation of data sources, our aim is to strive for a more general
approach, where tag clouds can be exploited to browse data in a generic way by
offering synchronised tag clouds for browsing both schema and data.

3 Data Browser

Our general goal was to provide both non-expert and expert users with a user-
friendly and intuitive interface to traditional databases by exploiting the concept
of tag clouds and adapting them to the process of querying and browsing struc-
tured data. In the Web, the tags within a tag cloud are usually hyperlinks that
lead to the collection of items that are associated with the tag. Tag clouds are
graphically appealing due to different visualisation features. Tag cloud features
include text features, such as the tag content, the size, font style and colour as
well as the positioning and order of tags in a cloud. A lot of studies, such as
[10,1,11] have experimented with tag cloud features and positioning and their
impact on users. According to [10,1], font size, font weight and intensity are the
most important features. While topic-based layouts of tags can improve search
performance for specific search tasks compared to random arrangements, they
still perform worse than alphabetic layouts according to [11].

We adapted these concepts to browse structured data where tags represent
attribute values. Clicking on a tag initiates a selection for data items with the
corresponding attribute value. In the case of object databases, the result would
be a collection of objects, while in the case of a relational database it would be a
collection of tuples, i.e. a relation. It is possible to form tag clouds from combined
attribute values or to combine the display of various attributes by using the tag
content to represent one attribute and the colour of a tag to indicate the value of
another attribute. Using visual features such as the colour of a tag to represent
a specific value of an attribute is appropriate only when the number of distinct
values is small.
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We use these concepts to browse both data and metadata and have even
experimented with a mix of metadata and data within tag clouds as well as with
synchronised browsing. We define a data source to be a set of data collections,
where each collection contains data items of a specific type. These collections
are either class extents or sets of objects of a specific type in object databases,
while they are relations in relational databases.

We now explain these concepts further by means of an example based on a
database with information about contacts and their locations. Figure 1 gives an
overview of the data model using ER notation. Contacts can either be persons
or organisations and are located at specific locations. Persons are further cate-
gorised into private contacts, ETH persons and persons that previously worked
at ETH. Persons work for organisations and organisations can be part of larger
organisations. Note that in an object database representation of this model, the
metadata for the entities will map into two concepts, namely the object types
and the collections of objects. Thus, contacts would be represented by a type
Contact and a collection Contacts.

Contact LocationsituatedAt

Is-a Is-a

Organisation Person

Is-a

Is-a

Is-a

ExETHPerson

ETHPerson

Private

worksFor

partOf

Fig. 1. Contacts Model

We have experimented with different visualisations of both data and meta-
data. In an earlier version, data was summarised using a tag cloud and metadata
collections could be selected by means of drop down menus. In a more recent
version, the metadata itself has been visualised by a tag cloud as shown with the
screenshot in Figure 2. On the left hand side of the screenshot, the schema tag
cloud summarises the names of the various collections of data items within the
database. The default is to have the size of the tags represent the relative car-
dinality of the collection. To distinguish the tag clouds that represent data and
metadata, we will refer to these as data clouds and schema clouds, respectivley.

As will be explained later, we implemented several different data adapters on
top of relational and object-oriented database systems. A user can start browsing
a database either by entering a database-dependent query expression in the
window below the tag clouds or by selecting one or more of the tags in the
schema cloud. When clicking on a collection tag, the data cloud on the right
hand side of the figure is generated. In the example shown in Figure 2, the user
has selected the Contacts tag in the schema cloud, which triggered the generation



20 S. Leone et al.

Fig. 2. Schema and Data Browsing

of the data cloud where contacts are summarised according to their last name.
This is also indicated by the navigation path shown on top of the screenshot. In
addition, contacts can be further grouped by a second attribute, in this case the
city attribute which is visually represented by different colours. The lighter tag
Froidvaux represents the number of objects with last name Froidvaux that live
in Uster, while the black tag Froidvaux represents the objects with last name
Froidvaux that live in Zurich. As one can see from the colour legend on the
right hand side of the figure, each distinct attribute value of the city attribute
is assigned a specific colour. By default, the first non-unique string attribute of
each collection is used for its visualisation as a data cloud. However, the user can
also specify this by means of a simple selection of attributes through check boxes.
Alternatively, one can display the attributes themselves as a schema cloud and
allow the users to select one or more attributes as tags. In this way, we support
synchronised browsing across the metadata and data through the adjacent tag
clouds.

The size of a tag in the data cloud represents how many data items have
that particular attribute value. In this way, a data cloud can be considered as a
visualisation of the attribute value frequency. The user can now click on a tag
and further refine their selection. When hovering over a lastname tag, a user
gets detailed information about the number of objects that have this attribute
value, or in the case of only a single object, we get the set of attribute values.

A second example of such a user interaction involving the browsing of the
schema and the process of refining a query is illustrated in Figure 3. In a first
step, the user selects the collection to be queried from a menu. Assume in this
case it is the Contacts collection. Schema browsing allows the user to then select
and combine attributes not only from the currently selected data items, but also
from those associated with them. Assume that the user is interested in the
Locations of contacts, particularly the city names where they live. Then from
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Fig. 3. Interactive Query Formulation

a further menu of associations over Contacts, they could select the SituatedAt
association that relates contacts to locations. The user is then provided with a
list of the attributes of location objects for them to select. The figure shows
the data cloud resulting from a selection of the city attribute. The result is
displayed as a data cloud whose terms are weighted according to the occurrences
of contacts living in the same city. The user now has several possibilities for how
to proceed. They could either start exploring other parts of the schema, display a
different selection of attributes of the same entities or they can further refine the
current query. In the second step, the example illustrates the latter possibility
where the query has been constrained to contacts living in Zurich by selecting
the corresponding tag within the result of step 1. In this case, the lastname
attribute of Contacts objects is selected to be displayed in the data cloud.
From the resulting data cloud, it is easy for the user to gain an overview of the
contacts living in Zurich and to see that Hangartner has the most occurrences.

These two user interaction examples illustrate the kind of queries that can
be posed by means of tag cloud browsing. The selection of attributes by the
user prior to the creation of the tag cloud corresponds to a concatenation of
attribute values before the resulting list is grouped by frequency. A click on one
of those tags immediately leads to an extension of the query with a predicate
ensuring the currently displayed attribute is fixed to that particular tag value for
all subsequent queries. This cycle of attribute selection and predicate generation
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can be arbitrarily repeated by the user. However, due to the nature of tag clouds,
attributes with a large value range or unique attributes are not very well suited
for selection. Furthermore, join operations are supported by explicit traversal of
associations when the user navigates between collections. Because of that direct
way of interacting with real data, it is not possible to create range queries or any
other open queries. For those kinds of queries, we offer a query field. In terms
of SQL, the queries that can be answered by our system can be summarised as
a selection of concatenated attributes retrieved by (possibly) nested joins with
WHERE clauses that contain AND-chained equality predicates. The results are
then grouped by frequency and displayed as a tag cloud.

Fig. 4. Exploiting tag cloud features

As already mentioned, we offer different modes for attribute value visualisation
and this is depicted in Figure 4. In the data cloud in the upper-left corner,
the Contacts collection is visualised by last names. In the data cloud in the
upper-right corner, the tag content consists of a combination of two attributes,
namely the attribute lastname of Contacts as well as the attribute city of
the associated location objects. The tags thus represent the number of contacts
with a given name that live in the same city. In this example data set, the
tag Froidvaux-Zurich represents the set of contacts with last name Froidvaux
who live in Zurich. As one can see in this example, more people with the name
Froidvaux live in Uster than in Zurich. For the data cloud in the lower-left
corner of Figure 4, we added colour as an additional visualisation dimension.
The attribute lastname is bound to the tag content, while the attribute city
from the associated location is bound to the colour feature, as already explained
before. Note that care has to be taken in choosing the right attributes to bind
to the colour feature since, as mentioned previously, it only makes sense if the
distinct set of values is small in order that the colour index is of reasonable size
and the tag colours are informative.
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4 Architecture and Implementation

Since a key objective of this work was to experiment with different tag cloud
visualisations and investigate the extent to which these could be used to replace
traditional database query languages, it was important that we developed a
framework that could serve as an experimental platform. Further, we wanted
to be able to experiment with not only different forms of interfaces, but also
different database technologies. We therefore implemented a general framework
for visualising data from various data sources. The framework is implemented in
Java with a JavaFX2 graphical user interface (GUI). Figure 5 gives an overview
of the system architecture. The manager component is the heart of the system
and responsible for handling requests from the GUI, forwarding these to the
database through the database adapter and invoking the visualisation manager
to transform the results into the appropriate visual elements to be returned and
displayed in the GUI.
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Fig. 5. System Architecture

Our framework is extensible in multiple ways. Firstly, we provide a data
adapter interface which can be implemented for any data source. At the mo-
ment, we have an implementation for the object databases db4objects3, OMS
Avon4 and OMSPro5 as well as a MySQL implementation. Secondly, the visuali-
sation manager can manage different kinds of visualisation techniques. Therefore,
we provide a visualisation interface which has to be implemented to add a new
technique to the visualisation library. We currently provide two tag cloud ver-
sions, an earlier version where metadata is selected from a drop down menu and
2 http://javafx.com/
3 http://www.db4o.com/
4 http://maven.globis.ethz.ch/projects/avon/
5 http://www.globis.ethz.ch/research/oms/platforms/omspro

http://javafx.com/
http://www.db4o.com/
http://maven.globis.ethz.ch/projects/avon/
http://www.globis.ethz.ch/research/oms/platforms/omspro
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a later version that offers synchronised browsing of data and metadata. We have
implemented the tag cloud generation algorithm based on [12]. In addition, we
are currently working on a bubble chart visualisation.

Our data browser application is flexible and configurable and is currently used
as a platform for experimentation in our research group. We have for example
integrated it into an ambient information system where researchers were profiled
using tag clouds [3].

5 User Study

We undertook a preliminary user study to evaluate our system and test the
hypothesis that tag clouds are an easy, suitable and intuitive way for users to
browse structured data. We recruited ten participants that regularly browse the
Web, from which five were computer science professionals and the other five
were regular end users. The five computer science professionals included three
undergraduate students, a PhD student and a software engineer. The non-expert
users’ professions were very diverse, including a carpenter, a shop assistant and
a human resource and supply chain manager. The ages ranged from 23 to 58
with three participants in their 50s.

The user study was carried out in individual sessions with each participant. In
the first part of each session, we asked the participants for their personal details
such as name, age and profession. Additionally, we recorded their computer skills.
We were interested in their level of expertise in relational and object database
techniques and whether they were familiar with the concept of tag clouds.

In the second part of the session, a participant received a short oral intro-
duction to our data browser. We briefly described the concept of tag clouds to
the ones that were not familiar with it and showcased the use of the browser
by means of a simple example where the colour feature was used. These oral
explanations were intentionally kept very short, since one of our goals was to
show that our browser is easy and intuitive to use. The participants were then
asked to solve five tasks autonomously by using the data browser. Each of these
tasks was targeted at a different degree of difficulty and different concepts of our
data browser were needed to answer the question. There was no restriction in
the time available to the participants to complete the task.

The participants were asked to browse the contacts database presented in
Sect. 3 and find results to the following queries:

– How many persons from ETH have “Bunter” as their last name?
– How many of these persons live in Zurich?
– Get the email addresses of the contacts named “Leone”?
– Where are these contacts situated?
– What is the most frequent age of all contacts?

Finally, the participants had to fill out a questionnaire where we asked about
their impressions and experiences with the browser. Questions included whether
the short introduction was sufficient help to solve the tasks, whether the tasks
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were difficult to solve, and whether they generally liked the browser. For these
questions, they could tick yes or no and provide free text comments.

For the study, we used an early version of the data browser, where the meta-
data was represented in a drop down menu, from which the user could simply
select a collection of objects to be displayed as a data cloud. This is conceptu-
ally similar to the synchronised version, where a user selects which collection to
represent as a data cloud from the schema cloud.

The participants’ previous knowledge and the user study results are sum-
marised in Table 1 and 2. Note that the questions are grouped based on their
answers’ scale type. For the evaluation of the results, we have divided the partici-
pants into two distinct categories, one for the five computer science professionals
and one for the five non-experts. We asked them to rate their skills in both re-
lational (RDBMS) and object database (OODBMS) techniques on a scale from
1 to 5 where 1 refers to no skills and 5 to expert skills. While computer sci-
entists were highly skilled in both RDBMS and OODBMS technologies, with
average skill levels of 4 and 3.6 respectively, non-experts did not have any previ-
ous knowledge in that area, except for one participant who occasionally had to
work with an MS Access database. The most surprising fact was that nearly all
participants solved the five tasks successfully as indicated in Table 1, question
3. While non-experts accomplished the given tasks successfully, one expert had
difficulties with two of the five tasks.

Table 1. Interval Scale

# Question Category User Group Average Std. Dev.
2.1 RDBMS Knowledge Skills non-experts 1.4 0.55

computer scientists 4 0.71
2.2 OODBMS Knowledge Skills non-experts 1 0

computer scientists 3.6 1.14
3 Queries Task non-experts 5 0

computer scientists 4.6 0.89

Surprisingly, the familiarity of tag clouds was not as high as we had assumed
before the study (Table 2, Question 2.3). While the concept was unknown to
all the non-experts, four out of five computer scientists were familiar with tag
clouds. This is shown by the significance (p-value) of the CHI-square test that
indicates a statistically significant relationship between group membership and
tag cloud familiarity. For all the other questions, the CHI-square test showed the
a user’s expertise had no influence on the answers. Regardless of their computer
skills and prior tag cloud knowledge, both experts and non-experts found the
provided introduction sufficient for solving the given tasks and none of them
found the tasks too difficult. The colour feature was used by five participants,
that is three non-experts and two expert users. Nine out of ten participants liked
to browse the database with our data browser. One participant thought that the
data browser has great potential and another participant commented that he
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Table 2. Nominal Scale

# Question Category User Group Yes No CHI-Square (p-value)
2.3 Tag Cloud Concept Skills non-experts 0 5 0.048

computer scientists 4 1
4.1 Sufficient Help Feedback non-experts 5 0 1

computer scientists 4 1
4.2 Task difficulties Feedback non-experts 0 5 1

computer scientists 0 5
4.3 Colour Feature Feedback non-experts 3 2 1

computer scientists 2 3
4.4 Liked browser Feedback non-experts 4 1 1

computer scientists 5 0

finds the query refinement process very useful. A third participant mentioned
that she liked the browser, mainly because one can filter the data by selections,
instead of having to write queries.

6 Discussion

Our preliminary user study has shown promising results regarding our hypoth-
esis that the use of tag clouds for the browsing and querying of structured data
is easy and intuitive. All non-expert users were able to complete all of the given
tasks successfully, even though they were not familiar with the concept of tag
clouds before participating in the study. Interestingly, the only user who failed to
complete the tasks was a computer science professional who failed to correctly
complete two out of the five tasks. These results show that our data browser
approach has the potential for providing non-experts with an easy and user-
friendly means of accessing traditional databases without prior knowledge of a
query language and also the actual database schema. Indeed, these are initial
findings only and an extended user study has to be carried out that measures
efficiency and effectiveness of our approach compared to conventional tools be-
fore our hypothesis can be fully validated. However, we believe that there are a
number of open issues that merit further investigation. One of these is the ques-
tion of how best to exploit tag features other than size, such as the tag colour,
to help the user to browse the data. Since only 50% of the participants from
both user groups made use of the colour feature to solve the tasks, there is no
significant dependency between the use of this feature, the user groups and the
accomplishment of the given tasks. This feature would have to be evaluated in a
separate study, where more emphasis would be put on exploiting the tag colour
for query answering. In addition, we already noted that care has to be taken
when using the colour feature, since its use is only helpful if the set of distinct
attribute values for a given attribute is rather small and this is something of
which users would have to be aware. One participant mentioned that the colour
feature is not intuitive and he had problems understanding it in the beginning.
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Other issues to investigate include that of using schema clouds alongside data
clouds and whether users would find this more intuitive than selection from
menus. In fact, it remains to be seen just how much could be expressed using
only tag clouds without the need for menus and check lists and whether this
would be beneficial or detrimental to the ease of use.

An interesting hypothesis for further investigation is the question of whether
the use of tag clouds would enhance developers’ efficiency and effectiveness.
While we have shown that non-experts and experts are equally capable of solving
a set of given tasks using our browser, we only relied on the use of tag clouds
without involving any querying. In an additional study targeted at expert users,
one could experiment with a combination of a traditional query interface and
tag clouds, where a developer could familiarise themself with the schema and
data by browsing it using the tag cloud and iteratively constructing queries.
One could then test and compare the quality and time used to construct a query
using only a query language with the combined approach. In fact, one of the
expert users commented that he likes the option for querying and that the study
would have been more meaningful to him if they could first solve the tasks with
a traditional database interface and then compare it to the data browser.

While the study reported here focused on browsing structured data sets, we
are now experimenting with the browsing of both structured and semi-structured
data in terms of a publications database. Based on this, we would like to compare
our approach with previous approaches such as [9] where synchronised tag clouds
were used to explore semi-structured clinical trial data.

Finally, we note that while our work has focussed mainly on object databases
to date, concepts similar to those proposed for data clouds in [6,7] could be
adopted to return entities rather than attribute values for specific applications
relying on relational databases.

7 Conclusion

We have presented a data-driven approach to the browsing and querying of
databases based on the visualisation of both data and metadata as tag clouds.
We also reported on a preliminary user study involving both expert and non-
expert users which demonstrated the feasibility of the approach. While this initial
study provided very positive feedback, we are well aware that there are many
open issues and consider the results to be a positive indicator of the potential
of tag clouds as a visualisation scheme rather than as validation of a paticular
interface design. We therefore plan to further experiment with different tag cloud
visualisations as well as how these can be combined into a database browsing
interface for both semi-structured and structured data.

References

1. Bateman, S., Gutwin, C., Nacenta, M.: Seeing Things in the Clouds: The Effect of
Visual Features on Tag Cloud Selections. In: Proc. ACM Conf. on Hypertext and
Hypermedia (HT 2008), pp. 193–202 (2008)



28 S. Leone et al.

2. Farrell, S., Lau, T., Nusser, S., Wilcox, E., Muller, M.: Socially augmenting em-
ployee profiles with people-tagging. In: Proc. ACM Symposium on User Interface
Software and Technology (UIST 2007), pp. 91–100 (2007)

3. de Spindler, A., Leone, S., Geel, M., Norrie, M.C.: Using tag clouds to promote
community awareness in research environments. In: Luo, Y. (ed.) CDVE 2010.
LNCS, vol. 6240, pp. 3–10. Springer, Heidelberg (2010)

4. Jagadish, H.V., Chapman, A., Elkiss, A., Jayapandian, M., Li, Y., Nandi, A., Yu,
C.: Making Database Systems Usable. In: Proc. ACM SIGMOD Intl. Conf. on
Management of Data (SIGMOD 2007), pp. 13–24 (2007)

5. Catarci, T., Costabile, M.F., Levialdi, S., Batini, C.: Visual query systems for
databases: A survey. Journal of Visual Languages & Computing 8(2), 215–260
(1997)

6. Koutrika, G., Zadeh, Z.M., Garcia-Molina, H.: Data Clouds: Summarizing Key-
word Search Results over Structured Data. In: Proc. 12th Intl. Conf. on Extending
Database Technology (EDBT 2009), pp. 391–402 (2009)

7. Koutrika, G., Zadeh, Z.M., Garcia-Molina, H.: CourseCloud: Summarizing and
Refining Keyword Searches over Structured Data. In: Proc. 12th Intl. Conf. on
Extending Database Technology (EDBT 2009), pp. 1132–1135 (2009)

8. Kuo, B.Y.L., Hentrich, T., Good, B.M., Wilkinson, M.D.: Tag Clouds for Sum-
marizing Web Search Results. In: Proc. Intl. Conf. on World Wide Web (WWW
2007), pp. 1203–1204 (2007)

9. Hernandez, M.E., Falconer, S.M., Storey, M.A., Carini, S., Sim, I.: Synchronized
tag clouds for exploring semi-structured clinical trial data. In: Proc. Conf. of the
Center for Advanced Studies on Collaborative Research (CASCON 2008), pp. 42–
56 (2008)

10. Rivadeneira, A.W., Gruen, D.M., Muller, M.J., Millen, D.R.: Getting our Head
in the Clouds: Toward Evaluation Studies of Tag Clouds. In: Proc. Intl. Conf. on
Human Factors in Computing Systems (CHI 2007), pp. 995–998 (2007)

11. Schrammel, J., Leitner, M., Tscheligi, M.: Semantically Structured Tag Clouds: An
Empirical Evaluation of Clustered Presentation Approaches. In: Proc. Intl. Conf.
on Human Factors in Computing Systems (CHI 2009), pp. 2037–2040 (2009)

12. Kaser, O., Lemire, D.: Tag-Cloud Drawing: Algorithms for Cloud Visualization.
In: Tagging and Metadata for Social Information Organization Workshop, in Con-
junction with WWW 2007 (2007)



P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 29–43, 2010. 
© Springer-Verlag Berlin Heidelberg 2010 

A Goal-Oriented Requirements Engineering Method for 
Business Processes 

Ken Decreus and Geert Poels 

Faculty of Economics and Business Administration, Ghent University, Belgium 
{ken.decreus,geert.poels}@ugent.be 

Abstract. Central to the development of BPMS technology was the promotion 
of a new language, Business Process Modelling Notation (BPMN). The primary 
goal of BPMN is to provide a common language for describing process 
behaviour, shareable by business and IT, which includes business users, 
business analysts, and technical developers. What seems to be missing in the 
way that business users are supposed to use BPMN, is an explicit consideration 
of the strategic rationale of having certain business processes as well as support 
for describing business processes in terms familiar to business people. We 
extended current work on Goal-Oriented Requirements Engineering (GORE) 
for business process design, i.e., B-SCP framework [1] and the work of 
Lapouchnian et al. [2], in order to obtain an appropriate GORE for BPMN 
modelling method. Our first contribution is the introduction of a B-SCP 
metamodel, which has been implemented by means of the Eclipse Modelling 
Framework. Our second contribution is an Eclipse-based B-SCP editor that 
enables business users to specify their strategic requirements and operational 
tasks. Our third contribution consists of model transformations to generate 
BPMN skeletons out of the B-SCP model, which were implemented by means 
of the Atlas Transformation Language. 

Keywords: Goal-Oriented Requirements Engineering, Business Process 
Modelling, Business-Strategy Context Process, Atlas Transformation Language. 

1   Introduction 

In the last three decades, an increasing attention to business process change as a factor 
of organizational success has been witnessed. In particular from 2000 onwards, 
Business Process Management (BPM) technologies have gained world-wide 
popularity [3]. One of the main BPM-enabling technologies is the Business Process 
Management System (BPMS), which Smith and Fingar [4] define as a modelling, 
integration, and execution environment for the design, manufacture and maintenance 
of business processes. The importance of BPMS is illustrated by Gartner [5], who 
predicts that by 2015 30% of business applications will be developed by means of 
BPMS technology (the prediction probability was 0,9). 

Central to the development of BPMS technology was the promotion of a new 
language, Business Process Modelling Notation (BPMN), which could be used to 
represent business processes. As given by the BPMN specification [6], the primary 
goal of BPMN is “to provide a notation that is readily understandable by all business 
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users, from the business analysts that create the initial drafts of the processes, to the 
technical developers responsible for implementing the technology that will perform 
those processes, and finally, to the business people who will manage and monitor 
those processes.” (p1, [6]). Silver stresses the importance of using BPMN as a 
common language between business and IT. Furthermore, Silver [7] distinguishes 
different types of BPMN modelling, depending on the user category. Firstly, BPMN 
Level 1, or descriptive modelling, is geared towards the business user and offers a 
basic set of BPMN elements. Secondly, BPMN Level 2, or analytical modelling, 
supports the business analyst in using the complete BPMN notation to describe the 
activity flow precisely, including the exception paths. These models should be 
complete and consistent, but not yet contain technical details to make them 
executable. Thirdly, BPMN Level 3, or executable modelling, allows the technical 
developers to add process data, service interfaces and human task assignment that are 
needed to execute the BPMN models using BPMS technology. 

When we look at BPMN Level 1, the business user is already expected to 
understand and work with BPMN concepts such as pool, lane, task, subprocess, start 
event, stop event, exclusive gateways, parallel gateways, sequence flow, and message 
flow, which are terms that, maybe apart from task, do not belong to the ordinary 
language used by business people. It is doubtful whether business people (e.g., 
accountants, marketers, sales people, auditors, finance officers, stock managers, etc.) 
think of business processes in terms of ‘lanes’, ‘pools’, ‘gateways’, and ‘events’. 
Havey [8] warns that BPMN is not suited for business users, and stresses the 
importance of capturing requirements based on an approach that business users can 
understand. Fernandez et al. [9] confirm this finding and state that BPMN scores low 
on usability for business users. 

Business managers also frequently need to deal with complex real-world problems 
(e.g., how to react to the entry of a new, low-cost service provider in the market?) that 
require considering simultaneously high-level strategic requirements and low-level 
operational details. However, Recker [10, 11] states that BPMN currently lacks 
concepts to support process decomposition and organisational modelling. Recker [10, 
11] suggests to use a different, easier, and more business user adapted approach to 
process modelling with BPMN, by providing dedicated symbols for placing a process 
into its organisational and hierarchical context. 

What seems to be missing in BPMN Level 1, i.e., the way that business users are 
supposed to use BPMN, is an explicit consideration of the strategic rationale of 
having certain business processes as well as support for describing business processes 
in terms familiar to business people. In attempting to deal with this matter, this paper 
addresses the following research question: 
 
RQ: How can business users design complex business processes in terms of and in 
correspondence with strategic requirements? 
 
To answer this research question, we developed a new BPMN approach to business 
process modelling targeted at business users (i.e., BPMN level 1 as referred to by 
Silver [7]). We assume that the context of our approach consists of a real-world 
environment in which there is a strategic interest of business users in the design of the 
business processes. As Wieringa and Heerkens [12] explain, the solution design phase 
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proposes an improvement to a problematic situation, and is based on specific solution 
properties. In our approach, the main solution properties are: 
 

(i) consideration of the strategic rationale of having certain business processes, 
and having them organized in certain ways 

(ii) support for describing business processes in terms familiar to business users 
and linking these business processes to strategic requirements 

 

This paper is structured as follows. Section 2 provides details on the background of 
our work. Section 3 shows an overview of our approach and introduces the full 
implementation details of it. Section 4 offers a discussion about our approach. Section 
5 concludes this paper and introduces future work. 

2   Background 

Our approach heavily relies on previous Goal-Oriented Requirements Engineering 
(GORE) research, which aimed at developing ways to capture high-level strategic 
business requirements and use them to drive the system development process. To this 
end, we investigated [13] the GORE and BPM literature to find studies that apply 
goal-oriented requirements engineering to business process design. We found that 
methods that apply GORE techniques for business process modelling, generally lack 
clear mappings between goal concepts and business process concepts and are short of 
detailed transformation descriptions (for details of this study, see [13]). Therefore, we 
were not able to reuse their transformations in our research. Some methods, however, 
provide a sound basis on which we can build our approach, i.e., the B-SCP framework 
[1] and the work of Lapouchnian et al. [2], which we will briefly introduce in this 
section. 

To start with, the B-SCP framework [1] is a requirements engineering framework 
for organizational IT that directly addresses an organization’s business strategy and 
the alignment of IT requirements with that strategy. Goal modelling is used to 
represent business strategy as requirements, and Jackson context diagrams [14] to 
represent business and system model context. The strategy and context parts are 
integrated using a problem diagram framework [14]. Strategy is first elicited using 
VMOST [15], an organizational alignment analysis technique. Then, an i* goal model 
[16] is constructed using goal modelling rules for organizational motivation proposed 
by OMG’s Business Motivation Model [17]. To refine requirements from a strategic, 
high-level problem diagram down to the lowest operational level, a progression of 
problem diagrams is used to represent this top-down hierarchy. In addition, the 
combined goal and problem diagrams are briefly mapped to Role Activity Diagrams 
(RAD) [18], but we did not reuse these mappings due to our earlier findings [13]. 

Next, Lapouchnian et al. [2] propose a requirements-driven method for 
configuration of high-variability business processes in terms of business priorities. 
This method is characterized by textual annotations to add control flow detail to goal 
models, which we will reuse in this paper. For instance, the sequence annotation (“;”) 
can be added to AND decomposition to indicate that all the subgoals are to be 
achieved in sequence from left to right. As we aim at BPMN Level 1 [7], we only 
consider annotation of sequential AND decomposition, parallel AND decomposition, 
and OR decomposition. The annotation of control flow is organised per group of 
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decomposed requirements (e.g., all sub-requirements of one requirement have a 
sequential AND decomposition), so it is impossible to have different kinds of control 
flow annotations in the same group of requirements. 

3   Overview of Our Approach 

Our approach to BPMN business process modelling for business users consists of four 
steps. First, the business user applies the original B-SCP method [1, 19] and uses our 
visual editor to create a B-SCP model. Secondly, the business user decides to 
elaborate the process aspects of a specific part of the B-SCP model, by adding control 
flow annotations [2] that are needed for BPMN model generation. Thirdly, the 
business user uses the computer-based model transformations to generate BPMN 
process model skeletons, and finally, the business analyst takes the BPMN process 
model skeleton as input for his work and creates a consistent and complete BPMN 
business process diagram (compatible with BPMS technology). 
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Model
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BPMN 
Model

instanceOf

instanceOf instanceOf
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Fig. 1. Overview of GORE for BPMN 

To realize our approach, a layered implementation architecture (Fig. 1) was 
developed in IBM’s Eclipse environment [20]. The fundaments of our solution are 
built upon the different abstraction layers of the OMG Model Driven Architecture 
[21]. On top, the high-level metametamodel in Ecore (e.g., defining elementary 
constructs like Class and Relationship) is used to define medium-level metamodels 
(e.g., containing the instance of a Class called Goal), of which models are defined on 
the lowest-level (e.g., containing the instance of a Goal called ‘Shorten Cash Cycle’). 
In this paper, we use two different medium-level metamodels, i.e., one metamodel to 
define strategic business requirements and context (B-SCP) and another metamodel to 
represent business processes (BPMN). Both metamodels have associated tool support 
to allow users to visually edit model instances. 

The properties of our approach are supported by our implementation as follows. 
The consideration of the strategic rationale of having certain business processes, and 
having them organized in certain ways, is supported by our B-SCP metamodel and 
corresponding B-SCP editor to create B-SCP models. The support for describing 
business processes in terms familiar to business users and linking these business 
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processes to strategic requirements is given by the annotation of control flow via the 
B-SCP editor and by means of the BSCP2BPMN model transformations. 

Section 2.1 introduces B-SCP terminology and explains how we created the B-SCP 
metamodel. Section 2.2 shows the B-SCP editor and clarifies how business users add 
control flow annotations to B-SCP models in the B-SCP editor. Section 2.3 provides 
insights into the model transformations from B-SCP to BPMN. To illustrate the 
concepts, we use a fictive car rental company (EU-Rent) as running example. 

3.1   B-SCP Metamodel 

The syntax of a language is determined by the set of symbols that compose the 
language as well as the rules for forming valid combinations of these symbols [22]. 
The original work on B-SCP [1, 19] defines a set of symbols based on the i* goal 
language [16] and Jackson problem frames [14], and informally explains the rules for 
forming valid combinations of these symbols. Our work introduces a B-SCP 
metamodel in Ecore (Fig. 2) to define the abstract syntax of the B-SCP language. 
 

 

Fig. 2. B-SCP Metamodel in Ecore 

A BSCPDiagram contains one or more ProblemDiagrams, which have each 
exactly one RequirementDiagram and ContextDiagram. A ProblemDiagram may 
refine elements of another ProblemDiagram, which makes a BSCPDiagram an 
hierarchical structure of ProblemDiagrams. 

A RequirementDiagram can contain many Requirements, where Requirement is a 
generalization of Mission, Vision, Strategy, Goal, Tactic and Objective. As defined by 
the OMG’s Business Motivation Model [17], a Vision describes the future state of the 
enterprise, without regard to how it is to be achieved, and Mission indicates the 
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ongoing activity that makes the vision a reality. For instance, EU-Rent could have a 
vision to ‘Be the car rental brand of choice for business users’, and a mission to 
‘Provide car rental service across Europe for both business and personal customers’. 
Next, a Goal indicates what must be satisfied on a continuing basis to effectively 
attain the vision, and a Strategy is a long-term activity designed to achieve a goal. For 
instance, the goal ‘Be a premium brand car rental company’ tries to attain EU-Rent’s 
vision, and a strategy ‘Target major airports to find business users’ supports the 
achievement of the EU-Rents’ goals. Finally, an Objective is a specific and 
measurable statement of intent whose achievement supports a goal, and a Tactic is a 
short-term action designed to achieve an objective. For instance, the objective ‘Be 
rated by AC Nielsen in top 6 car rental companies’ supports the EU-Rent’s goal to be 
a premium brand, and the tactic ‘Encourage rental extensions’ would be a short-term 
action to score better in listings such as AC Nielsen. 

Requirements described in RequirementDiagrams are interconnected via 
Relationships, such as MeansEnd, ORDecomposition, and ANDDecomposition. A 
MeansEnd link indicates a relationship between an end and a means for attaining it 
[1]. For instance, the vision ‘Be the car rental brand of choice for business users’ is an 
end supported by its mission ‘Provide car rental service across Europe for both 
business and personal customers’ as means. Next, an ORDecomposition link indicates 
that a requirement is fulfilled if at least one of the lower-level requirements are 
fulfilled [1]. For instance, a tactic ‘Handle Rental Extensions’ could be fulfilled by 
lower-level tactics such as ‘Use own staff to extend rental’ or ‘Use airport staff to 
extend rental’. Finally, an ANDDecomposition link indicates that a requirement is 
fulfilled if all lower-level requirements are fulfilled [1]. In this paper, we distinguish 
between sequential and parallel fulfilment of ANDDecomposition links. For instance, 
the tactic ‘Encourage rental extensions’ can be decomposed into two sequential 
tactics, of which ‘Persuade airport customers’ is the first in time and ‘Handle rental 
extensions’ is the second. In contrast, the tactic ‘Persuade airport customers’ might be 
decomposed into parallel tactics that can be executed simultaneously, such as ‘Offer 
extra flight miles’ and ‘Offer free cabrio upgrade’. 

A ContextDiagram contains at least two DomainsOfInterest and at least one 
Interface to connect a pair of DomainsOfInterest. For instance, DomainOfInterest 
EU-Rent has an interface with DomainsOfInterest business customer, personal 
customer and airport. An Interface should contain at least one SharedPhenomenon 
that is controlled by a specific DomainOfInterest. For instance, domains EU-Rent and 
airport might share phenomena such as airport location, welcoming of customer, or 
holiday season. 

A domain of interest in the context diagram describes a part of the real-world, 
whereas a requirement prescribes the domain of interest in the context diagram. The 
connection between requirements and context is made by using the refersTo and 
constrains relations from a Requirement to a DomainOfInterest. For instance, the 
requirement ‘Be the car rental brand of choice for business users’ refers to domain 
EU-Rent, as this requirement involves the EU-Rent domain without constraining the 
way that EU-Rent becomes the car rental brand of choice. In contrast, the requirement  
‘Use own staff’ constrains the domain EU-Rent Airport centre in making the staffing 
planning, as this requirement restricts the way that EU-Rent Airport organizes its 
staffing. 
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3.2   B-SCP Editor 

In order to instantiate B-SCP models from the B-SCP metamodel, modellers need an 
intuitive and graphical environment. The graphical modelling framework [23] project 
takes an Ecore metamodel (such as our B-SCP metamodel) as an input and offers a 
step-by-step approach to generate a fully functional graphical editor (details can be 
found at [24]). In Fig. 3, the running example of EU-Rent is visualised in the Eclipse-
based B-SCP editor. 

 

 

Fig. 3. Eclipse-based Visual B-SCP Editor 

At some point in the problem diagram hierarchy, operational details about the 
business processes are specified. When a business user creates a B-SCP 
ProblemDiagram that solely exists of tactics, we consider this problem diagram to 
represent (a part of) a business process, so it becomes useful to add control flow 
annotations. Although Lapouchnian et al. [2] recommend textual annotations to add 
control flow detail to requirement models, we choose to add such annotations via the 
properties pane of the B-SCP editor to lower the visual complexity of the models. For 
instance, Fig. 4 shows an OR Decomposition, Fig. 5 illustrates how an AND 
Decomposition is annotated with sequence, and Fig. 6 displays the parallel AND 
Decomposition annotation. Note that Lapouchnian et al. [2] advises that control flow 
annotations should be consistent per group of tactic decompositions. For instance, 
Fig. 3 – Encourage rental extensions has two sequential AND decompositions, Fig. 3 
– Persuade airport customers has two parallel AND decompositions, and Fig. 3 – 
Handle rental extensions has two OR decompositions. 
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Fig. 4. Using OR Decomposition 

 
Fig. 5. Setting AND Decomposition to Sequence 

 
Fig. 6. Setting AND Decomposition to Parallel 

3.3   Model Transformation B-SCP to BPMN 

When a B-SCP ProblemDiagram meets certain transformation criteria, our model 
transformations can be used to transform this diagram into the skeleton of a BPMN 
business process diagram that can be further refined by a business process analyst to 
achieve completeness and consistency. Our transformation criteria are as follows. The 
requirement diagram (related to the problem diagram to be transformed) should only 
contain tactics, the top tactic should represent a business process, the control flow 
annotations should be consistent per group of tactic decompositions, each tactic 
should refer to or constrain one domain of interest (of the context diagram), and there 
should be at least one shared phenomenon on each interface between domains of 
interest (further explanation is given in Section 4.3). 

Next, we will elaborate on the B-SCP to BPMN concept mappings that we created, 
which are implemented by means of the atlas transformation language [25] (the 
implemented rule expressions can be found in Appendix A). In general, Rules 1 to 4 
are used to transform the main concepts, Rules 5 to 9 relate to the control flow 
transformation, and Rule 10 takes care of the generation of message flows. An 
overview of the BSCP2BPMN transformation rules is given by Table 1. 

• Rule 1 transforms a top node in a RequirementDiagram (e.g., Fig. 3 – 
Encourage rental extensions) into business process diagram (e.g., the diagram 
shown in Fig. 7). 

• Rule 2 transforms a domain of interest (e.g., Fig. 3 – EU-Rent) into a pool, a 
start event, a sequence edge, and an end event (e.g., Fig. 7 – Labelled with (2)). 
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• Rule 3 transforms a medium node (e.g., Fig. 3 – Persuade airport customers) of 
a RequirementDiagram into a sub-process (e.g., Fig. 7 – Labelled with (3)). 

• Rule 4 transforms a leaf node (e.g., Fig. 3 – Offer extra flight miles) of a 
requirement diagram into a task (e.g., Fig. 7 – Labelled with (4)). 

• Rule 5 transforms the first occurrence of an OR Decomposition (e.g., Fig. 3 – Link 
between Handle rental extensions and Use own staff) into two Gateway Data-Based 
Exclusive activities and two sequence edges (e.g., Fig. 7 – Labelled with (5)). 

• Rule 6 transforms the other occurrences of an OR Decomposition (e.g., Fig. 3 – 
Link between Handle rental extensions and Use airport staff) into two sequence 
edges (e.g., Fig. 7 – Labelled with (6)). 

• Rule 7 transforms an AND Decomposition with sequence (e.g., Fig. 3 – Link 
between Encourage rental extensions and Persuade airport customers) into two 
sequence edges (e.g., Fig. 7 – Labelled with (7)). 

• Rule 8 transforms the first occurrence of a parallel AND Decomposition (e.g., 
Fig. 3 – Link between Persuade airport customers and Offer extra flight miles) 
into two Gateway Parallel activities and two sequence edges (e.g., Fig. 7 – 
Labelled with (8)). 

• Rule 9 transforms the other occurrences of parallel AND Decomposition (e.g., 
Fig. 3 - link between Persuade airport customers and Offer free cabrio upgrade) 
into two sequence edges (e.g., Fig. 7 – Labelled with (9)). 

• Rule 10 transforms a shared phenomenon, between two domains of interest (e.g., 
Fig. 3 – shared phenomenon x between EU-Rent and EU-Rent Airport Centre), 
into a message edge x with a ‘send’ and ‘receive’ task and two sequence edges 
(e.g., Fig. 7 – Labelled with (10)). 

Table 1. BSCP2BPMN Concept Mappings 

Rule Nr B-SCP Concept BPMN Concept 
1 Top node (in Requirement Diagram) BPMN Diagram 
2 Domain Of Interest (in Context Diagram) Pool 
  Start Event 
  Sequence Edge 
  End Event 
3 Medium node (in Requirement Diagram) SubProcess 
4 Leaf node (in Requirement Diagram) Task 
5 OR Decomposition – first occurrence 2 x Gateway Data-Based Exclusive Activity 
  2 x Sequence Edge 
6 OR Decomposition – other occurrences 2 x Sequence Edge 
7 AND Decomposition (Sequence) Sequence Edge 
8 AND Decomposition (Parallel) 

– first occurrence 
2 x Gateway Parallel Activity 

  2 x Sequence Edge 
9 AND Decomposition (Parallel) 

– other occurrences 
2 x Sequence Edge 

10 Shared Phenomenon 
(between two domains of interest a and b)

‘Send’ Task (at first pool) 

  Sequence Edge (at first pool) 
  ‘Receive’ Task (at second pool) 
  Sequence Edge (at second pool) 
  Messaging Edge from ‘Send’ to ‘Receive’ Task 
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Fig. 7. Resulting BPMN diagram for the B-SCP tactic ‘Encourage rental extensions’ 

4   Discussion 

4.1   Using B-SCP as Modelling Aid 

Originally, B-SCP was proposed as requirements engineering framework for 
validating strategic alignment of organisational IT, based on manual interpretation of 
traceability links between strategy and technology. In this paper, we reused the work 
on B-SCP for a different purpose, that is as modelling aid for BPMN Level 1, which 
we interpret as the business process modelling level where business users design 
complex business processes in terms of and in correspondence with strategic 
requirements. We believe that B-SCP offers a well-documented and scalable 
alternative to the currently available modelling methods that combine strategic goals 
and business processes, which are often i*-based modelling languages [13]. For 
instance, the B-SCP approach has been successfully implemented at a large e-
business initiative of a major Australian financial institution [26]. Few published 
studies exist on applying the i* goal language into practice, and indications exists that 
practitioners of large-scale industrial projects are unable to understand i* models well 
enough to validate the requirements of the system they were building [27]. As the B-
SCP framework was proposed to address the known shortcomings of i* and to 
leverage the existing knowledge of Jacksons’s Problem Frames, we considered the B-
SCP framework as the starting point of our work. 

4.2   Separating Requirements and Business Processes 

The differentiation between a goal-oriented requirements language and a business 
process language is the result of a deliberate design choice. As a modelling language 
is always conceived with a certain purpose in mind [28], we believe it is easier to 
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represent goals and business processes using different languages, and to provide 
model-based translations between these languages, instead of choosing one modelling 
language to represent both goals and business process concepts. With low modelling 
complexity (e.g., modelling one clearly understood business process), creating a 
requirements model could be seen as an overhead cost. But, as real-world business 
process modelling projects often quickly grow in complexity, business users can use a 
requirements model as an overview (or one could say, an overarching strategically 
aligned business process architecture), and generate the required business process 
models from the requirements model. 

4.3   Motivating Our Transformation Criteria 

The main motivation of our work is to encourage the technology transfer between 
RE and industry by lowering the barriers of current GORE research for real-world 
business users [29]. As a result, our approach tries to find a balance between rigour 
of and relevance [30]. Firstly, the restrictions of the B-SCP metamodel and 
graphical B-SCP editor forces a certain degree of rigour in our approach, as the 
business user must understand and comply to our tool-supported method. Secondly, 
our approach offers relevance to business users by not overloading the business 
user with technical semantics or formal business rules, as B-SCP is based on 
strategic management techniques [15] and OMG’s general accepted Business 
Motivation Model (BMM) [17].  

Based on these insights, we created our BSCP2BPMN model transformations and 
decided that OMG’s BMM concept tactic plays a central role. Instead of forcing the 
business user in expressing the difference between business processes, subprocesses 
and activities, the business user just employs tactics wherever he specifies how 
strategic requirements (i.e. mission, vision, strategy, goal and objective) are or should 
be achieved. Consequently, the B-SCP model might contain numerous problem 
diagrams, some without tactics, some with both tactics and strategic requirements, 
and some solely consisting out of tactics. As our understanding of business process 
[31] does not allow business users to embed strategic requirements into business 
process (but only allow users to refer these goals via i* decompositions), only the 
problem diagrams that solely consists of tactics can be syntactically transformed to 
BPMN skeletons. Finally, to avoid the generation of non-linked BPMN lanes and 
activities, our transformation criteria state that each tactic should refer to or constrain 
one domain of interest, and there should be at least one shared phenomenon on each 
interface between domains of interest. 

5   Conclusion, Limitations and Future Work 

Central to the development of BPMS technology was the promotion of a new 
language, Business Process Modelling Notation (BPMN). The primary goal of BPMN 
is to provide a common language for describing process behaviour, shareable by 
business and IT, which includes business users, business analysts, and technical 
developers. What seems to be missing in the way that business users are supposed to 
use BPMN, is an explicit consideration of the strategic rationale of having certain 
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business processes as well as support for describing business processes in terms 
familiar to business people. This paper presents an approach that allows business 
users to design complex business processes in terms of and in correspondence with 
strategic requirements. The main claim of this work is two-fold: 
 

(i) The consideration of the strategic rationale of having certain business 
processes, and having them organized in certain ways, is important for a 
business user during business process modelling. By extending the work of 
Bleistein et al. [1], we created a B-SCP metamodel and offered the business 
user a graphical B-SCP editor (that corresponds to the B-SCP metamodel) to 
express the strategic rationale and the business processes related to the 
strategic rationale. 

(ii) Support for describing business processes in terms familiar to business users 
and linking these business processes to strategic requirements. By extending 
the work of Lapouchnian et al. [2], business users can annotate control flow 
via the B-SCP editor. Then, specific parts of the B-SCP models can be 
transformed in corresponding BPMN skeletons by means of the 
BSCP2BPMN model transformations. 

 

The main limitation of our approach is the lack of full-scale validation and the 
absence of the reverse transformation (from BPMN to B-SCP). Firstly, a full-scale 
validation is needed to evaluate the properties of our approach, and to investigate 
whether these properties contribute positively to BPMN modelling for business users. 
In order to tackle this shortcoming, we are in the process of applying the Seven-
Eleven Japan [32] case exemplar to our approach to investigate the feasibility, and we 
are conducting case study research [33] at two organisations to discover the added 
value of our approach. Secondly, our work presents a top-down modelling method, 
which enables business users to transform parts of B-SCP models into BPMN 
skeletons, but the reverse transformation (from BPMN to B-SCP) is currently not 
supported. To this end, our future work will investigate how the PRiM method of 
Grau et al. [34] could be reused to generate B-SCP requirements from BPMN 
diagrams. In this context, we will investigate how existing AS-IS or TO-BE business 
process models can be combined with AS-IS or TO-BE information in B-SCP 
models. Next, we plan an empirical evaluation of the B-SCP and BPMN editors in 
terms of their usability, and verification of whether the B-SCP editor has a complete 
correspondence with the B-SCP method. 
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Appendix A: BSCP2BPMN 

(1) rule TopNode2BPMNDiagram{ 
     from a : BSCP!Tactic (a.isUpperTactic()) 
     to b : BPMN!BpmnDiagram(name <- a.name)} 
 
(2) rule DomainOfInterest2Pool{ 
     from a : BSCP!DomainOfInterest 
     to b : BPMN!Pool(name <- a.name), 
        startevent : BPMN!Activity(activityType <- 'EventStartEmpty'), 
        endevent : BPMN!Activity(activityType <- 'EventEndEmpty'), 
        firstSequence : BPMN!SequenceEdge} 
 
(3) rule MediumNode2SubProcess{ 
     from a : BSCP!Tactic (a.isMiddleTactic()) 
     to b : BPMN!SubProcess(name <- a.name)} 
 
(4) rule LeafNode2Task{ 
     from a : BSCP!Tactic (a.isBottomTactic()) 
     to b : BPMN!Activity(activityType <- 'Task', name <- a.name)} 
 
(5) rule ORDecomposition_FirstOccurrence{  
     from a : BSCP!ORDecomposition(BSCP!ORDecomposition.allInstances()->first()) 
     to b : BPMN!Activity(activityType <- 'GatewayDataBasedExclusive'), 
        c : BPMN!SequenceEdge(iD <- 'Left Conditional Edge'), 
        d : BPMN!SequenceEdge(iD <- 'Right Conditional Edge'), 
        e : BPMN!Activity(activityType <- 'GatewayDataBasedExclusive'), 
        f : BPMN!SequenceEdge(iD <- 'Edge Closing Conditional Construction')} 
 
(6) rule ORDecomposition_OtherOccurrences{ 
     from a : BSCP!ORDecomposition(not BSCP!ORDecomposition.allInstances()->first()) 
     to b : BPMN!SequenceEdge(iD <- 'Left Conditional Edge'), 
        c : BPMN!SequenceEdge(iD <- 'Right Conditional Edge')} 
 
 
(7) rule ANDDecomposition_Sequence{  
     from a : BSCP!ANDDecomposition(self.type = #SequentialOrder) 
     to b : BPMN!SequenceEdge(iD <- 'Sequence Edge')} 
 
(8) rule ANDDecomposition_Parallel_FirstOccurrence{ 
     from a : BSCP!ANDDecomposition(self.type = #ParallelOrder and 
                                         BSCP!ANDDecomposition.allInstances()->first()) 
     to b : BPMN!Activity(activityType <- 'GatewayParallel'),  
        c : BPMN!SequenceEdge(iD <- 'Left Parallel Edge'), 
        d : BPMN!SequenceEdge(iD <- 'Right Parallel Edge'), 
        e : BPMN!Activity(activityType <- 'GatewayParallel'), 
        f : BPMN!SequenceEdge(iD <- 'Edge Closing Parallel Construction')} 
 
(9) rule ANDDecomposition_Parallel_OtherOccurrences{ 
     from a : BSCP!ANDDecomposition(self.type = #ParallelOrder and not 
                                       BSCP!ANDDecomposition.allInstances()->first()) 
     to b : BPMN!SequenceEdge(iD <- 'Left Parallel Edge'), 
        c : BPMN!SequenceEdge(iD <- 'Right Parallel Edge')} 
 
(10) rule SharedPhenomenon2MessagingEdge{ 
      from a : BSCP!SharedPhenomenon 
      to b : BPMN!Activity(activityType <- 'Task', name <- 'Send'), 
             BPMN!Activity(activityType <- 'Task', name <- 'Receive'), 
             BPMN!SequenceEdge(iD <- 'Sequence Edge'), 
             BPMN!SequenceEdge(iD <- 'Sequence Edge'), 
             BPMN!MessagingEdge(iD <- 'Messaging Edge')} 
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Abstract. Although the lack of elaborate governance mechanisms is often seen 
as the main reason for failures of SOA projects, SOA governance is still very 
low in maturity. In this paper, we follow a design science approach to address 
this drawback by presenting a framework that can guide organisations in 
implementing a governance approach for SOA more successfully. We have 
reviewed the highly advanced IT governance frameworks Cobit and ITIL and 
mapped them to the SOA domain. The resulting blueprint for a SOA 
governance framework was refined based on a detailed literature review, expert 
interviews and a practical application in a government organisation. The 
proposed framework stresses the need for business representatives to get 
involved in SOA decisions and to define benefits ownership for services. 

Keywords: Service-Oriented Architecture (SOA), SOA governance. 

1   Introduction 

Governance has been seen as one of the key success factors of IT for many years and 
enterprises currently invest considerable resources into the implementation of IT 
governance frameworks such as Cobit [1, 2]. In their seminal work, [3] define IT 
governance as the process of “specifying the decision rights and accountability 
framework to encourage desirable behaviour in the use of IT.” The purpose of such a 
decision rights and accountability framework is to address the three basic questions 
of IT governance: “What decisions must be made to ensure effective management 
and use of IT?”, “Who should make this decisions?” and “How will these decisions 
be made and monitored?” [3]. Many enterprises presently face the challenge of 
developing adequate governance mechanisms for Service-Oriented Architectures 
(SOAs), which introduce new complexities due to the amount of services to be 
managed [4]. The SOA paradigm has become widespread and is often considered an 
important concept to drive the evolution towards an IT architecture focusing on 
business processes, flexibility and reuse [5, 6, 7]. Moreover, some proponents 
envision that organisations will begin to open up their architecture to their business 
ecosystem, i.e. their network of customers, suppliers and even competitors, 
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achieving increased interoperability, i.e. the ability to exchange information and to 
use the information that has been exchanged, through the use of open standards as 
postulated by the SOA paradigm [8, 9]. The decomposition of today’s business 
applications into reusable business process components that may be marketed to 
external customers creates novel challenges for IT governance. To date, however, no 
widely accepted framework for SOA governance has emerged [4]. Given that the 
lack of a comprehensive governance approach has been cited as the most common 
reason for failures of post-pilot SOA projects [10], work in this area is highly 
relevant.  

Notwithstanding the urgent need, delineating SOA governance and building a 
corresponding framework is not an easy task. Already the question of how SOA 
governance relates to IT governance lacks a consistent answer. While for Malinverno, 
“SOA governance isn’t simply a subset of IT governance” [11], some authors do 
make this very assumption [12]. For others, SOA governance is an “extension” [13] 
or “specialisation” [14] of IT governance. In spite of the discussions about a precise 
definition of the term SOA governance, most authors agree on the basic elements a 
governance framework should address, namely the organisational structure, processes, 
policies and metrics [14, 15, 16]. To provide a working definition for the rest of this 
paper, we build on definitions in [4] and [17]:  
 

SOA governance focuses on the decisions across the entire service lifecycle to enable 
organisations to realise the benefits of SOA. It is an approach to exercising control 
and mitigating risk by establishing organisational structures, processes, policies and 
metrics suitable to ensure that the adoption, implementation, operation and evolution 
of an SOA is in line with the organisation’s strategies and objectives and complies 
with laws, regulations and best practices.  
 

For reasons of scope, we concentrate on the organisational aspects in this paper by 
deriving a set of activities and roles that are required in an SOA context and by 
proposing their responsibilities along the service lifecycle. The resulting framework 
can guide organisations in designing or evaluating their own governance structure. 

The paper is structured as follows. In sections 2 and 3, we point to related work 
and explicate our research approach. Section 4 outlines the identified activities along 
the service lifecycle. Section 5 describes the roles involved, to which responsibilities 
are assigned in section 6. Section 7 includes lessons learned from an application of the 
framework in a case study. The paper concludes with summary and further research 
opportunities in section 8. 

2   Related Work 

The knowledge bases of corporate and IT governance form obvious points of 
references for research into SOA governance. While from an IT governance 
perspective, standard works like [3] and well-received frameworks such as Cobit [1] 
and ITIL [18] are the most prominent examples, the OECD Principles of Corporate 
Governance are among the most influential guidelines in the area of corporate 
governance [19].  
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Academic literature on SOA governance (e.g. [4, 14]) is still relatively scarce, 
whereas numerous IT solution vendors and analysts have addressed the topic in recent 
years (e.g. [10, 11, 20, 21, 25, 26, 27]). SOA governance solutions presented by IT 
vendors tend to address only fragments of a holistic approach. While some IT vendors 
propose advanced governance models that attend to design-time governance, 
organisational and business aspects, many of them focus on technical management 
and run-time governance, i.e. the governance of services that are already in 
production, and do not address the whole service lifecycle including aspects of 
adequate design-time governance and higher level corporate governance. 

Open standards organisations such as OASIS, OMG and The Open Group have 
produced a large amount of technical specifications and standards on the subject of 
SOA, often overlapping in contents. Kreger and Estefan [25] give an overview of the 
documents for SOA reference models and ontologies, reference architectures, 
maturity models, SOA modelling profiles, and open standards related to the topic of 
SOA governance. Not only is the OMG SOA Governance RFP development group 
[26] exploring the standardisation of SOA governance, the topic has also been 
included as a chapter in the OASIS Reference Architecture for SOA Foundation [27], 
and a SOA governance framework is being developed by The Open Group (SOA 
Governance Framework [28]). These consortia address the topic from different 
perspectives, and the most promising for the research focus taken in this paper, i.e. 
organisational aspects of SOA governance, is the work of The Open Group. Their 
SOA Governance framework, which as at December 2009 has draft status only, 
however still lacks essential elements such as a specification of detailed 
accountabilities of roles along the service life cycle.  

Bernhardt and Seese [4] propose a conceptual SOA governance framework striving 
to cover the complete SOA lifecycle. Their approach differs from the one taken in this 
paper as it uses the standardised OASIS SOA reference model [29] as a starting point 
for the identification of SOA governance aspects to be considered. They do not make 
use of empirically tested best practises from related IT governance literature, whereas 
the framework we propose is primarily derived from the much wider area of 
successful IT governance frameworks in order to leverage existing knowledge and 
revise it against the background of SOA-specific characteristics. Bernhardt and Seese 
[4] have not yet investigated the relationships between their approach and these 
common IT frameworks. 

3   Research Approach 

The SOA governance reference framework partly presented in this paper is a “design 
artefact” in the sense of the design science-based approach to IS research as described 
in [30]. According to them, IS research is concerned with two design processes, i.e. 

• to ‘build’ purposeful artefacts to address heretofore unsolved problems, and 
• to ‘evaluate’ these artefacts with respect to the utility provided in solving those 

problems (cf. Fig. 1). 
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Fig. 1. Information Systems Research Framework according to [30] 

Hence, as opposed to behavioural science, design science aims at providing utility and 
relevance to practice by innovatively designing an artefact that meets an existing 
business need or “problem” [30]. With regard to the work on SOA governance 
presented here, the claim of relevance to practice can be justified not only through the 
Gartner Research study mentioned earlier [10], but also, for example, through a recent 
SOA governance user survey by Software AG [21]. This survey indicates that most 
users view SOA governance as important, acknowledge the need for improvement 
and emphasise the demand for a holistic, business objective-driven lifecycle approach 
from the start. Rigour in the research process has to be assured by the appropriate 
application of existing foundations from the knowledge base of the field in the ‘build’ 
phase and of suitable methodologies in the ‘evaluate’ phase [30].  

Starting from the existing knowledge base in the ‘build’ phase of the proposed 
SOA governance framework, we analysed the widely-used IT governance 
frameworks Cobit and ITIL and provided an initial evaluation of its utility in a case 
study in order to derive the core of the SOA governance framework. We selected 
Cobit and ITIL for the following reasons. Cobit has practically become the global de 
facto standard for IT control and governance, and most frameworks somewhat align 
with. ITIL, on the other hand, is a most prominent IT Management framework that 
primarily defines management and support processes. While ITIL primarily addresses 
IT efficiency that relates to the effective operation of IT, Cobit is primarily addressing 
effectiveness and strategy of IT in the context of an organisation, where effectiveness 
relates to producing a decided, decisive, or desired effect and strategy relates to the 
strategic planning and adaptation (e.g. of structure or behaviour) that serves the core 
function of IT to contribute to desired business outcomes.  

Mapping the roles and activities proposed by the two frameworks to an SOA 
environment revealed a need for extensions, as some criteria that are specific to SOAs 
are not covered in these two popular frameworks (cf. sections 4, 5 and 6). Furthermore, 
this mapping necessitated a re-naming and re-grouping of activities into a service 
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lifecycle. In a second step, we conducted a detailed review of literature related to 
service lifecycle management and SOA governance. Academic articles as well as 
industry white papers about SOA roles and responsibilities are scarce and often use 
diverging terminologies or present ideas in an unstructured way, so we focused on the 
identification of main concepts. We also conducted a series of interviews with 
carefully selected experts in the field of service management. For the identification of 
the relevant roles and their responsibilities, we conducted a comprehensive content 
analysis using published job profiles from Seek.com, Australia’s leading recruitment 
website. 

In order to critically evaluate the utility of the framework, we applied it at Landgate, 
a public sector organisation. Landgate is the Statutory Authority responsible for 
Western Australia’s land and property information and seeks to evolve its IT business 
applications to implement new services for its clients and to collaborate more closely 
with partners. The application of the governance framework to Landgate showed how 
the model supports organisations in identifying new IT management activities when 
moving into a service-oriented paradigm and which consequences this new paradigm 
has for the establishment of accountabilities. 

4   The Service Lifecycle 

4.1   Overview 

Cobit and ITIL are very detailed and widely used frameworks that propose a large 
number of best practises and processes as well as measures, roles and responsibilities 
to aid management in the planning and organisation, acquisition and implementation, 
delivery and support, operation, monitoring and evaluation of IT systems. In Cobit 
alone, there are 197 single steps grouped in 34 processes, which are part of 4 main 
phases, offering an extensive repository of relevant activities and a highly elaborated 
set of assignments to roles. Some of the issues covered, such as infrastructure, data or 
technology and support, will not change significantly independent of the underlying 
paradigm (e.g. when SOA is replaced by another IT design paradigm) and therefore 
have not been further analysed. Besides that, the structures of Cobit and ITIL do not 
allow for an explicit representation of different decision levels. Thus, we looked at 
management models to find a suitable high-level structure. Drawing from IT-
management, we suggest that decision rights can be distributed into distinct layers. 
Among these, strategy management, portfolio management, program management 
and project management are mentioned by most authors [31, 32]. Furthermore, 
operations management had to be considered as well, since governance is not just 
relevant during the identification and development of services, but for operating 
services as well (run-time governance). Due to space constraints, this paper covers 
only three of the five layers (shaded in Fig. 2): service portfolio-, service project- and 
service operation management. 

While acknowledging that there is a broad variety of definitions, we agree with 
[33] who stress that portfolio management deals with selecting and prioritising the 
best projects to proceed with. Portfolio management is about choosing the right 
project, whereas project management is about doing the project right [34]. Hence, in 
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the portfolio management stage of our proposed framework, the goal is to identify the 
most relevant services from a larger service portfolio and decide if and when to 
implement them. Program management, which we do not cover here, represents the 
connecting link between the two and aligns strategy and execution to deliver the 
whole SOA by managing interdependent projects [32]. Once a business sponsor has 
been identified and accepts responsibility for the service, a project is started and the 
service can be developed. The development process and the publishing or deployment 
of the service are governed in the service project management stage. Once in place, 
the operation management of a service covers operation and use, including 
performance and change management, as well as the retirement phase. 

 Strategic Service Management

Service Portfolio Management

Service Pro gram Management

Service Project Management

Service Operation Management
 

Fig. 2. Layers of management comprising decisions relevant for SOA governance (adapted 
from [31]). The layers covered in this paper are shaded. 

A significant amount of research has been published regarding the lifecycle of a 
single service (cf. [35] for a comprehensive overview) with a more or less common 
understanding of what should be part of it. Starting with a service analysis and design 
phase, most authors include service implementation, service publishing, service 
operation as well as service retirement or withdrawal. In addition to that, [35] mention 
a negotiation phase. The latter is primarily relevant if a service or part of its sub-
services are provided or sourced externally. For many organisations using SOA today, 
this is not yet an option but will become more important once emerging service 
brokers have leveraged the discovery of available services and provide required 
functions such as pricing and contracting [8]. From today’s perspective, it is also not 
clear to what extent bargaining will happen at all, or if, for example, prices and 
quality standards are specified solely by the service broker. For these reasons, we 
have not yet considered negotiation activities in this paper. 

4.2   Detailed View 

In this section, we focus on the main differences as compared to traditional IT 
governance by introducing new activities that provide managers with a foundation 
upon which SOA-related decisions can be based and by discussing those that require 
changes. Fig. 3 gives an overview and shows how management layers, lifecycle 
stages and activities are interrelated. The first two columns in Fig. 3 map the three 
management layers introduced above (service portfolio management, service project 
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management and service operations management) to the main steps of the service 
lifecycle (service analysis, service design, service implementation, service publishing, 
service operation and service retirement). Service analysis occurs both on a portfolio 
level, e.g. to determine which new services to add to the service portfolio, and on the 
service project level in order to define the requirements for a single service to be built 
in the course of the service project. Service design, implementation and publishing are 
all part of a service project and therefore can be mapped to the service project 
management level. Service operation and retirement are mapped to the service 
operations management layer here, although service retirement could also be seen as 
belonging to the service portfolio view, as it typically requires the assessment of the 
service to be retired in relation to the other services in the portfolio. The third column 
of Fig. 3 refers to SOA-specific activities that differ from conventional IT 
governance-related activities. These activities are part of the service lifecycle step 
they are aligned with in the diagram (column two). In the following, Fig. 3 will be 
discussed in detail.    
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Fig. 3. Interrelationship of management layers, lifecycle stages and the activities addressed in 
this paper 

4.2.1   Service Portfolio Management 
As a first step within the service portfolio management phase, a service roadmap is 
developed by identifying and prioritising service candidates (e.g. by analysing 
business processes). The proposed services are subsequently analysed further. In this 
step, all potential users should contribute to the definition of requirements to ensure 
high reusability of the service. After the feasibility study has yielded a positive 
outcome and a business case has been developed, identifying a business sponsor who 
is willing to fund the development and operation of the service [36] is an essential 
activity before a project can be started. Besides that, portfolio management is also 
responsible for the development of an overarching service taxonomy and service 
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descriptions as well as for monitoring across projects. The following items represent a 
(certainly not exhaustive) list of Cobit activities that need to be adapted to a SOA 
environment: 

• Create an SOA roadmap: The implementation of an SOA requires a significant 
change of both the IT landscape and the mindset of business and IT people within 
an organisation [37]. Due to time and budget constraints, in most cases a gradual 
transition towards SOA is more likely to be successful than a “big-bang” 
implementation. Guidance on where to start and which subsequent steps to follow 
is therefore essential and should be provided by creating a suitable SOA roadmap. 
This roadmap suggests a certain sequence in which proposed services should be 
analysed and developed. Identification and prioritisation of services are therefore 
key elements of creating a roadmap. Service identification can be conducted in top-
down approaches, such as capability analysis or domain decomposition [38], or 
more bottom-up as in tracing business processes [36]. Prioritisation should be 
based on estimated business value, reuse potential (e.g. by implementing business 
process patterns) and IT complexity reduction potential [36]. In many real world 
organisations, however, services are created out of “immediate needs” (cf. section 
5) either due to a lack of coordination between business and IT or simply out of 
aiming at short term returns. This is not surprising, as budget constraints or other 
obstacles may prevent a detailed analysis at this stage. In these cases, an 
evolutionary approach [36] can be helpful, meaning that smaller IT projects with 
positive business cases are defined that comply with a target application landscape 
as well. This will balance both short-term financial results and long-term efficiency 
of the SOA. We believe that the quality of the roadmap will be a crucial 
determining factor for the effectiveness of the whole SOA investment. The 
formulation of a SOA roadmap should therefore be seen as a core activity within 
the governance approach. 

• Assure the consultation of potential users of services: As suggested by Cobit, all 
stakeholders should be included in the process (e.g. for determining requirements 
or assessing risks). In an SOA environment, the consultation of stakeholders 
becomes a common, yet more complex task, as aiming for reusability of services 
on a broad basis is seen as one of the core characteristics of an SOA [11, 37]. 
Nevertheless, many SOA initiatives fail to leverage reuse and therefore do not 
yield the expected financial results, leading to a drop of management support [11]. 
While consulting potential users is crucial to the realisation of the expected 
benefits, it requires a solid ground of knowing who the potential users are, putting 
even more emphasis on the service identification step. 

• Find business sponsor / service owner: Another important step refers to the issue 
of funding [39]. Adapting services to the requirements of different users will be 
more expensive than developing them for the sole purpose of a single user [40]. In 
many cases, the benefits might outweigh the cost so that a mechanism is required 
for identifying those services that are worth adapting. This mechanism, however, 
cannot make a perfect distinction, as there is uncertainty involved in the estimation 
of development and maintenance cost and possible revenues. Considering this, an 
enterprise architect (see section 5) can identify potential users, help them express 
their needs and recommend a certain design of a service, but should not appoint a 
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business sponsor or owner. The latter should be found in a less hierarchical 
manner, because to enable performance measurement and encourage a high quality 
of decision making, the holder of the decision right should bear the economic risk 
as well. As multiple ownership would cause an increase in coordination effort, it 
will be helpful if services are owned by one of the potential users. The enterprise 
architect can encourage this by promoting a business case for the adapted service. 
If none of the potential users is willing to sponsor the service, the enterprise 
architect or another centralised committee could ultimately own the service as well 
and should therefore be provided with a dedicated budget. 

4.2.2   Service Project Management 
Most steps of the basic service lifecycle, as mentioned above, are part of service 
project management. These include analysis, design, implementation and deployment/ 
publishing. The analysis phase is fragmented, as this task is to a large extent 
conducted in the portfolio management phase, before a service sponsor can be found. 
In this paper, we focus on particularly interesting differences compared to traditional 
software development. We located them in the following activities that belong to the 
service lifecycle phases “Service Design” and “Service Publishing”: 

• Decide on granularity and orchestration: Although an initial analysis is conducted 
within the portfolio phase, different options remain for the realisation of the 
required functionality after a service project has been started. Sub-services that are 
available from the internal repository or could be bought from a service broker can 
serve as building blocks and reduce development cost. On the other hand, a finer 
granularity of service components than proposed by the requirements of internal 
users might also help promote services and sell them to external customers. 
Consequently, an optimal level of granularity is no longer just subject to technical 
requirements but also to market supply and demand. Thus, the availability of and 
the demand for services both externally and internally determines how fine or 
coarse a service should be and how atomic services can be combined into 
molecular services. This is referred to as the “economic level of granularity” [40]. 

• Determine access rights: Before a service is published, access rights need to be 
specified. This does not just refer to users within the organisation, but, in contrast 
to traditional software development, also to potential external customers. This is a 
strategic decision, for if cutting-edge knowledge is made accessible to competitors, 
comparative advantages might be lost. Therefore, key executives should be 
responsible for this decision. 

• Develop pricing model: Among traditional IT cost accounting methods (for an 
overview see [41]), activity-based costing is seen as one of the most effective 
representatives [42]. Under the SOA reuse paradigm, where services are shared 
among several business units or departments, new mechanisms like negotiation 
[41] between service owners and consumers should be considered. In addition, a 
pricing model for the external market has to be developed if the service is also 
offered to external customers. It differs from the internal pricing model as it does 
not aim at discouraging over- or underutilisation, but aims at maximising profit. 
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As in the context of Service Portfolio Management, this list should not be considered 
complete, as there are other important aspects, such as issues regarding service 
contracts, Service Level Agreements (SLAs), business object governance etc. that 
require specific approaches.      

4.2.3   Service Operation Management 
Within operation management, the actual service operation, which involves activities 
such as training, monitoring of Service Level Agreements (SLAs) and change 
management, as well as the retirement phase are governed. Incident and capacity 
management have not been included in the service operation phase as they are not 
service-specific. Retirement is a responsibility of the portfolio manager; however, it 
strongly affects the service owner as well. It could therefore be included in the 
portfolio management phase as well as in the operation management phase. One main 
difference compared to traditional software development refers to change 
management. We describe the following activity in detail: 

• Develop and implement a process to consistently record, assess and prioritise 
change requests: The change management process in an SOA is complex due to 
the distance between service providers and service consumers [39] and the high 
coordination effort that is required as every change affects not just the one who 
requested the change but the other users as well. Risk assessment should also 
consider side effects, because if the responses of a service are modified, other 
services that invoke the changed service may require changes as well [39]. Once 
the decision has been made and changes are authorised, all customers must be 
informed about the details and how their service usage requires adaptation. 

5   Roles 

Most of the roles proposed by Cobit (e.g. Board, CEO, CIO, CFO) are on a top 
management level. Additionally, architects, developers and operation managers are 
mentioned, but many roles that become relevant within an SOA environment are not 
included. Academic articles as well as industry white papers about SOA roles and 
responsibilities are sparse ([43] and [44] provide comprehensive frameworks, which, 
however, lack validation). SOA literature with a management or lifecycle focus 
mentions some additional roles, but mostly in an unstructured or anecdotal way [39]. 
Due to the lack of widely accepted terminology, definitions and descriptions, 
comparing or even consolidating different terms is not easy. 

In this section, we give a brief overview of roles that are either not mentioned in 
Cobit or whose focus changes significantly under a SOA paradigm. We conducted a 
literature review and a comprehensive content analysis of more than 300 published 
job profiles at Seek.com (keyword: “SOA”), Australia's number one job site with over 
100,000 jobs online. We believe that Seek.com provides a comprehensive source for 
an overview of the roles to be found in contemporary SOA projects in Australia. 
However, we did not crosscheck the findings by approaching major IT companies 
directly, which might have further refined the results. Here, we focus on defining the 
most important and accepted roles and show corresponding references. 
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• Business Analyst (Seek.com, [44, 45, 46]): The business analyst elicits domain 
knowledge. The business analyst understands the language of business users and 
providers and can translate the functional and non-functional requirements into 
processes and services. Among the business analyst’s main responsibilities are the 
identification and analysis of services, but s/he is also consulted for the 
development of test cases. 

• Enterprise Architect (Seek.com, [20, 36, 46, 47]): Within a traditional IT context, 
the enterprise architect focuses on the application of technology to increase 
operational effectiveness and efficiency, e.g. based on the identification of patterns 
in business processes [12]. In the more modern, holistic view, the enterprise 
architect integrates the business plan with the technical capabilities, e.g. by 
establishing technical policies. Within an SOA context, the enterprise architect is 
responsible for the development of an SOA framework and strategy. S/he ensures 
an optimal use as well as the performance level of services. The uptake of 
dedicated service architects is not visible yet. 

• Service Owner [20, 36]: Although the service owner is mentioned as a key role, 
there is no definition of corresponding responsibilities and tasks in any of the 
literature or the published job profiles we reviewed. We define the service owner as 
the one who sponsors the development and operation of the service, in other terms, 
the benefits owner. This might be the business unit that launched the request or a 
centralised committee if none of the potential users is willing to fund the service or 
the organisation is structured hierarchically and business units or departments do not 
hold decision rights for the investment. As the one bearing the financial risk of the 
service project, the service owner must hold the right to determine a pricing model 
and “sell” it to other users as well as to make decisions about changes. 

• Service Librarian [43, 48]: The service librarian is a new role in SOAs. The service 
librarian is responsible for the service repository and ensures the quality of published 
(meta-)data about as well as ease of discovery of and access to registered services. 

• Project Manager [1, 43, 44, 46]: Compared to its traditional counterpart, an SOA 
project manager needs to plan for much shorter delivery cycles. This role is 
responsible for defining project plans, implementing the plans and monitoring the 
project as well as establishing the appropriate service-level agreements and 
resource usage. With an increased use of aggregated services (composed of other 
services), the relevance of this role will most likely rise. 

6   Assignment of Responsibilities 

The assignment of responsibilities calls for a detailed mapping of the involvement of 
the different roles in the activities of SOA governance. We use so-called RACI charts 
for each of the management layers in our proposed initial SOA governance 
framework to show the recommended responsibilities. The RACI charts map 
activities of the SOA lifecycle to roles of stakeholders in a SOA initiative and propose 
their responsibilities by specifying which roles are (r)esponsible, (a)ccountable, 
(c)onsulted or (i)nformed regarding specific activities. Roles are represented as 
columns and service lifecycle activities as rows. By providing these RACI charts, our 
framework offers a tangible and easy-to-apply tool for the analysis of responsibilities 
along the whole service lifecycle. 
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While a detailed discussion of the RACI charts is beyond the scope of this paper, 
two aspects of the assignment of responsibilities became particularly prominent. The 
first aspect is the involvement of top management and business executives in SOA 
development, the second aspect is the alignment of ownership for individual services.  
The involvement of business executives documents the degree to which the design of 
a service-oriented architecture is backed and driven by business concerns. In many 
organisations, SOA is seen as “yet another way” of software development. 
Consequently, few responsibilities have been changed since it was introduced. The 
business potential of this new paradigm is often not realised and SOA remains a 
means of integration for an organisation’s software architecture. If this is to be 
changed, business representatives, especially business executives, have to be involved 
in decision making even more than proposed by Cobit for a traditional IT 
environment [1]. At first sight, this seems to increase the complexity of decision 
making, which would contradict executives’ striving for reduction of information. 
Yet, management is not required to look at technical details but to understand the 
business implications. They can provide support for the development of 
interdepartmental services to leverage the reuse potential of SOA and promote the 
utilisation of services by selling them to external customers. Within the proposed 
framework, it is recommended that executives be involved in the development of an 
SOA roadmap and the prioritisation of services by evaluating the business potential 
and business value. Moreover, they can help find a business sponsor and should 
receive accountability for determining access rights. The business executives are 
expected to evaluate if a service contributes to the competitive advantage of the 
organisation, which could be lost once the service is offered to competitors. 

Turning to ownership, the framework proposes to designate either individual 
service users or a central committee as service owner. A single owner that bears all 
cost but also appropriates all benefits of a service has several advantages. Single 
service ownership facilitates performance management for services and encourages 
owners to look for business opportunities of their internal processes, turning them into 
marketable services to expand their business case. 

In section 7, we discuss changes to the assignment of responsibilities as compared 
to what traditional IT governance proposes and present the results of an application of 
our framework in a practical case. 

7   Initial Evaluation of Utility and Lessons Learned 

As a first step to validate its utility and applicability and to inform its further 
development, we discussed our framework with enterprise architects and other 
employees involved in the SOA initiative at Landgate (www.landgate.wa.gov.au). 
Landgate started to engage in an SOA initiative in 2006. Since then, the organisation 
has made some crucial organisational changes to realise SOA benefits, most remarkably 
the introduction of an Enterprise Architecture Office (EAO). The EAO is responsible 
for an impact review of proposed service projects as well as for recommending changes 
that leverage business investments. Thus, compared to other organisations with limited 
experience in SOA, Landgate’s approach can be seen as quite advanced in terms of 
governance. In the context of this work, Landgate was very much interested in 
contributing to the development of the SOA governance framework and willing to learn 
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from that process as well. In the following, we show that the practical application of the 
framework not only led to an evolution of the framework itself but also helped Landgate 
to identify alternative approaches to assigning responsibilities within their SOA 
initiative and clarify the decision rights for key stakeholders. 

When we discussed our recommendations and their own approach with Landgate, 
we perceived the limited support for interdepartmental projects due to the lack of 
authority and involvement of business executives in the SOA as an issue. Landgate is 
currently limited to a bottom-up approach to service development due to limited 
resources, and service development is initially based on “what services the 
organisation needs”. Their approach is primarily project-focused, meaning that 
priority is given to building services as they are required by larger scale projects, 
which are product development projects in most cases. An impact analysis based on 
how the services might be shared is only an afterthought and does not affect portfolio 
decisions. Once a project has been started, the EAO can make suggestions on how the 
services should be developed. Now, in a planned re-engineering of core systems, a 
portfolio and program management approach is anticipated.  This discussion with 
Landgate not only motivated the introduction of the different SOA governance layers 
(see section 4.1) in our framework but also strengthened the emphasis on the 
proposed top-executive involvement in developing a SOA roadmap and the 
recommendation of a more top-down oriented approach to leverage the potential of 
SOA for reuse and flexibility and thus long-term benefits [29]. 

A pain point perceived by Landgate was their unsatisfactory solution to the concept 
of service ownership, which differed significantly from the notion we propose in our 
framework. First, Landgate determines ownership at the project level. This effectively 
allows for multiple ownership at the project level as Landgate’s scope of projects 
typically comprises several software services that are jointly offered as one product to 
their customers. Second, the ownership concept is more seen as a technical or 
operational role at Landgate. As a consequence, project owners usually do not seek to 
capture the business benefits of development projects. The direct attribution of 
benefits is further reduced if the EAO requires a proposed service to be changed in 
order to increase reusability. The EAO can then sponsor the additional cost. This, 
however, impedes performance measurement problems, since determining the 
additional cost as well as the reduction of development cost in reuse scenarios can 
only be calculated based on budgeted cost, as the actual cost is only known in the 
scenario that has been chosen. Measuring performance based on budgeted cost is not 
objective and can be subject to manipulation. Thus, we learned from the observed 
circumstances that a single service sponsor or benefits owner is required before a 
project is started. If no sponsor can be found, we recommend that the EAO (in 
Landgate’s case) or another centralised committee should have the budget and 
authorisation to sponsor and “own” the service. If they can sell the service to the 
internal users and potentially external customers as well, their performance can be 
measured based on actual and therefore objective financial data. 

8   Summary and Outlook 

This paper has presented selected parts of a new framework for SOA governance. We 
focused on what changes to traditional IT governance approaches are required in order 
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to utilise the business potential of service-orientation. Initial validation at a Western 
Australian government agency showed that the framework can assist organisations in 
evaluating their own governance structure and in identifying the main obstacles to 
financial returns on their SOA investments. By comparing their own organisational 
governance model to the roles, activities and their alignment as proposed by our 
framework, organisations can identify divergences, which might point to weaknesses 
in their own approach. Once obstacles have been identified, however, major changes 
within the organisational structure as well as a change in mindset are often required. 
Therefore, it has to be borne in mind that opposition from within the organisation is 
likely to arise and that the implementation of required changes might take a 
considerable amount of time, potentially necessitating the involvement of external 
consultants with experience in the fields of SOA governance and change management. 
The proposed framework should be seen as a starting point for the research community 
and, at this stage, stays below the level of elaboration of its archetypes Cobit and ITIL. 
Its current limitations include the preliminary empirical evidence in Australia only at 
this stage, the emphasis on organisational aspects of SOA governance at the expense of 
other governance aspects such as policies, processes and metrics, and its yet untested 
economic efficiency. To arrive at a fully-fledged reference model for SOA governance, 
further work is required to evaluate the framework in real world organisations and to 
inform its refinement. This will be part of our future work. Moreover, we have started 
to derive and define a SOA governance meta-model, which will provide a formalised 
foundation for the framework presented in this paper and will facilitate comparison 
with related frameworks, the implementation of tool support and the customisation of 
the framework for organisation-specific needs. In addition to that, we see research 
opportunities in broadening the scope by integrating the different players of a service 
ecosystem, such as service brokers, service consumers and service providers, into the 
model and examine who will have the market power to set standards and force other 
players to comply with them in an ecosystem environment. 
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Abstract. Process mining has emerged as a new way to analyze busi-
ness processes based on event logs. These events logs need to be extracted
from operational systems and can subsequently be used to discover or
check the conformance of processes. ProM is a widely used tool for pro-
cess mining. In earlier versions of ProM, MXML was used as an input
format. In future releases of ProM, a new logging format will be used:
the eXtensible Event Stream (XES) format. This format has several ad-
vantages over MXML. The paper presents two tools that use this format
- XESame and ProM 6 - and highlights the main innovations and the
role of XES. XESame enables domain experts to specify how the event
log should be extracted from existing systems and converted to XES.
ProM 6 is a completely new process mining framework based on XES
and enabling innovative process mining functionality.

1 Introduction

Unlike classical process analysis tools which are purely model-based (like simu-
lation models), process mining requires event logs. Fortunately, today’s systems
provide detailed event logs. Process mining has emerged as a way to analyze sys-
tems (and their actual use) based on the event logs they produce [1,2,3,4,6,16].
Note that, unlike classical data mining, the focus of process mining is on concur-
rent processes and not on static or mainly sequential structures. Also note that
commercial Business Intelligence (BI for short) tools are not doing any process
mining. They typically look at aggregate data seen from an external perspective
(including frequencies, averages, utilization and service levels). Unlike BI tools,
process mining looks “inside the process” and allows for insights at a much more
refined level.

The omnipresence of event logs is an important enabler of process mining,
as analysis of run-time behavior is only possible if events are recorded. Fortu-
nately, all kinds of information systems provide such logs, which include classi-
cal workflow management systems like FileNet and Staffware, ERP systems like
SAP, case handling systems like BPM|one, PDM systems like Windchill, CRM
systems like Microsoft Dynamics CRM, and hospital information systems like
Chipsoft. These systems provide very detailed information about the activities
that have been executed.

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 60–75, 2010.
c© Springer-Verlag Berlin Heidelberg 2010
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However, also all kinds of embedded systems increasingly log events. An em-
bedded system is a special-purpose system in which the computer is completely
encapsulated by or dedicated to the device or system it controls. Examples in-
clude medical systems like X-ray machines, mobile phones, car entertainment
systems, production systems like wafer steppers, copiers, and sensor networks.
Software plays an increasingly important role in such systems and, already to-
day, many of these systems log events. An example is the “CUSTOMerCARE
Remote Services Network” of Philips Medical Systems (PMS for short), which is
a worldwide internet-based private network that links PMS equipment to remote
service centers. Any event that occurs within an X-ray machine (like moving the
table or setting the deflector) is recorded and can be analyzed remotely by PMS.
The logging capabilities of the machines of PMS illustrate the way in which em-
bedded systems produce event logs.

The MXML format [7] has proven its use as a standard event log format in
process mining. However, based on practical experiences with applying MXML
in about one hundred organizations, several problems and limitations related
to the MXML format have been discovered. One of the main problems is the
semantics of additional attributes stored in the event log. In MXML, these are all
treated as string values with a key and have no generally understood meaning.
Another problem is the nomenclature used for different concepts. This is caused
by MXML’s assumption that strictly structured process would be stored in this
format [10].

To solve the problems encountered with MXML and to create a standard
that could also be used to store event logs from many different information
systems directly, a new event log format is under development. This new event
log format is named XES, which stands for eXtensible Event Stream. Please note
that this paper is based on XES definition version 1.0, revision 3, last updated
on November 28, 2009. This version serves as input for standardization efforts by
the IEEE Task Force Process Mining [13]. Minor changes might be made before
the final release and publication of the format.

The remainder of this paper is organized as follows. Section 2 introduces the
new event log format XES. Of course, we need to be able to extract XES event
logs from arbitrary information systems in the field. For this reason, Section 3
introduces the XES tool XESame. This tool can connect to any ODBC database,
and allows the domain expert to provide the details of the desired extraction in
a straightforward way. After having obtained an XES event log, we should be
able to analyze this log in all kinds of ways. For this reason, Section 4 introduces
the XES tool ProM6, which is the upcoming release of the ProM framework
[8]. ProM6 supports the XES event log format, and provides a completely new
process mining framework. Finally, Section 5 concludes the paper.

2 XES: eXtensible Event Stream

To explain the structure of an XES event log, we compare the way a single
process containing only a single event is captured in both the MXML and the
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Listing 1. Example MXML log

<WorkflowLog xmlns:xsi=”http://www.w3.org/2001/XMLSchema−instance”
xsi:noNamespaceSchemaLocation=

”http://is.ieis.tue.nl/research/processmining/WorkflowLog.xsd”
description=”Example log”>

<Process id=”Order”>
<ProcessInstance id=”Order 1” description=”instance with Order 1”>

<Data>
<Attribute name=”TotalValue”>2142.38<Attribute>

</Data>
<AuditTrailEntry>

<WorkflowModelElement>Create</WorkflowModelElement>
<EventType>complete</EventType>
<Originator>Wil<Originator>
<Timestamp>2009−01−03T15:30:00.000+01:00</Timestamp>
<Data>

<Attribute name=”currentValue”>2142.38</Attribute>
<Attribute name=”requestedBy”>Eric</Attribute>
<Attribute name=”supplier”>Fluxi Inc.</Attribute>
<Attribute name=”expectedDelivery”>

2009−01−12T12:00:00.000+01:00
</Attribute>

</Data>
</AuditTrailEntry>

</ProcessInstance>
</Process>

</WorkflowLog>

XES format. The event corresponds to the creation of an order on January 3,
2009 at 15:30 hours CET by the employee called Wil. The total value of the
entire order is 2,142.38 Euros, it was requested by a customer called Eric, it is
supplied by a company called Fluxi Inc., and delivery is expected on January
12, 2009 at 12:00 hours CET.

Listing 1 shows the way this log is captured in MXML. In MXML, a Pro-
cessInstance element captures a single process instance, whereas an Audit-
TrailEntry element captures a single event. Data attributes can be associated
to these elements using a Data element containing multiple Attribute elements.
MXML uses a number of predefined MXML attributes:

WorkflowModelElement. This attribute captures the name of the activity that
triggered the event.

EventType. This attribute captures the type of the event, like start, complete,
suspend, and resume.

Originator. This attribute captures the name of the resource (human or not)
who actually executed the activity.

Timestamp. This attribute captures the time at which the event occurred in the
system.
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Although the meaning of any of these standard attributes is generally well-
understood, the meaning of the any of the other, non-standard, attributes is not.

In contrast, Listing 2 shows this log in XES, whereas Fig. 1 shows the XES
meta model [11]. Intuitively, the XES log element replaces, the MXML Worfk-
lowLog element, the trace element replaces the ProcessInstance element, and
the event element replaces the AuditTrailEntry element. However, there are a
number of differences worth mentioning. First of all, in XES the log, trace and
event elements only define the structure of the document: they do not contain
any information themselves. To store any data in the XES format, attributes are
used. Every attribute has a string based key, a known type, and a value of that
type. Possible types are string, date, integer, float and boolean. Note that
attributes can have attributes themselves which can be used to provide more
specific information.

Log

Trace

Event

Attribute

Extension

Key

String

Date

Int

Float

Boolean

Value

<contains>

<contains>

<contains>

<contains>

<trace-global>

<event-global>

<defines>

<declares>
name

prefix

URI

Classifier
<defines><defines>

Fig. 1. XES Meta Model
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Listing 2. Example XES log

<log>
<extension name=”Lifecycle” prefix=”lifecycle”

uri=”http://www.xes−standard.org/lifecycle.xesext”/>
<extension name=”Time” prefix=”time”

uri=”http:///www.xes−standard.org/time.xesext”/>
<extension name=”Concept” prefix=”concept”

uri=”http:///www.xes−standard.org/concept.xesext”/>
<extension name=”Semantic” prefix=”semantic”

uri=”http:///www.xes−standard.org/semantic.xesext”/>
<extension name=”Organizational” prefix=”org”

uri=”http:///www.xes−standard.org/org.xesext”/>
<extension name=”Order” prefix=”order”

uri=”http://my.company.com/xes/order.xesext”/>
<global scope=”trace”>

<string key=”concept:name” value=”unknown”/>
</global>
<global scope=”event”>

<string key=”concept:name” value=”unknown”/>
<string key=”lifecycle:transition” value=”unknown”/>
<string key=”org:resource” value=”unknown”/>

</global>
<classifier name=”Activity classifier” keys=”concept:name lifecycle:transition”/>
<string key=”concept:name” value=”Example log” />
<trace>

<string key=”concept:name” value=”Order 1” />
<float key=”order:totalValue” value=”2142.38” />
<event>

<string key=”concept:name” value=”Create” />
<string key=”lifecycle:transition” value=”complete” />
<string key=”org:resource” value=”Wil” />
<date key=”time:timestamp” value=”2009−01−03T15:30:00.000+01:00” />
<float key=”order:currentValue” value=”2142.38” />
<string key=”details” value=”Order creation details”>

<string key=”requestedBy” value=”Eric” />
<string key=”supplier” value=”Fluxi Inc.” />
<date key=”expectedDelivery” value=”2009−01−12T12:00:00.000+01:00” />

</string>
</event>

</trace>
</log>
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Table 1. List of XES extensions and their attribute keys

Extension Key Level Type Description

concept name log,
trace,
event

string Generally understood name.

instance event string Identifier of the activity whose execu-
tion generated the event.

lifecycle model log string The transactional model used for the
lifecycle transition for all events in the
log.

transition event string The lifecycle transition represented by
each event (e.g. start, complete, etc.).

organizational resource event string The name, or identifier, of the resource
having triggered the event.

role event string The role of the resource having trig-
gered the event, within the organiza-
tional structure.

group event string The group within the organizational
structure, of which the resource having
triggered the event is a member.

time timestamp event date The date and time, at which the event
has occurred.

semantic modelReference all string Reference to model concepts in an on-
tology.

The precise semantics of an attribute is defined by its extension, which could
be either a standard extension or some user-defined extension. Standard exten-
sions include the concept extension, the lifecycle extension, the organizational
extension, the time extension, and the semantic extension. Table 1 shows an
overview of these extensions together with a list of possible keys, the level on
which these keys may occur, the value type, and a short description, whereas
Listing 3 shows the definition of the concept extension. Note that the seman-
tic extension is inspired by SA-MXML (Semantically Annotated MXML) [15].
Note that in the example of Listing 2 some attributes are defined by an order
extension (totalValue and currentValue), where other attributes are not defined
by any extension (including details and supplier).

Furthermore, event classifiers can be specified in the log element which assign
an identity to each event. This makes events comparable to other events via their
assigned identity. Classifiers are defined via a set of attributes, from which the
class identity of an event is derived. A straightforward example of a classifier is
the combination of the event name and the lifecycle transition as used in MXML,
which is included in Listing 2.

Finally, the fact that certain attributes have well-defined values for every trace
and/or event in the log can be specified by the global element. For example, in
the example shown in Listing 2 the event attributes concept name and lifecycle
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Listing 3. Concept extension

<xesextension name=”Concept” prefix=”concept”
uri=”http:///www.xes−standard.org/concept.xesext”>

<log>
<string key=”name”>

<alias mapping=”EN” name=”Name”/>
<alias mapping=”DE” name=”Name”/>
<alias mapping=”FR” name=”Appellation”/>
<alias mapping=”ES” name=”Nombre”/>
<alias mapping=”PT” name=”Nome”/>

</string>
</log>
<trace>

<string key=”name”>
<alias mapping=”EN” name=”Name”/>
<alias mapping=”DE” name=”Name”/>
<alias mapping=”FR” name=”Appellation”/>
<alias mapping=”ES” name=”Nombre”/>
<alias mapping=”PT” name=”Nome”/>

</string>
</trace>
<event>

<string key=”name”>
<alias mapping=”EN” name=”Name”/>
<alias mapping=”DE” name=”Name”/>
<alias mapping=”FR” name=”Appellation”/>
<alias mapping=”ES” name=”Nombre”/>
<alias mapping=”PT” name=”Nome”/>

</string>
<string key=”instance”>

<alias mapping=”EN” name=”Instance”/>
<alias mapping=”DE” name=”Instanz”/>
<alias mapping=”FR” name=”Entit”/>
<alias mapping=”ES” name=”Instancia”/>
<alias mapping=”PT” name=”Instncia”/>

</string>
</event>

</xesextension>

transition have well-defined values for every event, which of course is very nice
(though not mandatory) as these attributes are used in an event classifier. In case
a trace and/or event does not have the attribute, the value of the corresponding
global attribute will be used. As a result of these global elements, plug-ins
that require these attributes to have values for every trace and/or event can
quickly check whether these attributes indeed have values for every trace and/or
event.
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3 XESame

Although many information systems record the information required for process
mining, chances are that this information is not readily available in the XES
format. Since the information is present in the data storage of the information
system, it should be possible to reconstruct an event log that contains this in-
formation. However, extracting this information from the data storage is likely
to be a time consuming task and requires domain knowledge, knowledge which
is usually held by domain experts like business analysts.

For the purpose of extracting am (MXML) event log from an information
system, the ProM Import Framework [9] was created. Although there is a col-
lection of plug-ins for various systems and data structures, chances are that a
new plug-in needs to be written by the domain expert in Java. The main prob-
lem with this approach is that one cannot expect the domain expert to have
Java programming skills. Therefore, there is a need for a tool that can extract
the event log from the information system at hand without the domain expert
having to program. This tool is XESame [5]1.

XESame provides a generic way for extracting an event log from some data
source, and is designed to be easy to use. A key strength of XESame is that
no programming skills are required: The entire conversion from data source to
event log can be defined through the GUI. We use a simple example to showcase
XESame. Table 2 shows the contents of two tables, from which we will gener-
ate an event log. Fig. 2 shows the internal representation of the conversion in
XESame. Among other things, these details show that:

– The resulting log will use the concept, lifecycle, organizational, time, and
semantic extension.

– The resulting log will originate from the events.csv table, will have name
‘Testlog’, and will use the standard lifecycle model.

– The resulting log will contain the standard event classifier.
– In the resulting log, every trace corresponds to an order.
– The resulting log will contain all traces that correspond to orders with or-

derID less than 100.
– Every trace will contain all events that are related to the corresponding

order.
– Every event will use the eventname field as concept name, the eventtype

field as lifecycle transition, and the timestamp field as time timestamp.
– Every event will use the usergroup field from the users.csv table as orga-

nizational group, where both tables have been linked on the userId field.

To demonstrate the applicability of XESame, we have performed two case studies
on data from different systems. The first case study was performed on data from
an SAP system. This case study showed that a conversion definition could be
defined using different tables and columns from the data source. The other case
study showed that data exported from a custom system can also be converted to
1 Note that in [5] the tool is called the XES Mapper instead of XESame.
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Fig. 2. An example mapping instance
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Table 2. Example source data

events.csv

orderID eventName timestamp eventType userID

1 Create 1-1-2009 10:00 Start 1
1 Create 1-1-2009 11:00 Complete 1
2 Create 1-1-2009 11:00 Start 1
2 Create 1-1-2009 12:00 Complete 1
1 Send 2-1-2009 10:00 Start 2
3 Create 2-1-2009 10:01 Start 1
1 Send 2-1-2009 10:10 Complete 2
3 Create 2-1-2009 11:00 Complete 1
2 Send 2-1-2009 12:00 Start 2
2 Send 2-1-2009 13:00 Complete 2
1 Receive 3-1-2009 10:00 Start 3
1 Receive 3-1-2009 10:05 Complete 3
1 Pay 3-1-2009 15:00 Start 4
2 Pay 3-1-2009 15:00 Start 4
1 Pay 3-1-2009 15:30 Complete 4
2 Pay 3-1-2009 15:30 Complete 4
2 Receive 3-1-2009 17:00 Start 3
2 Receive 3-1-2009 17:05 Complete 3

123 Create 14-2-2009 9:00 Start 1
123 Create 14-2-2009 9:10 Complete 1

users.csv

userID userName userGroup userRole

1 George Purchase OrderCreator
2 Ine Support Secretary
3 Eric Warehouse Reciever
4 Wil Finance Payer

a log by XESame. For both case studies, the performance was also investigated
and shown to be linear in time with the size of the resulting event log.

4 ProM

After having extracted the event log from the information system, we can analyze
the event log using ProM [8], the plugable generic open-source process mining
framework. The ProM toolkit has been around for about six years. During this
period, the ProM framework has matured to a professional level, which has
allowed dozens of developers in different countries to contribute their research
in the form of plug-ins. In the end, this resulted in ProM5.2, which contains
286 plug-ins, and which has been used in over one hundred case studies. Some
examples include:
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For a provincial office of Rijkswaterstaat (the Dutch National Public Works De-
partment), we have analyzed [1] its invoice process and have shown that
its bad performance was mainly due to employees working at remote sites.
Furthermore, we showed that it is worthwhile to combine different mining
perspectives to reach a richer understanding of the process. In this case, for
example, the process model revealed the problems (loops), but it took an or-
ganizational model to identify the key players, and a case-oriented analysis
to understand the impact of these loops on the process performance.

For ASML (the leading manufacturer of wafer scanners in the world), we have
investigated [17] its test process, and have made concrete suggestions for
process improvement, which included reordering of tasks to prevent feed-
back loops and using idle time for scheduling. However, we also showed that
further research is needed to develop process mining techniques that are par-
ticularly suitable for analyzing processes like the highly dynamic test process
of ASML.

For the Dutch AMC hospital, we have shown [14] that we were able to derive
understandable models for large groups of patients, which was confirmed by
people of the hospital. Nevertheless, we also showed that traditional process
mining approaches have problems dealing with unstructured processes as,
for example, can be found in a hospital environment.

As XES is a new log format that is still under development, the older versions
of ProM do not handle XES logs. Fortunately, the upcoming version of ProM,
ProM6, will be able to handle XES logs.

The fact that ProM6 can handle XES logs where earlier versions of ProM
cannot is not the only difference between ProM6 and its predecessors (ProM5.2
and earlier). Although these predecessors have been a huge success in the pro-
cess mining field, they limited future work for a number of reasons. First and
foremost, the earlier versions of ProM did not separate the functionality of a
plug-in and its GUI. As a result, a plug-in like the α-miner [3] could not be run
without having it popping up dialogs. As a result, it was impossible to run the
plug-in on some remote machine, unless there would be somebody at the remote
display to deal with these dialogs. Since we are using a dedicated process grid
for process mining, this is highly relevant. Second, the distinction between the
different kind of plug-ins (mining plug-ins, analysis plug-in, conversion plug-ins,
import plug-ins, and export plug-ins) has disappeared; leaving only the concept
of a generic plug-in. Third, the concept of an object pool has been introduced:
plug-ins take a number of objects from this pool as input, and produce new
objects for this pool. Fourth, ProM6 allows the user to first select a plug-in,
and then select the necessary input objects from the pool. As some plug-in can
handle different configurations of objects as input, ProM6 also introduces the
concept of plug-in variants. The basic functionality of variants of some plug-in
will be identical, but every variant will be able to take a different set of objects
as input.
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Fig. 3. ProM 6 view on the log

We use the XES event log obtained from XESame, as described in the previous
section, to showcase ProM6. Fig. 3 shows shows some basic characteristics of
the log, which includes:

– the number of case (traces) (3),
– the number of events (18),
– the number of event classes (8),
– the number of event types (2),
– the number of originators (4),
– a graphical representation of the distribution of events per case,
– a graphical representation of the distribution of event classes per case, and
– some general information on the log.

Fig. 4 shows the action view of ProM6, which includes a view on the filtered list
of installed plug-ins. For every plug-in this list includes:

– the name of the plug-in (like “Simple Log Filter”),
– the name of the author of the plug-in (like “H.M.W. Verbeek”), and
– a URL where additional information on this plug-in may be found (like

“http://www.processmining.org”).
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Fig. 4. ProM 6 action view

ProM6 is aware of all required inputs and all output types for every plug-in.
As a result, because the user has selected the event log named “Testlog.xes” to
be a required input, the list of installed plug-ins show only those plug-ins that
can actually take an event log as input. Plug-ins for which all required inputs
are satisfied, that is, plug-ins that only need an event as input, are colored
green in the plug-in list (like “Simple Log Filter”), whereas plug-ins that require
additional inputs are colored yellow (like “Fitness”, which also requires a Petri
net as input). Note that it is also possible to filter the list of plug-ins on the
output types, which allows the user to get quickly to those plug-ins that can
produce an object of a type s/he needs.

Fig. 5 shows a dotted chart [18] on the log. This chart shows a graphical view
on the log, where all events of a single case are plotted on a horizontal line,
where the position on this line corresponds to the timestamp of the event, and
where the color of the dot corresponds to the name of the event. For example,
the two selected green dots in the middle correspond to two events for the case
named “order 2”, the first event corresponds to a send activity started by “Ine”
on January 2, 2009 at 12:00 PM, whereas the second event corresponds to the
matching complete event that occurred an hour later.

Fig. 6 shows the fuzzy model that result from running the “Fuzzy miner” [12]
on the example log. This fuzzy model clearly shows that no strict ordering exists
between the “Receive” and “Pay” activities.
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Fig. 5. ProM 6 dotted chart

Fig. 6. ProM 6 fuzzy model
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5 Conclusions

This paper has introduced the new event log format XES. The XES format
enhances the existing MXML [7] in many ways, as is shown in this paper. XES is
used as input for standardization efforts within the IEEE Task Force on Process
Mining [13].

This paper also introduced a tool that allows the domain expert to extract
an XES event log from some existing system. This tool, XESame [5], improves
on the ProM Import framework [9] in the way that it is generic, and that it
does not require the domain expert to create a Java plug-in for specifying (and
executing) the extraction. Instead, XESame allows the domain expert to simply
specify from which fields in the database which attributes in the event log should
be extracted.

Finally, this paper has introduced a new version of the ProM framework [8],
ProM6. In contrast to earlier versions of ProM, ProM6 can handle XES event
logs, can be executed on remote machines, and can guide the user into selecting
the appropriate inputs for a certain plug-in. As a result, it better supports the
analysis of event logs than any of the earlier releases did.

ProM6 will be released in the Summer of 2010, but interested readers may
already obtain a prerelease (which also contains XESame) or so-called ‘nightly
builds’ through the Process Mining website (www.processmining.org).

Acknowledgements. The authors would like to thank Christian Günther for
his work on the XES standard and the new UI of ProM6.

References

1. van der Aalst, W.M.P., Reijers, H.A., Weijters, A.J.M.M., van Dongen, B.F., Alves
de Medeiros, A.K., Song, M., Verbeek, H.M.W.: Business Process Mining: An In-
dustrial Application. Information Systems 32(5), 713–732 (2007)

2. van der Aalst, W.M.P., van Dongen, B.F., Herbst, J., Maruster, L., Schimm, G.,
Weijters, A.J.M.M.: Workflow Mining: A Survey of Issues and Approaches. Data
and Knowledge Engineering 47(2), 237–267 (2003)

3. van der Aalst, W.M.P., Weijters, A.J.M.M., Maruster, L.: Workflow Mining: Dis-
covering Process Models from Event Logs. IEEE Transactions on Knowledge and
Data Engineering 16(9), 1128–1142 (2004)

4. Agrawal, R., Gunopulos, D., Leymann, F.: Mining process models from workflow
logs. In: Schek, H.-J., Saltor, F., Ramos, I., Alonso, G. (eds.) EDBT 1998. LNCS,
vol. 1377, pp. 469–483. Springer, Heidelberg (1998)

5. Buijs, J.C.A.M.: Mapping Data Sources to XES in a Generic Way. Master’s thesis,
Eindhoven University of Technology (2010)

6. Datta, A.: Automating the Discovery of As-Is Business Process Models: Proba-
bilistic and Algorithmic Approaches. Information Systems Research 9(3), 275–301
(1998)

7. van Dongen, B.F., van der Aalst, W.M.P.: A Meta Model for Process Mining
Data. In: Casto, J., Teniente, E. (eds): Proceedings of the CAiSE 2005 Workshops
(EMOI-INTEROP Workshop), vol. 2, pp. 309–320. FEUP, Porto, Portugal (2005)

www.processmining.org


XES, XESame, and ProM 6 75

8. van Dongen, B.F., Alves de Medeiros, A.K., Verbeek, H.M.W., Weijters, A.J.M.M.,
van der Aalst, W.M.P.: The ProM Framework: A New Era in Process Mining Tool
Support. In: Ciardo, G., Darondeau, P. (eds.) ICATPN 2005. LNCS, vol. 3536,
pp. 444–454. Springer, Heidelberg (2005)

9. Günther, C.W., van der Aalst, W.M.P.: A Generic Import Framework for Process
Event Logs. In: Eder, J., Dustdar, S. (eds.) BPI 2006. LNCS, vol. 4103, pp. 81–92.
Springer, Heidelberg (2006)

10. Günther, C.W.: Process Mining in Flexible Environments. PhD thesis, Eindhoven
University of Technology, Eindhoven (2009)

11. Günther, C.W.: XES Standard Definition. Fluxicon Process Laboratories (Novem-
ber 2009)

12. Günther, C.W., van der Aalst, W.M.P.: Fuzzy Mining – Adaptive Process Simplifi-
cation Based on Multi-perspective Metrics. In: Alonso, G., Dadam, P., Rosemann,
M. (eds.) BPM 2007. LNCS, vol. 4714, pp. 328–343. Springer, Heidelberg (2007)

13. IEEE Task Force on Process Mining, http://www.win.tue.nl/ieeetfpm
14. Mans, R.S., Schonenberg, M.H., Song, M., van der Aalst, W.M.P., Bakker, P.J.M.:

Application of process mining in healthcare - a case study in a Dutch hospital.
In: Fred, A., Filipe, J., Gamboa, H. (eds.) Biomedical Engineering Systems and
Technologies. Communications in Computer and Information Science, vol. 25, pp.
425–438. Springer, Heidelberg (2009)

15. Alves de Medeiros, A.K., Pedrinaci, C., van der Aalst, W.M.P., Domingue, J., Song,
M., Rozinat, A., Norton, B., Cabral, L.: An Outlook on Semantic Business Process
Mining and Monitoring. In: Meersman, R., Tari, Z., Herrero, P. (eds.) SWWS 2007.
LNCS, vol. 4806, pp. 1244–1255. Springer, Heidelberg (2007)

16. Rozinat, A., van der Aalst, W.M.P.: Conformance Checking of Processes Based on
Monitoring Real Behavior. Information Systems 33(1), 64–95 (2008)

17. Rozinat, A., de Jong, I.S.M., Günther, C.W., van der Aalst, W.M.P.: Process min-
ing applied to the test process of wafer steppers in ASML. IEEE Transactions
on Systems, Man, and Cybernetics-Part C: Applications and Reviews (2009) (to
appear)

18. Song, M., van der Aalst, W.M.P.: Supporting Process Mining by Showing Events at
a Glance. In: Chari, K., Kumar, A. (eds.) Proceedings of 17th Annual Workshop
on Information Technologies and Systems (WITS 2007), Montreal, Canada, pp.
139–145 (December 2007)

http://www.win.tue.nl/ieeetfpm


SeaFlows Toolset –
Compliance Verification Made Easy for
Process-Aware Information Systems�

Linh Thao Ly1, David Knuplesch1, Stefanie Rinderle-Ma2, Kevin Göser3,
Holger Pfeifer4, Manfred Reichert1, and Peter Dadam1

1 Institute of Databases and Information Systems
Ulm University, Germany

{thao.ly,david.knuplesch,manfred.reichert,peter.dadam}@uni-ulm.de
2 Institute of Artificial Intelligence

Ulm University, Germany
holger.pfeifer@uni-ulm.de

3 Faculty of Computer Science
University of Vienna, Austria

stefanie.rinderle-ma@univie.ac.at
4 AristaFlow GmbH, Germany
kevin.goeser@aristaflow.com

Abstract. In the light of an increasing demand on business process
compliance, the verification of process models against compliance rules
has become essential in enterprise computing. The SeaFlows Toolset fea-
tured in this paper extends process-aware information systems with com-
pliance checking functionality. It provides a user-friendly environment
for modeling compliance rules using a graph-based formalism and for
enriching process models with these rules. To address a multitude of ver-
ification settings, we provide two complementary compliance checking
approaches: The structural compliance checking approach derives struc-
tural criteria from compliance rules and applies them to detect incompli-
ance. The data-aware behavioral compliance checking approach addresses
the state explosion problem that can occur when the data dimension is
explored during compliance checking. It performs context-sensitive au-
tomatic abstraction to derive an abstract process model which is more
compact with regard to the data dimension enabling more efficient com-
pliance checking. Altogether, SeaFlows Toolset constitutes a comprehen-
sive and extensible framework for compliance checking of process models.
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compliance rules has become essential in enterprise computing. To ensure com-
pliance with imposed rules and policies, compliance audits for process models
become necessary. Due to the increasing complexity of process models [2], man-
ual compliance verification is hardly feasible. Tool support is particularly needed
in order to deal with changes at different levels. On the one hand, changes of
regulatories and policies occur which then necessitate leading to changes of im-
plemented compliance rules. On the other hand, changes to business processes
may take place, which result in changes of implemented process models. This
further necessitates tool support for (semi-)automatic compliance verification.

In this paper, we introduce SeaFlows Toolset, a tool framework for busi-
ness process compliance verification, and underlying concepts. These resulted
from our research in the SeaFlows project. In this project, we aim at provid-
ing techniques to enable compliance with imposed regulatories throughout the
process lifecycle. This includes compliance checking of business process models
at buildtime, but also requires compliance monitoring for process instances at
runtime [3]. With the implementation of SeaFlows Toolset, so far, we have real-
ized concepts addressing compliance checking of process models at buildtime. In
particular, the toolset enables to visually model compliance rules by means of so-
called compliance rule graphs. In addition, it supports the verification of process
models against imposed compliance rules. To support a variety of verification
scenarios and to exploit their specific properties, we introduce two complemen-
tary verification approaches. First, we discuss a structural compliance checking
approach based on node relations, which enables efficient compliance verification
for block-structured process models. In addition, we provide a general behavioral
compliance checking approach that realizes data-awareness as well.

Example. Throughout this paper an exemplary order-to-delivery scenario will be
used to illustrate basic concepts and SeaFlows Toolset: Fig. 1 depicts a process
model P for a simplified order-to-delivery process. For brevity, we abstain from
modeling the complete data flows of P . The order-to-delivery process, in turn,
may be subject to the compliance rules collected in Table 1. They constrain the
execution and ordering of activities and events within a process model.

The remainder of this paper is structured as follows. In the following, we first
introduce the concepts behind SeaFlows Toolset before presenting it in more
detail. Compliance rule graphs, the visual modeling formalism, are introduced in
Sect. 2. The structural as well as the behavioral compliance checking approach
are discussed in Sect. 3. The particular components of SeaFlows Toolset are
introduced in Sect. 4. Related work is discussed in Sect. 5 before we close the
paper with an outlook on future developments in Sect. 6.

2 Compliance Rule Graphs – A Visual Modeling
Formalism

Prerequisite to automatic compliance checking is that compliance rules are mod-
eled using a suitable formalism. On the one hand, the formalism has to be suf-
ficiently expressive. On the other hand, the its complexity should not impede
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Table 1. Examples of compliance rules for order-to-delivery processes

c1 A received order has to be either confirmed or declined.

c2 Outsourced production shall be followed by a quality test.

c3 After confirming an order and previous to confirming shipping, shipping has to
be prepared and eventually shipped.

c4 Premium customer status shall only be offered after a prior solvency check.

c5 For orders of a non-premium customer with a piece number beyond 80,000, a
solvency check becomes necessary before assessing the order.

c6 After confirming an order of a non-premium customer with piece number of at
least 125,000, premium status should be offered to the customer

c7 Shipping orders with piece number below 80,000 does not require shipping in-
surance.

c8 Orders with piece number beyond 40,000 shall only be confirmed after prior ap-
proval.

[pn > 50,000]   

Process model P

x

[pn > 100,000]
check

solvency

[pn  50,000] x

x[pn > 150,000]

[pn � 150,000]
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x
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production

quality test

shipping 
insurance

Fig. 1. An order-to-delivery process (modeled with BPMN)

its application. Apparently, logic formalisms, such as linear temporal logic, are
powerful. However, their complexity can become a barrier to their application
to compliance rule modeling by domain experts in practice. To address this is-
sue, pattern-based approaches [4,5,6] have been suggested recently (cf. Sect. 5).
Visual patterns are provided which represent placeholders for logic formulas.
However, pattern-based approaches provide only limited support for modeling
more complex compliance rules. Hence, we opted for a compositional graph-based
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Fig. 2. “Ingredients” for modeling compliance rule graphs
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Fig. 3. Compliance rule graphs

approach that provides both a visual formalism and formal semantics. The basic
idea is to enable compliance rule modeling in a way similar to process modeling,
namely by means of graphs representing fragments of process executions.

In our case studies (e.g., in the clinical domain) we identified the typical struc-
ture of compliance rules. Roughly described, it states that if some event patterns
occur then some other event patterns must also occur. Each event pattern, in
turn, can express the occurrence or absence of particular events, or be structured
in a complex manner (e.g., particular relations between events). Based on these
observations, we developed our compliance rule graph (CRG) approach that en-
ables the modeling of compliance rules by means of directed graphs. The basic
“ingredients” for composing a CRG are depicted in Fig. 2. They comprise four
different node types indicating occurrence and absence of activities of an associ-
ated type. AnteOcc and AnteAbs are dedicated to modeling the antecedent
pattern activating a compliance rule whereas ConsOcc and ConsAbs are ded-
icated to modeling consequence patterns that have to occur upon activation of
a compliance rule. CRG nodes can be related to each other using ordering re-
lations. In addition, a CRG can be enriched with data conditions to be able to
capture data-aware compliance rules. Fig. 3 shows how these “ingredients” are
applied to model some of the compliance rules from Table 1. CRG c3, for ex-
ample, states that if the antecedent pattern consisting of the sequence confirm
order and confirm shipping occurs in a process execution, the sequence con-
sisting of prepare goods and ship goods must occur in between. CRG c8, in
turn, shows how data conditions are applied. It expresses that activity assess
order with data condition a = true is required prior to confirming an order
with data condition pn > 40,000.

CRGs go beyond a pure visual notation. We also equipped them with formal
semantics that enable formal compliance verification. Due to space limitations,
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we omit the definition of CRG formal semantics and refer to [7], where CRG
formulas and their interpretation over execution traces are discussed.

3 Structural and Behavioral Compliance Checking

Constraining process behavior, compliance rules typically are specified at a be-
havioral level whereas a process model is a structure describing possible process
behavior. To verify process models against such behavioral compliance rules, we
basically have two options:

Behavioral Compliance Checking is conducted by verifying the process be-
haviour against imposed compliance rules. This can be achieved by exploring
possible process behavior with regard to compliance.

Structural Compliance Checking derives structural properties from behav-
ioral compliance rules. Such structural properties can be applied to check the
process model for compliance with imposed rules. Depending on the process
meta model employed, structural compliance checking can be conducted in
a more efficient manner than behavioral compliance checking.

We can draw parallels to Petri Nets research. Since reachability analysis is costly,
researchers also developed strategies to structurally analyze Petri Nets which
promise a more efficient checking of certain Petri Net properties [8].

While behavioral compliance checking is a general approach and thus is broadly
applicable, efficient structural compliance checking relies on certain conditions.
For example, structural compliance checking of data-aware compliance rules is
rather not feasible, since the data dimension has to be explored. To provide sup-
port for a multitude of compliance verification settings, we integrated a structural
as well as a behavioral compliance checking approach into SeaFlows Toolset. The
structural compliance checking approach, introduced in Sect. 3.1, conducts effi-
cient compliance checking for a subset of CRGs. The behavioral approach,
discussed in Sect. 3.2, addresses data-aware compliance checking and provides
strategies to avoid state explosion.

3.1 Structural Compliance Checking Based on Node Relations

The basic idea of our structural compliance checking approach is to automatically
derive structural criteria on the process model from behavioral compliance rules.
We first introduced structural compliance checking in [9], however, so far we only
addressed basic exclusion and dependency constraints. We have further extended
our approach to provide support for a broader range of compliance rules. Based
on the assumption of unique labels (i.e., unique occurrences of activities within
a process model), we have developed an efficient structural compliance checking
approach for a subset of CRGs. This approach is designed to support loop-free
process models and abstracts from data conditions.

Our structural compliance checking approach is conducted in three steps as
illustrated in Fig. 4. In Step 1, for each CRG, a set of structural criteria to be
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Fig. 4. The process of structural compliance checking

checked over the process model is determined automatically. These criteria can
be considered queries on the relations of nodes within the process model (i.e.,
node relations) that are relevant to the compliance rule. We define five structural
criteria consisting of containment, occurrence, and precedence relations:

⊕ A (contains A) is a unary structural containment relation that applies if
A is contained in the process model.

A ⊗ B (A excludes B) is a structural occurrence relation that applies if A
and B are located on different branches of an exclusive gateway. For example,
10% discount ⊗ check solvency applies to process model P from Fig. 1.

A � B (A implies B) is a non-directed structural occurrence relation.
In order for it to evaluate to true, B must not be located on a branch of an
exclusive gateway, on which A is not located as well, provided that A and B
are both present in the process model. For example, assess order � check
solvency will be evaluated to false over the order-to-delivery process from
Fig. 1, since check solvency is located on a branch of an exclusive gateway (i.e.,
branch with condition c=premium) while assess order is not located on that
branch. This means, that check solvency will be executed optionally to assess
order. However, the node relation check solvency � assess order will be
evaluated to true, since assess order is located on the exclusive branch with
data condition pn>50,000 and check solvency is also located on this branch.

A � B1|B2|. . .|Bn (A implies B1,B2,. . ., Bn) is a non-directed structural
occurrence relation. It applies if A is always executed together with B1,B2,. . .,
or Bn. At the structural level, this criterion is checked by adopting strategies
from data flow analysis.

A � B (A precedes B) is a structural precedence relation that applies if
there is a directed path in the process model leading from A to B. For example,
prepare goods � ship goods will be evaluated to true over the order-to-
delivery process from Fig. 1.

In Step 2, the process model is checked for compliance with the derived struc-
tural criteria. Thus, we can precisely identify those structural criteria causing
incompliance. In case a compliance violation is detected, these structural criteria
will be collected in Step 3 and will be used for error diagnosis and for the gener-
ation of intelligible feedback. By showing the process designer, which structural
criteria are not satisfied by the process model, the system can help to resolve in-
compliance. By exploiting properties of the process meta model properties such
as block-structuring, the structural criteria can be evaluated efficiently. Adopting
the paradigm of dynamic programming, we cache node relations already queried
to enable faster evaluation if the same relations are queried a second time.
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Fig. 5. A CRG annotated with structural criteria to be applied for conducting struc-
tural compliance checking

In the following, we will sketch how structural criteria are derived and checked
for compliance rule c3 from Table 1 and the corresponding CRG from Fig. 3.

Example. In Step 1, structural criteria to be queried in order to verify compliance
with c3 are derived based on c3’s structure. Fig. 5 depicts CRG c3 annotated
with types of structural criteria that will be applied during structural compliance
checking and the order of application. Exploiting the antecedent-consequence
structure of CRGs, it is first checked whether the process behavior modeled by
the CRG’s antecedent pattern can be produced by the process model. For CRG
c3 the antecedent pattern consists of confirm order, confirm shipping, and
the ordering relation between them. If the antecedent can be activated (i.e., the
pattern can be produced by the process model), structural compliance checking
proceeds with checking compliance with the consequence pattern.

a. Premise to the activation of an antecedent pattern by a process model is
that relevant antecedent activities are contained in the model. Hence, as the first
step, it is checked wether the activities confirm order and confirm shipping
assigned to the AnteOcc nodes are both contained in the process model using
the ⊕ relation. If one of them is not contained in the process model, the process
behavior modeled by the antecedent CRG can never be produced and further
checking would not be necessary.

b. The antecedent pattern can only be produced by a process model if the
AnteOcc activities confirm order and confirm shipping are located in the
model such that they can be executed together. Whether this applies can be
determined by checking whether these activities exclude each other by querying
confirm order ⊗ confirm shipping. If this is the case, the antecedent pattern
can never occur, which, in turn, makes further compliance checking superfluous.

c. The AnteOcc activities confirm order and confirm shipping are as-
signed an ordering relation in c3. To check whether ordering relations apply, the
� relation is employed. Provided that a and b have not led to an interruption
of the checking, confirm order can only be followed by comfirm shipping if
precedence relation confirm shipping � confirm order does not apply (i.e.,
the activities are ordered the other way around or in parallel branches).

d. In order to check compliance with the consequence pattern, it is first queried
whether the relevant activities prepare goods and ship goods are contained in
the process model. This is done by using the ⊕ relation. If one of these acitivites
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are not contained in P , the consequence of the compliance rule apparently will
never be satisfied and compliance checking can be ceased.

e. Ordering relations modeled in a CRG’s consequence pattern also have to be
verified. In our example, the correct ordering of prepare goods and ship goods
with regard to each other as well as with regard to the AnteOcc activities
confirm orderand confirm shipping is checked by applying the � relation.

f. According to c3, prepare goods and ship goods always have to be exe-
cuted when confirm order and confirm shipping are executed. This can be
queried using the � relation. Activity prepare goods for example will always
be executed when confirm order and confirm shipping are executed, if it is
structurally implied by one of the latter activities. This can be checked by apply
the following query: (confirm order � ship goods) ∨ (confirm shipping �
ship goods). If the query applies, the execution of ship goods together with
confirm order and confirm shipping will be ensured. The same has to be
checked for prepare goods.

Fig. 6 shows the results of querying the derived structural criteria over the
order-to-delivery process P from Fig. 1 as obtained in Step 2. The criteria are
arranged along a decision tree. Particular query results are printed in boldface.
As Fig. 6 shows, the antecedent pattern can be produced by P . In addition, the
required activities of the consequence pattern (i.e., prepare goods and ship
goods) are both contained in P and fulfill the required precedence relations. How-
ever, while occurrence relation query OR3 is evaluated to true, OR2 does not
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apply. This means that prepare goods is executed optionally to both confirm
order and confirm shipping. Thus, at the behavioral level, executing P can
lead to execution traces containing both confirm order and confirm shipping
but not prepare goods. Hence, P does not comply with c3.

In Step 3, the results obtained from querying the structural criteria can be
aggregated and used to generate error diagnosis. In our example, we can precisely
identify the violation of OR2 as the cause of incompliance. In Sect. 4.2, we will
show how the SeaFlows Structural Compliance Checker uses the query results
to generate compliance reports.

3.2 Data-Aware Behavioral Compliance Checking

As previously discussed, behavioral compliance checking is a general approach,
and thus, broadly applicable. Its particular advantage over structural compliance
checking becomes manifest, when it comes to data-aware compliance checking.
Data-awareness is vital to support a variety of compliance verification settings.
A closer look at compliance rules and scenarios reveals two major scenarios:

a) Compliance rules without data conditions, but the process model contains
data-based gateways that can affect the verification outcome.

b) Compliance rules containing data conditions.

An example of case a) is given by compliance rule c4 from Table 1. While c4
does not contain any data conditions, abstracting from the data perspective
when checking compliance of the order-to-delivery process P from Fig. 1 with c4
would lead to an erroneous compliance report. In particular, abstracting from the
data-based gateways contained in process model P would lead to the conclusion
that a solvency check is not sure to be executed prior to offering premium cus-
tomer status. However, due to the correlation of data-based gateways within P ,
it is ensured that premium customer status is only offered after a prior solvency
check. Note that check solvency is carried out for non-premium customers and
pn>100,000 while offer premium status is only carried out for non-premium
customers and pn>150,000. Hence, the order-to-delivery process, in fact, com-
plies with c4. For examples of case b), consider compliance rules c7 and c8 from
Table 1 and corresponding CRGs in Fig. 3, each containing data conditions.

As these examples show, in both cases, data-awareness is necessary to provide
correct compliance reports. The challenge with data-aware compliance checking
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is that the exploration of the data dimension during compliance checking can
lead to state explosion and thus, to intractable complexity. To tackle this, we
introduced abstraction strategies to reduce the complexity of data-aware compli-
ance checking [10]. By analyzing the data conditions contained in the compliance
rule and in the process model, our approach reduces the state space of the data
dimension to be explored during verification. This is achieved by abstracting
from concrete states of data objects to abstract states. Based on the compliance
rules to be checked our approach automatically derives an abstract process model
and corresponding abstract compliance rules (cf. Fig. 7 B). The abstract process
model is more compact than the original process model with regard to the data
dimension. Thus, it enables more efficient exploration of the data dimension
when being used as input to the actual compliance checking (cf. Fig. 7 A).

For conducting behavioral compliance checking for the abstract process model,
we apply model checking techniques. In case of violation, the counterexample
obtained from the model checker is concretized to yield not only the incompliant
execution but also its data conditions. To address both scenarios a) and b),
the SeaFlows Data-aware Compliance Checker is able to deal with data-aware
compliance rules (i.e., compliance rules containing data conditions) and data
conditions in process control flow (i.e., data-based gateways).

4 SeaFlows Toolset

We implemented the concepts introduced here in SeaFlows Toolset. It extends
process-aware information systems (PAIS) by compliance checking functionality.
Fig. 8 depicts the interplay between existing infrastructure stemming from PAIS
(e.g., activity repository, process modeling tool, and process model repository)
and components introduced by SeaFlows Toolset1.

The SeaFlows Graphical Compliance Rule Editor (cf. Fig. 8) allows to model
CRGs over process artifacts (cf. Sect. 2). By interacting with the activity reposi-
tory managing process artifacts relevant within a business domain, the Graphical
Compliance Rule Editor enables compliance rule modeling over exactly the pro-
cess artifacts available in the domain. Thus, we can enrich process models by
compliance rules that are imposed on the corresponding business process. This
can be done at an early stage, when the process is modeled to enable compliance
by design. Compliance rules may be also assigned to a completed or released
process model to conduct compliance audits.

SeaFlows Toolset currently comprises two compliance checking components
to verify process models (cf. Fig. 8). The Structural Compliance Checker imple-
ments the structural compliance checking approach while the Data-aware Com-
pliance Checker employs a behavioral approach and addresses data-awareness.
By interacting with the process modeling tool of PAIS, the SeaFlows compliance
checkers enable process designers to verify process models already during process

1 The Rule Graph Execution Engine for executing CRGs is currently under imple-
mentation.
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design. Meaningful compliance reports help process designers to identify incom-
pliant process behavior. Based on them, process designers may further modify
the process model until incompliance is resolved.

To transfer our concepts into a comprehensive prototype, we opted to base
our implementation on AristaFlow BPM Suite which originated from research
activities in the ADEPT project [11]. AristaFlow BPM Suite provides a powerful
application programming interface (API) which enables us to extend existing
PAIS functionality by compliance checking mechanisms in an elegant manner.
Thus, SeaFlows compliance checking components are smoothly integrated into
the process modeling environment of AristaFlow BPM Suite. In the following,
the components of SeaFlows Toolset are discussed in more detail.

4.1 Graphical Compliance Rule Editor and Compliance Rule
Repository

The Graphical Compliance Rule Editor provides a user-friendly environment for
modeling CRGs. Fig. 9 shows c3, c4, c7, and c8 as modeled using the compliance
rule editor. Nodes of CRGs are assigned to activity types available in the activity
repository (cf. Fig. 8). Modeled CRGs are exported as separate XML-files which
enables their organization within rule sets in the Compliance Rule Repository.
In addition, versioning and collaborative modeling of compliance rules are also
supported by the repository. Being implemented based on the Eclipse Modeling
Framework, modeled CRGs are based on a defined data object model which
facilitates their import and processing in compliance checking tools.

4.2 Structural Compliance Checker

Based on the results of checking the structural criteria, the Structural Com-
pliance Checker is able to provide detailed diagnosis helpful to locate incom-
pliance. Fig. 10 shows the compliance report for checking compliance rule c3
against the order-to-delivery process P . Corresponding to Fig. 6, the Structural
Compliance Checker identifies that while there is no problem with required ac-
tivity ship goods, the other required activity prepare goods is optional to both
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Fig. 9. The SeaFlows Graphical Compliance Rule Editor

Fig. 10. The SeaFlows Structural Compliance Checker integrated into AristaFlow Pro-
cess Template Editor
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confirm order and confirm shipping in P . This detailed diagnosis can further
be applied to resolve incompliance. For example, the present incompliance can
be resolved by repositioning activity prepare goods in the P .
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The Structural Compliance Checker is implemented as an Eclipse-plug-in for
the AristaFlow Process Template Editor and thus, is smoothly integrated into
the process modeling environment. Therefore, “on the fly” compliance checks
during process modeling can be carried out to support compliance by design.

4.3 Data-Aware Compliance Checker

The Data-aware Compliance Checker first performs automatic abstraction (cf.
Fig. 7). Then, it transforms the abstract process model into a state space rep-
resentation to apply behavioral compliance checking. For the actual compliance
checking, we employed the model checker SAL [12], which, in turn, performs
automatic exploration of the state space model and checks for conformance to
the compliance rule (cf. Fig. 11). In case incompliance is detected, the Data-
aware Compliance Checker retransforms the counterexample output of the model
checker and visualizes it as an execution trace and within the originial process
model. In addition to the violating execution the data condition under which
the violation occurred is also illustrated. Fig. 12 shows the output of the checker
for the verification of compliance rule c8 against the order-to-delivery process.

The Data-aware Compliance Checker is integrated into the process model-
ing environment. The class hierarchy comprising about 70 interfaces and 210
classes indicates its complexity. Automatic abstraction is supported for domains
of numbers and for large domains of object references.

5 Related Work

Three major challenges arise from compliance verification of process models:
compliance rule modeling, verification techniques, and feedback generation. The
concepts implemented in SeaFlows Toolset address all three issues. Existing ap-
proaches for modeling compliance rules range from rather informal annotations
of process models with compliance rules, over formal languages [13], to visual
patterns and languages [14, 4, 15]. With the CRGs, we opted for a composi-
tional graph-based modeling formalism that supports the typical antecedent-
consequence-structure of rules.

For compliance verification, model checking is often applied in literature [15,14,
13]. As advantage we obtain an approach that is not specific to a particular pro-
cess meta model or process modeling notation. One challenge of model checking,
however, is the generation of meaningful feedback from the report provided by the
model checker (e.g., counterexample). The Data-aware Compliance Checker ad-
dresses this challenge and enables visualization of the counterexample within the
process model. The major drawback of model checking is the complexity caused
by the necessary model transformations and particularly the exploration of the
state space representation. Our structural compliance checking approach exploits
specific meta model properties, such as block-structuring, to enable more efficient
compliance verification. Some approaches address the verification of data-aware
compliance rules [4, 15]. However, the state explosion arising from exploration of
the data dimension is not addressed by these approaches. In SeaFlows Toolset we
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implemented an abstraction approach that serves as preprocessing step to the ac-
tual data-aware compliance checking to limit state explosion.

In [16], Awad et al. address visualization of incompliance by querying the
process model for anti-patterns defined for each compliance rule pattern. In our
structural approach, structural criteria are automatically derived from CRGs.
Checking the structural criteria allows for identifying precisely the structural
cause of incompliance.

Similar to DECLARE [17] SeaFlows enables to model graphical compliance
rules. In DECLARE constraints are mapped onto formulas in temporal logic
and then to finite automata in order to execute constraint-based workflows. In
contrast, SeaFlows CRGs are used to verify process models.

SeaFlows Toolset can be further complemented by other process analysis tools,
such as the process mining framework ProM [18] to provide comprehensive sup-
port of compliance checking a priori as well as a posteriori.

6 Summary and Outlook
In this paper, we introduced concepts underlying SeaFlows Toolset. We
showed how compliance rules can be modeled as CRGs to provide a visual
process-like and yet still formal representation. In addition, we discussed comple-
mentary compliance checking strategies, namely structural compliance checking
and behavioral compliance checking. We introduced our structural compliance
checking approach based on node relations that enables efficient verification of
process models against imposed compliance rules. To address further scenarios,
we introduced a behavioral compliance checking approach that addresses data-
awareness. SeaFlows Toolset extends process-aware information system by com-
pliance checking functionality. It enables modeling CRGs independently from
specific process models by making use of an activity repository. Process mod-
els can be enriched by CRGs for documentation purposes and for compliance
verification. Two compliance checkers, the Structural Compliance Checker and
the Data-aware Compliance Checker, addressing specific compliance verification
scenarios complement each other and thus, ensure broad applicability.

In our future work, we will further extend SeaFlows Toolset to provide sup-
port for compliance checking during process execution (cf. the SeaFlows Rule
Graph Execution Engine in Fig. 8). In addition, SeaFlows Toolset will be ex-
tended by a visualization and explanation component to provide advanced visual
user feedback. Finally, case studies can be conducted to validate the concepts
implemented in SeaFlows Toolset.
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Abstract. We develop the notion of a decision requirement as the pair 
<decision, information> where ‘information’ is that required by the decision 
maker to assess if the ‘decision’ is to be taken or not. It is shown that there are 
two kinds of decisions, imperative and managerial. The former are decisions 
about which transactional service out of a choice of transactional services is to 
be provided. Managerial decisions determine what infrastructure out of a set of 
possibilities is to be put in place. It is shown that a decision is the reason why a 
functionality of an information system is invoked. The notion of decision 
requirement is clarified through a decisional requirement meta model. This is 
supported by a decision and information meta model. The example of a health 
scheme is taken to illustrate the different kinds of decisions and decision 
requirements. 

Keywords: Decision, Information, Data Warehouse.  

1   Introduction 

Goal oriented requirements engineering techniques [1-5] have been developed in the 
area of information systems/software engineering. These techniques aim to discover 
the functions of the system To-Be and lay the basis for system design. 

The role of Requirements engineering in developing Data Warehouses has been 
investigated only in the last decade or so [6-13]. It has been argued [13] that 
Requirements engineering for DW systems focuses on discovery of data whereas for 
information/software systems, it focuses on system functionality. Early Data 
Warehouse development did not emphasize Requirements engineering. Indeed, Inmon 
[20] argued that requirements of data warehouses are usually the last thing to be 
discovered. Interest was in using existing databases for development of data 
warehouse systems. This was augmented by ER driven approaches where ER 
diagrams could be converted to star schemata. Now, there is a body of opinion that 
uses goal oriented techniques [10, 11, 13, 15, 16] for determining data warehouse 
structure. 
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One goal-oriented approach [10, 11, 13] is based on the notion of the Goal-
Decision-Information diagram. This approach postulates that the decision making 
capacity is determined by organizational goals. Additionally, it associates the 
information that has a bearing on a decision with the decision itself. In this paper, we 
represent this association as a pair, <decision, information> and refer to it as a 
decision requirement. Thus, in order to represent data warehouse contents, the set of 
decision requirements must be explicitly modeled. A given set of decision 
requirements evolves over time. The evolution of data warehouse is outside the scope 
of this paper. Further, this paper does not directly address the issue of conversion of 
decision requirements to data warehouse structures. We rely on the proposal of [13] to 
do this conversion.  

Evidently there is a close relationship between the information systems and data 
warehouse of an organization. The former are used to populate the latter through the 
ETL process. In the opposite direction, the decision taken by using the data 
warehouse has the effect of changing information system contents. This means that 
information systems operate in a decisional environment. We consider this 
environment in the next section and show that there are two kinds of decisions, 
imperative and managerial. In the subsequent section we develop a meta model for 
decision requirements. Here we also model the notion of a decision and information 
from the data warehouse perspective. In section 4, we present a case study of a health 
scheme that uses the notion of a decision requirement. In section 5 we discuss our 
proposals with other related work.  

2   The Decisional Environment 

The decisional environment provides the context in which an information system (IS) 
operates. This is shown in Fig. 1. The interface between the decisional environment 
and an information system is the stimulus sent from the former to the latter. When the 
information system is sent a stimulus from the decisional environment then the 
functionality that responds to this stimulus is invoked. 

This implies that (see Fig.1) the decisional environment provides the rationale for 
the stimulus and a decision is taken here to send the appropriate stimulus out a set of 
possible alternative stimuli. For example, the information system may provide for 
transfer of an employee as well as for recruitment of a new employee. In the 
decisional environment, it is to be decided which of the two possible stimuli should be 
sent: depending upon salary budgets and whether another department can spare an 
employee or not, either a transfer stimulus or a recruitment stimulus will be sent. We 
can therefore say that the decision is the cause of the invoked functionality. 

There are two different kinds of actors for an information system, IS administrators 
and IS operators. It is the job of the former to ‘initialize’ the IS. The latter then work 
within the initialized IS to operate the system. For example, consider a railway 
reservation system. IS administrators shall initialize the trains, their start stations, 
destinations and stop over stations, fares etc. that are used in operating the reservation 
system. They also handle changes: additions or deletions of trains, stations, changes in 
fare structure and so on. IS operators, in contrast invoke functionality to make 
reservations on given trains using the fare table and other information set up by the IS 
administrator. 
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Fig. 1. Embedded IS in a Decisional Environment 

We see that there are two kinds of stimuli that the decisional environment can 
send: those decided by IS administrators and operators respectively. This leads to two 
kinds of decisions, that we call managerial and imperative decisions respectively. 

2.1   Imperative Decisions 

Let there be a manager who has to perform extra work and needs to allot it to an 
employee. He can find the employee by either transferring one from another 
department to this one, hire an altogether new employee or overload an existing 
employee with more responsibility. Thus, the choice set is {Transfer employee, Hire 
employee, Overload employee}. The manager needs information to decide which 
alternative to pick and, also which individual employee shall be transferred, hired or 
overloaded respectively. Thus, there are two decision making problems here, (a) to 
select from the choice set of functions as above, which we call tactical decisions, and 
(b) to identify the individual from the choice set of individuals that we refer to as  
operational decisions. 

Tactical decisions supply the rationale for operational ones. In tactical decision 
making, the state of the organization is browsed through and analyzed to select fromt 
eh choice set. For example, Transfer employee may be selected if a department is 
seen to be overstaffed, or an ill fitting employee has been posted there etc. Similarly, 
a new employee may be recruited because completely new skills are required. 

The best alternative selected  is the rationale behind an operational decision. It calls 
for formulation of the stimulus that shall be sent to the information system. 
Operational decision making is the process of selection of the appropriate individual 
from a choice set. For example, given the tactical decision Transfer employee, the 
operational decision maker needs to identify which one to transfer. The choice set 
consists of employees, and operational decision making leads to selection of one of 
these.   Data about employees, their skills performance, past record, etc. is picked up 
from the data warehouse, analyzed and the most relevant employee data is sent as 
stimulus to the IS function that shall carry out the transfer. 

Consider Fig. 2 which shows the interplay of tactical and operational decisions. 
The tactical decision making environment contains the operational decision making 
environment. Both environments refer to the data warehouse as shown by the dashed 
lines in the figure. Once a tactical decision is made, it is sent to the operational 
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decision making environment which sends a stimulus to the information system. Fig. 
2 shows that the tactical decision to Transfer an employee enters the operational 
decision making environment where the employee is identified and the stimulus to be 
sent to the information system is completely formulated. The information system 
performs the desired function and this information is now available to be sent to the 
DW at refresh time.  

Transfer E6

Information
System

Which one to transfer
Choice set = {E1, E2, ........, En}

Why to transfer
Choice set = {Transfer, Recruit, Overload}

Information
system

Operational
Decision 
Making 
Environment

Tactical 
Decision 
Making 
Environment

DW
To-Be

Fig. 2. Imperative Decisions 

Since, the data warehouse is consulted in both forms of imperative decision 
making, full information about decisions and related information must be kept in it.  

Looking from the information system outside, the decision making layers 
surrounding it formulate the stimulus to which the IS responds. This stimulus must 
identify IS functionality and the data. The former is done in the tactical environment 
whereas the latter is done in the operational decision making environment. 

2.2   Managerial Decisions 

The class of managerial decisions is not concerned with operational functionality/ 
transactional capability but with performing the administrative tasks to set up the 
system so that imperative decisions can be taken. Recall the reservation example cited 
earlier where it is necessary to initialize trains, fare tables etc.  

We postulate that there are two kinds of managerial decisions, those that follow a 
business policy, enforce it or create exceptions to it, and those that formulate the 
policy. We refer to the former as administrative decisions, since they are concerned 
with administering the system and to the latter as policy decisions. These two kinds 
of managerial decisions are related to one another. The latter provides the context for 
the former. 

Let us be given a policy that the number of first class bogeys in a train should be 
one third of the train length. The rest are second class bogeys. In other words, the 
ratio first class: second class :: 1:2. This norm is usually to be followed. However, 
there could be exceptional situations like the train is making losses or it is overloaded. 
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In such situations this norm could be violated, and an administrative decision is 
needed to choose from the choice set, {Modify number of first class bogies, Modify 
number of second class bogies}. This administrative decision creates an exception to 
the norm. 

Policy decisions are of two kinds. They define the norms and standards that are 
used by administrative decisions and also define business rules. They address the 
question of where a norm or standard comes from. Norms and standards may be 
defined externally, for example, by regulatory bodies, or internally within the 
organization. Assuming that external norms and standards are imposed on an 
organization, policy decision making is concerned with formulating internal ones. 
Consider the internal norm first: second:: 1:2 of the railway system considered earlier. 
Defining this through a policy decision requires knowledge of the state of the 
organization, patterns of bookings made, revenue targets, revenue receipts etc. Out of 
the many choices available to fix the ratio, the policy decision maker uses this 
knowledge to fix the desired one.  

The second type of policy decisions formulates business rules.  Let it be that the 
number of days in advance a booking can be made is to be decided. Again, reference 
to existing information like pricing and booking pattern is made and the manager 
decides it to be 30 days. 

The choice set available to the policy decision maker is {Define, Modify, Delete}. 

Add first class 
bogey

Information
System

Modify policy
Choice set = {First class, Second class}

What to do with policy
Choice set = {Modify, Define, Delete}

Information
system

Administrative
Decision 
Making 
Environment

Policy
Decision 
Making 
Environment

DW
To-Be

Fig. 3. Managerial Decisions 

The interplay of policy and administrative decisions is shown in Fig. 3.  Both the 
policy and administrative decision making environments refer to the data warehouse 
with the latter contained in the former. Once a policy decision is made, it is sent to the 
administrative decision making environment for enforcement. The information system 
is sent a stimulus from the administrative decision making environment to which it 
responds.  Fig. 3 shows the policy decision to modify the ratio of first to second class 
bogeys in a train. The administrative decision to add a first class bogey is taken, and 
the information system is stimulated to reflect the change. This information is now 
available for train reservation purposes and is also available to be sent to the DW. 
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Notice that even if a policy is held constant, an administrative decision may still be 
made. Thus, for example, even when the first class to second class ratio is not 
changed, an administrative decision to increase/decrease this ratio may be taken. This 
happens when there are sudden surges of demand for a particular kind of bogey. 

As for imperative decisions, it is possible to support decision making of both kinds 
of managerial decisions. The data warehouse needs to be populated with information 
associated with these. 

3   Decision Requirement 

We have seen that in order to pick an alternative from the choice set, reference to the 
information in the data warehouse needs to be made. This information is a 
specification of the data to be kept in the data warehouse To-Be. We represent this 
association as a pair <decision, information> and refer to it as a decision requirement.  

In this section we elaborate on the notion of decision requirement. First we present 
the decision requirement meta model and then develop meta models for the notion of 
a decision and information. 

3.1   The Decision Requirement Meta-model 

The Decision Requirement, DR, meta-model is shown in Fig. 4. As shown it is 
modeled as an aggregate of information and decision. It can be expressed as a pair, 

DR = <D, I> 

where D is a decision and I is the information required for it. 

Decision Requirement

Abstract DR Complex DRAtomic DR

Composed of

1

NDecision

Information

Decision Requirement

Abstract DR Complex DRAtomic DR

Composed of

1

NDecision

Information

Imperative    

Managerial   

Fig. 4. Decision Requirements Meta-model 

Fig. 4 shows that there are three kinds of decision requirements, atomic, abstract 
and complex. An atomic DR is the smallest decision requirement. It cannot be 
decomposed into its parts. 

An abstract DR is a decision requirement that is arrived using generalization/ 
specialization principles. This gives rise to ISA relationships between decision 
requirements. Finally, a complex DR is composed of other simpler decision  



98 N. Prakash, D. Prakash, and D. Gupta 

Set up New Assembly Line Unsatisfied Orders

Start New 13-tonne Line Unsatisfied Orders for 13-tonners

Start New 1-tonne Line Unsatisfied Orders for 1-tonners

Set up New Assembly Line Unsatisfied OrdersSet up New Assembly Line Unsatisfied Orders

Start New 13-tonne Line Unsatisfied Orders for 13-tonnersStart New 13-tonne Line Unsatisfied Orders for 13-tonners

Start New 1-tonne Line Unsatisfied Orders for 1-tonnersStart New 1-tonne Line Unsatisfied Orders for 1-tonners

Fig. 5. An Abstract Decision Requirement ISA Hierarchy 

requirements. Complex decision requirements form an AND/OR hierarchy in a 
manner analogous to AND/OR goal hierarchies of goal-oriented Requirements 
Engineering techniques.  

To illustrate an abstract DR, consider an automobile plant that makes 1-tonne and 
13-tonne trucks (Fig. 5). Let the decision of interest be Set up New Assembly Line and 
the required information be Unsatisfied Orders. The DR is shown in Fig. 5. This DR 
can be specialized into two DRs, with decisions Start New 1-tonne Line and Start New 
13-tonne Line respectively and required information, Unsatisfied Orders for 1-tonners
and Unsatisfied Orders for 13-tonners. Each of these is an ISA relationship with Set 
up New Assembly Line.
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Fig. 6. Composition of Decision Requirements 

Now let us illustrate a complex DR. The Decision Requirement <Set up New 
Assembly Line, Unsatisfied Orders> is a complex one having two component 
decision requirements, <Decide Capacity, Resources Available> and <Choose 
Location, Land Availability>. An AND link connects these two components so as to 
define the complex decision requirement, <Set up New Assembly Line, Unsatisfied 
Orders> (see Fig. 6).

Similar to AND composition, we can have OR composition. For example, when 
setting up a new assembly line, the question of whether or not it shall be part of an 
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existing profit centre has to be addressed. This gives us the decision requirements 
(Fig. 6), <Create Separate Profit Centre, Staff Availability> and <Merge with existing 
Profit Centre, Volume of Work Handled>. These two are in an OR relationship with 
one another. Notice that we have arrived at this through decision composition as well. 

Aside from showing AND and OR decomposition of decisions, the foregoing also 
shows that a DR can be decomposed to reflect the decomposition of its decision 
component. It is also possible to do DR decomposition through information 
decomposition. In this case, the decision part is held constant whereas information 
components are elaborated. The Choose Location decision of Fig. 6 is shown as 
associated with the information, Land Availability. Land availability can be 
decomposed into two pieces of information, Land site and Land size  
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Fig. 7. Information Decomposition for DR Decomposition 

Then the complex DR <Choose location, Land availability> can be decomposed 
into <Choose Location, Land site> and <Choose Location, Land size> respectively as 
shown in Fig.7. 

3.2   Meta-model of Decisions 

The key concept underlying the decision meta model of Fig. 8 is that of a decision 
parameter. Decision parameters denote different aspects of a decision. They reveal the 
factors that must be taken into consideration before a decision can be selected by the 
decision maker.  

Fig. 8. Decision Meta Model 
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The decision to decision parameter relationship is M:N. There can be many decision 
parameters for a decision and a given decision parameter can be associated with more 
than one decision. A decision must have at least one decision parameter associated 
with it. This is because the absence of a decision parameter implies that there is no 
factor having a bearing to the decision. Therefore there is nothing to consider in taking 
the decision and it can be taken spontaneously. Such irrational decisions do not 
contribute to our objective of discovering the information to be maintained in the Data 
Warehouse and are therefore, out of our scope. Fig. 8 also shows that a decision 
parameter must be associated with at least one decision. This is to avoid irrelevant 
decision parameters from cluttering up the requirements engineering process. 

It is possible to classify decision parameters in two different ways. According to 
one classification, a decision parameter may be dependent or independent. According 
to the second, a decision parameter may be a decision or information. We consider 
each of these in turn. 

Dependent parameters depend on other, basic parameters for their existence.  
Those parameters that amplify the properties of other parameters are said to be 
dependent parameters. If the basic parameter becomes relevant or irrelevant, then 
parameters dependent on it also become relevant or irrelevant respectively.  In 
contrast, independent parameters are orthogonal to one another. Each such parameter 
determines a completely new aspect of a decision. Independent parameters may have 
dependent parameters but are themselves not dependent on any other decision 
parameter for their existence. 

Consider the decision Set_Up_New_Assembly_Line(Product Type, Location, Line 
Capacity). Here, the parameters, Product Type and Location are independent of one 
another. In contrast, Line capacity is dependent on Product Type since it is 
determined by the type of the product built by the line. 

Now, consider the second typology of a decision parameter. A decision parameter 
which is a decision represents the decomposition property of decisions that is used for 
DR decomposition. It shows the decomposition structure of the decision. On the other 
hand a decision parameter that is information behaves as a specification of the data to 
be kept in the data warehouse To-Be. 

In this paper we have given a graphical notation for the decision requirements and 
their structure. In [17] we have introduced a dependency graph to represent decision 
parameters and dependencies between them. We used this graph there to distinguish 
between those parameters that are decision and information (details of information are 
given in the next section) respectively. 

3.3   Modeling Information 

We have developed in Fig 9, our model of information from the point of view of Data 
Warehouse support for decision making. We are interested in three kinds of 
information, that which exists in the most detailed form, summarized information or 
aggregates, and historical information. Aggregate information is obtained as a 
summary by computing from simpler information. This is shown in Fig. 9, by the 
specialization of information into Simple and Aggregate as well as by the ‘Is 
computed from’ relationship between Aggregate and Information.  
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Historical information is represented by the relationship ‘History of’ between 
Information and Temporal unit. The cardinality of this relationship shows that it is 
possible for information to have no temporal unit associated with it. In such a case, 
only current information is to be maintained. However, when a temporal unit is 
associated with information then we must also know the number of years of history to 
be maintained. This is captured, as shown in the figure, in the attribute Period.  

Is computed 
from

Temporal Unit Information

Simple Aggregate

History of

N M

N

M

Period

Value-set
Takes 
value from

1

N

Property

Fig. 9. Model of Information in Data Warehouses 

Information is also associated with a value-set and takes on values from it. In  
Fig. 9 this association is called “Takes value from”. 

4   Case Study: A Health Scheme 

The ideas presented here were applied to a health scheme operating in India. There 
are a number of dispensaries for providing medical services to members of the health 
scheme. There are well defined criteria for determining who can and who cannot be 
members. All eligible people may exercise the choice of obtaining membership of the 
health scheme and paying a fixed monthly charge. Once membership is granted, the 
beneficiary may go to any dispensary under the scheme and register for obtaining 
services there. The registrant may change dispensaries or discontinue membership in 
the scheme at will. 

A dispensary is staffed with doctors who may refer registrants to other hospitals 
and specialists. A dispensary has in-house pharmacy with staff to disburse medicine. 
If a prescribed medicine is not available with this pharmacy, then a registrant may buy 
it from a notified list of external pharmacies and the costs shall be reimbursed. It is 
possible to obtain services of laboratories, radiology etc. 

The information system provides a number of functions. For example, there are 
actions to consult a doctor, issue medicine, refer to a hospital, undergo tests etc. These 
functions are directly aimed at providing services to registrants. Additionally, there 
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are functions to induct a new doctor, add an external pharmacy to the notified list, 
empanel specialists and hospitals etc. 

Imperative decisions related to health care can be made at the dispensary. For 
example, consider the tactical decision from the choice set {stock medicine in 
pharmacy of dispensary, obtain from central stores on need, allow medicine from 
external pharmacies}. A study of patterns of occurrence of health problems, fast 
moving/slow moving stock, and existing storage facilities leads to deciding what is to 
be stocked, what is to be obtained from the central store and what is to be allowed 
from external pharmacies. Once tactical decisions are made then operational decisions 
are made about orders for individual medicines and quantities. The information 
system is then invoked for indents, purchase and deliveries to be posted. 

As another example, consider providing specialized advice. The dispensary makes an 
analysis of occurrence of health problems, ability to service them, patient convenience 
and other such factors. As a result, it may identify the need for some specialist medical 
advice not conveniently available in the dispensary. This constitutes an imperative 
decision of the operational kind. However, since the dispensary does not have the 
authority to do this, it makes a recommendation to headquarters about the need for the 
new specialization. Headquarters makes an administrative decision of the managerial 
kind, identifies the facility, and communicates it to the dispensary which, in turn, 
updates its information system. 

Now let us consider managerial decisions. In the health scheme, these are 
essentially taken by headquarters. In doing so, requirements of dispensaries are taken 
into account as brought out in the example above.  

A major managerial decision is about empanelment of medical facilities. 
Headquarters makes periodic calls for applications from hospitals for empanelment. 
The decision requirements are as shown in Fig. 10. There can be three kinds of 
hospitals, general (Gen.), super specialized (SS), and AYUSH. The last are those 
providing Indian systems of medicine (Ayurveda, Yoga, Naturopathy and Unani). For 
deciding which to empanel, headquarters needs information about available facilities. 
Thus, we get the DRs as shown in Fig. 10. There is an abstract DR <empanel hospital, 
facilities> which is specialized into the three DRs for the different kinds of hospitals. 

Facilities comprise three aspects, space, equipment, and staff. Thus, <Empanel 
hospital, facilities> is an aggregate of the three DRs shown in Fig. 11, namely,  
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Fig. 10. The abstract DR < hospital, facilities> 
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<empanel hospital, space>, <empanel hospital, equipment> and <empanel hospital, 
staff>. Space information consists of sizes of wards, sizes of rooms, pharmacy stores 
and other Ayush spaces [14] and occupancy rates; equipment is the laboratory 
equipment, operating theatre equipment, number of beds and their occupancy ratio 
etc. and their use; staff information consists of doctors, paramedics, nurses and others 
[14] with their qualifications, the number and nature of cases/patients handled by 
them and other personal information [14]. 

Empanel
Hospital

Facilities

Empanel
Hospital

StaffEmpanel
Hospital

EquipmentEmpanel
Hospital

Space

Fig. 11. A complex DR 

Now, headquarters defines norms and standards that must be met by all empanelled 
hospitals. These take the form of specified equipment, minimum requirements, and 
various norms. We give below examples of these for the Ayush class of hospitals. The 
full details of the case can be found in [14]. 

• Snehan Room 100 Sq. ft. 

• Sirodhara Yantra & appliances 2 Nos. 

• Vasti Yantra 

• Droni/Bath tub 

• O.P.D.  300 Sq. ft. 

• Pharmacy/Store 300 Sq. ft 
• Resident Medical Officer 1 
• Masseurs/Panchakarma Attendents        4 
• Staff Nurses 4 (Round the clock) 
• Pharmacist  2 
• Bed occupancy rate (Norm 50%) 
• Bed:Nurse ratio for general bed 8:1 

Whereas administrative decisions are taken after considering the extent to which 
given norms and standards are met, policy decisions define these. The elicitation of 
these norms is an unaddressed issue. 

5   Related Works 

First, let us consider the notion of goal in goal oriented requirements engineering 
approaches and compare it with our proposal. On the left hand side of Fig 12 we show  
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the former. The notion here is of a goal being achieved by an action, a function. This 
helps in specifying system functionality. No support is provided to the user in 
determining which of the many actions is to be performed at a given moment. In our 
proposals, however, the focus is on determining the most suitable alternative, by 
examining the state of the organization as reflected in the data warehouse. Once this is 
done, then the action corresponding to the decision is invoked.  

Now consider our approach with respect to database and ER driven approaches 
compared in Table 1. It can be seen that the decision requirement driven approach 
does not attempt to directly reach facts and dimensions like the others. Additionally, 
unlike the data base and ER approaches, the decision requirement approach can 
identify aggregate and historical information to be maintained. Finally, from a 
conceptual point of view, there is an explicit notion of a decision and decision 
requirements modeling which lays the basis for data warehouse development. 
Evidently, our approach lies upstream of the others. 

Now, let us compare our proposals with goal oriented approaches in data 
warehouse development: Böhnlein and Ulbrich-vom Ende [6,7], Golfarelli and Rizzi 
[15] and Bonifati et al [16]. The first of these determines measures and dimensions 
from an initial study of goals and services to be provided by the organization. The 
second extends Tropos to requirements engineering of Data Warehouses. In the 
organizational perspective (a) an actor diagram is built (b) goals of actors are 
identified for example, ‘manage a/c transactions’ and (c) facts are associated to goals. 
Goals are decomposed using goal decomposition techniques. Thereafter, in the 
decisional perspective, the actor diagram is analyzed and each fact is related to its 
dimensions and a set of measures are associated with facts. The last proposal builds 
data marts by determining goals using the Goal-Question-Metric approach.  The result 
is aggregated and refined and ideal star schemata are extracted. Then it uses ER 
schemata of operational data bases and extracts candidate star schemata. The ideal 
star schemata are matched with these and candidate star schemata are ranked 
according to the metrics for selection. 
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Table 1. A Comparison 

Database 
driven

ER driven Decision 
Requirement 
driven

Facts Yes, manually  Yes, manually  No  

Dimensions Yes, manually  Yes, algorithmically  No  

Star schemas Yes, manually  Yes, manually  No  

Aggregates Manually. No 
guidance  

Manually. No 
guidance  

Yes as Information 
property  

History Manually. No 
guidance  

Manually. No 
guidance  

Yes, as information 
property  

Decision 
Capacity

Not articulated Not articulated  Yes  

Again, notice that [6,7] and [16] reach data warehouse contents directly from goals 
without an explicit decisional stage. In this respect the approach of [15] goes forward 
and recognizes the need to do further analysis from the decisional point of view. In 
our case, this movement has been taken to its logical conclusion. We explicitly model 
the full decision making capability and associated information requirements. In earlier 
work, we have shown how information associated with decisions can be elicited [17]. 
This information is obtained at a high level and is relatively unstructured. It is made 
more structured through the information scenario technique of [13] which produces 
contents of the data warehouse To-Be in the form of an ER diagram. Thereafter, the 
ER diagram is converted into star schemata using available algorithms. Thus, it can be 
seen that our proposal is to fully investigate the decision-information association 
before proceeding to development of star schemata. 

GRAI grid [18] gives an overview of “decision making procedures and 
informational flows within a production control system”. It provides an architecture 
of decision making system.  Decisional processes occur at the lowest level and are 
associated with time. GRAI models repetitive and ‘period-driven’ decisions. In our 
case, the decision making procedure per se is not interesting. Rather, it is the decision-
information association that is of interest because it helps us to define data warehouse 
contents and thereby makes available information required for decision making. The 
procedure of decision making and its effect on the organization is outside our scope.   

Finally, our decisional environment is similar to the work system proposed in [19]. 
However, it addresses decision making, not operational information systems 

6   Conclusion 

The notion of decision making is fundamental to data warehouses. It implies the 
existence of a choice set from which the best alternative, one that meets organizational 
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goals, is selected. We have shown that these alternatives can be (a) managerial, for 
setting up the environment for providing service and (b) imperative, for providing the 
right service. We have placed emphasis on modeling the set of decisions and 
associated information in an organization. It is only thereafter that one can proceed to 
subsequent stages of star schema design. 

Future work is centered round elicitation of imperative and managerial decisions.  
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Abstract. Enterprise architecture advocates for model-based decision-
making on enterprise-wide information system issues. In order to provide
decision-making support, enterprise architecture models should not only
be descriptive but also enable analysis. This paper presents a software
tool, currently under development, for the evaluation of enterprise ar-
chitecture models. In particular, the paper focuses on how to encode
scientific theories so that they can be used for model-based analysis and
reasoning under uncertainty. The tool architecture is described, and a
case study shows how the tool supports the process of enterprise archi-
tecture analysis.

Keywords: Enterprise Architecture, Probabilistic relational Models,
Software tool, Security Analysis.

1 Introduction

Over the last two decades, enterprise architecture has grown into an established
approach for holistic management of information systems in organizations [1,2].
A number of enterprise architecture initiatives have been proposed, such as The
Open Group Architecture Framework (TOGAF) [3], the Zachman Framework
[4], and military architectural frameworks such as DoDAF [5] and NAF [6].
The core concept of the enterprise architecture approach is the employment of
models, in terms of diagrammatic descriptions of information systems and their
environment. Diagrammatic descriptions of IT systems and their environment
are heavily used. However, enterprise architecture models are not limited to
descriptive use only, but can also be employed to predict the behavior and effects
of decisions. Rather than modifying enterprise information systems using trial
and error, models allow predictions about the behavior of future architectures.

One prominent challenge to rational decision making is uncertainty. Therefore,
a good enterprise architecture model should be able to capture uncertainties
about assessment theory, system configuration or data quality, thus providing
better decision support and risk management.

P. Soffer and E. Proper (Eds.): CAiSE Forum 2010, LNBIP 72, pp. 108–121, 2010.
c© Springer-Verlag Berlin Heidelberg 2010
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What constitutes a “good” enterprise architecture model is dependent on its
purpose, i.e. the type of analysis it is intended to support [7]. For instance
in the case of analyzing cyber security, the property of whether it is possible
to reconfigure a firewall is of interest. This property however, is irrelevant for
a number of other analyses, such as performance evaluation or data quality
analysis.

Several enterprise architecture software tools are available on the market,
including Metis [8], System Architect [9] and Aris [10]. These tools generally
focus on the modeling of an architecture whereas the analysis functionality is
generally limited to performing an inventory or to sum costs over the modeled
architecture. None of the mentioned tools has significant capabilities for system
quality analysis based on an elaborated theory. Furthermore, these tools do not
support the consideration of uncertainty as described above.

In this paper an enterprise architecture software tool is presented. This tool
does not only provide functionality to model enterprise architectures, but also
supports the analysis of them. In order to support enterprise architecture analysis
as it has been outlined in [7] the tool consists of two main components. In the
first component the theory relevant to analyze a certain system quality, such as
data quality or modifiability, is modeled. One can consider this as the definition
of a language tailored to describe a certain aspect, e.g. cyber security. The second
component supports the application of the theory to evaluate a specific enterprise
architecture. This is done by modeling the “as-is” or “to-be” architecture of the
enterprise. Based on the created models it is possible to determine how the
architecture fulfills the requirements as they have been defined in the theory. The
two-component architecture encourages the reuse of the developed theory as it is
possible to use the same language to describe several architecture instances. The
presented tool makes use of the Probabilistic Relation Models (PRM) formalism
as it has been presented in [11] and can thereby manage the uncertainty aspects
discussed above.

2 Enterprise Architecture Analysis

Enterprise architecture models serve several purposes. Kurpjuweit and Win-
ter [12] identify three distinct modeling purposes with regard to information
systems, viz. (i) documentation and communication, (ii) analysis and explana-
tion and (iii) design. The present article focuses on the analysis and explanation
(which is not to denigrate the usefulness of the others). The reason is that analy-
sis and explanation are closely related to the notion of proper goals for enterprise
architecture efforts. For example, a business goal of decreasing downtime costs
immediately leads to an analysis interest in availability. This, in turn, defines
the modeling needs, e.g. the need to collect data on mean times to failure and
repair. In this sense, analysis is at the core of making rational decisions about
information systems [7] [13]. An analysis-centric process of enterprise architec-
ture is illustrated in Fig. 1. In the first step, assessment scoping, the problem is
described in terms of one or a set of potential future scenarios of the enterprise
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Fig. 1. The process of enterprise architecture analysis with three main activities: (i)
setting the goal, (ii) collecting evidence and (iii) performing the analysis

and in terms of the assessment criteria with its theory (the PRM in the figure)
to be used for scenario evaluation. In the second step, the scenarios are detailed
by a process of evidence collection, resulting in a model (instantiated PRM, in
the figure) for each scenario. In the final step, analysis, quantitative values of
the models’ quality attributes are calculated and the results are then visualized
in the form of e.g. enterprise architecture diagrams.

More concretely, assume that a decision maker in an electric utility is contem-
plating changes related to the configuration of a substation. The modification of
a new access control policy would reduce the probability that someone installs
malware on a system and thereby reduce the risk that this type of unwanted
software is executed. The question for the decision maker is whether this change
is feasible or not.

As mentioned in the first step assessment scoping the decision maker identifies
the available decision alternatives, i.e. the enterprise information system scenar-
ios. In this step, the decision maker also needs to determine how the scenario
should be evaluated, i.e. the goal of the assessment. One such goal could be to
assess the security [14] of an information system. Other goals could be to assess
the availability [15], interoperability [16] or data quality [17] [18] of the proposed
to-be architecture. Often several quality attributes are desirable goals. In this
paper, without loss of generality, we simplify the problem to the assessment of
security of an electric powerstation.

Information about the involved systems and their organizational context is
required for a good understanding of their data quality. For instance, it is rea-
sonable to believe that a firewall would increase the probability that the system
is secure. The availability of the firewall is thus one factor that can affect the
security and should therefore be recorded in the scenario model. The decision
maker needs to understand what information to gather and also ensure that this
information is indeed collected and modeled. Overall, the effort aims to under-
stand which attributes causally influence the selected goal, viz. data quality. It
might happen that the attributes identified do not directly influence the goal. If
so, an iterative approach can be employed to identify further attributes causally
affecting the attributes found in the previous iteration. This iterative process
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continues until all paths of attributes and causal relations between them, have
been broken down into attributes that are directly controllable for the decision
maker [19] (cf. Fig. 2).

In the second step collecting evidence the scenarios need to be detailed with
actual information to facilitate their analysis of them. Thus, once the appropriate
attributes have been set, the corresponding data is collected throughout the
organization. In particular, it should be noted here that the collected data will
not be perfect. Rather, it risks being incomplete and uncertain. The tool handles
this by allowing the user to enter the credibility of the evidence depending on
how large the deviations from the true value are judged to be.

In the third and final step, performing the analysis, the decision alternatives
are analyzed with respect to the goal set e.g. security. The mathematical for-
malism to be presented in section 2.1 plays a vital role in this analysis. Using
conditional probabilities and Bayes’ rule, it is possible to infer the values of the
variables in the goal decomposition under different architecture scenarios [20].
By using the PRM formalism, the architecture analysis accounts for two kinds of
potential uncertainties: that of the attribute values as well as that of the causal
relations as such. Using this analysis framework, the pros and cons of the scenar-
ios can be weighted against each other in order to determine which alternative
ought to be preferred.

2.1 Probabilistic Relational Models

A probabilistic relational model (PRM) [21] specifies a template for a probability
distribution over an architecture model. The template describes the metamodel
for the architecture model, and the probabilistic dependencies between attributes
of the architecture objects. A PRM, together with an instantiated architecture
model of specific objects and relations, defines a probability distribution over
the attributes of the objects. The probability distribution can be used to infer
the values of unknown attributes, given evidence of the values of a set of known
attributes. PRMs are related to Bayesian Networks. As it is succinctly put in
[11], PRMs “are to Bayesian networks as relational logic is to propositional logic”.

A PRM model may be instantiated as a relational skeleton, σr, containing ob-
jects, object relationships, and attributes. Furthermore, a qualitative dependency
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structure S defines the details of the attribute relationships, i.e. the sets of prob-
abilistic parents influencing each attribute. Finally, the PRM is completed by the
set of parameters θS specifying the full conditional probabilistic dependencies
between attributes in the form of numbers in Conditional Probability Matrices
(CPM). The following expression thus defines the conditional probability of an
instance I, given σr, S, and θS :

P (I|σr, S, θS ) =
∏

x∈σr

∏
A∈A(x) P(Ix.A|IPa(x.A))

=
∏

Xi

∏
A∈A(Xi)

∏
x∈σr(Xi)

P(Ix.A|IPa(x.A))

Compared to the standard chain rule for Bayesian networks, this equation is
different in three ways: (i) the random variables are the attributes of a set of
objects, (ii) the parents of a random variable depend on the model context of
the object, and (iii) the parameters are shared between the attributes of objects
in the same class. In other words, the variables in the dependency structure are
the properties of the objects in the instantiated information model, and their
causal relations are expressed by the CPM [11].

A PRM thus constitutes a formal machinery for calculating the probabilities
of various architecture instantiations. This allows us to infer the probability that
a certain attribute assumes a specific value, given some (possibly incomplete) ev-
idence of the rest of the architecture instantiation. In addition to expressing and
inferring uncertainty about attribute values as specified above, PRMs also pro-
vide support for specifying uncertainty about the structure of the instantiations.

PRMs additionally allow specializing classes through inheritance relation-
ships. Classes can be related to each other using the subclass relation ≺, and
each class X is associated with a finite set of subclasses C[X]. So if Z, Y ∈ C[X ],
both Z and Y are subclasses of X . If Z ≺ Y then Z is a subclass of Y , and vice
versa Y is a superclass of Z. A subclass Z always contains all dependencies and
attributes of its superclass Y . PRMs also allow the dependencies and conditional
probability distributions of inherited attributes to be specialized in subclasses.

3 Architecture of the Tool

The presented tool is implemented in Java and is based on a Model-View-
Controller architecture [22] [23]. Where the model represents the knowledge and
considered data that in this case are PRM and instantiated PRM respectively.
The implementation contains a mapping of the PRM structure to JAVA-classes.
Thereby each part of a PRM (e.g. PRM-classes, their attributes, and their rela-
tions) can be used and combined as regular JAVA-objects. The view is in charge
of the visualization of the model for the tool user. It presents the considered data
in an understandable way. The view is updated as soon as the model changes.
Finally the controller links the user to the application making the program react
on the users input. Changes of the model are perforemd via the controller that
acts as an interface in this case. Thereby a decoupling of data access, program
logic, data presentation, and user interaction can be ensured. This facilitates the
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extension of the implementation and eliminates potential error sources as the
program code is structured and functionality grouped according to its purpose.

The data model for PRMs and instantiated PRMs, is specified in XSD and
stored in XML files [24]. This is done through an application of the Castor
library [25]. As XML is a widespread format created models can be imported
into other applications and data does not need to be captured a second time.
The user interface is built upon the NetBeans Visual Library [26] with usage of
the JApplication framework. This library provides a set of reusable components,
called widgets, and can be applied to create visualization. The widgets can be
aggregated and related to each other thereby reflecting the creation of models
intuitively. These models are drawn on a special canvas that in the NetBeans
terminology is called scene. Besides the modeling capabilities the user interface
provides the one applying the tool with support functionalities such as filtering,
tagging, and exporting. These well-defined tasks are performed by corresponding
tailored services that are implemented following the singleton pattern to ensure
data consistency. The architecture described is depicted in Fig. 3, whereas how
the user interface (and thereby the actions performed by the user) is linked to
the architecture us show in Fig. 4.

The tool is separated into two units, one supporting the modeling of the PRM,
the other one makes the tool user able to instantiate and analyze this defined
structure. These parts have to be used sequentially, reflecting the method that
has been described in section 2, starting with the modeling of classes and their
attributes as well as the relationships and dependencies between them. Thereby
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Fig. 4. User interface of the tool illustrating how the user interacts with the tool.
Colors of boxes match with concepts described in Fig. 3.

the focus of the analysis is set, as the defined classes reflect the domain of inter-
est. The second component of the Enterprise Architecture Analysis Tool (EAT)
allows the instantiation of the PRM. Thereby one or several scenarios of interests
are modeled according to constraints defined in the dependency structure for the
PRM. Afterwards the analysis is performed. Therefore the instantiated PRM is
translated into a Bayesian network that is understandable by the Smile library
[27]. This library performs the evaluation of the network. Finally the calculated
values are written back to the instantiated PRM and visualized for the tool user.

The person applying the tool can then compare the modeled scenarios and
their contained classes by considering the probabilities that attributes of the
classes are in a certain state; thereby the identification of the configuration that
qualifies best is made possible.

4 Example Tool Application

This section will illustrate how the tool can be applied in practice. The meta-
model and instance model presented here are drawn from a case study performed
at a Swedish power utility company in November 2009. In this case study the
cyber security of an electric substation was the concern. The metamodel is thus
intended to support cyber security analysis and the instance model represents
one of the utility’s substations. The qualitative structure of the metamodel (or
PRM) was created based on a literature review; the quantitative part was in this
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case assessed (subjectively) by a security researcher. Interviews with a system
administrator and investigations of system documentation were used to create
the instance model.

4.1 Probabilistic Relational Model over Security

The PRM used in this case study is depicted in Fig. 5. The PRM covers a
number of concepts that are of relevance to the cyber security computer networks
including firewalls, data flows, software services network zones and organizational
functions. The qualitative structure of this PRM is described below together with
some examples of conditional probabilities defined in the PRM.

The primary purpose of firewalls is to control access to network addresses.
They do so by blocking unwanted data flows from adjacent zones, and by allowing
those that are wanted. With a protection scheme following the principle ‘deny
by default’, a Firewall will allow a number of DataFlows to pass into the secure
Zone from other Zones. In this ConcretePRM a Firewall holds the reference
slots Allow with range DataFlow which point to data flows that are allowed. A
Firewall also has the reference slots SecureZone and InsecureZone with range
Zone which refers to the zones that are directly separated by the firewall.

The Firewall has the attribute PossibleToReconfigure which indicates if it pos-
sible for a threat agent to reconfigure the firewall or not. This attribute influences
the attribute Firewall.Functioning which indicates whether the firewall functions
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as it should. If the firewall is working it will prevent unauthorized connections
from insecure zones to secure zones. The attribute Service.PossibleToConnect
states whether the threat agent can connect to a Service. The threat agent can
also connect to the service if it has access to the service’s zone or if data flows are
allowed from a zone where the threat agent have access. If the threat agent has
access or not is expressed through the attribute Zone.PossibleToAccess which
has a different value in the subclasses PublicNetwork, CorportateNetwork and
ProcessNetwork.

If it is possible to connect to the service (i.e. Service.PossibleToConnect=True)
it might be possible to exploit a vulnerability in the service. The attribute Ser-
vice.PossibleToExploitVulnerability expresses whether this is possible or not. The
reference slot Service.Host points to the Host that executes the service. The pos-
sibility to exploit vulnerabilities in the service influences if it possible to execute
malware on the service’s host. The possibility to execute malware on the host is
also influenced by the existence of a functioning malware scanner in the host. The
attribute Host.FunctioningMalwareScanner indicates whether this is the case or
not. Another way to influence the possibility to execute malware is through users
in the Organizational Function that use the host and that install executables,
i.e. the attribute OrganizationalFunction.MakeUserInstallExecutable.

4.2 Instance Model

The classes and reference slots in the PRM were used to model one of the utility’s
substations (cf. Fig. 6 for a screenshot of the tool). Four network zones where
found in this study.

The OfficeNetwork is the insecure side of the CorporateFirewall. The Cor-
porateFirewall allows two data flows: RemoteDesktop to pass through from the
OfficeNetwork to the service TerminalServices and the data flow Substation-
Communication from the zone ControlCenterNetwork to ControlSystemServer.
The GatewayFirewall is connected to the Internet and allows data to pass from
both the OfficeNetwork and the SuppliersLAN.

Within the substation there are two instances of the ProcessNetwork. The
SubstationLAN is where the services ControlSystemServer and TerminalServices
belong; the service VNCInterface belongs to the ModemLAN. The ControlSys-
temServer is within the host StationController. The ControlSystemServer is also
the server side of the data flow SubstationCommunication.

The service TerminalServices is associated with the host ServiceGateway and
acts as the server side of the data flow RemoteDesktop. The ServiceGateway is
known to have a malware scanner that is functioning and evidence to support
this fact is stored within the model. The service VNCInterface belongs to the
ModemLAN and is executed by the host EmbeddedController.

Three organizational functions use hosts within the substation: Supplier, Field-
Engineers and SubstationEngineers. The EmbeddedController is used by two or-
ganizational functions: Supplier and FieldEngineers. The ServiceGateway is used
solely by the SubstationEngineers and the StationController is used by both
SubstationEngineers and FieldEngineers. None of the organizational functions
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Fig. 6. Screen shot illustrating part of the instantiated PRM for cyber security analysis.
For readability only the classes and reference slots are shown in the picture, attribute
relationships are hidden.

are covered by a functioning awareness program, i.e. FunctioningAwarnessPro-
gram=false for all instances of OrganizationalFunction. The complete PRM is
shown in Fig. 7

4.3 Scenario Analysis

The instance model shown in Fig. 6 represents the architecture that existed at
the time of the assessment. With this architecture as a starting point, different
alternative scenarios were assessed.

One such scenario was to introduce an awareness program for substation engi-
neers, i.e. to change SubstationEngineers.FunctioningAwarnessProgram to True.
The impact of this is calculated to change SubstationEngineers.MakeUserInstall
Executable from 20 % to 10 %, which in turn influences the PossibleToExe-
cuteMalware-attribute in the hosts StationController, EmbeddedController and
ServiceGateway.
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Fig. 7. Instantiated PRM for cyber security analysis. For readability only the classes
and reference slots are shown in the picture, attribute relationships are hidden.
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Another scenario that was investigated was the impact of a new access con-
trol policy. This modification would ensure that SubstationEngineers do not
use the EmbeddedController. A change like this would remove the dependency
relationship between SubstationEngineers.MakeUserInstallExecutable and Em-
beddedController.PossibleToExecuteMalware. For all cases other than Substatio-
nEngineers.MakeUserInstallExecutable=False this would reduce the probabil-
ity of EmbeddedController.PossibleToExecuteMalware being true. Making the
change in the tool with the present PRM changes P(EmbeddedController. Pos-
sibleToExecuteMalware) from 50 % to 37 %.

5 Discussion and Future Works

This paper presents a tool which supports enterprise architecture analysis with
the use of the PRM formalism. While providing a powerful mechanism for the
use of discrete variables in an analysis, the PRM formalism in its initial form
has a few weaknesses that deserve further studies. Several system qualities are
typically analyzed through the usage of continuous variables e.g. in [28] con-
tinuous variables are used for performance analysis. In order to perform those
evaluations with support of the presented tool it is necessary to discretize all
continuous variables. At the moment we are investigating how the PRM formal-
ism can be extended so that it can be used with combinations of continuous and
discrete variables, so called hybrid networks [29], as well as a corresponding tool
implementation.

Another weakness of the PRM formalism is that it does not provide any
means to query the models for structural information such as “given an informa-
tion system, how many elements does the set of related data objects contain?”
The Object Constraint Language (OCL) [30] is a formal language developed to
describe constraints on UML models. OCL provides a means to specify such
constraints and perform queries on the models in a formal language. OCL in its
original form is side effect free, but currently an imperative version of OCL is
being added to the tool. Thereby the analysis functionality can be extended to
consider the structure of the PRM instantiation more comprehensively.

Besides the two mentioned shortcomings of the formalism used there are some
improvements with respect to usability. Regarding the user interface of the tool,
we are planning to make the models more intuitive and the information provided
easier to understand. Enterprise architecture models are more understandable if
they only depict the interesting parts of the model (in a goal-sense). Therefore,
the tool should be extended to support views and viewpoints, e.g. as presented in
[28]. Additionally we plan the support of iconic visualization of typical enterprise
architecture elements, such as applications or data objects, to present the models
in an easily understandable way. Finally we are planning to integrate the support
of predefined model components. As models based on the same metamodel are
likely to have common parts, the modeling process can be sped up if common
building blocks are offered by the metamodel provider and used by the person
that creates a certain model.
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6 Conclusion

In this paper a tool and method for analysis of enterprise architecture scenarios
was presented. To fulfill this purpose the tool consists of two separate parts, one
for defining analysis theory and another for enterprise architecture modeling, and
makes use of the PRM formalism for specifying theory. Applying this formalism
allows for the consideration of uncertainty, an aspect that so far is uncommon
in the field of enterprise architecture analysis. The paper describes the PRM
formalism as well as the underlying architecture of the tool briefly.

In the paper an example of security assessment was outlined, but the tool sup-
ports the analysis of various quality attributes such as maintainability, data qual-
ity, and interoperability. The tool supports information system decision making
as it allows the comparison of several scenarios with regard to a system quality.
Thereby the “as-is” as well as several “to-be” architecture of an enterprise can
be compared quantitatively in order to find the one that best satisfies decision
maker requirements.
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Abstract. In Multi-Agent Systems, Organizations are means to struc-
ture cooperation and collaboration between agents. MoiseInst is a nor-
mative Organization model giving the possibility to constraint agents
behaviour according to four dimensions (structural, functional, contex-
tual and normative). Mabeli as Electronic Institution model allows the
supervision of MoiseInst Organizations compliance through an arbitra-
tion system. The difficulty is to easily instantiate such Organizations
to obtain a dynamic entity in which agents can evolve. In this paper
we introduce Utopia, our Institution-oriented and Institution-based pro-
gramming framework. Utopia permits to easily and automatically set
up a MAS thanks to a XML MoiseInst Specification file. The frame-
work convert this file into an innovative mathematical structure namely
a recursive graph, and solve several optimization problems in order to
compute the most efficient role distribution. We show a concrete appli-
cation of the prototype through RED, an EUREKA/CELTIC European
project use-case.

Keywords: Normative Organisation, Electronic Institution, Multi-Agent
System, Recursive Graphe.

1 Introduction

In human societies, Institutions define rules [1] that enclose all kinds of formal
or informal constraints used by human beings to interact. In Multi-Agent Sys-
tem domain, Electronic Institutions have been introduced to model rules with
normative systems [2]. That is why we define Electronic Institutions as a set
of agents which behave according to Norms and by taking into account their
possible violation (and sanction).

These last years Electronic Institution platforms have been improved thanks
to new services making them able to express cooperation schemes defined by the
user with an Organization Modelling Language such as for instance Moise

+ [3],
Islander [4], OMNI [5]. The aim of these services is to constraint and supervise
agent’s actions and interactions in order for them to achieve some global Goals.
We call those explicit cooperation schemes Orgazination Specification (OS).
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The model used to specify the organization of an Electronic Institution is
Moise

Inst [6]. In this context, the functioning of the agents is supervised and
controled with a set of Institution services regrouped in a specific “normative
middleware” called Synai on which the agents execute themselves.

This paper aims at presenting how it is possible to easily implement an Elec-
tronic Institution specified with Moise

Inst, supervised with Synai and in which
standard agents provided with the platform evolve and achieve their Goals. For
that, three steps have been needed:

1. Define the structure of data in which the OS will be stored.
2. Develop a set of agents working in and able to supervise an Organisation

Entity (OE) instantiating the OS defined by an user.
3. Develop a template of JADE based agents able to evolve in the OE (i.e. able

to play Roles and achieve Goals) by loading specific behaviours provided by
the user in order to execute actions achieving the Goals defined in the OS.

The paper is built as follows: in Section 2 we present rapidly Moise
Inst and

Synai multi-agents models and in Section 3 we present the recursive graphe
mathematical structure on which the implementation of agent models will be
done. Those models compose the foundations of our work. Section 4 deals with
the implementation of the framework (named Utopia) allowing the implemen-
tation of Electronic Institution with help of a set of manager agents. At last,
before conclude, the Section 5 illustrates the use of Utopia through an applica-
tion of security policies deployment developped in the context of European RED
project.

2 Normative Organization Modelling

Moise
Inst [6] is founded on the Moise

+ organizational model [3]. It is com-
posed of the following components that are used to specify an Organisation of
agents in terms of structure, functioning, evolution and Norms (see Figure 1):

Fig. 1. Moise
Inst, a normative Organization Specification model
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– A Structural Specification (SS) defines: (i) the Roles that agents will play in
the Organization, (ii) the relations between these Roles in terms of author-
ity, communication or accointance, (iii) the Groups, additional structural
primitives used to define and organize sets of Roles;

– A Functional Specification (FS) defines global business processes that can be
executed by the different agents participating to the Organization according
to their Roles and Groups;

– A Contextual Specification (CS) specifies, a priori, the possible evolution of
the Organization in terms of a state/transition graph;

– A Normative Specification (NS) defines the deontic relations gluing the three
independant Specification (SS, FS, CS). This NS clearly states rights and
duties of each Roles/Groups of SS on sets of Goals (Missions) of FS, within
specific states of CS.

These four Specifications form the Organizational Specification (OS). The Orga-
nizational Entity (OE) is then built by instantiating the OS through the Agent
playing roles, achieving goals and respecting active norms in valid contexts. The
Synai [7] middleware manages and controls the functioning of this OE . As de-
picted on Figure 2, Synai is composed by a set of manager agents “Mng” super-
vising the actions of agents (“Agent1”, “Agent2” and “Agent3”) on the OE.

Fig. 2. Supervision by Synai of an OE

This layer is in charge of: (i) managing the life cycle of SS as entering/exiting
of agents within the Organization, or requesting/leaving of Roles or Groups by
the agents, (ii) coordination of the concurrent execution of FS as commitment
to Missions or achievement of Goals, etc, (iii) dynamic and evolution of the
Organization state through the CS, (iv) the monitoring and supervision of Norms
of NS activated/deactivated by the evolution of the Organization.

While agents evolve inside the organization, agents of Synai have to interpret
and “understand” the OS (in order to respect it or to control it). For that, we need
to structure the data of the organization and to this end, we chose recursive graph.
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3 Recursive Graph

Recursive graphs are mathematical structures [8] widely used to have a very
generic representation of data. They could be very useful to represent any re-
cursive structure such as UML diagrams [9] or to solve complex problems such
as optimization of distributed processing [10].

3.1 Formal Definition

Simple graphs could be defined as follows:

G(V, E)
{

V = {v1, v2, .., vn}
E = {{vi, vj}/vi ∈ V, vj ∈ V }

Where V is a vertex set and E is an edge set of G.
Hypergraphs, introduced by Claude Berge[11] allow to generalize a simple

graph:

H(V, E)
{

V = {v1, v2, .., vn}
E = {E1, E2, .., Ei, .., Em}

Where E is a set of non-empty subsets Ei off V called hyperedges.
To define a recursive graph we are using some kind of hypergraphs to introduce

typed edges. Each edge can have several type t, in order to optimize the memory.

H(V, E, T )

⎧⎨
⎩

V = {v1, v2, .., vn}
E = {(t, {vi, vj})/t ∈ T, vi ∈ V, vj ∈ V }
T = {t1, t2, ..., tp}

Finally a recursive graph R(V, E, T ) is a graph composed by a set V of other
recursive graphs, a set E of edges between those graphs and a set T of p types.

R(V, E, T )

⎧⎨
⎩

V = {R1, R2, .., RN}
E = {(t, {Ri, Rj})/t ∈ T, Ri ∈ V, Rj ∈ V }
T = {t1, t2, ..., tp}

We can represent any simple graph by using atomic recursive graphs
Ra({∅}, {∅}, {∅})

3.2 Instantiation

In our work-case, recursive graph are helpful to store heterogeneous and recursive
data of the Organization Specification. Indeed, Moise

Inst is mostly recursive: in
the Structural Specification, Groups can include others Groups; in the Functional
Specification, Missions can include others Missions, etc...

In order to represent this kind of data with Object-Oriented Programming
we have to design recursive classes for the four specifications. For example, in
Figure 3, we show a simple way to represent the Roles and Groups of the Struc-
tural Specification. To avoid repeating this design for every specification, we use
recursive graphs to obtain a properly factored code (See Figure 4).
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Fig. 3. Simple UML rep-
resentation of the SS

Fig. 4. Simple UML representation of a re-
cursive graph

RecursiveGraph is an object using a NeighbourhoodSet composed by a set of
Neighbourhood : one for every vertex of the graph (the origin of the relation).
The class Neighbourhood is a set of RecusiveVertex, an interface allowing us to
store heterogeneous data, that is to say both SimpleVertex and RecursiveGraph.
Through the Neighbourhood class we can store all the edges between the origin
and others vertexes using the AbstractLink class in order to manage several types
of edges with the same graph. For the collections of data we use hash-maps (not
represented on Figure 4).

Thanks to this structure, we can represent the whole OS. For the exemple
above, Role implements SimpleVertex, Group implements RecursiveGraph and
we have defined every type of relations between roles or groups (communication,
authority...) with a class RoleLink which implements AbstractLink.

To conclude about our data representation, using recursive graphs allow us
to:

– Have a factored an coherent code;
– Use the same type of objects for everything which makes the data sharing

more easier and that is an obvious pro in a distributed software like Utopia
1;

– See the whole problem of the implementation of an Electronic Institution as
graph problems;

4 Implementation of Utopia

4.1 Motivations

Our research objectives are to design and implement a flexible and intelligent
MAS-factory (Utopia) using the Electronic Institution paradigm. Our challenge

1 Utopia is an insTitution Oriented ProgrammIng frAmework.



Programming Electronic Institutions with Utopia 127

is to automatically obtain a MAS as close as possible to a MAS build from scratch
for a specific use-case.

Indeed, for each Electronic Institution to implement, there is redundant work
to do if you do not reuse previously written code. We can briefly reduce the work
to:

1. Manage the data of the Organization Specification (OS)
2. Create agents for every Role
3. Manage communication possibilities between agents
4. Allow appropriate data transfers from OS to agents
5. Manage contexts and transitions in order to let the Institution evolve
6. Synchronize agents
7. Find what goals an agent have to realize
8. Implement arbitration layer (Synai )
9. Implement what actions have to be done for every specified Goals

As seen before, we use recursive graphs for the data representation and its shar-
ing between agents (1 & 4). Thanks to Jade, a framework dedicated to the agent
oriented programming, we handle problems such as communication and synchro-
nization (2, 3 & 6). To fit the others requirements of an Electronic Institution
we have implemented several managers, a set of particular agents:

– ContextManager related to the Contextual Specification (5);
– RoleManager for the Structural Specification (2);
– GoalManager dedicated to the Functional Specification (7);
– Supervisor an agent which create and supervise all the managers above and

implements Synai . (8)

Finally, Utopia and its architecture using an Electronic Institution paradigm
make the essential problematics of setting up a Multi-Agent System easier. In-
deed only two steps are needed:

1. Define the OS in a XML file (an authoring tool to specify the OS will be
developped later).

2. Develop specific behaviours (in java classes) that the generic agents will load
in order to execute actions achieving the goals defined in the OS.

To do that Utopia is based on a set of agents managing each part of organi-
sations entities namely the current contexts, the role played, the goal achieved
and the active norms.

4.2 ContextManager

It aims at managing all Contexts (states) in which the system can be found
according to the Contextual Specification It can be seen as a finite-state parallel
machine running a thread for each Scene. A Scene is a set of contexts, transitions
and possibly other sub-scenes.
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The Scene’s thread starts with the initial vertex and goes to the next state
if the received message is a proper transition. The commands run by the Con-
textManager are mainly transitions and queries for all current states.

Finally, when each thread has finished its execution (when the final state of
the CS is reached), ContextManager informs all the agents that the instantiation
of the Specification is complete. ContextManager is thus the actor that allows
termination of Utopia.

4.3 RoleManager

It allows the management of the Roles which involves to:

– Find a distribution of the Roles (what Roles will be played by which agents)
and to return the number of Agents needed to instantiate the Structural
Specification.

– Provide all the Roles an agent must play or provide the same list again if a
given agent asks several times.

– Indicate if all agents play an appropriate Role as needed.

4.4 GoalManager

GoalManager mainly performs a mapping between the Functional Specification
Goal set and the concrete instances of classes implementing the actions associ-
ated with each Goals When this mapping is done, it can provide classes instances
after each agent’s queries.

4.5 Supervisor

It is at the top of the system hierarchy and its goals are:

– Creating a recursive graph based on the XML file of the Organization Spec-
ification (OS).

– Creating the 3 managers that we have seen: ContextManager, RoleManager
and GoalManager.

– Sending OS’ subgraphs to the corresponding managers namely CS for the
ContextManager, SS for the RoleManager and the FS to GoalManager.

– Caring for the Normative Specification (NS) as the entire OS is required to
manage it.

4.6 UtopiaAgent

A first step towards intelligent behavior from agents is to develop generic agents
able to specialize independently in order to behave differently. To this end, the
agent will retrieve a Role and will act (by running appropriates Goals thanks to
the GoalManager) according to the Contexts of the Institution and Norms that
apply to it. The main idea is to obtain a self-organization of agents.
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5 Demonstration Scenario

Our use-case is part of a demonstrator set up in the context of the RED project [12]
which defines and designs solutions to enhance the detection/reaction process,
improves the overall resilience of IP networks to attacks by embedding means to
enrich the alert with better characterized information, and additional informa-
tion about the origin and the impact of the security incident.

To provide the detection and reaction functionalities, RED proposes an ar-
chitecture containing a set of elements, depicted in Figure 5:

– ACE (Alert Correlation Engine): this element is in charge to receive alerts
from network nodes, and enhances the detection of attacks by combining
several diagnosis combinations.

– PIE (Policy Instantiation Engine): this element receives the information
about attacks from the ACE and instantiates new security policies to re-
act to the attack in a high level reaction loop. This paper is focused on this
element.

– PDP (Policy Decision Point): this element receives the new security policies
defined by the PIE and deploies them in the enforcement points.

– RDP (Reaction Decision Point): this element receives the information about
attacks from the ACE and decides of how to act in a mid level reaction loop.

– PEP/REP (Policy Enforcement Point/Reaction Enforcement Point): This
component, outside the RED node, enforces the security policies provided
by the PDP and the reaction provided by the RDP. It also performs an
immediate low level reaction.

RED proposes three different types of reaction based on level of diagnosis re-
quired to apply them:

– Immediate reaction, which is an automatic response with a diagnosis based
on the capabilities embedded in the device and decided by the PEP/REP,

– Short term reaction, where the diagnosis is done with a limited and local
vision of the monitored information system, decided by the RDP based on
the information provided by the ACE and which does not instantiate new
security policies,

– Long term reaction, where the diagnosis is done with a global vision of the
monitored information system, decided by the PIE and which generate new
security policies based on the ACE alerts which are sent to the PDP to
deploy them in PEP.

A multi-agent system is used to represent RED nodes. Each component is rep-
resented by an agent playing a Role (ACE, RDP, PIE, PDP, REP, PEP) of the
node which is represented as a Moise

Inst Organization. In the following, we
will describe the Goals that agents have to achieve in a context of a black-hole
attack.
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Fig. 5. RED architecture

5.1 Black-Hole Attack and Countermeasures

In our scenario Alice and Bob are communicating with help of a VoIP service
provided by a SIP server. A Malicious node executes an attack structured in two
successive steps. First, the Malicious node changes the ARP tables of Alice, Bob
and the SIP Server (ARP poisoning) in order to have all the trafic routed by
itself. Then, it carries out a black-hole attack by dropping (not retransmitting)
the packets. As a result, the conversation between Alice and Bob cannot progress.

Once the attack succeeded, an intrusions detection tool detects the attack and
sends alerts to the PIE and the RDP through the ACE. The agent playing the
Role of RDP have to apply a short term reaction by asking PEP to delete their
ARP entries corresponding to the MAC address of the malicious node. The agent
playing the Role of PIE aims at implementing new policies forbidding the input
and the forward of trafic coming from the malicious node (via its MAC address)
and adding static ARP entries binding the real IP addresses and MAC addresses.
Then the PIE agent sends these new policies to PDP which transform them into
script and/or executable command regarding to PEP’s specifications (type, host,
OS, etc.). At last, agents playing PEP Role have to execute command and/or
scripts on the device they interface. We will see more precisely in the next section
how an Organization is implemented with Utopia in order to represent a RED
node as an Electronic Institution.

5.2 Implementation with Utopia

Utopia make possible to easily deploy a MAS where agents play the appropriate
Roles, namely ACE, PIE, PDP and PEP from a simple Structural Specification.
Thanks to cardinalities, the MAS composition can respect the RED architecture:
ACE, PIE and PDP are played by only one agent and PEP are distributed over
the network devices.
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We can handle the agent behaviour after an attack with a simple Functional
Specification: four Missions (one for each agent) composed by two Goals run in
parallel, one dedicated to messages reception, the other to message sending.

<?xml version="1.0" encoding="UTF-8"?>
<?xml-stylesheet href="xml/os.xsl" type="text/xsl" ?>
<!DOCTYPE OrganizationalSpecification SYSTEM "../xml/os.dtd">
<OrganizationalSpecification id="Red">

<StructuralSpecification>
[...]

</StructuralSpecification>

<FunctionalSpecification>
[...]

</FunctionalSpecification>

<ContextualSpecification>
[...]

</ContextualSpecification>

<NormativeSpecification>
[...]

</NormativeSpecification>

<DomainKnowledgeSpecification>
[...]

</DomainKnowledgeSpecification>
</OrganizationalSpecification>

The Normative Specification only force the four agents playing the Roles of
ACE, PIE, PDP and PEP to do their associated Missions, that is to say, to run
two Java Goal implementations. Obviously, each Goal implementation allow the
specialization of the agents, and thanks to Utopia’s primitive functions, it is
very easy to send or receive messages and XML alerts.

– Structural Specification: we can easily deploy a MAS where agents play the
appropriate Roles, namely ACE, PIE, PDP and PEP. Thanks to cardinal-
ities, the MAS composition can respect the RED architecture: ACE, PIE
and PDP are played by only one agent and PEP are distributed over the
network devices;
<StructuralSpecification>

<Group id="RED" min="5" max="5">
<Role id="rPIE" min="1" max="1"/>
<Role id="rACE" min="1" max="1"/>
<Role id="rPDP" min="1" max="1"/>
<Role id="rPEP" min="2" max="2"/>
<Role id="rPEP-10.13.1.63" min="1" max="1"></Role>
<Role id="rPEP-10.13.1.18" min="1" max="1"></Role>

[...]
<Link source="rPIE" destination="rPDP" type="communication" [...] />

[...]
</Group>

</StructuralSpecification>

– Functional Specification: we can handle the agent behavior after an attack
with several Missions composed by Goals dedicated to messages reception
or message sending;
<FunctionalSpecification>

<GoalId>gPIESend</GoalId>
<GoalId>gACESend</GoalId>
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<GoalId>gPDPListen</GoalId>
<GoalId>gPEPListen</GoalId>
<GoalId>gPEPIPListen</GoalId>

</FunctionalSpecification>

– Contextual Specification: here there is no reasons to use specific Contexts,
we only distinguishe two Contexts (life and dead) and a transition “finish”
in order to terminate RED;

<ContextualSpecification>
<Scene id="sRED" initialCtxt="life" finalCtxt="dead">

<ContextDesc id="dead"/>
<ContextDesc id="life"/>
<Transition id="t1" source="life" target="dead" eventId="finish"/>

</Scene>
</ContextualSpecification>

Fig. 6. Utopia running the PDP’s Role
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– Normative Specification; force the agents playing the Roles of ACE, PIE,
PDP and PEP to do their associated Missions, that is to say, to run appro-
priate Java Goal implementations..
<NormativeSpecification>

<Norm id="N1" weight="1" operator="O" bearer="rPIE" issuer="rPIE" context="life"
actionT="mission" action="gPIESend"/>

[...]
</NormativeSpecification>

Obviously, all the Goals specified implie concrete actions. For that, Utopia per-
mits a mapping between declared Goals and java classes. To make them runnable,
they must implement the GoalImplementation class and more particulary the
“run()” virtual method. Thanks to this virtual class we offer some interesting
primitives to the final user so it is very easy to send or receive messages and
XML alerts.

The following shows Domain Knowledge Specification of the goals binding
them to their corresponding java classes that the user have to provide
<DomainKnowledgeSpecification>

<Goal id="gPIESend" class="red.pie.GPIESend"></Goal>
<Goal id="gACESend" class="red.ace.GACESend"></Goal>
<Goal id="gPDPListen" class="red.pdp.GPDPListen"></Goal>
<Goal id="gPEPListen" class="red.pep.GPEPListen"></Goal>
<Goal id="gPEPIPListen" class="red.pep.GPEPIPListen"></Goal>

[...]
</DomainKnowledgeSpecification>

As results we can see Utopia running agents automatically specialized in
PDP (Figure 6) and PEP (Figure 7)) thanks to its supervisor and managers.

Fig. 7. Utopia running the PEP’s Role
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6 Conclusion

In this paper we described an Electronic Institution programming framework
named Utopia based on Moise

Inst for the Organization Specification and on
recursive graph for the Organization representation. Thanks to a recursive graph,
all the homogeneous data are stored in an unique recursive structure, allowing
us to easily distribute the shared information between agents of Utopia using
concepts such as sub-recursive graphs.

The main recursive graph is created by the Supervisor which also run the
three managers: RoleManager, ContextManager and GoalManager in order to
delegate some computation as we are in a distributed architecture. To this end,
Supervisor sends the associated sub-specifications to its managers. This super-
vision layer allows an Agent playing a particular Role in specifics contexts of the
Organization, to get the accurate sub-specification. That is to say its own ”Or-
ganization view”. With this sub-Organization Specification every Agent knows
its relationships with other agents (with its sub-Structural Specification) what
it may, must or must not do (with its sub-Normative Specification) and finally
how to act properly (with sub-Functional Specification).

A set of supervisor and manager agents has been developped in order to help
generic agents to specialize themselves autonomously (and therefore smartly) to
achieve Organization’s objectives by knowing their relationships with other agents
(RoleManager), by knowing what they may, must or must not do (Supervisor) and
finally by knowing how to act properly (GoalManager). To this end, one difficult
question was to determine a way to distribute the Roles between the agents to
meet the constraints of the Structural Specification. We reduced this problem to
a clique-coloring graph problem that we solved with a clique coloring heuristic
hybridized with a classical algorithm for k-coloration into stable sub-sets.

With the RED use-case we showed how easily the essential problematics of
setting up a Multi-Agent System could be solved with Utopia and its powerful
architecture using an Electronic Institution paradigm. Actually Utopia allows
to simply deploy a MAS without any need of network programming (as Socket
coding or thread management). Furthermore, with this kind of network abstrac-
tion, the implementation of RED is completely reusable: we can run the system
on many different networks. Moreover, it is far easier to brings into the MAS de-
velopment many security specialists, as Electronic Institution permits to clearly
separate the different system Goals and thus, the different security problematics.

Despite the easiness of implementing a working Electronic Institution that
Utopia brings, as demonstrated in a real use-case, some improvements can be
considered. Actually, the way of managers and supervisor to control the function-
ning of the organization is basically a centralized arbitration system. However
the multi-agent system principles advocate decentralization. As a consequence,
a first evolution could be done in order to obtain an Electronic Institution al-
lowing the distribution of the OE and Synai without putting the optimization
of the role distribution aside. Moreover, the agents’ decision taking mechanisms
could be improved to exhibit a smarter behaviour in order to choose the right
Goals to achieve at the right time more efficiently.
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Abstract. Not quite a few enterprise architecture (EA) management
endeavors start with the design of an information model covering the
EA-related interests of the various stakeholders. In the design of this
model, the enterprise architects resort to prominent frameworks, but of-
ten create what would be called an “ivory tower” model. This model at
best case misses if not ignores the knowledge of the people that are re-
sponsible for business processes, applications, services etc. In this paper,
we describe how the wisdom of the crowds can be used to develop infor-
mation models. Making use of Web 2.0 techniques, wikis, and an open
templating mechanism, our approach ties together the EA relevant in-
formation in a way, which is accessible to both humans and applications.
We demonstrate how the ivory tower syndrome can be cured, typical
pitfalls can be avoided, and employees can be empowered to contribute
their expert knowledge to EA modeling and documentation.

Keywords: enterprise architecture management, wikis, wisdom of the
crowds, information model, collaborative modeling.

1 Introduction

Trends as globalization, rapid economic change, and the necessity to foster an
organization’s sustainable competitive advantage have considerably increased
the importance of knowledge on the internal structure of an organization. While
this knowledge is typically already existing in different data sources, e.g. CMDBs,
process descriptions, or as implicit expert knowledge, linking these data sets is a
challenge. Enterprise architecture (EA) management is an instrument to address
this challenge by providing methods and means to enable a holistic view on the
organization to foster the alignment of business and IT (cf. [1,2]).

Providing a holistic view on the EA yields two main challenges. First, to link
the different data sources a common information model describing the EA, i.e.
“the fundamental organization of [the enterprise] embodied in its components,
their relationships to each other, and to the environment, and the principles guid-
ing its design and evolution” [3] has to be developed. This development more
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often than not suffers from the ‘ivory-tower syndrome’, i.e. leads to the creation
of a wish list in which each stakeholder raises concerns that he is interested in.
This results in an unmaintainable giant information model, as documented in
the EAM anti-pattern of the same name described by Buckl et al. in [4] . Second,
documenting the EA is an advanced topic, as the EA typically includes different
organizational units, a few hundreds up to thousands application systems and
their interconnections, etc. The documentation process accordingly must be con-
ducted in a way, which is on the one hand feasible for stakeholders with various
backgrounds as e.g. process or application owners, and which on the other hand
shows the benefits of their time spent on sharing knowledge.

To address challenges of the latter type, a new generation of systems has
emerged in the last years facilitating team collaboration and knowledge ex-
change. These systems of which for example Wikipedia1 is a prominent example
utilize so-called Web 2.0 technologies (cf. Oreilly in [5]). Due to the success of
these tools in the Internet, the techniques are currently adopted and transfered
to the enterprise context under the name Enterprise 2.0 (cf. McAfee in [6,7]).
Today’s Enterprise 2.0 tools provide many distinct services, such as collabora-
tive authoring, tagging, bookmarking, awareness, commenting, rating, linking,
search, social networking, access control, as well as a multitude of different con-
tent types, such as wikis, blogs, or files [8].

In this article, we demonstrate how the “wisdom of the crowd” [9] may be
used to enable EA documentation and modeling. By making use of Web 2.0
techniques, wikis, and an open templating mechanism, we show how the ivory
tower syndrome can be cured, typical pitfalls can be avoided, and employees
are empowered to contribute their expert knowledge. In Section 2, we introduce
selected Web 2.0 and Enterprise 2.0 techniques. Utilizing these techniques, we
present the hybrid wiki approach in Section 3. We further illustrate how it con-
tributes to a lightweight approach to EA modeling as well as documentation and
discuss use cases in the EA management context in Section 4. Complementing
the illustration of the approach, Section 5 describes a prototypic implementa-
tion based on an existing enterprise wiki system. The paper concludes with a
critical reflection of the achieved results and sketches areas of future research in
Section 6.

2 Enterprise 2.0 Techniques

In [9] Surowiecki writes about collective intelligence and its impact on enter-
prises. He explains that collective intelligence of a group mostly surpasses the
knowledge of particular experts and how companies can benefit from this fact,
which he refers to as “the wisdom of crowds”. Especially in context of managing
socio-technical systems, such as enterprises, where a multitude of stakeholders
with different backgrounds should be involved, Enterprise 2.0 techniques can
be applied beneficially. Considering for instance the design of a suitable infor-
mation model to model the architecture of an enterprise yields challenges that
1 www.wikipedia.org

www.wikipedia.org
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can be faced by utilizing the wisdom of crowds. More often than not, the ivory
tower syndrome can be observed when an information model is developed, where
a group of enterprise architects creates an ‘invented’ information model. Such
model does on the one hand not adequately address the concerns of the corre-
sponding stakeholders and on the other hand lacks acceptance as it is based on
terms and definitions of a dedicated user group and therefore might be difficult
to understand for other stakeholders. Enterprise 2.0 techniques can be used to
cure this syndrome by enabling employees of all departments to make explicit
and contribute their expert knowledge for parts of the EA they are responsible
for (e.g. business processes, applications, IT infrastructure) thereby resulting in
a ‘vivid’ information model.

2.1 Collaboration, Content Sharing, and Discretionary Access
Control

Enterprise 2.0 is characterized as the usage of social software within enter-
prises [6,7]. A major objective of social software is to empower users to collab-
orate via the Internet. The users can create different kinds of content objects,
such as wikis, blogs, files, which they can share with other users within cer-
tain groups. For instance, a group can be a part of the user’s personal social
network, or a group could have been created for a certain purpose of collabo-
ration (cf. “functional groups” in [8]). Especially in enterprises the sharing of
content requires mechanisms to protect sensitive content (objects) from unau-
thorized access. In [8] this mechanisms are described as “access control” services
for integrated Enterprise 2.0 platforms.

Since the architecture of an enterprise can be very complex, consisting e.g.
of hundreds or even thousands of business applications, the documentation and
modeling of an EA requires the involvement of many different stakeholders with
various backgrounds (cf. [10,11,12]). Collaboration, synchronization, and con-
tent sharing is most likely to be an appropriate approach to gather EA-related
information and document constituents of an enterprise, in order to provide a
holistic view on the EA. Thereby functional groups can be used to grant access
to particular content objects, e.g. customers could be involved in the documenta-
tion process for some parts of the EA2. Furthermore, social networks may help
to find persons which are experts for a certain part of the EA, e.g. a specific
business process, to get in contact with for in-depth questions and discussions.

2.2 Notifications and Recommendations

Todays integrated Enterprise 2.0 platforms provide mechanisms to get users
notified in case of certain system activities, which is referred to by Büchner et
al. in [8] as “awareness”. Users can register to get notifications to a) keep track
of other users activities (e.g. a user creating a new wikipage) and b) to follow
activities on certain content objects (e.g. a wikipage being modified by a user).
2 A customer could be interested in providing information on a shared application
interface which is critical for his business.
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These activities are mirrored in a user’s stream of notifications made available
via a personal dashboard within the platform and typically complemented by an
RSS feed.

Since the documentation of an EA has a strongly collaborative character, as
discussed before, group-based notifications on modifications and communication
of ongoing documentation initiatives is often regarded to be crucial for following
reasons:

– A user responsible for certain parts of the EA is getting notified if corre-
sponding parts of the documentation have changed, e.g. to perform quality
assurance.

– The head of a group of users employed with documenting parts of the EA
can keep track on the progress made in the documentation endeavor.

The notification mechanisms, as implemented in todays Enterprise 2.0 platforms,
may be appropriate to address the demands as sketched above. Nevertheless,
further demands may exist, e.g. a user might want to get notified on objects,
which have not been changed for a certain period of time. These notification
might give indications on parts of the EA documentation becoming outdated.
Even though this service is not supported by any of the currently available
platforms out-of-the-box (cf. Büchner et al. in [8]), such notifications can be
realized based on the “last modification date” of a content object.

In recommender systems a user profile and user activities are analyzed in
order to find information (e.g. content objects, other users) that are most likely
to be interesting for the user under consideration. For instance, if a user visited
wikipages that are almost all tagged with a certain keyword, it is most probably
that he is interested in other wikipages which are tagged just the same. In this
case the system could send him a recommendation message to visit these pages.
Even though recommender systems are rather rare supported by Enterprise 2.0
platforms, this can be valuable for EA documentation to

– facilitate knowledge exchange, especially in large size companies employees
often do not know the competences of their colleagues,

– to identify experts for certain parts of the EA for in-depth questions and
discussions, and

– to discover already documented parts of the EA, which can be useful to avoid
duplicated documentation efforts.

2.3 Structured Content in (Enterprise) Wikis

Wikis are the most widely supported content type of today’s integrated En-
terprise 2.0 platforms. A wikipage as part of a wiki may be characterized as a
website, that can be directly edited in a web browser. Wikipages enable users
to publish and share their knowledge in a way, which is easily accessible and
thereby provides an intuitive way to collaboratively create and modify content.
The most prominent wiki system in the internet is the encyclopedia Wikipedia. In
Wikipedia each page represents a particular concept, e.g. a city, which is mainly
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described in the content of the wikipage. Beside this description a wikipage
additionally contains metadata of the represented concept, e.g. population and
foundation date, which are shown as key-value-pairs in a tabular view. Since
it would be laborious to re-define these metadata keys for each particular city
to be describe in future, Wikipedia provides a reuse mechanism, called tem-
plates. Templates are prototypes for a certain concept with several attributes.
Considering the table as explained above, these attributes are the keys of the
metadata-table. Templates as used by the Wikipedia are rather unusual in En-
terprise 2.0 platforms, since users have to learn a specific markup-language.

Since wiki templates enable to abstract, reuse and unify information, they
might be a suitable instrument for EA documentation activities. An enterprise
architect for example could predefine a set of templates in order to give sugges-
tions how to document a certain part of the EA. As already mentioned before,
an information model invented by a single person is likely to be unsuitable for
EA management, where many different stakeholders should be involved. In Sec-
tion 3 we describe how templates can be used to create an information model in
a bottom-up fashion.

2.4 Linking and Bookmarking

In [13,14] the importance of relating EA-related information from different lay-
ers3 like business processes, application systems, and infrastructure elements
and providing a navigation mechanism between distinct information objects is
discussed. This fact is also reflected in almost every Enterprise 2.0 platform.
In order to connect any kind of content objects, these platforms supply several
services for the management of internal and external links [8]. Considering in-
ternal objects, backlinks are further supported. Backlinks reference objects the
currently considered content object is referenced by. The number of backlinks
can be regarded as an indication for the popularity of a content object. In order
to save and share links to favorite wikipages, the feature of social bookmarking
is provided, which further supports tagging of pages.

3 Hybrid Wikis for EA Management

While utilizing the wisdom of the crowds requests for a way to store unstructured
information, an EA management initiative builds on a common understanding
of the constituents that make up the EA, i.e. structured information. Therefore,
we present an approach building on the capability to combine structured and
unstructured information in a wiki system. While an open-templating mecha-
nism is used to store the structured parts of a wikipage, the content of the page
contains the unstructured information. A wiki supporting to store structured
and unstructured information is hence called a hybrid wiki. Our hybrid wiki
approach is demonstrated alongside an open source web collaboration system

3 See Winter and Fischer in [15] for typical layers in the context of EA management.
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called Tricia [16], which can be characterized as an Enterprise 2.0 tool according
to Büchner et al. in [8]. Tricia provides several content types, such as wikis, files,
and blogs.

Atemplatemaybe considereda simple table, providingmultiple attribute-value-
pairs and a global name. The name of the template is used to specify the concept
which is described in the wikipage’s content, e.g. in the context of EA management
this could be the concept of an “Application System”. Continuing this example,
the wikipage could describe an actual application system “SAP Business Suite”
in the page’s content. “SAP Business Suite” obviously represents the name of the
application system and therefore can be added as an attribute-value-pair (name:
SAP Business Suite) to the template. In the content further attributes (and corre-
sponding values) can be identified and also be added to the template, e.g. version,
availability, criticality etc. By doing a meta-structure is continuously developed
on the wikipages and the corresponding templates. Beside literals hyperlinks can
be used as values of template attributes, referencing other wikipages also having
a certain template assigned. Thereby, an information model is created bottom-up
via the templates – corresponding to concepts in the information model – with the
attribute and links – corresponding to the association in the information model.

Templates are connected with a corresponding meta-type, which is initialized
when a new template is created on a wikipage “template definition”. A template
definition has a name and provides all attributes of the corresponding templates.
Considering the previous example, the template definition has the name “Appli-
cation System” and provides the following attributes: name, version, availability,
and criticality. That means, all templates are instances of a certain template defi-
nition and furthermore, existing template definitions can be assigned to wikipages
as templates. To manage the template definitions, e.g. create new definitions, re-
name attributes, type attributes, a second way of more restrictive modeling is en-
abled, which we refer to as top-down information modeling.

Figure 1 summarizes an application example of out approach. The enterpris
hybrid wiki is therein used by several technical departments in the company for
documenting relevant information. By using templates, they collaboratively elicit
an information model which is further “gardened” by an enterprise architect.
This means that the enterpris architect uses reporsts on the used templates as
well as their associated attributes to decide on the attributes to keep, to set
mandatory or to abandon. Further, the architect decides on “refactorings” of
the attributes, i.e. on name changes, etc. The employees of the department start
creating wikipages for each element to be documented. They assign templates
to the wikipages in order define the concept described in the page, structure
the content, and link to other pages the modeled concept is related to. Since all
employees of the department are in the same functional group, i.e. are members
of Technical Department I, all users of this group are notified by any system
changes via RSS feeds, e.g. when a template of a wikipage changes or a template
attribute is renamed. Since the users are aware of new content and changes, they
can use other Enterprise 2.0 services to improve the quality of the content, e.g.
by means of discussing, commenting, and rating services.
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Fig. 1. Enterprise Hybrid Wiki for EA management

The system may also recommend wikipages, which might be useful for par-
ticular users within the group, by analyzing the content of the pages and user
behavior. In the example, an external user is allowed to follow the system changes
by RSS notifications. For instance, it could be useful to keep customers informed
about parts of the EA which are relevant for their business. One could also imag-
ine to grant write access to external users, e.g. allowing customers to comment
on wikipages, or take part in discussions.

4 Use Cases

In the following we describe the use cases a hybrid wiki as discussed in the above
section needs to correspond to. These use cases mirror the information model
related use cases put forward by Matthes et al. in [14] and form the foundation for
the prototypic implementation described in Section 5. We distinguish between
use cases for the open templates, which can be assigned to wikipages and for the
management of their definitions.

Uses cases for the open templating mechanism

New templates can be defined on a wikipage and existing templates can be
assigned to a wikipage. Each wikipage can only have one template assigned
(UC10). After the assignment of the template all attributes available for this
template are shown with empty values (UC20). A new attribute can be added to
a template which is assigned to a wikipage, i.e. the new attribute is added to the
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template definition. In response on all other wikipages having the same template
assigned an empty value is shown for the new attribute (UC30). Values can be
set for attributes of a wikipage template. A value can either be literal or a link
(UC40). An attribute of a wikipage template can be deleted. If another wikipage
has the same template assigned and a non-empty value for this attribute, the
attribute remains in the template definition. Otherwise the attribute is deleted
in the template definition (UC50). Templates can be removed from a wikipage.
If the template is not assigned to another wikipage, the corresponding template
definition is deleted (UC60). An attribute can have multiple values. In this case
a mixture of both text and link values is allowed (UC70). A template has the
same access rights as its owning wikipage (UC80).

Use cases for managing templates

A new template definition can be created independent of wikipages. A template
definition has a unique name (UC90). A new attribute can be added to an
existing template definition. The attribute has a unique name (UC100). For
each template definition the following statistics of its templates are provided
(UC110):

– A numeric indication is given how many templates belong to a template
definition, i.e. total number of instances.

– A numeric indication for each attribute is shown illustrating how many tem-
plates have not empty values, i.e. non-empty attributes.

For a template definition the corresponding templates with their attribute values
are shown in an tabular view (UC120). A template definition attribute can be
renamed, i.e. all corresponding template attributes are renamed too (UC130).
A template definition attribute can be deleted, i.e. all corresponding template
attributes are deleted, too (UC140). A template definition can be deleted, i.e. all
corresponding templates are deleted, too (UC150). By default all in the system
registered users may read a template definition and create a new one. The access
rights can be defined more restrictive (UC160).

5 Prototype Implementation

According the use cases specified in Section 4 we introduce a prototypic imple-
mentation of our hybrid wiki approach. The implementation is based on the web
collaboration and knowledge management tool Tricia [16]. Tricia is an open source
web framework which enables a straightforward development of custom applica-
tions by providing extension points and a plugin mechanism, following a data
model-driven approach. Since Tricia belongs to the category of Enterprise 2.0 tools
[8], it provides many of the services as introduced in Section 2, e.g. role-based
access control, search, notification, etc. and additionally provides a wiki plugin
out-of-the-box. Subsequently, we illustrate the concepts of the prototype’s data
model, present exemplary user interfaces for templates and their definitions, and
show how an information model can be extracted from these templates.
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Data model

The data model of the hybrid wiki application is shown in Figure 2. A
TemplateDefintion provides a unique name, the name of the concept, e.g. busi-
ness application. Each TemplateDefinition has a rich text field to enable users
to add a detailed description of the concept via a hypertext editor and may
have multiple features (TemplateDefinitionFeatures), also providing a unique
name attribute, e.g. availability.

TemplateDefinitionFeature

name:String {unique}

TemplateDefinition

name:String {unique}

description:String

1 *

owns

«mixin»

Template

TemplateFeature

name:String {unique}

TemplateFeatureValue

StringValue

value:String

LinkValue

value:URL

1 *

owns

   1

    *

                      «instanceof»
                      «instanceof»

Fig. 2. Data model of the hybrid wiki approach

Templates are realized by using the mechanism of OptionalMixins of
the Tricia framework [16], which allow dynamically attaching a Template
to a Tricia wikipage at runtime. Each Template belongs to exactly one
TemplateDefinition and may have multiple features (TemplateFeature). The
TemplateFeatures of a Template comply with the TemplateDefinition-
Features of its TemplateDefinition (i.e. their names are matching), with the
exception, that a TemplateFeature is only stored in the database if at least
one value (literal or link) is assigned. Each TemplateFeaturemay have multiple
values (TemplateFeatureValue), latter can either be a literal (StringValue) or
a hyperlink (LinkValue). Since Tricia treats links as first class objects, the link
attribute of LinkValue only contains the primary key of the linked object.

Management of templates

In the example of Figure 3 a TemplateDefinition of the concept“Application
System” is given. The application system provides a detailed hypertext descrip-
tion of its purpose and several attributes (TemplateDefinitionFeatures), e.g.
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