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Preface

This volume (of two) of the Lecture Notes in Computer Science series contains the second
part of the proceedings of the 37th International Conference on Advanced Information
Systems Engineering — CAiSE 2025, held in Vienna, Austria, during June 16-20. The
CAIiSE conference series was started in Sweden, and its first two editions were organized
in Stockholm (1989 and 1990). Since then, it has been held in 21 countries, mostly in
Europe but also in locations on other continents (Canada, Australia, and Tunisia). Despite
its roots in Europe, soon after its inception, CAiSE became the flagship international
conference on information systems engineering, attracting some of the most original and
scientifically rigorous articles in the field. Furthermore, it has always been an attractive
event for early-career researchers as well as practitioners. After almost four decades of
continuous organization, CAiSE continues to attract articles that address fundamental
and timeless problems in the field.

As a conference attuned to new theoretical and societal challenges, each year a new
focal topic is chosen as the theme of the conference. CAiSE 2025 was organized with a
special emphasis on the theme of Bridging Silos. Engineering real-world information
systems requires a coherent design, encompassing human, organizational, economic,
societal, and technological aspects. Information systems are utilized in increasingly
diverse contexts such as business process management, geographical information sys-
tems, and digital twins. At the same time, the discipline continually evolves with trends
in data science, machine learning, process mining, blockchain, mobile computing, sus-
tainability, new regulations, cyber warfare, and military conflicts all influencing its devel-
opment. Each application context and emerging trend can lead to specializations within
information systems engineering, necessitating various research traditions and needs.
While beneficial, these specializations risk creating silos within the field of information
systems engineering. Thus, the CAiSE conference, the premier event for this discipline,
aims to prevent such fragmentation.

CAISE 2025 attracted a broad spectrum of classical and modern topics in Infor-
mation Systems Engineering, including several papers directly focused on this year’s
theme. In total, we received 286 abstract submissions, 248 of which materialized as full
submissions. We then desk rejected 19 papers due to issues related to paper formatting
and length but, mostly, papers that we independently judged to be out of the scope of the
conference. The remaining papers were then sent for independent reviews, each being
allocated to two members of the international Program Committee. After the first phase
of reviews, papers that received two negative informative reviews were not admitted to
the second phase of reviews — 120 papers were rejected in this first phase. In the second
phase of reviews, the remaining 110 papers were allocated to a third reviewer, who was
necessarily a member of the conference Program Board (a body of senior scholars from
the community, representing different research areas and geographical locations, the
Program Committee chairs of the previous and succeeding editions of CAiSE, as well as
members of the conference Steering Committee). After the second phase of reviews, the
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submissions for which the three reviewers converged to a unanimous negative judgement
were rejected (37 submissions). The remaining submissions (73) were then assigned to
yet another member of the Program Board for discussions and meta-reviews. In an
intense discussion period, these latter members of the Program Board moderated the
discussions between the reviewers of the paper (the two Program Committee members
and the reviewing Program Board Member). They then summarized and explained the
recommendations for each submission in a meta-review consolidating the outcome of
those discussions. As an outcome of this discussion and meta-reviewing process, we
were able to decide on 29 papers: 16 which were directly accepted (these are papers
that received three positive and informative reviews plus a recommendation from the
discussant/meta-reviewer to accept without conditions); 13 papers were directly rejected
(these were papers with three negative and informative final reviews plus a recommen-
dation from the discussant/meta-reviewer to reject without an invitation to the Forum).
After these different phases of reviewing, meta-reviewing, and online discussions, 44
papers (18% of the original submissions) were discussed in a face-to-face meeting orga-
nized in February 2025 at the Technische Universitiat Wien (TU Wien) in Austria. In that
meeting, besides the Program Chairs and Program Board members, participated repre-
sentatives of the General Chairs of the conference, the Forum Chairs, and the Workshop
Chairs. After two days of intensive and informative discussions, 19 submissions were
directly accepted based on the novelty of their work and the depth of contributions to
the advancement of the state of the art. Furthermore, 17 submissions were accepted
conditionally, subject to specific improvements the co-authors were able to address in a
minor revision checked by a gatekeeper — in the vast majority of cases, a member of the
Program Board who was involved in the reviewing or meta-reviewing of the paper. The
outcome is presented in this volume, comprising 35 scientifically rigorous and innova-
tive papers — a 14% acceptance rate. In addition, we recommended 16 submissions for
consideration by the CAiSE Forum.

As a tradition at CAiSE, the conference program started with workshops as well
as two traditional satellite conferences (EMMSAD and BPMDS). The main confer-
ence included sessions involving Research Papers, Keynotes, Tutorials, the Forum — for
discussion triggering visionary work — the Doctoral Consortium, Project Exhibitions,
as well as Journal-First papers. In addition, the program included a panel discussion.
This volume collects the Research Papers of the conference, as well as companion
abstracts for the keynote talks and the tutorials. The 35 accepted papers together with 9
accepted Journal-First papers were grouped into the following fourteen topical sessions:
Modelling with LLM; Security; Sustainability; Chatbots and social networks; Process
monitoring; IS development and usage; Pre-processing and forecasting; Comprehension,
explanation and recommendation; Process discovery; Systems architecture and privacy;
Conformance checking; Cloud systems; Extended process modelling; Ontologies and
knowledge graphs.

The three invited keynote presentations were: “Engineering the (Information) Sys-
tem of Life” by Oscar Pastor from the Universidad Politécnica de Valencia; “Reflections
on the Early History of Information Systems Development Methodologies” by Rudy
Hirschheim, from Louisiana State University; and “Business Transformation Manage-
ment in the age of Al and agents” by Gero Decker, from SAP Berlin. On behalf of the
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information systems engineering community, we would like to thank our keynote speak-
ers for their time dedicated to preparing profound, timely, and insightful talks. After an
open call for tutorials, we accepted the following two proposals: “Empowering Devel-
opment and Use of DSMLs with the FMMLX and the XModeler™™” by Ulrich Frank
from the University of Duisburg-Essen; and “Addressing Vulnerabilities in Information
Systems Engineering” by Avi Shaked from the University of Oxford.

As the editors of both CAiSE 2025 volumes, we would like to express our immense
gratitude to:all authors who chose CAiSE as a forum for submitting their research contri-
butions; the members of the Program Committee for their professional and timely work;
the members of the Program Board for their dedication and expertise in helping to shape
an essential part of the final program of the conference; all the chairs of the conference
for selecting an interesting program that complements the contributions collected here;
the Organization Committee for professionally taking care of all the multiple details
of running an international and sufficiently large conference like CAiSE, but also for
bringing the conference to the fantastic city of Vienna in Austria.

John Krogstie
Stefanie Rinderle-Ma
Gerti Kappel
Henderik A. Proper

April 2025
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Abstract. A range of integrated modeling approaches have been devel-
oped to enable a holistic representation of business process logic together
with all relevant business rules. These approaches address inherent prob-
lems with separate documentation of business process models and busi-
ness rules. In this study, we explore how expert process workers make
sense of the information provided through such integrated modeling
approaches. To do so, we complement verbal protocol analysis with eye-
tracking metrics to reveal nuanced user behaviours involved in the main
phases of sensemaking, namely information foraging and information pro-
cessing. By studying expert process workers engaged in tasks based on
integrated modeling of business processes and rules, we provide insights
that pave the way for a better understanding of sensemaking practices
and improved development of business process and business rule inte-
gration approaches. Our research underscores the importance of offering
personalized support mechanisms that increase the efficacy and efficiency
of sensemaking practices for process knowledge workers.

Keywords: Business process modeling - Cued-Retrospective
Think-Aloud * Sensemaking * Eye tracking

1 Introduction

The increase in data accessibility and complexity of organisational information
systems has given rise to a persistent problem of information silos [43] wherein
knowledge workers have to navigate across different systems and forms of infor-
mation artefacts to perform their tasks. The diversity of information artefacts,
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ranging from physical to digital, underscores their crucial role in the organiza-
tion and manipulation of data and knowledge. For process knowledge workers,
including process analysts, process users and process modellers, business process
models and business rules are two commonly used artefacts. These two artefacts
enable process knowledge workers to represent complex business requirements,
as well as implement and improve processes. A notable illustration of the inher-
ent complexity can be observed in the workflows of business analysts and process
analysts. For instance, in the scenarios of company mergers and restructurings
multiple variants of business processes and business rules need to be consoli-
dated into a single process to eliminate redundancies and create synergies [23].
Even in a business-as-usual environment, if the artefacts are presented sepa-
rately (i.e., related business rules often may not be part of the business model
[50]), they may cause a disconnect in shared understanding, and potentially
result in conflicts, inefficiencies and even compliance breaches [44,47,50]. The
challenges facing process knowledge workers involve more than just accessing
and understanding information from diverse artefacts. Advanced cognitive and
analytical skills are needed to ensure comprehensive understanding, including
effectively foraging and processing various artefacts from business process mod-
els and business rule repositories to achieve specific objectives. These foraging
and processing processes involve seeking, filtering, reading, and extracting infor-
mation and iteratively developing a mental model that serves as a foundation
for comprehension and performance [31].

To overcome these challenges, previous studies have underscored the neces-
sity of comprehensively integrating business rules into business process models
[44], and various forms of integration have been proposed (e.g. diagrammatic
integration, integration through text annotation, and linked rules). However,
prior research has primarily focused on novice workers using students as proxy
[10,11,44], which offers limited insights into the sensemaking processes that
expert knowledge workers engage in. Yet, a deeper understanding of how expert
knowledge workers forage and process information in integrated process models
is key to adequately supporting the development of new process-oriented tools
and systems that can more effectively support decision-making processes.

Drawing on the foundational theories of sensemaking and cognition [31,39],
our research seeks to delve into sensemaking practices on how knowledge workers
forage and process information in the varied forms of integrated representation
of business process models and rules. It aims to unearth the underlying factors
that drive these various sensemaking behaviours. To this end, we present the
outcomes of empirical research conducted within a controlled laboratory study
setting to investigate how process knowledge workers perform tasks based on
integrated modelling of business processes and rules (i.e., using text annotation,
diagrammatic, and linked rules). Specifically, we investigate experts’ sensemak-
ing practices in information foraging and processing phases, and compare the
findings with existing literature. By leveraging verbal protocol analysis [16] with
eye-tracking metrics, we reveal empirical insights into knowledge process worker
behaviours in information foraging and processing phases. This exploration paves
the way for offering personalized support mechanisms to process knowledge work-
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ers through a deeper understanding of sensemaking practices in various settings
and improved development of new process-oriented tools and systems.

In the following sections, we first review the research background of sense-
making and cognition as a lens to study process model understanding. Section 3
introduces our study design and the data analysis methods. Section4 presents
the results and discussion, and finally Sect.5 summarizes the contribution of the
paper, limitations of the study, and future extensions of this work.

2 Literature Review
2.1 Sensemaking and Cognition

Over the decades, sensemaking has been an active area of study in diverse dis-
ciplinary backgrounds, from collective organizational contexts (e.g., [22,45]) to
individual settings (e.g., [27,35]). More recently, there has been an increased
focus on understanding how sensemaking operates in the era of increasingly
complex information artefacts (e.g., [9,31,46]). Despite the differences between
the proposed models from the literature, all attempts describe the iterative pro-
cess of individual or collective construction of knowledge. A number of models
have been proposed to capture sensemaking as multiple loops [31,46], which
consider a fundamental pattern between the interactions of information foraging
and processing to schematize the knowledge into a mental model. For example,
the Representation Construction Model [31] has two major loops of sensemak-
ing: (1) the information foraging loop, which includes seeking, filtering, reading,
and extracting information processes, and (2) the information processing loop,
which includes iterative development of representational schemas to provide a
basis for understanding and performance.

The individual settings of sensemaking are more relevant to our work, where
the focus is on cognitive mechanisms that underpin individual sensemaking.
Cognitive constructs of attention and memory have a natural and strong affin-
ity to the two phases in sensemaking models, and cognitive load theory [39]
provides proven mechanisms through which these constructs can be operational-
ized [8,39]. For example, attention and search behaviour have been measured
through eye-tracking devices, which can capture data on visual scanning (eye
movement) and attention (eye fixations) [12]. This data, in turn, can be used
for various behavioural measurements, such as cognitive load, visual association,
visual cognition efficiency, and intensity [6,32].

To the best of our knowledge, existing sensemaking studies are focused on
qualitative or perceptive measures with limited use of behavioural and perfor-
mance measures. Additionally, prior work that used quantitative analysis for
studying sensemaking processes was limited to novice workers using university
students as proxy [10,11,44]. The study of sensemaking practices of novices only
provides limited understanding and is not fully reflective of the settings in which
these sensemaking processes are undertaken. Hence, we make use of quantita-
tive (eye-tracking devices as observation tool) methods to guide the exploration
of qualitative (Cued Retrospective Think-Aloud (CRTA) interviews of expert
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users [41]) in a controlled laboratory study. This combination of methods pro-
vides novel and objective means to capture and expose sensemaking behaviours
and explore the interactive process of how expert knowledge workers forage and
process information in various modelling integration approaches.

2.2 Integrated Modeling of Business Processes and Business Rules

Our study considers the specific context of business process and business rule
modeling - two complementary approaches for modeling business activities,
which have multiple integration methods [21] to improve their individual rep-
resentational capacity. The integration methods can be categorized into three
approaches with distinct format and construction, namely: text annotation, dia-
grammatic integration, and link integration [11]. Text annotation and link inte-
gration both use a textual expression to describe the business rules and con-
nect them with the corresponding section of the process model. Text annotation
integration is a way of representing business rules in business process models
by adding textual descriptions of rules - e.g. in BPMN, using the BPMN text
annotation construct. With link integration, visual links can explicitly connect
corresponding rules with the relevant process section. Diagrammatic integration
relies on graphical process model construction, such as sequence flows and gate-
ways, to represent business rules in the process model. Each of these methods has
strengths and weaknesses, and thus a potential impact on a knowledge worker’s
understanding of a process [44]. Despite the use of rigorous quantitative analysis
in related works [10,11,44], we found that quantitative analysis alone was not
sufficient to fully capture the nuanced behaviors involved in sensemaking. This
observation underscores the necessity for rich qualitative insights to thoroughly
understand sensemaking behaviors.

2.3 Process Model Understanding

Prior research has focused on a variety of factors that affect the understanding of
a process, including process model factors [14] and human factors [26]. Process
model factors relate to the metrics of the process models, such as modularization
[33], block structuredness [48], and complexity. Studying the impacts of these
involves investigation of the number of arcs and nodes [26], number of gateways
[33], number of events [34], number of loops [14], and number of concurrencies
[25], length of the longest path [25], depth of nesting [17], and gateway hetero-
geneity [25]. Human factors relate to the factors of process model users, such
as individual’s domain knowledge [40], modeling knowledge [14] and modeling
experience [26].

To evaluate cognitive engagement and improve comprehension of process
models, the think-aloud approach has served as a pivotal means to under-
stand user interactions and cognitive processes during task completion [5,18,
19,49]. The approach has several methods, including Concurrent Think-Aloud
(CTA), Retrospective Think-Aloud (RTA), and Cued Retrospective Think-
Aloud (CRTA) [41]. The CRTA approach integrates elements of RTA and CTA,
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and mitigates the memory-related limitation in RTA and potential disturbance
on task completion of CTA. By ensuring participants’ natural interaction pat-
terns are preserved during completing the tasks as well as providing them with
concrete and task-specific stimuli cues (e.g. screen recording of completing the
task), CRTA can facilitate participants to recall their thought process more
accurately. In addition, cognitive load and visual cognition have been used as
measures of process model understanding [26], with the use of eye tracking tech-
nology to capture eye movement and gaze patterns [6,29,30,37]. For example,
researchers used eye tracking to investigate the visual cues of colouring and lay-
out with performance in process model understanding [30], and the impact of
the task type (local or global) on process model comprehension during informa-
tion search and inference phases [37], as well as with the use of RTA to explore
reading patterns and the strategies in DCR-HR [2].

Upon reviewing the literature, sensemaking emerges as a promising new per-
spective that has yet to be fully explored in the context of process model under-
standing. In light of these considerations, our study leveraged eye-tracking data as
an observational tool and a cue during interviews, guiding participants to reflect on
their recorded gaze behaviors, thus enhancing the recall and depth of their thought
processes. This integration facilitates and advances a deeper qualitative explo-
ration into the complex sensemaking behaviors of participants, offering enriched
insights into their cognitive engagement with integrated process models, as “the
best cues will likely come from the participants themselves” [7].

3 Study Design

In this study, we used a laboratory study method [3] and a between-subject
design with purpose-built platforms. To capture the insights of sensemaking
behaviors, we first collected eye-tracking data while participants performed
the laboratory study. We did this to develop a “cue” to be used in the main
method reported on in this paper—the cued retrospective think-aloud method
(see Sect.2.1), which involved using a semi-structured protocol for each expert.
Cued with eye gaze movement recordings, CRTA enabled the participants to ver-
balize and explain their sensemaking practices and strategies during information
foraging and processing. This approach facilitated an in-depth qualitative analy-
sis of the participants’ information needs and intentions, as well as the challenges
and difficulties they encountered, providing valuable insights into their cognitive
processes.

3.1 Participants

Our study is specifically focused on experts. All participants in our study were
academic researchers with prior experience as practitioners in business process
management. They were from the information systems and computer science
disciplines in two universities and a research institute. They were required to have
both prior work experience as practitioners and research experience using BPMN
of over four years. In line with acceptable numbers of participants in qualitative
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studies [19,24,28], 15 experts participated in this study, with 5 participants
engaging in each integration approach.

3.2 Laboratory Study Materials and Procedure

While the main focus of this paper is the rich qualitative data offered by CRTA,
the laboratory study data also consists of a pre-study questionnaire, eye tracking
data, task performance and log data, and a post-study questionnaire using the
NASA-TLX [20] to collect perceived task load. Our business process modeling
language of choice was BPMN 2.0, due to its wide adoption and its standing as
an international standard. The scenarios of the model and rules originated from
a car insurance diagram included in OMG’s BPMN 2.0 documentation'. For
expert groups, we used the three integration approaches (one for each treatment
group). We ensured, through multiple revisions, that we created informationally
equivalent models for all three integration approaches. Due to space limitations,
the models cannot be included in the paper, but the complete laboratory study
instruments are available for download?. We ensured all confounding factors were
constant. In particular, the model was adjusted to ensure consistency of format
for each of the integration approaches (i.e., using text annotation, diagrammatic,
and linked rules). In total, there are three questions in the laboratory study. The
questions differed in terms of the modeling constructs a participant will have to
review to answer them. The model constructs for Q1 and Q2 include sequence
and AND gateways, while Q3 include sequence, AND gateways, and XOR gate-
ways. This diversity allowed us to gain further insights into the relationship
between integration approaches and task complexity (reflected by the coverage
of the model required to answer a particular question). Moreover, questions dif-
fered in terms of their span and each question is related to different process areas
and business rules (a participant may have to navigate only a specific section of
the process model to answer the question for Q1 and Q2 (local question), or the
whole process for Q3 (global question)) (see Sect. 3.3 on details of process areas
related to each question answer).

The complete procedure consists of six steps, described as follows. (Step 1)
We first used a screening form to recruit potential participants. Then we pro-
vided a pre-study questionnaire to eligible participants. To ensure group balance,
we used a pre-study questionnaire to capture participants’ prior knowledge and
basic demographics, which we used to distribute participants across groups to
avoid accidental homogeneity. (Step 2) We set up the laboratory study environ-
ment with eye tracking device. For each participant, we provided training on the
instructions of the laboratory study, eye tracker device and calibration. (Step
3) After calibration, participants were first provided with a BPMN tutorial and
were then offered a model using one of the three rule integration approaches.
We encouraged each participant to ask questions during the tutorial session,
to ensure their readiness for the laboratory study. (Step 4) In the laboratory

I Model originated from a travel booking diagram in OMG’s BPMN 2.0 examples can be
viewed in http://www.omg.org/cgi-bin/doc?dtc/10-06-02.
2 Please view laboratory study instruments in https://bit.ly/CAiSE2025.
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study, all participants had to answer 3 questions. We did not set a limit on the
laboratory study duration nor a word count limit on participants’ answers. We
recorded the gaze movements while experts were working on the tasks. (Step
5) Upon task completion, participants were provided with a post-study ques-
tionnaire using the NASA-TLX [20] to collect perceived task load. (Step 6) For
each participant, we replayed the recording of the task completion process with
their gaze movements, and we asked the following semi-structured questions to
understand their behaviours in line with our objectives of the study. (1) Would
you summarize the process for answering the questions? And explain why you
worked in this way. (2) Please watch the replay video, can you identify the point
in the video when you knew the answer (indicate the point in time when iden-
tifying the answer)? Explain what made you realize the answer, giving specific
details (e.g., which activity/rules make you feel you know the answer?) and how
confident are you in your answer to this question? (scale 1-5) (3) Regarding
the difficulty level of these three questions, did you find any questions that are
easier or harder? (4) Overall, can you comment on difficulties or challenges you
experience with regard to understanding the model and rules when answering
the questions?

3.3 Setting

The eye tracking data was collected through a Tobii Pro TX300 eye tracker®,
which captures data on fixations, gazes, and saccades with timestamps. The
laboratory study was conducted in full-screen mode and complete models were
displayed without the function of zooming in or scrolling®. The visibility of the
text and diagrams was examined carefully, with all text and diagrams being clear
from a distance of 1.2m. All laboratory studies were conducted in the same lab
with the same eye tracker.

3.4 Analysis Approach

To uncover the significant differences in knowledge workers’ behaviour between
the three representations, we conducted the analyses on verbal protocol col-
lected in cued-retrospective think-aloud interviews and complemented them with
insights derived from the eye-tracking data. In line with sensemaking founda-
tions (please see Sect.2.1), we segment the laboratory study into two phases,
namely the information foraging phase and the task-specific information process-
ing and answering phase. The information foraging phase for a particular task
commences when the participant first fixates on the laboratory study screen,
and the information processing phase commences when the participant starts to
type the answer in the question area for the first time.

3 For more specifications of the eye tracker, please visit https://www.tobii.com/products.
4 Laboratory study design can be viewed and downloaded from https://bit.ly/CAiSE2025.
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Verbal Protocol Analysis. To analyse the user insights collected from the
cued-retrospective think-aloud interviews, we used NVIVO 12° for verbal pro-
tocol analysis and we followed the procedure outlined by Gioia et al. [16], to
show the “dynamic relationships among the emergent concepts that describe or
explain the phenomenon of interest and one that makes clear all relevant data-
to-theory connections” [16]. The verbal protocols were transcribed and provided
to two independent coders for analysis to reduce bias in our analysis. We started
the analysis following an inductive approach and then transitioned into a more
abductive approach, to ensure “data and existing theory are now considered
in tandem” [16]. The analysis process included four steps. In the first step, we
aimed to “let the data do the talking”, so we inductively analysed the verbal
protocols to identify key processes and strategies on how participants foraged
and processed information to solve each task. Then we conducted open cod-
ing [38] based on the key themes and foci that emerged from the first step,
and then the authors discussed the codes with the independent coder iteratively
until an agreement on the first-order coding was reached. In the third step, we
aimed to answer “whether the emerging themes suggest concepts that might help
us describe and explain the phenomena we are observing” [16]. Using existing
theories of sensemaking and cognition combined as a theoretical frame of refer-
ence, we reflected on the way in which the second-order concepts represented or
related to knowledge workers’ sensemaking behaviours in information foraging
and information processing. We reviewed the existing literature and theories to
analyse and develop concepts that explain the data and we did not allow prior
theoretical concepts and assumptions to restrict our interpretations.

Eye Tracking Analysis. In this study, the eye tracking data served as a pre-
liminary observation tool that guided deeper qualitative exploration in CRTA
interviews into the sensemaking behaviors of participants, where participants
could reflect on their recorded gaze behaviors, enhancing the richness of the
qualitative data by connecting it to observable actions. To reveal the insights
on nuanced differences in how experts allocated attention across three types of
integration approaches during tasks of varying complexity, we conducted com-
plementary analyses of insights from eye tracking metrics.

We analyzed the efficiency of locating the answer during the information for-
aging phase on relevant areas (a measure of visual association of Areas of Interest
(AOIs) [6]). The timestamp of locating the answers is indicated by each expert
participant during the cued-retrospective think-aloud session. The duration of
locating the answer begins when the participant starts each question until the
timestamp when they indicate they found the relevant information on the model
area. The AOIs were used for analysis and were invisible to participants. As
shown in Fig.1, for models featuring text annotation and diagrammatic inte-
gration, the screen was divided into 8 areas: seven different process model areas
and a question area (which showed one question at a time). For models featuring
link integration, there was an additional ninth area for rules, which displayed
the corresponding business rules when participants clicked on each “R” icon in

5 For the use of Nvivo 12, please view https://lumivero.com/products/nvivo/.


https://lumivero.com/products/nvivo/
https://lumivero.com/products/nvivo/
https://lumivero.com/products/nvivo/
https://lumivero.com/products/nvivo/
https://lumivero.com/products/nvivo/

How Do Experts Make Sense of Integrated Process Models? 11

~Areal

‘Chec Application D
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Fig. 1. Visual design in laboratory study - text annotation integration approach

the model. Each question answer is related to different process areas. For local
questions Q1 and Q2, the answer is related to area 6 and area 2, respectively.
For Q3 (global question), the answer is related to areas 1, 5 and 7.

4 Results and Discussion

As discussed in Sect. 3.4, we followed the analysis procedure outlined by Gioia
et al. [16]. Our findings shown in the data structure (please view Fig. 2) revealed
that expert knowledge workers have distinct sensemaking loops and strategies
during exploratory information foraging, focused information foraging and tasks-
specific information processing and answering processes. To suit different infor-
mation needs, they optimized and switched strategies during these processes. We
also found these sensemaking practices were not mutually exclusive, and usually
were interrelated and embedded with each other and could be used concurrently
based on the different information needs. In addition, all participants expressed
that using their gaze recordings was an effective approach for them to remind
and explain their attention.

Exploratory Information Foraging. All the experts (15/15) indicated that
at the beginning, they would quickly start scanning either from the business
process model (structure-oriented) or the task (task-oriented) to understand the
meta-information about the context and structure of the business process model
and question. E.g.; “I think, before I even like really worked on the first question.
I've had the whole process to get an overview. And then I started going module by
module (each activity group).” (P15). Participants explained that they wanted
to understand the big picture from the meta-information before zooming into
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First-order codes Second-order concepts Aggregate dimensions

Model structure-oriented Foraging meta
Task-oriented information

Exploratory
information foraging

+ Model-driven Interpretation and
o Task-driven analysis
« Structure relations-driven
Focused information
- foraging
« Keywords location
« Process of elimination Selection and
« Reverse tracking evaluation
» Comparison (Zig-zag comparing)
« Focus on identified relevant area
« Synthesis of information Synthesis of
« Integrate with external information

knowledge (prior knowledge)

Task-specific information
processing and answerin

Comparison of information
Relevance evaluation

Assessment

Fig. 2. Data structure of expert process knowledge workers’ sensemaking practices

details. This insight is also supported by all experts presenting similar attention
on the model area during the first information foraging process in Q1 irrespective
of the integration group®.

Focused Information Foraging. All experts (15/15) indicated that after
they understood the meta information they would focus on the details, and
we observed that they used various strategies during interpretation, analysis,
selection, and evaluation to forage the information on the process model and
business rules.

Interpretation and Analysis. The findings revealed several main strategies
for gathering and interpreting information, encompassing task-driven, model-
driven, and structure-relations driven approaches during the process of foraging
information. In the first task (Q1, local question), the majority of the partic-
ipants (11/15) indicated that they first read through the task and abstracted
the key information from the question (task-driven strategy). E.g., “So, in
general, I need to look at the question first to locate what kind of information I
need to process” (P12). They motivated this preference for a task-specific strat-
egy and for locating keywords by the complexity of the process model and the
capacity of their memory. They argued that they would forget the details of
the process model if reading the model first. E.g., “So, I mean, the diagram is
relatively complex and a lot of information is out there. If we look at the dia-

6 The normalized fixations duration in Q1: Text annotation (M = 0.195, SD = 0.125), Dia-
grammatic (M = 0.284, SD = 0.087) and Linked (M = 0.280, SD = 0.137).
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gram first, it is possible that we read it from left to right, after we read it, we
maght even forget what we have read on the left part. So there will be a messy and
catastrophes so that is why I choose to identify the key words. Yeah, the verbs are
usually very important in phrases. So I believe that we can work out the question
successfully.” (P6). While going through the details of the process model, the
participants following a task-specific strategy mentioned that they considered
the relevance between the task, process model, and business rules (structure
relations-driven) (e.g., “I just looked down on the question, see whether there
is a relation or not and then I will continue” (P5). In addition, they revisited
the tasks after they read through the whole process to remind them of the tasks.

We also observed the model-driven strategy in Q1 during focused infor-
mation foraging, i.e., four participants mentioned they would read through the
model first and then read the task. They explained that they wanted to get
familiar with all the details in the process model and then focus on the question.
“I think is like that like a habit. Or do things like this, it’s quite common like
you don’t familiar with something, you need to get through the total thing, and
you need to get familiar with all the diagram, and then you need to focus on the
question, what the questions is asking about.” (P8). All of them mentioned after
they read the task, they considered the relevance between the model and the
tasks (structure relations-driven).

Despite the differences in strategies (either tasks-specific or model-driven)
during the interpretation and analysis of focused foraging information, all experts
(15/15) reported that they read through all details when understanding the
model and business rules in Q1. E.g. “I'm going everywhere right now because
it’s the first time that I’'m looking at this. And this is the first question. So I feel
like I have to go through everything almost at this point and understand what
is happening.” (P5). Meanwhile, while comprehending the model, all experts
(15/15) indicated that they would both abstract the key part of the information
from the model and remember its logic and structure (structure-relations
driven strategy). E.g., “I just remember the key parts of the model, so for
example, this is not a key part, here, so I know that the key points are these three,
so most of the work is done here.” (P5). The insights align with the findings of
eye tracking data, where all the experts had similar efficiency in locating the
answer for the local question (Q1)7.

Selection and FEwvaluation. To select and evaluate the relevant information
in different tasks, all experts (15/15) indicated they used different strategies on
each task based on their information needs and work habits. These strategies
include keyword location, the process of elimination, reverse tracking, and com-
parison of information and structure between model and task, and within the
process model. They expressed that using process elimination, identifying the
end of the relevant area, and reverse tracking information can facilitate them
downsizing the process to locate the relevant information. Determining the end
of the relevant area instead of reading through the whole model again is the

7 The efficiency of locating the answer in Q1: Text annotation (M = 0.166, SD = 0.126),
Diagrammatic (M = 0.116, SD = 0.013) and Linked (M = 0.213, SD = 0.145).
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preference in answering local questions. They also would travel reversely and
track the required sequence flows, activities and rules (e.g. “I will go back to
graph reversely to see what kind of path I need to go through to get that result.”
(P12)). They explained that these strategies enabled them to better locate rel-
evant information areas and eliminate irrelevant parts, e.g., “I think I like work
with the process of elimination... So that helps you look at smaller number of
things, rather than going back again, and again, on the full chart. Every time if
I go through every step, it will take a lot more time.” (P13).

In Q2 and Q3, we noticed they started to optimize their strategies in
foraging and processing information based on different information needs for
different integration tasks. All experts (15/15) used a task-specific strategy
when working on Q2 and Q3. They expressed that they read questions first
and adopted different strategies based on the evaluation of the tasks. E.g., “it’s
a different question. It’s a different question requires a different strategy.”(P3).
After interpreting and analysing task types, all experts expressed they used a
different strategy for local and global questions to select and evaluate the rele-
vant information based on their prior experience in practice. In local questions
(Q1 and Q2), the dominant strategy is from end to start (reverse tracking), but
in global question Q3, all participants expressed they worked from start to end.
E.g., “actually, yes, question one and two are similar. Question three is a dif-
ferent approach. Question one and two, I work from end to start, but question
three I work from start to finish.” (P3).

All of the experts (15/15) expressed that, since they understood the process
model in Q1, they directly used the strategy of targeting the keyword to locate
the relevant information on the model and rules from their memory in Q2 and Q3.
They further stated that they read the model and business rules more efficiently
and selectively to evaluate and target the information based on the specific
information needs required from the question, instead of foraging for all details.

Based on expert participants’ insights, we assume that the initial focused
information foraging during the process model and rule understanding played
a vital role in building a mental model in their working memory, which will
directly influence their attention when completing the following tasks. E.g., “for
this one, I already knew the process a little bit. And so I could directly search
for keywords, determine eligibility for the car, here eligibility, it’s quite in the
centre of the screen.” (P15). All participants expressed that while locating the
relevant area to answer questions, they assessed the information in multiple
rounds of comparison and evaluation to ensure their answers were relevant. For
global question Q3, all participants (15/15) mentioned that evaluating the task
made them realise the answer requires more areas and rules when compared to
the other two local questions, so they went through the whole process model
and rules. E.g., “Because here the question was not concerned with one specific
outcome like determine eligibility, but it was concerned with overall the whole
process, what is the minimum, so I had to go through the whole process.” (P15).
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As task complexity increases, all experts presented similar efficiency in locating
the answer in the global question (Q3)%.

Task-Specific Information Processing and Answering. All experts
(15/15) indicated that once they located and confirmed the relevant informa-
tion in each question, they started to type the answers. We observed during
this process of answering and assessment, all experts focused on the identified
relevant area to synthesize and evaluate relevant information and integrated the
information with any prior knowledge or external knowledge. All participants
expressed that when they evaluated their answer, they would only target some
relevant areas directly based on their memory, but they would not read through
all models or rules to confirm again, and they only read it based on the infor-
mation needed to verify and ensure that they did not overlook anything (e.g.,
“for the minimum number, you kind of have to go through the whole process...it’s
based on the situation so I looked into each rule again quickly, so to make sure
that I don’t overlook anything and then I will short case.” (P15).

5 Conclusion and Outlook

In this paper, we advanced the understanding of sensemaking practices of pro-
cess knowledge workers engaged in tasks on integrated modelling of business
processes and rule. Utilizing cued-retrospective think-aloud interviews (with eye-
tracking as the cue), our study conducted a deep qualitative exploration that
revealed diverse sensemaking practices and strategies experts employed during
information foraging and information processing. Our findings echoed the iter-
ative character noted in prior sensemaking work [9,31,46], but we uncovered a
number of specific observations in expert process workers’ behaviours and strate-
gies when performing tasks based on integrated modeling of business processes
and rules, namely (1) We discovered that sensemaking practices unfold through
various processes in information foraging and processing phases, notably high-
lighting that the information foraging phase consists of two distinct sub-phases,
i.e., exploratory and focused information foraging phases. (2) Our study reveals
that expert process workers exhibited a dynamic adaptation to different infor-
mation needs by optimizing and switching strategies between these phases. Such
strategic shifts are crucial in accommodating the varying degrees of complex-
ity and specificity of the information foraged. (3) Further, we discovered that
sensemaking practices are not mutually exclusive but are interrelated and can
be concurrently employed.

While recent advancements in Al-assisted tools offer promising capabilities
for process model analysis and decision support [13], they fall short in captur-
ing the nuanced tacit and experiential knowledge [4,36] that expert knowledge
workers apply in real-world scenarios. These limitations can lead to potential

8 The efficiency of locating the answer in Q3: Text annotation (M = 0.047, SD = 0.035),
Diagrammatic (M = 0.046, SD = 0.047), and Linked (M = 0.070, SD = 0.039).
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misinterpretations of complex business processes and business rules, particu-
larly in contexts where domain-specific expertise is essential but absent. Consid-
ering these challenges, gaining a deeper understanding of how expert knowledge
workers forage for and process information within integrated process models
becomes essential. Our work presents such insights, which are crucial for sup-
porting the development of new, more effective process-oriented tools and sys-
tems that enhance decision-making processes. Drawing on our findings, we argue
that the development of tools and systems in integrated process and rule mod-
eling should be informed by the cognitive mechanisms uncovered through the
analysis of sensemaking loops specific to process knowledge workers’ expertise.
In essence, our research underscores the importance of offering personalized sup-
port mechanisms to improve the sensemaking practices of different user groups.

Our study is not without limitations. First, our research focused on inte-
grated process models, yet it did not explore how business rules [15,42] specifi-
cally influence expert process workers’ information foraging and processing. This
limitation presents an opportunity for future research to explore the impact of
the full complexity of understanding business rules and impacts on information
processes. Second, we only considered basic constructs in business process mod-
els whereas advanced constructs (e.g., events, loops and nesting structures) may
introduce further complexities in sensemaking. Third, our participant pool of
researchers with practitioner backgrounds was limited and the sample size may
diminish the generalizability to industrial settings. While the sample size is con-
sidered adequate given the exploratory and qualitative nature of our study, which
is in alignment with established qualitative research methodologies that value
information richness over large sample sizes [1,24], a higher number of expert
participants may provide better explanatory power. We consider our combined
approach of using cued-retrospective think-aloud interviews with eye tracking as
a methodological contribution that can inspire further research. Specifically, the
methodology outlined in this study can also be applied and extended for research
on other conceptual notations and domains with similar related but notationaly
distinct artefacts, for example, database constraints and data models. In our
future work, we plan to contribute to both the theoretical framework of sense-
making and the practical aspects of designing tools and systems that support
effective information foraging, processing and decision-making in multi-artifact
information tasks such as business process and rule integration.

We consider our combined approach of using cued-retrospective think-aloud
interviews with eye tracking as a methodological contribution that can inspire
further research. Specifically, the methodology outlined in this study can also be
applied and extended for research on other conceptual notations and domains
with similar related but notationaly distinct artefacts, for example, database
constraints and data models. In our future work, we plan to contribute to both
the theoretical framework of sensemaking and the practical aspects of designing
tools and systems that support effective information foraging, processing and
decision-making in multi-artefact information tasks such as business process and
rule integration.



How Do Experts Make Sense of Integrated Process Models? 17

Acknowledgments. This research is partially supported by the Australian Research
Council (ARC) Training Centre for Information Resilience (Grant No. IC200100022)
and by an Australian Research Council (ARC) Future Fellowship Project (Grant No.
FT240100022).

References

10.

11.

12.

13.

14.

15.

16.

17.

Abbad Andaloussi, A., Burattin, A., Slaats, T., Petersen, A.C.M., Hildebrandt,
T.T.,Weber, B.: Exploring the understandability of a hybrid process design artifact
based on DCR graphs. In: EMMSAD 2019, Proceedings 20, pp. 69-84 (2019)
Abbad Andaloussi, A., Zerbato, F., Burattin, A., Slaats, T., Hildebrandt, T.T.,
Weber, B.: Exploring how users engage with hybrid process artifacts based on
declarative process models: a behavioral analysis based on eye-tracking and think-
aloud. Softw. Syst. Model. 20, 1437-1464 (2021)

Adams, J.K.: Laboratory studies of behavior without awareness. Psychol. Bull.
54(5), 383 (1957)

de Almeida Rodrigues Gongalves, J.C., Baiao, F.A., Santoro, F.M., Guizzardi, G.:
A cognitive bpm theory for knowledge-intensive processes. Bus. Process Manag. J.
29(2), 465-488 (2023)

Bera, P., Burton-Jones, A., Wand, Y.: Guidelines for designing visual ontologies
to support knowledge identification. MIS Q. 883-908 (2011)

Bera, P., Soffer, P., Parsons, J.: Using eye tracking to expose cognitive processes
in understanding conceptual models. MIS Q. 43(4), 1105-1126 (2019)

Boren, T., Ramey, J.: Thinking aloud: reconciling theory and practice. IEEE Trans.
Prof. Commun. 43(3), 261-278 (2000)

Chen, F., et al.: Robust Multimodal Cognitive Load Measurement. Springer, Cham
(2016)

Chen, T., Demartini, G., Indulska, M., Sadiq, S.: Exploring data workers’
behaviours in data quality discovery. In: ACIS 2023 Proceedings, no. 99 (2023)
Chen, T., Sadiq, S., Indulska, M.: Sensemaking in dual artefact tasks - the case
of business process models and business rules. In: International Conference on
Conceptual Modeling, pp. 105-118 (2020)

Chen, T., Wang, W., Indulska, M., Sadiq, S.: Business process and rule integration
approaches-an empirical analysis. In: BPM Forum 2018, pp. 37-52 (2018)
Duchowski, A.T.: Gaze-based interaction: a 30 year retrospective. Comput. Graph.
73, 59-69 (2018)

Dumas, M., et al.: Ai-augmented business process management systems: a research
manifesto. ACM Trans. Manag. Inf. Syst. 14(1), 1-19 (2023)

Figl, K., Laue, R.: Influence factors for local comprehensibility of process models.
Int. J. Hum. Comput. Stud. 82, 96-110 (2015)

Figl, K., Mendling, J., Tokdemir, G., Vanthienen, J.: What we know and what we
do not know about DMN. EMISAJ 13, 2-1 (2018)

Gioia, D.A., Corley, K.G., Hamilton, A.L.: Seeking qualitative rigor in inductive
research: notes on the Gioia methodology. Organ. Res. Methods 16(1), 15-31
(2013)

Gruhn, V., Laue, R.: Adopting the cognitive complexity measure for business pro-
cess models. In: 2006 5th IEEE International Conference on Cognitive Informatics,
vol. 1, pp. 236-241. IEEE (2006)



18

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.
39.

T. Chen et al.

Haisjackl, C., et al.: Understanding declare models: strategies, pitfalls, empirical
results. Softw. Syst. Model. 15(2), 325-352 (2016)

Haisjackl, C., Soffer, P., Lim, S.Y., Weber, B.: How do humans inspect BPMN
models: an exploratory study. Softw. Syst. Model. 17, 655-673 (2018)

Hart, S.G.: Nasa-task load index (NASA-TLX); 20 years later. In: Proceedings of
the Human Factors and Ergonomics Society Annual Meeting, vol. 50, pp. 904-908
(2006)

Knolmayer, G., Endl, R., Pfahrer, M.: Modeling processes and workflows by busi-
ness rules. In: Business Process Management, pp. 16-29. Springer, Cham (2000)
Kurtz, C.F., Snowden, D.J.: The new dynamics of strategy: sense-making in a
complex and complicated world. IBM Syst. J. 42(3), 462-483 (2003)

La Rosa, M., Dumas, M., Uba, R., Dijkman, R.: Business process model merging:
an approach to business process consolidation. TOSEM 22(2), 1-42 (2013)
Marshall, B., Cardon, P., Poddar, A., Fontenot, R.: Does sample size matter in
qualitative research?: a review of qualitative interviews in is research. J. Comput.
Inf. Syst. 54(1), 11-22 (2013)

Mendling, J., Strembeck, M.: Influence factors of understanding business process
models. In: International Conference on Business Information Systems, pp. 142—
153 (2008)

Mendling, J., Strembeck, M., Recker, J.: Factors of process model comprehension-
findings from a series of experiments. Decis. Supp. Syst. 53(1), 195206 (2012)
Naumer, C.; Fisher, K., Dervin, B.: Sense-making: a methodological perspective.
In: Sensemaking Workshop, CHI, vol. 8, pp. 506-513 (2008)

Nielsen, J.: Estimating the number of subjects needed for a thinking aloud test.
Int. J. Hum. Comput. Stud. 41(3), 385-397 (1994)

Petrusel, R., Mendling, J.: Eye-tracking the factors of process model comprehension
tasks. In: 25th International Conference, CAiSE 2013, pp. 224-239. Springer, Cham
(2013)

Petrusel, R., Mendling, J., Reijers, H.A.: Task-specific visual cues for improving
process model understanding. Inf. Soft. Tech. 79, 63-78 (2016)

Pirolli, P., Card, S.: The sensemaking process and leverage points for analyst tech-
nology as identified through cognitive task analysis. In: Proceedings of Interna-
tional Conference on Intelligence Analysis, vol. 5, pp. 2—4 (2005)

Rayner, K.: Eye movements in reading and information processing: 20 years of
research. Psychol. Bull. 124(3), 372 (1998)

Reijers, H.A., Mendling, J., Dijkman, R.M.: Human and automatic modulariza-
tions of process models to enhance their comprehension. Inf. Syst. 36(5) (2011)
Rolén, E., Garcia, F., Ruiz, F., Piattini, M., Visaggio, C.A., Canfora, G.: Evalu-
ation of BPMN models quality-a family of experiments. In: International Confer-
ence on Evaluation of Novel Approaches to Software Engineering, vol. 2, pp. 56—63
(2008)

Russell, D.M., Stefik, M.J., Pirolli, P., Card, S.K.: The cost structure of sensemak-
ing. In: Proceedings of the INTERACT 1993 and CHI 1993, pp. 269276 (1993)
Sanzogni, L., Guzman, G., Busch, P.: Artificial intelligence and knowledge man-
agement: questioning the tacit dimension. Prometheus 35(1), 37-56 (2017)
Schreiber, C., Abbad-Andaloussi, A., Weber, B.: On the cognitive and behavioral
effects of abstraction and fragmentation in modularized process models. Inf. Syst.
125, 102424 (2024)

Strauss, A., Corbin, J.: Basics of qualitative research techniques (1998)

Sweller, J., Ayres, P., Kalyuga, S.: Measuring cognitive load. In: Cognitive Load
Theory, pp. 71-85 (2011)



40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

How Do Experts Make Sense of Integrated Process Models? 19

Turetken, O., Rompen, T., Vanderfeesten, I., Dikici, A., van Moll, J.: The effect
of modularity representation and presentation medium on the understandability
of business process models in BPMN. In: BPM, pp. 289-307 (2016)

Van Gog, T., Paas, F., Van Merriénboer, J.J., Witte, P.: Uncovering the problem-
solving process: cued retrospective reporting versus concurrent and retrospective
reporting. J. Exp. Psychol. Appl. 11(4), 237 (2005)

Vanthienen, J.: Quality by design: using decision tables in business rules. Bus.
Rules J. 5(2), 7 (2004)

Vayghan, J.A., Garfinkle, S.M., Walenta, C., Healy, D.C., Valentin, Z.: The internal
information transformation of IBM. IBM Syst. J. 46(4), 669-683 (2007)

Wang, W., Chen, T., Indulska, M., Sadiq, S., Weber, B.: Business process and rule
integration approaches-an empirical analysis of model understanding. Inf. Syst.
104, 101901 (2022)

Weick, K.E.: Sensemaking in Organizations, vol. 3. Sage (1995)

Zhang, P., Soergel, D.: Cognitive mechanisms in sensemaking: a qualitative user
study. J. Assoc. Inf. Sci. Tech. 71(2), 158-171 (2020)

Zhou, H., Zerbato, F., Weber, B., Indulska, M., Sadiq, S.: Do process analysts care
about the metadata of event logs? In: ACIS 2023 Proceedings, vol. 32 (2023)
Zugal, S., Pinggera, J., Weber, B., Mendling, J., Reijers, H.A.: Assessing the impact
of hierarchy on model understandability—a cognitive perspective. In: Models in
Software Engineering, pp. 123-133 (2012)

Zugal, S., Soffer, P., Haisjackl, C., Pinggera, J., Reichert, M., Weber, B.: Inves-
tigating expressiveness and understandability of hierarchy in declarative business
process models. Softw. Syst. Model. 14, 1081-1103 (2015)

Zur Muehlen, M., Indulska, M., Kittel, K.: Towards integrated modeling of business
processes and business rules (2008)



q

Check for
updates

Automated Recommender System
Integration in Model-Based Ecosystems

Rickson Simioni Pereira!®) | Claudio Di Sipio?, Martina De Sanctis’,
and Ludovico Iovino!

L Gran Sasso Science Institute, L’Aquila, Italy
{rickson.pereira,martina.desanctis,ludovico.iovino}@gssi.it
2 University of L’Aquila, I’Aquila, Italy
claudio.disipio@univaq.it

Abstract. Recommender systems (RSs) are a special class of informa-
tion systems devoted to assisting end-users by providing valuable items
according to the context of the application. Nevertheless, implementing
those systems is time-consuming as developers must elicit the proper
technology that may vary according to the context. Even though exist-
ing frameworks have been proposed to facilitate the deployment of those
systems, automated integration with existing model-based systems is still
an open challenge.

In this paper, we propose a model-driven engineering approach to
automatically configure filtering-based RSs by relying on automated
transformations and weaving modelling. In particular, we rely on two
different metamodels to represent the application domain (variable) and
the generic components of filtering-based RSs. Then, we define a weaving
model to map each domain entity to a specific RS element e.g., algorithm
or data encoding, thus realizing a conceptual link between the context
and the system to be deployed. The proposed framework is then able
to generate domain-specific model-based recommendations, that can be
integrated in model-based systems. We used the proposed framework
to implement two different types of filtering-based RSs evaluated using
two different scenarios, i.e., movies and tourism recommendations. Our
findings suggest that the proposed approach can be adopted to simplify
the data ingestion of RS-based filtering and automate the generation of
model-based recommendations.

Keywords: MDE - MBSE - recommender systems - integration

1 Introduction

Recommender systems (RSs) [37] are complex software systems that provide
valuable items to end-users in several application domains, e.g., tourism [36],
e-commerce [30], and code development [15,39]. However, they exploit heteroge-
neous components that increase the overall complexity in the deployment phase.
Although a plethora of frameworks have been proposed to simplify their design
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and evaluation [3,17,32], they neglect to provide abstract modules to handle
input data, which is the prominent source of information in traditional sys-
tems, i.e., filtering based RSs. Moreover, developers are forced to update or
even rewrite from scratch data encoding components according to the applica-
tion domain as shown in [34]. For instance, creating RSs for different scenarios,
such as an RS for tourism in a smart city with IoT sensors, an RS for tourism
in a smart city without IoT infrastructure, and an RS for movies. Note that
the first two scenarios are similar (both within the tourism domain) with slight
modifications, while the third scenario diverges into an entirely different sector.
Consequently, given the specifications imposed on each scenario and application
domain, the development and design of the respective RSs demand different
implementations and then redundant work. To fill this gap, we propose a novel
approach to easily handle input data to enable the deployment of filtering-based
RSs leveraging model-driven engineering (MDE) paradigm [44]. In particular,
we adopted model weaving [5] that exploits two different metamodels, i.e., RS
generic model and domain models. The former aims at representing the high-
level features of three well-known RS algorithms, i.e., collaborative filtering [43]
and content-based algorithm [41], and hybrid-based RS [9]. Meanwhile, the latter
represents specific domain concepts that can be used flexibly, allowing flexible
configuration to specific domain requirements without extensive re-engineering.
Afterwards, we annotate RS-specific concepts in domain models to support weav-
ing modelling as a knowledge base that will be used as the source of recommen-
dation. We eventually extract relevant data directly by querying these models.
To deploy the system and collect the recommendations from the configured RS,
we exploit the Apache Mahout Java library [4] as it can support filtering-based
RS and can be easily integrated into our MDE framework. The output of the
process is a model embedding recommendations of the processed input models,
that can be integrated into existing code generation approaches or used as input
to print out the recommendations. In particular, our research is guided by the
following Research Question (RQ):

RQ: To what extent can the proposed approach support the configuration
of filtering-based RSs in different application domains?

Nevertheless, the proposed approach represents a valuable asset for mapping
domain-specific concepts to generic RS components and automating the con-
struction of a model-based RS. While we acknowledge that not all developers
are confident in defining MDE artefacts from scratch, the definition of metamod-
els and models can be facilitated by relying on existing approaches [11,14,52],
thus overcoming this gap. In addition, the specified modelling artefacts can be
easily extended to cover RSs based on advanced algorithms, i.e. stochastic mod-
els [46], or neural networks [28,54]. The main contributions of the paper are i) a
conceptualization of the multi-level relationship between domain-specific models
and RSs concepts; i) an MDE framework that assists developers in configuring
processes to deploy filtering-based RSs; 44i) a scenario-based evaluation to show
the expressiveness of the proposed solution in two different application domains,
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i.e., movie and tourism recommendations. The structure of the paper is as fol-
lows: in Sect. 2 we bring the grounds on which we are basing our work. Section 3
introduces the approach, raising as well two application examples demonstrating
the feasibility of the approach. The validation and threats to validity are pre-
sented in Sect. 4 while related works are discussed in Sect. 5. Finally, we conclude
the paper planning possible future works in Sect. 6.

2 Background and Motivation

The purpose of the section is two-fold. First, we introduce key MDE concepts
and artefacts. Then, we overview existing approaches, highlighting the need to
automate the handling of data sources in RSs.

Model Driven Engineering. MDE [44] paradigm relies on the so-called Meta-
object facility (MOF), a formal standard provided by OGM to express abstract
concepts using modelling artefacts to facilitate the overall development lifecycle
and increase productivity by introducing automation [22,25]. In this context, a
model is an abstraction of real-world entities that synthesize their crucial fea-
tures. Models are built using Domain-Specific Modelling Languages (DSMLs)
specified through a domain model (metamodel), expressing concepts, relation-
ships, and constraints of the application domain [31]. The standard specification
language for metamodels in the Eclipse Modeling Framework (EMF) [18] is called
Ecore. It permits the specifying of concepts, relationships and constraints reflect-
ing the language’s abstract syntax with a dedicated language. The Epsilon Mod-
eling Framework (EMF) is the standard-de-facto distribution based on Eclipse
used by academia and industry [45]. Epsilon is a family of languages built on
top of EMF. The core of these languages is the Epsilon object language (EOL),
which can support different MDE tasks, i.e., model manipulation., model vali-
dation, model transformation, and model migration. EOL can also be used as a
general-purpose standalone model management language for automating tasks
that do not fall into the patterns targeted by task-specific languages. In EMF,
models can be instantiated from defined metamodels in different formats and
technical spaces. XMI is the format used by EMF, while Flexmi [27] is a generic
and modular textual syntax for domain-specific modelling. A metamodel defines
a “model type” and, at the same time, provides a way to validate the defined
models, based on the typing relationship called conformance (C2) [20]. A Model
transformation is an automation able to translate a model into another formal-
ism. Executable descriptions are necessary to execute the transformation with
an input model [10]. The specification of a transformation can be either textual
(rule-based) or graphical. ETL [26] is the rule-based transformation language
offered by Epsilon. In the family of transformation languages, EGL [40] is the
Epsilon generation language that is used to develop template-based code genera-
tors. The Epsilon framework also provides a tool named Picto [53], which, using
the model-to-text transformation, can transform domain-specific models into
web-based views. Models are not isolated entities, but they live in ecosystems [23]
where modelling artefacts cooperate for a specific purpose [7]. Model weaving is
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a technique used to capture relationships between model elements [12,13] that
can help in formalizing correspondences or mapping between models.

Filtering-Based RSs. RSs [37,38] embraces a wide class of complex systems
devoted to providing valuable items given a certain domain. More specifically,
filtering-based RSs are tailored to capture users’ preferences, and they are still
used by big players in IT and e-commerce services, e.g., Netflix, or Amazon.
Among the main adopted techniques, collaborative Filtering (CF) RSs [43] relies
on m user-item matrices that are used to retrieve the outcomes according to
different similarity functions. Apache Mahout is one of the many frameworks
available to assist in developing RSs; its features offer the possibility of creating
scalable and efficient RSs that can be integrated into Java-based systems. It is
widely used in academia and the industry showing its versatility and reliabil-
ity in handling real-world recommendation scenarios, from personalized content
delivery to large-scale e-commerce platforms [6,49,51]. However, this type of
algorithm suffers from the so-called cold-start problem, i.e., when the system
does not have an initial set of ratings or items to perform the training phase [§].
Thus, content-based (CB) [41] technique has been conceived to embody users’
previous choices, suggesting items that are similar to their past preferences.
To handle peculiar application domains, CF and CB algorithms can be com-
bined to develop hybrid-based RS (HB) [9]. While we acknowledge that recent
RS exploits Al-based algorithm [42], we limit ourselves in configuring the men-
tioned filtering-based RSs, posing the focus on mapping domain-specific concepts
to generic components. Nevertheless, it is worth mentioning that the proposed
approach can be easily adapted to configure the Al-based systems as this will
impact the code generator module only, which can be easily updated to produce
Python code as done in prior research [17].

3 Automated RS Integration in Model-Based Ecosystems

This section overviews the proposed approach and how we built a framework
to support it. Figurel depicts the proposed approach that is compliant with
the Meta-Object Facility (MOF) standard [35], combines different modelling
artefacts and, in 7 steps (marked with circled numbers from @ to @), automates
the generation of domain-specific model-based recommendations. We distinguish
the proposed framework components as User-specified to identify artefacts that
are specified by the modeller and are domain-dependent, i.e., variable; Provided
by the framework to identify components which the modeller simply uses.

We intend to provide a way to integrate the recommender system with exist-
ing modelling languages that could be provided by the user. Indeed, the process
starts with an annotation phase @ of a Domain Model where the modeller maps
the domain-specific concepts with concepts of a recommender system. This is
done thanks to the concept inheritance at m2. Indeed, EMF supports multiple
inheritances, enabling the mixing of structural features like attributes at multiple
places in the generated class hierarchy. This workaround poses the Recommender
System’s concept at one level above the domain model, which is often used in a
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Fig. 1. Overview of the proposed approach

multi-level modelling setting [29], but for the sake of simplicity, we keep them at
the same modelling level since technically they are treated both as metamodels.

Figure2 shows the generic Recommender System metamodel that can
be wused to represent a FilteringRS and its main components, i.e.,
CollaborativeFiltering and ContentBased RSs. Concerning the configura-
tion parameters, we specify the SimilarityFunction represented as an enu-
meration of state-of-the-art functions e.g., Cosine similarity or Jaccard distance.
Moreover, on the CF instance, we appoint if the recommendations are user-based
with the attribute: isUserBased and the number of neighbors utilized to rec-
ommend items to the end-user. Notably, the conceived metamodel allows the
specification of HybridBased.

While we acknowledge that several metamodels for representing RS are in
place [2,17,32], in this paper, we focus on handling three different types of user
feedback expressed on the items, i.e., ratings, content-based preferences and
implicit ones extracted from the user profile. The metamodel can be further
extended to support other feedback. Concerning the first type, the metaclass
UserItemRow represents a triple of an User, Item, and a float value that rep-
resents the rating. Roughly speaking, the metamodel allows the definition of
a UserItemMatrix that represents a list of rows in which a user expresses a
rating on a particular item. Such a matrix feeds the CollaborativeFiltering
algorithm, represented by the corresponding metaclass. To handle preferences to
train a ContentBased system, we used the ContentBasedPreference, which is
a list of generic Preference.
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Fig. 2. Recommender system metamodel.

Since this concept strongly relies on the application domain, we intentionally
left the class generic enough to be mapped using the weaving approach. Simi-
larly, a user can have a Profile that needs to be customized according to the
type of domain supported by the wanted RS. A model of a specific space can be
consistent with a model from another space if there is a bijection between con-
cepts of both spaces [47]. Extending a metamodel does not mean composing and
merging two different metamodels [16], but in our case, we need a metamodel
extension based on the conceptual correspondence. To this end, the transforma-
tion T at @ automates the concept inheritance specification and refactors the
domain model enriched with annotation including the concepts inheritance. The
RS concepts indirectly related to specific domains are multiple; for instance, the
Users, or the Items are domain-specific and depend on the application domain
they support. For instance, in a Movie RS, the user is a “viewer” and will be
represented differently from those in a Tourism RS, who are “tourists”. The same
goes for the items to recommend; in the first case, they will be movies, while in
the second, they will be itineraries or POIs. This applies also to other concepts
such as preferences, profiles, etc.

This is an endogenous transformation refactoring the metamodel according
to the mappings, de-facto extending concepts from the domain model with con-
cepts from the RS, i.e., the Concept inheritance relationship. This transformation
supports an “extension” of the domain instance to the RS metamodel. We rep-
resent this extension with a dotted C2 relationship since it is not formalized but
conceptually valid. Nonetheless, it allows us to declare instances in m1 that will
conform to both the domain model and the RS metamodel.

We reported an excerpt of these mappings in Table 1, where we indicate the
annotation, the Ecore element that can be applied, the refactoring applied by
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the transformation, and the RS target element. In a few words, the “viewer” for
a movie’s RS will be typed as a Viewer in the movie domain, but it will also be
considered as a User of the RS, and so on.

Table 1. Excerpt of some of the applied mapping and applied refactorings in T

Annotation [Applied on|Refactoring RS target

Quser EClass The metaclass inherits from the CF/CB
User metaclass

Qitem EClass The metaclass inherits from the CF/CB

Item metaclass

@preferenceEAttribute The metaclass is created on the CB
domain’s side and inherits from the
Preference metaclass

@preference|EReference/ The metaclass is created tracing the CB
Algorithm preferences inheriting
from the Preference metaclass

@profile EAttribute| The metaclass inherits from the CF/CB
Profile metaclass

We do not include the full transformation due to space constraints. Still,
it is a single endogenous transformation written in the Epsilon Transformation
Language (ETL) [19], with one rule for each row in Table 1. This transformation
modifies the metamodel, enabling the creation of weaving links between RS
model and application domain instances at the ml level. For example, the RS
metamodel supports the creation of Collaborative Filtering items, which are
specified using the UserltemMatrix. Each UserltemRow links an RS user (via
_user in UserltemRow — User in Fig.2) to an RS item (via _item in Fig.2).
After applying the transformation, the modeller can associate a user with an
item in the application domain. This is made possible by the transformation,
which reads annotations to create the necessary mappings. For instance, the user
annotation allows the domain-specific User metaclass to extend the RS-specific
User metaclass, enabling the creation of typed weaving links in step @.

In Fig. 3, we represented the refactoring applied to the domain model after
applying the first rule derived from the first mapping in Table 1. A metaclass in
the domain model including an annotation user will be refactored as the right-
hand side of Fig. 3, i.e., inheriting from the User metaclass of the RS metamodel
in Fig.2. This process is metamodel agnostic, i.e., it can then be replicated by
switching the application domain and maintaining the RS metamodel fixed.

Once the modeller has specified a Domain Instance to work with and an RS
Configuration Model, which expresses the configuration of the desired recom-
mender system (in @), they can automatically configure the supported filtering-
based RSs, i.e., CF, CB, or combine them in an HB RS.



Automated Recommender System Integration in Model-Based Ecosystems 27

User User

RS metamodel

@User

Domain model

Fig. 3. Simplified effect of the application of the first rule mapping in Table 1

In @, the Data Extractor component extracts the training data from the
weaving models composed in @. Specifically, it navigates the RS configuration
model to the Domain instance and translates the models into a format suitable
for processing by the RS framework in Mahout, which we use as a technology
stack. Mahout seemed to be the natural integration since we use EMF as a
modeling framework that is based on Java. The data, retrieved from the EOL
Script, is then passed through the Apache Mahout framework to generate the
recommendations.

In Listing 1, we provide an excerpt of the data extractor that reads the
models, creates maps to be input into the RS engine, and generates an output
with all the necessary data from the models, for then, consequently, generate the
output Recommendation model. In this output model, the data extractor will be
able to relink the original domain model instances to the recommendations. It
is worth noting, for instance, as explained above the system retrieves the user
ID (Line 10) by navigating the user instance linked to the application domain’s
model instance. Similarly, the recommendation items are extracted from the
application domain (see Lines 15-18), with both pieces of information essential
for generating meaningful final recommendations.

var userData

1

2 = new Map();

3| var itemData = new Map();

1| var ratingsData = new Sequence();

| var categoriesData = new Sequence();

G| for (user in recommendersystemModel!User.allInstances()) {
7 var userDetails = new Map();

8 userDetails.put("userId", user.identification);

9 userDetails.put("userName", user.name);

10 userData.put (user.id, userDetails);

3| for (Item in recommendersystemModel!Item.allInstances()) {

4 var itemDetails = new Map();

> itemDetails.put("itemId", Item.identification);

5 itemDetails.put("itemName", Item.name);
itemDetails.put("category", Item.category.category);

8 itemData.put (Item.id, itemDetails);

Listing 1. Excerpt of the EOL Data Extractor

Concerning the current implementation, we do not report for lack of space the
Java code executing the data extractor and the output recommendation model



28 R. S. Pereira et al.

generation. These components load the RS model specifying the configuration
and the domain model to generate the expected output as an XMI model.

The generated output model can be used in multiple ways: be parsed and
print out the recommendations in the Eclipse console, generate a CSV, or be
processed as an additional input of an existing Codegenerator @ to generate
domain-specific recommendations in web UI (@). This recommendation model
in output is kept separated to ensure that an existing code generator can be
re-used and likely integrated with this additional model to refine the generated
Web UI with user-specific recommendations.

4 Validation

In this section, we first introduce the two application domains, tourism and
movies, in which RS can be deployed. Then, we applied the proposed approach
to answer R() formulated in Sect. 1.

4.1 Scenarios and Datasets

> Tourism domain. In the context of the RASTA project!, we developed a
recommender system to suggest suitable itineraries in a natural park scenario.
We are currently utilizing a dataset provided by other fellows involved in the
project. The dataset contains twenty POlIs of six different categories, all placed
within the National Park of Abruzzo, Lazio, and Molise?. Since real users and the
corresponding ratings are not available yet, we manually created twenty users
with the corresponding ratings assigned to more than one POI. Overall, we
populated the model with 200 different ratings that can produce 52 itineraries.
> Movie domain. To test the system, we employ the well-known MovieLens
dataset [21] that represents a benchmark in the recommender systems domain
[3,33]. In particular, the dataset contains more than 9,000 movies and 600 users,
resulting in more than 10,000 ratings. This dataset offers the possibility to
demonstrate how the RS would behave when applied to a scenario with more
robust data.

4.2 Results

Tourism Domain. Figure 43 reports the conceived domain model (metamodel)
designing a travel RS for Natural Parks. As prescribed by the scenario, this
domain can include Itinerary, POI with the associated Category, and the
Tourist.

The annotations that we specified to apply the approach are reported in the
metamodel (with violet icon) and outline, for example, that the tourist is the
User in our RS*. In contrast, the POI is considered as the Item to recommend

! https://rasta.unicampania.it /.

2 https:/ /www.parcoabruzzo.it /Eindex.php.

3 We report directly the annotated metamodel processed by the transformation T.

4 Some annotations are not visible in the Ecore Diagram, for instance, the ones spec-
ified on structural features.
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Fig. 4. Natural Park domain metamodel.

as the Itinerary and the preferences are specified on the attributes that can be
considered, e.g., priceRange of the POI that will range from LOW to VERY-
HIGH (VHIGH in the figure) as the enumeration specifies.

After we process this metamodel with the transformation T, the same will
be modified as specified in Table 1, by adding supertypes to the involved meta-
classes, e.g., POI and Tourist.

Figure 5 illustrates the weaving links between a natural park domain model
and the RS in the tourism context through the weaving model, modelled at the
level (m1) of Fig. 1 in step @. Furthermore, Fig. 5 shows an explicit user prefer-
ence expressed on the available categories offered by the domain. Such explicit
feedback can be embedded into the outcomes, thus adapting the recommenda-
tions using the explicit ratings from the matrix explained above.

In Fig.6, we show how the proposed approach has been successfully inte-
grated into an existing code generator, enabling the Picto view in a). On top, a
model conforms to the metamodel in Fig. 4 is shown in both textual (Flexmi)
and XMI formats (tree-view based editor), whereas on the bottom, the Picto
view shows a generated HTML view with the list of POIs. In Fig. 6 ¢) We show
how the Picto editor shows a different ranked view of the POIs, based on the
processed weaving model. Indeed, the list of POI is ranked for the user selected in
the right dropdown menu (on the right). The application of the approach made
the lightweight integration of domain-specific recommendations possible with a
simple modification of the existing code generator. In Fig. 6 b) We highlight the
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Fig. 5. An excerpt of the Natural Park Weaving model - Content-Based Preferences.

line of the code generator modified to obtain the desired result. Indeed, the line
retrieving the POIs from the domain model instance was initially specified as
s.pois, that is, the expression retrieving the POIs from the processed instance of
RSDomain. This line is modified to navigate the output recommendation model
and retrieve all the POIs (_item) through the weaving links, and then use the
expression sortBy to rank the items based on the value.

This demonstrates that recommendations are tailored based on the highest
scores and the user’s preferred categories. Consequently, different recommenda-
tions will be generated depending on the category preference, highlighting the
system’s ability to dynamically adapt to various user interests and preferences.

Movie Domain. In Fig.7 we report the second scenario aforementioned in
Sect. 2, i.e., MovieLens.?. It is worth highlighting that this scenario counts with
Series and Movie, and Viewer.

Following the same standard as in the previous scenario, the annotations in
this metamodel trace the Viewer to the User in the RS model. Furthermore, the
Show metaclass refers to the Item class in the RS model. After going through the
transformation T, this metamodel will be altered to comply with the specification
from Table 1 generating the final metamodel with all the correct references®

Figure8 a) depicts the linkage between the shows/movies domain and the
RS via the weaving model. In Fig. 8 it is possible to see the matrix of user-item
interactions, although, this time, each row corresponds to a viewer, a show, and
lastly, the score assigned to that given show by the viewer.

We demonstrated the feasibility of this approach, as it remains independent
of the domain metamodel used. This is facilitated, reiterating, by the dotted
conformance line depicted in Fig. 1, through which we enable the implementation

5 Here, we also report directly the annotated metamodel processed by the transfor-
mation.
6 Same as previous scenario.
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Fig. 6. Overview of the effect of applying the approach on an existing code generator.

of multiple inheritance with the RS metamodel by processing the annotations
specified by the domain expert.

Running the Data Extractor on the input weaving models shown, we observe
in Fig.8 b) the Eclipse console displaying the results for this specific scenario.
In the picture, we can see that the recommended item for the user is a blend of
the highest score for the user’s input and their preferred category, which is also
user-defined. In this second example, we converted the output recommendation
model into printed instructions in the Eclipse console, but also in this case,
an existing code generator could be easily modified to embed the generated
recommendations into a web-based view. This illustrates that recommendations
will be tailored for different domains, respecting their specifications. Therefore,
it saves time in development and makes the deployment of such systems more
dynamic, underscoring the system’s adaptability to different user interests and
preferences through its multilevel modelling and generalizability. In the scope
of this paper, the recommendations that were produced have been built on top
of the Apache Mahout library. Nevertheless, it is our strong belief that the
proposed approach can be adapted using different RS metamodels, such as the
ones specified in prior works [17,32], to cover additional RS algorithms.
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Fig. 8. Excerpt of MovieLens Weaving model - Collaborative Filtering Ratings (a) and
generated console output (b).

Answer to RQ: By applying the modelling approach to the proposed scenarios,
the results show that recommendations have been generated predicting over the
given domain-specific models. Even though a specific library is bound to the imple-
mentation, the approach allows the usage of a more complex RS metamodel, thus
easily supporting the specification of additional algorithms.

Threats to Validity. This section discusses threats that may hamper the
results of our work. Internal validity concerns the expressiveness of the con-
ceived metamodels, i.e., the RS metamodel may not be suitable to handle addi-
tional domains. To mitigate this, we exploit the EMF annotations that link
generic filtering RS concepts to two different application domains, i.e., tourism
and movie recommendations. Another possible threat is related to the EOL
scripts employed to generate the data, as they are tailored for the conceived
weaving model. In this respect, the scripts can be easily adapted by configuring
a different metamodel during the EOL configuration.

Threats to external validity concern the generalizability of the results, i.e., the
proposed approach can be applied only to filtering-based RS. Nonetheless, the
EMF annotations and the weaving models can be reused using a more complex
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RS metamodel, thus making the approach suitable to support additional RS algo-
rithms, i.e., Al-based ones. While we acknowledge that the current version of the
Data Eaxtractor component supports the Apache Mahout implementation, the
proposed framework can be generalized to support additional libraries. Another
issue is represented by the conducted evaluation process, i.e., the obtained results
may vary if additional scenarios are considered. To mitigate this, we rely on a
state-of-the-art dataset in the RS domain, i.e., MovieLens, and a novel applica-
tion domain, i.e., tourism recommendations developed in the RASTA project.

5 Related Works

UbiCARS [32] is an MDE framework that supports the specification of context-
aware RSs in the e-commerce domain. The authors define a custom domain-
specific modelling language (DSML) to represent relevant RS concepts, e.g. user
feedback, purchase history, and rating.

RECOLIBRY SUITE [24] is a configuration framework built on top of an RS
ontology. First, developers can select and configure a set of ready-to-use RS.
Afterwards, a dedicated web service supports the deployment of the selected RS.
Almonte et al. [2] develop DROID, an Eclipse plugin to configure, test, and run
RSs for modeling activities. Given an initial set of models and metamodels, the
framework allows users to run different state-of-the-art filtering RS by relying on
RankSys Java library [48]. The system automatically computes accuracy metrics
on the recommended items, showing the best algorithm for a given configuration.
The same authors propose IRONMAN [1], a framework to configure and deploy
different RS for supporting modelling tasks into a Sirius-based environment.
Elliot framework [3] automatize the evaluation of RSs using a configuration file
written in YAML. In such a way, non-expert users can easily train and test
different RSs using different configurations. LEVAREC [17] exploits a dedicated
feature model to configure RSs for software engineering tasks. After configuring
high-level features, the system generates a coarse-grain model that can be refined
within the Eclipse IDE. Afterwards, the corresponding source code is generated
from the refined model using the Acceleo engine. The most relevant work to
ours is [50]. In particular, the paper proposes the Lavoisier tool, an MDE-based
approach based on textual domain-specific language (DSL) specifically conceived
to automate the data management pipeline. In particular, the proposed language
offers high-level primitives to transform any specific-domain data into tabular
data, ready to be ingested by data analysis tools and frameworks.

Remark: To the best of our knowledge, prior works neglect to manage data han-
dling flexibly. Compared with the above-mentioned tools, our approach offers a
generic weaving model that links domain-specific concepts to RS ones. In addi-
tion, we provide an automated approach that can produce training data directly
from the specified models, thus assisting developers in configuring two different
types of filtering-based RSs. Lastly, Al-based RSs can be easily integrated by
updating the code generator component.
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6 Conclusion and Future Work

Motivated by the lack of tools and frameworks that facilitate the configuration
of data sources in filtering-based recommender systems, this paper proposes a
novel modelling approach based on weaving modelling and metamodel exten-
sion to support the deployment of filtering-based RSs tested on two well-known
application scenarios, i.e. tourism and movies RS. We first define metamodels
to represent domain concepts and generic components of two different types of
RSs. Then, metamodel annotations were used to tie the domain-specific con-
cepts to RSs generic component, assisting RSs designers in supporting different
scenarios by reusing generic components. To assess the approach, we develop an
initial prototype implementing model management operations and the Mahout
RS library, showing that the conceived modelling artefacts can automate the
mapping between the two above-mentioned scenarios and the RS metamodel
and the generated recommendations can be used in existing code generators or
as generated indications. In future works, we plan to enlarge the evaluation by
considering additional algorithms, e.g., Al-based RSs, and distribute the weaving
approach on a web-based Ul that can be seen as a low-code platform for config-
uring RSs. In addition, we plan to conduct a user study in which participants
can assess the expressiveness of the modelling framework in representing domain-
specific concepts, also including a complete assessment of the performance of the
specified RSs.
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Abstract. Predictive Process Monitoring (PPM) often uses deep learn-
ing models to predict the future behavior of ongoing processes, such
as predicting process outcomes. While these models achieve high accu-
racy, their lack of interpretability undermines user trust and adoption.
Explainable AT (XAI) aims to address this challenge by providing the
reasoning behind the predictions. However, current evaluations of XAI
in PPM focus primarily on functional metrics (such as fidelity), over-
looking wuser-centered aspects such as their effect on task performance
and decision-making. This study investigates the effects of explanation
styles (feature importance, rule-based, and counterfactual) and perceived
AT accuracy (low or high) on decision-making in PPM. We conducted a
decision-making experiment, where users were presented with the Al pre-
dictions, perceived accuracy levels, and explanations of different styles.
Users’ decisions were measured both before and after receiving explana-
tions, allowing the assessment of objective metrics (Task Performance
and Agreement) and subjective metrics (Decision Confidence). Our find-
ings show that perceived accuracy and explanation style have a signifi-
cant effect.

Keywords: Explainable Al - Feature importance + Rule base
explanations + Counterfactuals - User evaluation

1 Introduction

Predictive Process Monitoring (PPM) is a set of techniques that uses historical
event logs to predict the future behavior of ongoing processes using machine
learning [11]. These techniques enable predictions across various dimensions,
such as forecasting the remaining time of a case, the next process step, and
outcomes of ongoing processes [26]. By integrating these predictive capabilities
into decision support systems, PPM can empower organizations to make data-
driven decisions, enhancing efficiency and productivity across various domains,
including healthcare, finance, and business operations.
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Recent PPM techniques often use complex predictive models, such as deep
learning, to achieve high prediction accuracy. This improved accuracy often
comes at the expense of interpretability, as these “black box” models are inher-
ently difficult for users to understand. This lack of interpretability and trans-
parency can lead to hesitancy among users—such as decision-makers and process
owners—to trust and adopt such systems [13]. This issue is particularly critical
in the PPM domain, where predictions can directly influence crucial decisions,
impacting individual cases and potentially entire workflows [18].

Explainable AI (XAI) has emerged as a promising solution to address this
interpretability challenge. XAI aims to explain the “how” and “why” behind
predictions while preserving the strong predictive performance of complex mod-
els [2]. In the PPM domain, recent advances have adapted XAI techniques, such
as LIME [23] and DiCE [20], to explain process predictions [12,14,19,32] or
evaluate predictive models [26]. By offering interpretable insights, these tech-
niques have the potential to increase user trust and foster the adoption of PPM
technologies.

Despite these advancements, user evaluations of XAI explanations remain
scarce, particularly very few studies focus on the effectiveness of explanations
rather than their understandability [1,9]. Much of the current XAI evaluation
focuses on functional metrics (e.g., fidelity) rather than the user-centered effects
of explanations. Many questions remain unanswered. For example, how do these
explanations affect users’ task performance, agreement with Al predictions, or
confidence in their decisions?

In the PPM domain, only a few studies [12,25] have conducted user-centered
evaluations, focusing on a single XAI technique and focusing on usability or
understandability. There remains a critical gap in understanding the effects of
different explanation styles and perceived Al accuracy on decision-making, such
as task performance, agreement, and decision confidence.

In this paper, we aim to address this gap through an empirical, user-centric
evaluation focusing the effectiveness. We investigate these two factors, namely
(1) explanation styles and (2) perceived AI accuracy. Our motivation for focusing
on these two factors is the following. Explanation styles vary in their logical
structure and how they present information to users, influencing users’ reasoning
processes [5,34]. Perceived Al accuracy, on the other hand, impacts user trust and
reliance, with prior research suggesting a relation between perceived correctness
and the information users incorporate in decision-making [7,17]. We investigate
the following research question: How do (1) different explanation styles and (2)
the perceived accuracy of Al predictions affect decision-making in PPM?

Our evaluation was conducted in a decision-making context where partici-
pants determine whether to accept or reject loan applications based on Al predic-
tions. Specifically, we trained a “black-box” predictive model on the loan applica-
tion log from BPIC 2017 [8]. and used XAI techniques representing three distinct
styles to generate corresponding explanations. To create the survey, we randomly
selected four cases (two predicted correctly and two incorrectly) along with their
predictions and explanations. The study involved 179 participants, divided into
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independent groups. Each participant received an introduction, detailed descrip-
tions of the task, and then the four selected cases (shown sequentially). For each
case, participants were asked to make decisions both before and after being
presented with the explanations. To evaluate the impact of these explanations,
we measured a combination of objective metrics (Task Performance and Agree-
ment) and a subjective metric (Decision Confidence). Our findings contribute to
a deeper understanding of how users interact with XAI explanations, providing
insights for designing more effective decision-support systems in PPM.

The remainder of this paper is structured as follows: Sect. 2 discusses the cur-
rent XAI techniques in the PPM domain and their evaluation methods. Section 3
presents the research method. Section 4 covers the evaluation of the developed
system. Finally, Sect.5 summarizes our key findings and discusses future work.

2 Related Work

Recently, explainability approaches have also been adapted and investigated in
the field of PPM [3,4,14,16] Only a few studies in the PPM domain are con-
cerned with evaluating the explanations generated with XAI techniques. As the
importance of explaining PPM results gains recognition, the evaluation of these
explanations is expected to gain more interest. Explainability evaluation can be
categorized into three types [9]: Function-grounded, Application-, and Human-
evaluations. In Table 1, relevant studies are classified based on their evaluation
approaches and whether they compare XAI methods.

Function-grounded evaluation assesses explanations based on their inher-
ent characteristics, such as stability and fidelity. Stability refers to the con-
sistency of explanations generated for the same data sample under identical
conditions [33]. They proposed metrics to evaluate the stability of the top-K
feature subset and their respective weights across multiple explanations for cer-
tain process instances [31]. Fidelity, on the other hand, pertains to the ability of
XAI methods to accurately mimic the behavior of the explained ML model in
the vicinity of the explained process instance. Velmurugan et al. [30] introduced
an approach to evaluate local XAI methods for their internal fidelity, which
compares the decision-making process of the explainer proxy model with the
explained black-box model. Among the Function-grounded evaluation studies in
the PPM domain, Stevens et al. [28] and Elkhawaga et al. [10] proposed evalu-
ation approaches for various XAI methods applied to PPM results. Stevens et
al. introduced four out-of-the-box metrics from relevant XAI evaluation research
and applied them to different attributes of process mining data. Elkhawaga et
al. [10] proposed an approach for evaluating the consistency of XAI methods.
While useful, we lack insights into how these explanations affect user’s decision-
making.

Only two studies [12,25] focused on user evaluations, specifically application-
grounded evaluation. Rizzi et al. [25] are among the first to investigate whether
users understand the explanation plots. Instead of applying actual XAI meth-
ods, they generate three levels of different plots in event, trace, and event log
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Table 1. Explainability Evaluation Approaches in PPM

Year|Ref. Evaluation Metric Function Application |Human XAI Methods
grounded grounded Evaluation  |Comparison

2020 Velmurugan et al. [30] Fidelity v’ v’

2021 Velmurugan et al. [31]|Stability v’ v’

2022/Huang et al. [15] Fidelity Domain Knowledge v~

2023 Stevens et al. [28] Parsimony Functional N N

Complexity Importance
Ranking Correlation Level
of Disagreement

2024 El-Khawaga et al. [10]/Consistence v’ v’
2022Rizzi et al. [25] Understandability v’
2023 Galanti et al. [12] Accuracy Perceived Task v’

Difficulty Usability

levels. While the study involved participants from both the PPM and ML fields,
comprehension and usage levels of explanations varied based on domain knowl-
edge and experience. However, the study relied on qualitative evaluation with a
limited number of participants without employing a consolidated user-interface
evaluation methodology. Galanti et al. [12] proposed a framework to evaluate
the understanding and comfort level of process analysts with results from an
explainable predictive monitoring framework. Their evaluation focused on accu-
racy in task execution, perceived task difficulty, usability, and user experience
dimensions. Regarding the comparison of XAI methods, no user study compares
the effectiveness of different XAI styles in user evaluation in the PPM domain.

We identified two key gaps that motivate our work. First, there are limited
comparative user evaluations in the PPM domain. Existing user evaluations of
XAI techniques for PPM primarily focus on individual XAI methods or qualita-
tive evaluations with limited generalizability. Second, there is a lack of research
that studies the effect of different explanation styles on decision-making, not to
mention the perceived Al accuracy. Existing research primarily focuses on the
understandability and usability of a single explanation style. There is no sys-
tematic investigation into how different explanation styles and the accuracy of
a prediction model affect a user’s decision process.

Outside the area of PPM, there have been studies that show how different
explanation styles and Al accuracies can impact the user’s decision confidence,
task performance, and agreement. In [6], two explanation styles are studied in
the domain of stock market trading. The study shows that both rule-based and
feature-importance explanations improved task performance, but only in cases
of high AT accuracy. A follow-up paper [5] on text and image classification tasks
showed that the domain of the prediction model can change the way explanation
styles impact the user’s task performance, indicating that a new assessment
in the PPM domain is required. Both papers further propose expanding such
comparisons by including counterfactual examples as an explanation technique.
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Given these gaps, this paper aims to conduct an empirical user evaluation to
investigate the effect of different explanation styles and perceived Al accuracy
on decision-making.

3 Research Method

In this section, we outline the research methods for conducting the empirical
user evaluation. The section is organized as follows: we introduce the evaluation
objectives, describe the experimental design, define the hypotheses and analyti-
cal approach, and detail the overall experimental procedure.

3.1 Evaluation Objectives

The objective of this study is to examine the effect of explanation styles and the
perceived Al accuracy on decision-making within the context PPM. Specifically,
the evaluation is structured around the following objectives:

1. To investigate the effect of perceived Al accuracy on task performance, agree-
ment with AT predictions, and decision confidence.

2. To investigate the effect of explanation styles on task performance, agreement,
and decision confidence by comparing results before and after the provision
of explanations.

3.2 Experimental Design

The experiment was designed to address the evaluation objectives outlined in
the previous section. As illustrated in Fig. 1, a two-phase decision-making setup
was implemented to examine the effects of perceived accuracy and explanation
styles. First, participants were randomly assigned into two groups; the perceived
AT accuracy was manipulated depending on the group, i.e., the high-accuracy
group was shown a 96% accuracy, whereas the low-accuracy group was shown
a 63% accuracy. This division allowed us to assess the effect of perceived accu-
racy on participants’ initial decisions (EXP1). Within each group, participants
were further assigned to one of three commonly used explanation-style sub-
groups: Feature Importance (FI), Rule-based, or Counterfactual (CF) [22], thus
in total, 6 independent groups. This setup facilitated comparisons of pre- and
post-explanation decision-making across explanation styles.

Each participant is randomly assigned to follow one of these six branches
in Fig.1 (e.g., High-accuracy and FI-based style) and sees four cases sequen-
tially: two cases with correct predictions and two cases with incorrect predic-
tions. For each case, participants’ decisions, i.e., whether they agree with or are
against the Al decision, were recorded at two points: before explanations were
provided (initial decisions) and after receiving the assigned explanation style
(post-explanation decisions). This design enabled both within-group (pre- ver-
sus post-explanation) and cross-group (accuracy and explanation style) compar-
isons.
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Fig. 1. Experiment Setting.

Two independent variables were recorded in this experiment: (1) Perceived
AI Accuracy: high (96%) or low (63%), determining the accuracy level partici-
pants were exposed to; (2) Explanation styles: the assigned explanation style,
categorized as Feature Importance, Rule-based, or Counterfactual.

To evaluate the effect of explanation styles and perceived Al accuracy on
decision-making, the following three dependent variables were measured for each
participant across the four cases, both before and after explanations:

1. Task performance: The number of correct decisions participants make
across the four cases, measured separately before and after.

2. Agreement: The number of decisions that align with Al predictions, mea-
sured separately for the four cases before and after.

3. Decision Confidence: Participants’ confidence in their decision-making,
rated on a 5-point Likert scale ranging from 1 (completely unsure) to 5
(extremely confident), also measured before and after across the four cases.

After completing the decision-making task, participants filled in a post-
experiment questionnaire to indicate their subjective opinions regarding the
effectiveness of the explanations. This included satisfaction and perceived sim-
plicity, as well as rankings of the explanations they relied on most. Participants’
educational background and experience with process mining or XAl were also
collected to explore their potential influence on explanation effectiveness.

3.3 Training Black-Box Model and Generating Explanations

We use a real-life log to generate realistic explanations of different styles, train
an outcome prediction model, and generate explanations. We select the BPIC
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2017 event log [8], which is a real-life event log that records the loan applica-
tion process of a Dutch financial institution. This dataset was selected for two
primary reasons. First, it is a widely used dataset in the PPM and explainable
PPM domains (e.g., [3,16,29]), showing its applicability for generating process
predictions and explanations, ensuring the feasibility of this study. Second, the
loan application process provides a familiar and relatable context, making it
accessible for participants, even those without prior knowledge of PPM.

To prepare the data for model training, we followed established preprocessing
steps [21,35]. Figure 2 shows an overview of our PPM workflow. We used pre-
fix extraction and state-based bucketing with the activity O_ Returned as the
mile-stone state, representing the decision point. We used aggregation encoding,
counting all events up to the mile-stone state for each case, and extracting the
relevant case attributes. Additionally, we generated three features (i.e., income,
employment status, credit score, and age). Half of the feature values were ran-
domly generated to introduce variability, independently of the outcome labels.
The other half was generated based on the rules to ensure some useful features
when generating explanations. We then trained a Random Forest model as the
black-box model to predict the process outcome, determining whether a loan
application would be accepted, canceled, or rejected. The model achieved an
overall accuracy of 0.85.

To generate explanations for the black-box model, we employed three estab-
lished XAI techniques, each of them representing a major explanation style used
in PPM [14,15,18],:

— Feature Importance (FI)-based explanations: LIME [23], which identify vari-
ables influencing a prediction and highlight the most critical features.

— Rule-based explanations: Anchor [24] which provide interpretable if-then rules
that describe decision boundaries.

— Counterfactual-based explanations: DiCE [20], which offer hypothetical sce-
narios to illustrate how a different outcome could occur under changed inputs.

Examples of each explanation style are shown in Figs. 3, 4 and 5. The full exper-
imental setup, including detailed preprocessing steps and model configurations,
is made available at https://github.com/ghksdl6025/evaluating explanation
styles.

3.4 Survey Procedure

Before distributing the survey, we conducted pilot testing with five individuals,
representing a mix of those with and without process mining knowledge and those
with and without a Business IT background. This pilot test aimed to estimate
the average time required to complete the task and assess the task difficulty.
Participants without these backgrounds took approximately 20 min to complete
the survey. Recognizing the varying levels of knowledge and anticipating that
a long survey duration might reduce the quality of responses, we decided to
reduce the number of tasks. Initially, the survey included five scenarios. Based
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on the pilot test feedback, we reduced this to four scenarios, focusing only on
accept and reject predictions, each with one correct and one incorrect predictions.
After these adjustments, the median completion time for the pilot survey was
approximately 10 min.

The survey distribution was divided into multiple phases. The first batch
consisted of approximately 20 Business Informatics master’s students at Utrecht
University attending a Process Mining lecture. The second batch included other
master’s students from backgrounds related to Business and IT, including Busi-
ness Informatics. The third batch consisted of PhD researchers in the process
mining field. The final batch was recruited from the Prolific platform® to fill in
the required number of participants. In total, we gathered 222 participants. After
excluding responses that are incomplete or the completion time under 5 min, we

W_Complete  W_Callater  W_Validate
offers application Income  Credit Score Age Loan Goal Outcome.

Home.
Originalinput " . 2 o 15000 24800 &0 2 mprovement  wmp RejoCt

- Accopt

- Cancel

Fig. 5. CF example (DiCE).

! Copyright ©[2024] Prolific. https://www.prolific.com.
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Table 2. Participant demographics (N = 179)

Characteristics N |%
Education (highest completed)/High School 3| 1.7
Bachelor or equivalent| 98 |54.1
Master or equivalent 69 [38.1
Ph.D. or higher 9|5
STEM Background Yes 138 |22.7
No 41 (76.2
Process Mining Experience Never worked with it [107 |59.1
Less than 1year 41 22.7
1-2 years 17| 9.4
2-3 years 6] 3.3
3-5 years 41| 2.2
5-+ years 4| 2.2
XAI Experience Never worked with it [107 |59.1
Less than 1 year 32 [17.7
1-2 years 24 (13.3
2-3 years 6] 3.3
3-5 years 8| 4.4
5+ years 21 1.1

retained data from 179 participants. The median time to complete the survey
for these qualified participants was 566.5s, approximately 9—-10 min.

Participants were randomly assigned to one of six groups (approximately 30

participants per group) using the Qualtrics survey tool? All participants followed
the same procedure, which included the following stages:

1.

Introduction: Participants received an overview of the study objectives and
the loan application process to provide context for the experiment.

. Informed Consent: A consent form was provided, detailing the study’s

purpose, participants’ rights, and data confidentiality measures.
Experiment: Participants completed four decision-making tasks, making
predictions both before and after receiving explanations.

Post Questionnaire: Participants rated their satisfaction and their (per-
ceived) simplicity with the explanations (1-5 scale). Open-ended responses
captured additional feedback on challenges and suggestions for improvement.
Demographic Questionnaire: Demographic data such as education level,
STEM background, and experience with XAI and Process Mining were col-
lected for analysis. Table 2 summarizes the demographic distribution of the
179 participants.

An example of the full survey is publicly available3. The survey is published

at https://survey.uu.nl/jfe/form/SV 789q74Z184LzGJO0.

2 Copyright ©[2024] Qualtrics. https://www.qualtrics.com.
3 see https://github.com/ghksdl6025/evaluating _explanation _styles.
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4 Results

This section presents the quantitative results obtained from the participants and
details the analyses performed. The analyses were conducted using the Python
Statsmodels package [27], which supports statistical tests. The code for the sta-
tistical tests is publicly available (see footnote 3).

4.1 Descriptive Statistics

Table 3 provides a summary of the results for task performance, agreement, and
decision confidence across the three explanation styles and the two perceived
accuracy levels.

As listed in Table 3, task performance varied within the high-accuracy group,
depending on the type of explanation provided. The survey participants who
received Feature importance (FI) explanations scored an average of 2.14 out of 4
before the explanation. This means that out of 4 decisions made before showing
the explanation, 2.14 are made correctly on average across 29 participants (as
the ground truth regardless of the prediction). This number slightly increased to
2.21 after showing the explanation. However, the standard deviations are rather
high (0.68 before vs 0.71 after). Those who received Rule-based explanations
scored 2.27 before and 2.23 after, slightly higher than FI. Those who received
Counterfactual explanations had the lowest task performance in the group, with
averages of 1.70 before and 1.85 after the explanation.

In the low-accuracy group, we observed the opposite for counterfactual, of
which the task performance was the highest among the three groups, 2.39 before
the explanation, and 2.84 after the explanation (with an increase of 0.45). Inter-
estingly, participants in the low-accuracy group showed more noticeable improve-
ments in their performance across all explanation styles after seeing the expla-
nation. In the low-accuracy group, a mild increase of 0.32, 0.13, 0.45 respectively
for FI, Rule, and CF, whereas only a slight increase of 0.07, -0.04, 0.15 in the
high-accuracy group for the three styles.

In the case of Agreement, the results are more mixed, as listed in Column
5 and 6 in Table3. The participants in the high-accuracy group who received
Counterfactual explanations had the highest agreement with AT predictions, with

Table 3. Before and After Explanation: Task Performance, Agreement, Decision Con-
fidence among Accuracy and Exp. Styles

Accuracy Exp. Styles/Task Performance Agreement Decision Confidence
Before After Diff. Before After Diff. Before After Diff.
High  |FI 2.14 (0.68)[2.21 (0.71)/0.07 [3.17 (1.02)12.90 (1.18)—0.28/3.57 (0.88)[3.61 (0.91)0.04
Rule 2.27 (0.89)12.23 (0.67) —0.03/3.13 (0.96)(3.30 (0.90)0.17 |3.88 (0.63)/4.07 (0.65)0.19
CF 1.70 (0.53)1.85 (0.59)/0.15 3.59 (0.78)/3.41 (0.78) —0.19/4.02 (0.53)(3.97 (0.54)|—0.05
Low FI 2.13 (0.66)2.45 (0.66)(0.32 3.42 (0.79)[3.16 (0.68)—0.26/3.78 (0.93)[3.87 (0.75)/0.09
Rule 2.39 (0.87)(2.52 (0.88)0.13 3.29 (0.89)3.23 (0.97)—0.06/3.73 (0.82)[3.81 (0.84)0.08
CF 2.39 (0.66)(2.84 (0.72)(0.45 |3.16 (0.88)3.48 (0.76)/0.32 [3.78 (0.54)3.66 (0.62)—0.12

FI = Feature importance, CF = Counterfactual, Diff. = After - Before.
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3.59 before and 3.41 after showing the explanation. In the low-accuracy group,
participants with Counterfactual explanations showed an increase in agreement
scores (from 3.16 to 3.48), reaching the highest agreement among the three
styles. Another interesting observation is that after showing FI explanations,
the agreement score decreased in both high and low-accuracy groups, while for
the rule-based explanation, the results are mixed.

An interesting observation is that the average agreement score is consistently
higher than the task performance, meaning out of the four cases, users agree
more than three times with the prediction. Since two of these predictions are
incorrect, these impact their task performance. This suggests that the users lost
performance due to overreliance on the prediction.

Regarding Decision confidence (see the last two columns in Table 3) scores
varied across explanation styles and accuracy levels. In the high-accuracy group,
Rule-based explanations led to the highest decision confidence after the expla-
nation (4.07), followed by Counterfactual (3.97), and FI (3.61). In comparison,
the low-accuracy group showed lower decision confidence scores, except for FI.
When comparing the score before and after the explanation, the decision confi-
dence increased for rule-based and FI, except for Counterfactual.

4.2 Hypotheses Result

In this section, we present the results of our hypothesis testing. Table 4 outlines
the variables and statistical methods applied for each hypothesis.

EXP1: Effect of Perceived AI Accuracy on Initial Task Performance
(H1), Agreements (H2), and Decision Confidence (H3). We test the
three hypotheses to measure the effect of perceived accuracy on decision-making
in the before explanation setup. Independent sample t-tests were used for all
three hypotheses.

H1: Effect of Perceived Accuracy on Task Performance. H1 investigated whether
perceived Al accuracy levels influence initial task performance. The independent
variable is the accuracy group (high vs. low), and the dependent variable is the
average task performance of the two groups prior to explanations.

Table 4. Statistical Analysis and Variables for Each Hypothesis

Independent Variable Dependent Variable Statistical test
Perceived AI Acc. (EXP1)Before explanation TP (H1) Independent t-test
Before explanation Ag. (H2)
Before explanation DC (H3)
Exp. Styles (EXP2) Before vs. After explanation TP (H4) |Paired t-test
Before vs. After explanation Ag. (H5)
Before vs. After explanation DC (H6)
TP = Task Performance, Ag. = Agreement, DC = Decision Confi-
dence.
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The test yielded a p-value of 0.026 and an effect size of 0.336 (Cohen’s d),
indicating a small to medium effect. The results suggest a significant difference in
task performance between the high-accuracy and low-accuracy groups. Interest-
ingly, participants in the high-accuracy group performed worse than those in the
low-accuracy group, with a mean difference of -0.2558. This finding indicates that
lower perceived Al accuracy is associated with higher initial task performance
before explanations are provided.

H2: Effect of Perceived Accuracy on Agreement. For H2, we investigated whether
perceived Al accuracy influences participants’ agreement with AI predictions.
The analysis showed no significant difference between the high-accuracy and
low-accuracy groups, with a p-value of 0.998 and a negligible mean difference of
0.0349. These findings suggest that perceived Al accuracy does not significantly
affect agreement with Al predictions in the pre-explanation setup.

H3: Effect of Perceived Accuracy on Decision Confidence. H3 evaluates the
impact of perceived Al accuracy on participants’ confidence in their decisions.
The analysis yielded a p-value of 0.638, with a mean difference of 0.0698, indi-
cating no significant difference in decision confidence between the two accuracy
groups. These results suggest that perceived Al accuracy does not influence par-
ticipants’ confidence in their decisions before explanations are provided.

EXP2: Effect of Explanation Provision on Task Performance (H4),
Agreements (H5), and Decision Confidence (H6). This section analyzes
how the provision of explanations impacts decision-making, comparing pre- and
post-explanation decisions. The hypotheses focus on how different explanation
styles influence decision-making across high- and low-accuracy groups. Paired
t-tests were conducted to assess these effects. The statistical results are summa-
rized in Table 5.

H/: Effect of Explanation Provision on Task Performance. H4 examines whether
providing explanations influences participants’ task performance. The indepen-

Table 5. P-Values (and Effect Sizes) for Paired t-Test Results: Changes in Task Per-
formance, Agreement, and Decision Confidence

Task performance Agreement Decision Confidence
Target Groups

(H4) (H5) (H6)
Feature Importance (FI) 0.096 (0.218)  0.025 (0.296) 0.396 (0.110)
Rule-based (Rule) 0.689 (0.051)  0.717 (0.047)  0.135 (0.194)
Counterfactual (CF) 0.002 (0.425)  0.497 (0.090)  0.218 (0.164)
High Acc. FI 0.663 (0.082)  0.187 (0.251)  0.655 (0.084)
High Acc. Rule 0.839 (0.037)  0.433 (0.145)  0.076 (0.336)
High Acc. CF 0.294 (0.206)  0.259 (0.222)  0.557 (0.114)
Low Acc. FI 0.077 (0.329) 0.043 (0.379) 0.476 (0.130)
Low Acc. Rule 0.489 (0.126)  0.712 (0.067) 0.582 (0.100)
( )

Low Acc. CF 0.002 (0.625)  0.086 (0.318 0.285 (0.196)

Note: Yellow cells indicate significant results where p-values are below 0.05.




Explanation Styles and Perceived Accuracy in PPM Decision-Making 51

dent variable is the explanation provision, and the dependent variable is task
performance.

Grouping the data by explanation styles (merging the low- and high-accuracy
groups), the results of Counterfactual explanations show a significant increase
in task performance. The paired t-test showed a t-value of -3.236 (df = 57),
with p = 0.002 and a medium effect size of 0.425. The average increase in task
performance is 0.310. For FI-based and Rule-based styles, no significant changes
were observed.

To confirm these results, we conducted further analysis, testing the high and
low-accuracy groups separately (see the last six rows of Table 5). The test results
show a significant improvement in task performance for the Counterfactual-based
style, particularly in the low-accuracy group, with a p-value of 0.002 and a
medium effect size of 0.625. This was also observed in the descriptive statistics
in Table 3.

These results allow us to reject the null hypothesis (H4p), which posits that
explanations do not influence task performance. The data support the alternative
hypothesis (H4;), indicating that Counterfactual-based explanations sig-
nificantly improve task performance, particularly within the low-accuracy
group, highlighted by a medium effect size.

Hb5: Effect of Explanation Provision on Agreement. H5 investigates whether
explanations influence participants’ agreement with Al predictions. The indepen-
dent variable is explanation provision, and the dependent variable is agreement
before and after explanations.

Across all participants, the FI-based style showed a significant decrease in
agreement, with a mean difference of 0.27 (p = 0.025) and a small to medium
effect size of 0.296. No significant changes in agreement were observed for the
Rule-based or Counterfactual-based styles, as their p-values exceeded 0.05.

When testing the high and low-accuracy groups separately, the FI-based
style in the low-accuracy group remains significant, showing a decrease of -0.26
in agreement and a p-value of 0.043. The test results in the high-accuracy group
became insignificant, with a p-value of 0.187. No significant changes in agreement
were observed for the Rule-based or Counterfactual-based styles, as their p-
values exceeded 0.05. These findings suggest that FI-based explanations may
reduce agreement in low-accuracy scenarios, but explanations generally
have limited influence on agreement in high-accuracy scenarios.

HG6: Effect of Explanation Provision on Decision Confidence. H6 evaluates
whether explanations influence participants’ decision confidence. The indepen-
dent variable is the explanation style, and the dependent variable is the change
in confidence before and after explanations.

Across all participants, no significant changes in decision confidence were
observed for any explanation style. The p-values were as follows: FI-based (p =
0.396), Rule-based (p = 0.135), Counterfactual-based (p = 0.218). Effect sizes
were small, indicating negligible impact.

When analyzing the high and low accuracy groups separately, the results were
non-significant for both groups: high accuracy (FI-based p=0.655, Rule-based
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p=0.076, Counterfactual-based p=0.557); low accuracy (FI-based p=0.476, Rule-
based p=0.582, Counterfactual-based p= 0.285). Separate analysis for the high-
and low-accuracy groups yielded non-significant results for all explanation styles.
Based on these results, we fail to reject the null hypothesis (H6g), which states
that explanations do not influence participants’ decision confidence.

Satisfaction and Simplicity. Users’ subjective evaluations of explanations regard-
ing satisfaction and simplicity revealed that the Rule-based explanation style
achieved the highest satisfaction scores and was rated the easiest to under-
stand across both high- and low-accuracy groups (averages of 3.80 and 3.61,
respectively). The Feature Importance (FI) style ranked second, with satisfac-
tion scores of 3.66 and 3.39. In contrast, the Counterfactual explanation style
received the lowest satisfaction ratings (3.41 and 3.19) and was perceived as
slightly more difficult to understand. Interestingly, despite their effectiveness
in enhancing task performance (as discussed previously), counterfactual expla-
nations presented challenges in terms of user satisfaction and simplicity. These
findings suggest that Rule-based explanations balance satisfaction and simplicity,
while Counterfactual explanations may trade off user satisfaction and simplicity
for performance gains.

4.3 Discussion

Interestingly, task performance was consistently better in the low-accuracy group
compared to the high-accuracy group, even when the same explanation styles
were applied. This counterintuitive result may indicate that users in the low-
accuracy group engaged more critically with the provided explanations. With
the high-accuracy label, users might have trusted the AI predictions too readily,
relying less on the explanations to guide their decisions. This overreliance may
have contributed to lower task performance in the high-accuracy group. This may
suggest that it is important to foster appropriate skepticism among users when
interacting with Al systems, especially in cases where predictions are uncertain
or may be incorrect.

Furthermore, the greater effect of explanations in the low-accuracy group
(i.e., the improvement in task performance before and after the explanation) also
aligns with the hypothesis that users are more likely to scrutinize explanations
when they perceive the model as less reliable. In contrast, users in the high-
accuracy group may view explanations as supplementary or only consult them
to resolve doubts. This behavioral difference underscores the need to design
explanations that can effectively support users in both scenarios, ensuring the
explanations are used as intended.

Our findings also show that counterfactual explanations significantly enhance
task performance, particularly in the low-accuracy group. This suggests that
counterfactual-based explanations provide insights that enable users to more
effectively identify incorrect decisions.

It is important to note that the model’s accuracy was a label rather than
an inherent characteristic of the underlying system, which remained the same
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across conditions. This design choice suggests that perceived accuracy signifi-
cantly influences how users interact with explanations. The stronger impact of
explanations in the low-accuracy group underscores the importance of manag-
ing user perceptions when presenting Al systems, particularly in contexts where
interpretability and trust are critical.

It is worth highlighting an important consideration regarding perceived Al
accuracy. Initially, we explored the idea of using actual model performance by
training two separate models-one with high accuracy and one with low accuracy.
However, we found that the explanations generated by XAI techniques differed
significantly between the two models. This shifted the focus of our study toward
the content of the explanations (i.e., which features best explain the prediction)
rather than the comparison of explanation styles. To ensure a fair comparison
across groups, we chose to use a single model while manipulating only the per-
ceived accuracy. Future work could investigate how true model accuracy affect
user trust and decision-making.

5 Conclusion

This study aimed to evaluate the effect of explanation styles (i.e., Feature
importance-based, Rule-based, and Counterfactual-based) and perceived Al
accuracy on decision-making within the predictive process monitoring (PPM)
domain. The evaluation was conducted in a decision-making scenario where par-
ticipants assessed whether to accept or reject a loan application based on the Al’s
predictions. The effects were measured across three metrics: task performance,
agreement, and decision confidence.

The findings revealed that perceived Al accuracy significantly influenced
initial task performance, with lower perceived accuracy associated with higher
initial task performance. Among the explanation styles, Counterfactual expla-
nations proved to be particularly effective in enhancing task performance and
agreement. In contrast, Feature importance explanations showed the lowest lev-
els of agreement across all styles.

Rule-based explanations stood out in terms of user satisfaction and per-
ceived simplicity, as they achieved the highest ratings. These characteristics also
translated into the highest decision confidence. However, despite their positive
reception, Rule-based explanations did not appear to significantly improve task
performance. These results suggest there may be no correlation between the
perceived satisfaction of an explanation style and its objective effectiveness in
enhancing decision-making outcomes.

Building on these findings, future work could focus on conducting application-
grounded evaluations involving domain experts to further validate the effec-
tiveness of these explanation styles in real-world contexts. Additionally, future
research could consider more advanced explainable predictive process monitoring
techniques in the evaluation. Exploring novel explanation styles, such as human
language-based explanations powered by Large Language Models (LLMs), rep-
resents another promising avenue for improving both interpretability and user
engagement.
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Abstract. Process discovery generates process models from event logs.
Traditionally, an event log is defined as a multiset of traces, where each
trace is a sequence of events. The total order of the events in a sequential
trace is typically based on their temporal occurrence. However, real-life
processes are partially ordered by nature. Different activities can occur
in different parts of the process and, thus, independently of each other.
Therefore, the temporal total order of events does not necessarily reflect
their causal order, as also causally unrelated events may be ordered in
time. Only partial orders allow to express concurrency, duration, overlap,
and uncertainty of events. Consequently, there is a growing need for pro-
cess mining algorithms that can directly handle partially ordered input.
In this paper, we combine two well-established and efficient algorithms,
the eST Miner from the process mining community and the Firing LPO
algorithm from the Petri net community, to introduce the eST? Miner.
The eST? Miner is a process discovery algorithm that can directly handle
partially ordered input, gives strong formal guarantees, offers good run-
time and excellent space complexity, and can, thus, be used in real-life
applications.

Keywords: Business Process Modeling *+ Process Discovery - Event
Data - Partial Orders - Petri Nets

1 Introduction

Process mining gains insights into business processes by analyzing recorded
behavior [18]. The goal of process discovery is to generate a process model based
on an event log [2-4]. An event log is a multiset of traces, where each trace is
a sequence of events, i.e., executed activities of a process. Traditionally, these
traces are totally ordered based on the timestamps of the events. To illustrate
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this, consider an example from an Educational Process Mining project at the
RWTH Aachen which analyzes study behavior [10,29]. Here, every trace in the
event log represents the sequence of courses that a student took, ordered by
the timestamps when the student passed the course exams. Figure 1 shows three
traces of the event log, where student 1 took General Chemistry, Mathematics,
etc. in the depicted order. Note that these traces suggest that, e.g., Technical
Chemistry is always completed after Spectroscopy because this relation exists in
all traces.

. General . . Organic Inorganic Technical
Student 1: > Chemistry >> Mathematics >> Physics >> Chemistry >> Chemistry Spectroscopy Chemistry

. General . Organic . Inorganic Technical
Student 2: > Chemistry >> ilatiematcs) >> Chemistry >> i >> Chemistry >> STREHESETY >> Chemistry >

. N General : Organic Inorganic Technical
Student 3: > Mathematics >> Chemistry >> RIVEICS >> Chemistry >> Chemistry >> SPECUeEC0RY >> Chemistry >

Fig. 1. Example event log with three traces. Each trace is a sequence of courses taken
by one student, totally ordered based on course exam dates.

Semester 1 Semester 2 | Semester 3 Semester 4
Mathematics ] [ Inorganic Chemistry ] [ Spectroscopy ]
General Organic B .
[ Chemistry 1 ] [ Chemistry ] [ Technical Chemistry ]

Fig. 2. Partially ordered representation of the three traces in Fig. 1.

In real-life processes, however, activities are often only partially ordered, and
some activities can occur independently of each other. Consequently, an observed
temporal order of the events does not necessarily reflect their causal relation, as
also causally unrelated events may be ordered in time. In our example, we know
that students usually do not take courses in a strict sequential order (one after
the completion of another), but take several courses in parallel per semester,
and that courses have a duration. Thus, if we group all exam timestamps by
semester and include course durations, we receive the partially ordered trace in
Fig. 2 for all traces of Fig.1, depicting that the students took several courses
concurrently. Note that the order relation between Spectroscopy and Techni-
cal Chemistry, inferred by the totally ordered traces, is accidental and caused
by later exam dates within the same semester. The information that Technical
Chemistry overlaps with Inorganic Chemistry and, thus, is not dependent on the
completion of Inorganic Chemistry could not be reflected by the totally ordered
traces either.
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This example illustrates that if we discover models based on event data that
is totally ordered based on timestamps, on the one hand, we may unwillingly
infer dependencies between activities to the discovered model which are purely
accidental. On the other hand, we may lose valuable information on the underly-
ing process that is available in the event log, but a total order cannot represent.
The more concurrent behavior there is in the underlying process, the higher the
risk that the discovered model will not depict the process correctly.

Quite often, the temporal order based on the timestamps of the events is not
a total order either. Most real-life event logs have severe data quality problems,
leading to timestamps that are unreliable, incomparable, have too coarse or
different granularities, especially if data from different source systems and/or
manual input must be combined [11,17]. A well-known example is healthcare
data [25,26], where many events require manual input to the system, usually
done at the end of a shift. Consequently, the timestamp does not necessarily
reflect the occurrence of the event itself. Moreover, several events can have the
same timestamp, e.g., a date only. Many BPI challenge event logs illustrate the
same problem: In the BPIC 2011 log, 87%, and in the BPIC 2012 log, 5% of all
events have the same timestamp as their predecessors [5]. In this case, the events
are partially ordered due to uncertainty, and any total order would be random.

In turn, there is an increasing amount of additional data available in informa-
tion systems which can be used to identify causal relations within a process. An
example is lifecycle data, which reflects the duration and overlap of events (e.g.,
contained in the BPIC 2012 log). A lifecycle attribute for events is defined in the
event log standard format XES [30], but this information cannot be represented
using totally ordered traces.

Thus, to obtain meaningful process mining results and discover models that
better reflect the underlying process, we find a growing amount of work in which
a trace is a partial order of events [5,7,14,16,20,21,27]. Using partial orders,
we can explicitly express both uncertainty and concurrency [19,28], as well as
represent duration and time overlaps of events. Furthermore, partial orders often
provide a much more compact representation of the recorded behavior, which
can improve runtime and space complexity of discovery algorithms.

From a practical point of view, the use of partially ordered event logs has
three consequences concerning process discovery applications. First, we need
to distinguish between data in event logs that reflects technical information,
i.e., generated or required by the information system, and data that reflects
characteristics and dependencies of the underlying process. Second, we need an
additional preprocessing step for partial order extraction/event log transforma-
tion, using data identified in the first step. Third, we need process discovery
algorithms that can directly process partially ordered input in real-life settings,
which is the focus of this paper. Applying sequential trace-based algorithms on
partially ordered event logs is not an efficient option, because we must process
all possible interleavings (i.e., sequentializations) of all partially ordered traces,
and one partially ordered trace can induce a significant number of interleavings.
Furthermore, semantically, concurrency is not the same as interleaving.
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In [20], the authors present an overview of partial order-based process dis-
covery. The existing work primarily refers to synthesis or folding, e.g., Prime
Miner [7], ILP? Miner [16], unfolding-based process discovery [21], multi-
phase process mining approaches [13], and folding-based approaches [9]. These
approaches give strong formal guarantees, i.e., they produce models with high
fitness and precision. However, they come with considerable space and runtime
complexity, which is problematic when working with real-life event logs.

To close this gap, in this paper, we combine two well-established and efficient
algorithms, the eST Miner and the Firing LPO algorithm from Petri net theory,
to introduce the eST? Miner. The eST Miner [22] is a replay-based process
discovery algorithm. To find the places of the result Petri net, it enumerates and
evaluates all possible places of the net in linear time by firing every trace in the
event log. Thanks to a special strategy for ordering, traversing, and pruning the
set of possible candidate places, the algorithm is time-efficient and only needs to
store the input event log and the resulting net. Working with partially ordered
event logs, however, it is not possible any more to simply replay traces from
start to end. Therefore, in the eST? Miner, we adapt the currently most efficient
verification algorithm from Petri net theory [8] to verify whether a partial order
is replayable. The new eST? Miner handles totally ordered event logs just like the
eST Miner and provides the same guarantees for the discovered process models,
but it can also directly handle partially ordered input.

In this paper, we address the problem of discovering a process model based
on an event log which is a multiset of labeled partial orders. We introduce the
eST? Miner which is based on two well-established algorithms. We implement
the eST? Miner and evaluate the new approach based on public and private logs.

2 Preliminaries

A multiset m over X is a function m: X — N. We write m =y m(z) - to
denote all multiplicities of m. We extend the notion of a subset to the concept
of multisets, where a multiset is considered a subset of another multiset if the
cardinality of every element is equal to or less than that in the other multiset.

We model observed partially ordered behavior as a partially ordered set of
activities (see [4] for a detailed introduction).

Definition 1 (Labeled Partial Order, lpo). Let A be a set of activities.
A labeled partial order (lpo) is a triple (V,<,l) where V is a finite set of nodes,
<C V x V 1is a transitive and irreflexive relation, and l: V — A a labeling func-
tion. Let n € V be a node. We denote {n’ € V | n’ < n} the set of predecessors
and {n' € V | n < n'} the set of successors of n.

We define an event log as a multiset of labeled partial orders.
Definition 2 (Event Log). An event log is a multiset of labeled partial orders.

To model business processes, we use the concept of workflow nets [1], a sub-
class of marked Petri nets [12].
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Definition 3 (Workflow Net). A workflow net N is a tuple (P, T, F) where
P is a finite set of places, T is a finite set of transitions such that PN'T = ()
holds, FF C (P x T)U (T x P) is a set of directed arcs, i,0 € P are two places
for which ei = oe = ) holds, and where every node n € (P UT) is on a directed
path from i to o. Let n € (T U P) be a node of a workflow net. We denote
en={n"€(TUP)|(n',n) € F} the preset of n and ne = {n’ € (T UP) |
(n,n’) € F} the postset of n.

For workflow nets, there is a simple firing rule. A marking of N is a multiset
m: P — N. A transition ¢ can fire at marking m if e¢ C m holds. Once transition ¢
fires, the marking of N changes from m to m’, where for m’ it holds that m/(p) =
m(p) — 1 if p € (ot \ te) or m'(p) = m(p) — 1 if p € (te \ ot) or m'(p) = m(p)
otherwise.

The behavior of a workflow net is the set of all possible partially ordered
sets of firing events that bring the workflow net from its initial marking ¢ to
its final marking o. Formally we can define this language as the set of labeled
partial orders for which a so-called valid tokenflow exists for every place [8]. A
compact tokenflow is a distribution of tokens on the skeleton arcs of the Ipo.
This distribution is valid if it satisfies certain conditions. In the following, we
adopt the original definition of compact tokenflows to workflow nets.

Definition 4 (Behavior of a Workflow Net). Let N = (P, T, F) be a work-
flow net, let lpo = (V,<,1) be a labeled partial order, and [(V) C T. Let < be
the smallest relation for which the transitive closure is <. A compact tokenflow
is a function x: <— N. Fiz a p € P\ {i,0}. Place p is valid for lpo if and only
if there is a compact tokenflow x such that the following conditions hold:

(i) veV,(plv) e F = Z z(v',v) > 1, and

v/ <v
vz t(W,v) =1L (p,U(v)) € FA(I(v),p) ¢ F,
(ii) Yoev: D a(v,0) = {3, -, @, v) + 1,((v),p) € F A (p,(v)) ¢ F,
v=v’ Y ow<p (@, 0) , otherwise.
Place i is valid for lpo if and only if
(iii) |[{fv eV |(i,l(v) € F}| =1.
Place o is valid for Ipo if and only if
(iv) |{v eV | ((v),o) € F}‘ =1.
If and only if all places of N are valid for lpo, lpo is in the language of N.

Condition (i) ensures that every transition receives enough tokens to fire,
(it) that the firing rule applies, (74) and (iv) that the initial token is consumed
and the final token is produced.

An event log is replayable in a workflow net if every lpo of the event log is
in the language of the workflow net.
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p3

Archive
Repair

Test
Repair

Analyze
Defect

Register

p5

Restart
Repair

Repair
(Simple)

Inform
User
0

Register Analyze 0 }. 0 }. 1 > Archive
Defect Repair
Repair Test Restart Repair Test
(Complex) Repair Repair (Simple) Repair

Fig. 3. A workflow net (top) and a labeled partial order with a compact tokenflow for
p4 (bottom).

Example 1. Figure3 shows a workflow net and an Ipo. The numbers denoted
on the arcs of the lpo depict a compact tokenflow for place p/4. In this tokenflow,
both Repair (Complex) and Repair (Simple), which are in the postset of p/,
receive enough tokens to fire (Definition4()). The firing rule (Definition 4(ii))
applies because Analyze Defect and Restart Repair, which are in the preset of
p4, increase the amount of tokens that they received from their predecessors
in the lpo by one token. Repair (Complex) and Repair (Simple), which are in
the postset of p/, decrease the amount by one token. All other events leave the
amount unchanged. Definition 4(4ii) and Definition 4(iv) are satisfied because in
N, there are arcs from i to Register and from Archive Repair to o, such that
the initial token can be consumed and the final token be produced. Thus, all
conditions are fulfilled and p4 is valid for this Ipo.

3 Replay-Based Process Discovery

In this section, we recapitulate the basic ideas of replay-based process discovery
and the original eST Miner as presented in [22], which serves as the foundation
for our new eST? Miner approach.

To start with, we initialize a workflow net by simply creating one transition
for each activity in the event log. This initial placeless net can replay any given
event log because no place restricts the firing of the transitions. Then, we suc-
cessively add places and related arcs to prune the behavior of the workflow net
such that it matches the behavior of the given event log. This idea is similar to
discovery algorithms based on the theory of regions [4].

To find the places of the workflow net, we enumerate and traverse all possible
places of the net. In this context, we assume that each place also defines its preset
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and postset, i.e., how it connects to a set of transitions. The set of all possible
places of the net is called the set of candidate places. For each candidate place,
we evaluate if it is valid for the given event log by replaying the event log on the
place. Only if the place is valid, it can be added to the final result. If a candidate
is not valid, we move on to check the next candidate place.

The main idea of the eST Miner is that, during this evaluation of a candidate
place, we do not only evaluate if a place is valid or not. For places which are
not valid, we distinguish if this is due to a lack of tokens or due to remaining
tokens on the place. Thus, while replaying each trace in the event log on the
candidate, we keep track of the number of tokens in every intermediate marking.
If the number of tokens ever becomes negative, the behavior is not replayable,
and we call the candidate place underfed. If, after replaying the behavior of the
event log, the place is not empty, we call the candidate place overfed. Note that
a place can be underfed and overfed at the same time. The additional underfed
and overfed information is used for an efficient traversal of the set of candidates.

Although the set of potential candidate places is finite, it is still exponential
in the number of transitions, a number impossible to efficiently store, retrieve,
and evaluate. Therefore, the eST Miner deterministically calculates the next
candidate place to be evaluated and prunes the candidate space based on the
evaluation results of the current candidate place. To achieve this, the set of
candidate places is represented in the form of a tree, with different branches
reflecting the addition of incoming and outgoing arcs to transitions. If a candidate
place is underfed, adding outgoing arcs will not help make it a valid candidate
place. Similarly, if a candidate is overfed, adding incoming arcs will not help make
it valid. Using the underfed and overfed information of the current candidate
place, the algorithm can prune the tree and skip the traversal of entire unfitting
subtrees. This drastically decreases the overall runtime on real-life event logs (by
40-95%), still guaranteeing that all valid places are visited.

By applying such a replay-based process discovery strategy, we only add valid
places to the net. As a consequence, the language of the discovered workflow
net will always include the behavior of the event log, and the model will be
perfectly fit. However, for practical applications, this is too restrictive, as event
logs are known to also contain noise. To address this, the eST Miner uses an
additional, second evaluation step on log level and a configurable noise handling
parameter 7. In the log level evaluation step, the results of all traces of the
event log are summarized. Only if a place is valid for a fraction of 7 or more of
the traces in the event log, the place is added to the result net. The log level
candidate evaluation using 7 is also applied on the underfed and overfed values
used for the pruning and traversal of the candidate tree.

A high-level overview of the algorithmic framework is provided in Fig. 4. For
implementation details of the original eST Miner, including post-processing of
the result net, we refer the interested reader to [22,24].
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[ Algorithmic Framework ]

Candidate Evaluation
Candidate

p underfed/overfed

Fig. 4. High-level overview of the eST? Miner framework.

4 The eST? Miner

To apply the concept of replay-based process discovery to partially ordered event
logs, we introduce the eST? Miner. The eST? Miner follows all the concepts
outlined in the previous section. Thus, the eST? Miner is a variant of the eST
Miner, but it addresses the candidate evaluation specifically for labeled partial
orders. It decides whether a candidate place is valid, underfed, or overfed for
a given lpo by calculating compact tokenflows (Definition4). Since we evaluate
each Ipo of the entire partially ordered event log on every candidate place, the
runtime and efficiency of this evaluation part are vital.

To verify whether a valid compact tokenflow exists for a place and a given
Ipo, a maximal flow problem must be solved in O(n?) time [8], where n is the
number of nodes of the lpo. The maximal flow algorithm explores all possible
distributions of tokens on the arcs of the lpo, and directly indicates if a candidate
place is valid, underfed, or overfed. However, solving a maximal flow problem in
cubic time is not an efficient option for large real-life event logs.

Thus, for the eST? Miner, we adapt the currently most efficient approach
presented in [8], which we will refer to as the Firing LPO algorithm in the
remainder of this paper. The main idea of the Firing LPO algorithm is that for
certain places, it is easy to determine whether a valid compact tokenflow exists
for a given lpo or not. To identify such places, the algorithm applies two heuristics
steps first, the so-called forward and backward strategies. Both of these heuristics
steps run in linear time. Consequently, the exact maximal flow algorithm only
needs to be applied on places which cannot be resolved by the heuristics steps.

Experimental results of the Firing LPO algorithm show that it runs in
quadratic or even linear time for most practical use cases [8], and that it is
especially fast on restricted Petri nets like workflow nets. In workflow nets, there
are no arc weights, and a lot of places are empty most of the time. Therefore, the
number of possible distributions of tokens decreases significantly, and the prob-
ability of finding a valid compact tokenflow in the two heuristics steps increases
considerably. Therefore, in most cases, the replayability of an lpo on a place can
be decided after forward or backward strategy, i.e., in linear time (like the token
replay strategy for totally ordered traces in the original eST Miner).

Note that it is also possible to evaluate whether totally ordered traces are
replayable using the Firing LPO algorithm. In totally ordered traces, only one
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single possible distribution of tokens exists. Therefore we can always decide
whether a place is valid or not after executing the first heuristics step, which
in fact is equivalent to the original eST Miner replay strategy [22]. For detailed
information on the Firing LPO algorithm, we refer the interested reader to [8].

Necessary Adaptations. Although certain aspects of the original Firing LPO
algorithm must be adapted to the scope and setting of the eST? Miner, the two
algorithms are quite a perfect match.

The input to our adapted Firing LPO algorithm within the eST? Miner is
an Ipo and a workflow net which only consists of the candidate place p and
the transitions in its preset and postset. As the original Firing LPO algorithm
was designed for general marked Petri nets, and workflow nets are a restricted
form of general marked Petri nets, these one-place nets can be handled by the
algorithm without any modifications.

However, it is no longer sufficient to evaluate whether a place is valid or not
for a specific Ipo. Therefore, we must adapt the output of our adapted algorithm
to provide the more specific information whether the place is underfed and/or
overfed. This means, if a place is not valid, we need to distinguish if this is due
to missing or remaining tokens on the place.

The original algorithm verifies if a place is valid or not for a specific lpo by
evaluating whether or not a compact tokenflow (i.e., a distribution of tokens
along the arcs of the Ipo) exists such that every node of the Ipo receives enough
tokens for its related transition to fire. If no such distribution exists, one or
several nodes of the lpo do not receive enough tokens, which can be directly
translated to the place being underfed.

The original algorithm does not evaluate yet if tokens remain on a place, i.e.,
whether or not a place is overfed, because this is irrelevant for general marked
Petri nets. However, as a coincidence, the original Firing LPO algorithm already
calculates the final marking, i.e., the amount of tokens which are not consumed
by the last node of the lpo, and which remain on the place. This final marking is
proven to be unique even if no valid compact tokenflow can be constructed [8].
We can use this final marking to identify if a place is overfed.

Place Evaluation Using the Adapted Firing LPO Algorithm. The eST?
Miner extends every Ipo of the partially ordered event log by a unique start
node », which is earlier than all other nodes of the lpo, and a unique final
node m, which is later than all other nodes of the Ipo. In our result workflow
net, we connect the unique place ¢ to » and the unique place o to m such that
ie = {»} and eo = {m} hold. Thus, we ensure that the initial token on i is
consumed and the final token on o is produced (Definition 4(iii) and (iv)) by
construction, and that we only evaluate inner places of a workflow net.

The evaluation starts with the forward strategy heuristics. In this heuristics
step, we process all nodes of the lpo in one sequential order which respects the
<-order. We brute-force construct one possible distribution of tokens along the
arcs of the Ipo, i.e., one possible compact tokenflow. The algorithm verifies if
every node receives enough tokens to fire (Definition4()), and ensures that the
firing rule applies (Definition 4(ii)). To guarantee a linear runtime, the algorithm
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can only explore one possible distribution of tokens in the heuristics step, i.e.,
one compact tokenflow, but it identifies and stores the information if alternative
distributions are possible. At the end of the forward heuristics step, it calculates
the unique final marking.

After the forward strategy heuristics step, we can always decide if a place is
overfed or not. A place is overfed if the final marking is positive; otherwise, it
is not overfed. For some places, we can also decide if they are underfed or not:

1. If the final marking is negative, we can deduce that in all possible distribu-
tions of tokens, there will be a lack of tokens. Thus, it is impossible to fulfill
Definition 4(4), and we can classify the place as underfed.

2. If we found a distribution such that for each node of the lpo, there are enough
tokens for its related transition to fire, then Definition 4(7) is fulfilled for all
nodes of the lpo, and the place is not underfed.

3. If Definition4(z) is violated for one or several nodes of the lpo, we must
still consider whether the algorithm detected that alternative distributions of
tokens are possible. If no alternative distributions are possible, the place is
underfed.

We cannot decide whether the place is underfed in case Definition 4(7) is violated,
but alternative distributions are possible. In this case, one of these alternative
distributions may be a valid distribution. Therefore, we apply the second heuris-
tics step of the algorithm, the backward strategy. The backward strategy works
just like the forward strategy but in the reverse direction, i.e., it processes all
nodes of the Ipo in the reverse total order used in the forward strategy, except
that it does not calculate and evaluate a final marking anymore.

If no decision can be made by the backwards heuristics step either, the max-
imal flow algorithm with worst-case cubic runtime must be applied to decide
whether or not the place is underfed.

5 Evaluation

Resuming our Educational Process Mining example, Fig. 5 depicts two workflow
nets discovered by the eST? Miner on a partially ordered (left) and by the eST
Miner on a totally ordered event log (right) based on study behavior data. The
depicted nets are not intended to be readable in detail, but to highlight their
structural differences. As expected, significantly more dependencies exist in the
net that was discovered based on totally ordered input (right). As an example,
consider the Bachelor Thesis marked in red. In the net based on totally ordered
input (right), we find order relations between the Bachelor Thesis and eight other
courses, marked in blue, while only two courses, marked in teal, are concurrent
to Bachelor Thesis. In the net discovered on partially ordered input (left), all of
these courses (marked teal and blue) are concurrent to Bachelor Thesis. Project
owners confirm that students frequently complete courses while already working
on their bachelor thesis. Presumably, the order relations are found because the
bachelor colloquiums are usually held at the very end of a semester, after all
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other course exams. Since the event log data of this project is not public and
the project is still ongoing, we are unable to further evaluate the quality of these
two process models in more detail. As the project progresses, a more detailed
validation will certainly provide more valuable insights.

Therefore, to evaluate our approach in a transparent, reproducible way and
on a broader basis, we use several well-known public totally ordered event logs
which we transform to partially ordered event logs using a so-called concurrency
oracle. Concurrency oracles [6,7,20] use heuristics to derive a partial order rela-
tion on top of the total order relation, based on additional attributes of the event
log. As the focus of our evaluation is not on the performance of oracles, we apply
the same oracle on all our test event logs. We use the so-called Alpha oracle [7]
implemented in the CCO tool! [15], which evaluates directly-follows relations
to identify concurrency. Note that deriving partially ordered logs from a totally
ordered event log using a concurrency oracle may infer some additional behav-
ior that was not recorded in the event log, such that process models discovered
based on the two log versions are not entirely comparable. However, due to the
characteristics of the Alpha oracle, the partially ordered version of the log essen-
tially contains the same behavior as the totally ordered event log but in another
representation. Each partial order represents several traces of the totally ordered
log (i.e., sequentializations of the partial order). Thus, we expect to discover the
same process models for the two event log versions.

To this date, no comparable process discovery approaches for partially
ordered input exist that run on real-life event logs, nor do conformance checking
metrics for partially ordered input. Thus, to evaluate our approach, we com-
pare the eST? Miner (based on the partially ordered version of our test event
logs) to the eST Miner (based on the totally ordered version). This comparison
still allows us to assess the overall quality of the discovered process models dis-
covered by the eST? Miner, as well as to compare the runtimes. We evaluate
the quality of the workflow nets discovered by the eST? Miner using standard
quality metrics based on the behavior described by the totally ordered event log
version, since no other metrics exist yet. Note that we compare the runtimes of
eST? Miner and eST Miner mainly to assess the general efficiency of the eST?
Miner approach. As the main goal of partial-order based process discovery is
not a speedup, but the ability to directly process partially ordered input for
the reasons described in the introduction, we are interested in a comparison of
the algorithm runtimes in relation to the sizes of the event log versions. Often,
partial orders are a more compact representation of the behavior, since several
total orders may be interleavings of the same partial order.

Implementation. The eST? Miner is implemented in ProM?, built on the basis
of the most recent implementation of the eST Miner [23], accessible on GitHub?.
Note that specific parameters required by this implementation remain fixed dur-
ing all our experiments (§ = 1, s = 5, candidate space tree depth of 5). To

! https://github.com /sabinefw/ConfigurableConcurrencyOracleTool.
2 https://promtools.org).
3 https://github.com/promworkbench /eST2-miner.
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exclude a possible runtime impact with respect to different existing eST Miner
implementations, we use the eST? Miner implementation on all event log ver-
sions (totally and partially ordered), since for totally ordered traces, the trace
evaluation step in the eST? Miner is equivalent to the replay in the eST Miner.

Experimental Setup. The evaluation is performed single-threaded on a 16-core
Intel i7-1260P 2.10 GHz machine with 32 GB of main memory.

Table 1. Fitness and precision values of the workflow nets discovered by the eST? Miner
with 7 thresholds of 1.0, 0.8, and 0.5.

event log T7=1.0 7=0.8 7=0.5
fitness | precision | fitness | precision | fitness | precision
Repair 1.00 0.64 1.00 0.64 0.88 0.84
Teleclaims 1.00 0.31 0.96 0.53 0.82 0.40
Reviewing 1.00 0.48 1.00 0.48 0.97 0.49
RTFM 1.00 0.15 0.94 0.68 0.79 0.51
BPI12(a) 1.00 0.20 0.95 0.35 0.80 0.79
BPI12(0) 1.00 0.20 0.97 0.24 0.85 0.87
BPI19(c) 1.00 0.14 0.94 0.44 0.88 1.00
Sepsis(40) 1.00 0.09 0.99 0.14 0.97 0.16

Table 2. Runtime in seconds for the eST? Miner on the partially ordered event log
version and for the eST Miner on the totally ordered event log version with 7 = 1.0.

event log | #cases | #variants relative runtime in s speedup
Ipos | traces | difference | eST? eST
Repair 1,000 9 39 7% 1.03 4.59 78%
Teleclaims 3,512 8 12 33% 2.91 4.71 38%
Reviewing 100 | 93 96 3% | 204.38 | 202.35 1%
RTFM 150,370 | 85 231 63% 25.00 83.05 70%
BPI12(a) 13,087 | 12 17 29% 1.96 3.44 43%
BPI12(0) 5,015 | 75 168 55% 7.48 15.54 52%
BPI19(c) 14,498 | 206 281 27% | 135.37| 172.61 22%
Sepsis(40) 1,050 | 435 846 49% | 1,074.61 | 1,768.46 39%

We use the artificial event logs Repair example? and Teleclaims [3] as well as
the real-life event logs Reviewing [3], Road Traffic Fine Management (RTFM),

4 Example event log file for: https://promtools.org/.
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Sepsis, and the BPI Challenge logs 2012 (A), 2012 (O) and 2019° for our exper-
iments. The BPI Challenge log 2019 is filtered for the “Consignment” trace
attribute, and the Sepsis log for traces up to a maximal length of 40.

Fitness and Precision. Table 1 depicts the fitness and precision values for the
workflow nets discovered by the eST? Miner with noise handling thresholds 7 of
1.0, 0.8, and 0.5. This means that (at least) 100%, 80%, or 50% of the cases in
the event log must be replayable in the result net. We used fitness metrics based
on alignments, and precision metrics based on escaping edges [4]. The fitness of
the result nets is related to the selected 7 thresholds, and the precision tends
to decrease with increasing fitness. Both values can be balanced by selecting a
suitable 7. Note that for almost all test event logs, using the same parameter
settings, the same workflow nets are discovered for both event log versions. In
case the discovered nets differ, the difference is minimal.

Runtime. Table2 compares the runtime in seconds for eST? Miner and
eST Miner for a fixed 7 threshold of 1.0. As a reference, we include the number
of cases, Ipo and sequential trace variants for each event log, to assess the size of
the partially and the totally ordered input. For most event logs, the speedup of
the eST? Miner compared to the runtime of the eST Miner scales almost linearly
to the relative difference between the log versions. For example, in the Teleclaims
log, the relative difference between the traces in the log variants is 33%, almost
linearly reflected in the speedup of 38%. Even in the Reviewing log, where there
are almost as many lpos as totally ordered traces, the eST? Miner does not
show a significant runtime increase compared to the eST Miner. This supports
our expectation that the candidate evaluation step of the eST? Miner is exe-
cuted in linear time for most candidate places, like in the eST Miner (although
the problem is now cubic), and that the eST? Miner approach is comparably
efficient.

6 Conclusion

There are various important reasons for using partially ordered event logs. Real-
life processes are partially ordered by nature, and there are ways to obtain data
on the causal relation of the events. A total order based on the temporal order
is prone to fail as soon as the timestamps are unreliable, incomparable, or too
coarse granular. Only partial orders allow us to directly model uncertainty, con-
currency, duration, and overlap of events, which a total order cannot capture.
Overcoming the total order assumption is especially relevant in fields such as
healthcare, education, and logistics which exhibit highly concurrent behavior.
Consequently, there is a growing need for process mining algorithms which can
directly handle partially ordered input.

To bridge this gap and fully exploit the concurrency information of real-life
data in process discovery, we combine two well-established and efficient algo-
rithms, the eST Miner process discovery algorithm and the Firing LPO algorithm

5 Online accessible at: https://data.4tu.nl/.
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from Petri net theory, to introduce the eST? Miner. The eST? Miner is a process
discovery algorithm which can handle both partially and totally ordered input
while maintaining the same guarantees with respect to the discovered workflow
nets as the established eST Miner, offering space efficiency and good runtimes
even on real-life event logs. We conducted several experiments with well-known
public event logs, assessing the runtime of the algorithm and the quality of the
discovered process models. The results show that, for the majority of our exper-
iments, the runtime of the eST? Miner on partially ordered input scales almost
linearly with the level of compactification of the event log compared to the eST
Miner, and that the same nets are discovered based on both event log versions.

In future work, we plan to evaluate the eST? Miner with respect to other
new partial order-based discovery approaches, all based on the same partially
ordered input, to further analyze, compare, and optimize our approach. We also
intend to conduct further experiments to evaluate and analyze the quality of the
discovered process models based on partially ordered event logs created from the
same totally ordered event log using different concurrency oracle types.
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Abstract. Process discovery studies algorithms for constructing pro-
cess models that describe control flow of systems that generated given
event logs, where an event log is a recording of executed traces of a
system, with each trace captured as a sequence of executed actions. Tra-
ditional process discovery relies on an event log recorded and stored
in a centralized repository. However, in distributed environments, such
as cross-organizational process discovery, this centralization raises con-
cerns about data availability, privacy, and high communication and band-
width demands. To address these challenges, this paper introduces a
novel Federated Stochastic Process Discovery (FSPD) approach. FSPD
avoids centralized event logs by retaining them in decentralized silos, at
organizations where they were originally recorded. Process discovery is
then performed locally within each organization on its event log, and the
resulting local models are shared with a central server for aggregation
into a global model. Our evaluations on industrial event logs demonstrate
that FSPD effectively constructs global process models while preserving
organizational autonomy and privacy, providing a scalable and robust
solution for process discovery in distributed settings.

Keywords: Stochastic process mining - federated process discovery -
cross-silos process discovery + grammatical inference

1 Introduction

Process mining studies ways to use data generated by information systems when
executing business processes to understand historical and to improve future pro-
cesses [2]. Process discovery is one of the core problems in process mining. Given
an event log, a collection of recorded traces, each captured as a sequence of exe-
cuted actions, a process discovery algorithm aims to construct a process model
that faithfully describes the traces the system that generated the event log can
support [5]. A good discovered process model should describe as many traces from
the input event log as possible (good recall), not describe many traces that are not
in the event log (good precision), describe traces the system is likely to execute in
the future (good generalization), and be as simple as possible (good simplicity) [7].

Most commercial process discovery tools construct Directly-Follows Graphs
(DFGs) from event logs [3]. A DFG is a directed graph with nodes represent-
ing actions, edges capturing the “can follow” ordering constraints between the
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actions, and numeric weights attached to nodes and edges specifying indicative
frequencies of observing the corresponding actions and their adjacent executions
in the event log. The level of detail in the constructed DFG is typically controlled
by a threshold, which specifies how much information from the event log can be
disregarded in the model [3]. Business analysts study the system by exploring
models constructed at various thresholds and, thus, different levels of detail [15].
To support interactive adjustments of the threshold, most DFG discovery algo-
rithms aim to meet tight runtime requirements, often operating in linear time
relative to the size of the input event log.

Alkhammash et al. [6] present a genetic algorithm for stochastic process dis-
covery (GASPD) that can construct DFGs that are Pareto-superior in interesting
qualities over DFGs constructed by the state-of-the-art techniques proposed by
academia, which construct models of similar qualities as process discovery tools
from major process mining vendors [14]. GASPD is based on ALERGIA, a gram-
matical inference technique with linear empirical and cubic worst-case runtime
complexity relative to the size of the event log [9]. However, GASPD searches
the parameter space of the grammatical inference using a genetic strategy, which
substantially increases the overall runtime requirements.

In this paper, we present an extension of GASPD capable of federated process
discovery. GASPD, like other traditional process discovery algorithms, operates
over a centralized event log. Federated GASPD works over a distributed event log
in two phases. First, GASPD discovers models of various quality characteristics
on each part of a distributed event log, where the distributed event log can be
seen as a collection of local event logs, with each local event log stored on a ded-
icated device. Then, superior DFGs discovered from each local event log are sent
to the server, where they are aggregated into a (collection of) sound [6], that
is, correct, DFG(s) that describe the overall system. This distributed divide-
and-conquer process discovery approach supports cross-organizational process
discovery, which aims to analyze processes that span multiple organizations that
may be reluctant to share raw data and instead exchange event log abstrac-
tions [4,12]. Furthermore, federated process discovery in the cross-silos setting
improves data privacy and security [12,16], reduces data transfer costs [12,17],
and supports scalability and efficiency [1,8,17].

Concretely, this paper contributes:

1. An efficient algorithm for merging a deterministic frequency finite automaton
(DFFA) into a target DFFA, where a DFFA is an abstract model of an event
log constructed by ALERGIA that can be translated to a DFG by a technique
used by GASPD.

2. A discussion of formal properties of merged DFFAs (and the practical conse-
quences of these properties), including consistency, similarity of the DFFAs
involved in merging, and morphism between the merged DFFA and the input
target DFFA.

3. The FedGASPD and FedCGASPD algorithms (federated versions of
GASPD) that adapt GASPD to discover DFFAs using ALERGIA from local
event logs and then merge superior discovered DFFAs into, respectively, a sin-
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gle DFFA and a collection of DFFAs that can be translated to sound DFGs,
thus implementing FSPD.

4. An evaluation over industrial event logs confirming that FedGASPD and
FedCGASPD can discover process models from distributed event logs that
have similar quality characteristics as process models constructed by GASPD
from the corresponding centralized event logs and work substantially faster
than GASPD, with FedCGASPD constructing interesting models of smaller
sizes.

The remainder of the paper proceeds as follows. The next section dis-
cusses related work. Then, Sect. 3 presents preliminaries necessary to understand
the subsequent discussions. Section 4 introduces FedGASPD and FedCGASPD,
while Sect. 5 presents results of an evaluation of these algorithms based on their
open-source implementation.! Finally, Sect. 6 closes the paper with a discussion
of the limitations of our approach and directions for future work, and states
concluding remarks.

2 Related Work

This section discusses existing works in federated process mining, divided-and-
conquer strategies for process discovery, and cross-organizational process mining.

Van der Aalst [4] introduces a federated process mining approach to create
a unified view of cross-organizational processes. This is achieved by mapping
multiple organization-specific event logs into a single federated event log. The
paper distinguishes between two types of federated process mining: organizations
share filtered event data, and organizations share abstractions, such as DFGs,
to maintain higher levels of confidentiality. However, it does not propose a solu-
tion for merging these abstractions, leaving this as an open problem for future
research, which is addressed in this work.

Rojo et al. [17] explore federated process mining techniques that leverage
distributed devices, such as smartphones, to analyze human actions and inter-
actions (including those with other individuals). These techniques conceptualize
human behavior as a process and focus on event logs collected from individ-
ual devices. The authors propose two approaches: discovering process models
directly from the data of individuals and integrating event logs from multiple
devices into a centralized dataset to construct process models. While the latter
approach involves aggregating traces from multiple devices to a central repos-
itory, it often incurs substantial data transfer costs. In contrast, our approach
discovers models locally on each device and merges them into a final model,
significantly reducing communication overhead.

Khan et al. [12] present a federated approach for cross-silo process mining,
utilizing a dependency graph to analyze distributed process logs while main-
taining data privacy collaboratively. The authors design a protocol for federated
process discovery tailored to the Heuristic Miner process discovery algorithm

! https://github.com/HzhianUnimelb/FederatedProcessDiscovery.
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that relies on a centralized trusted server to orchestrate communication between
the parties that own parts of the entire event log. Our approach can be embed-
ded into similar protocols for federate process discovery. Rafiei and van der Aalst
[16] propose an abstraction-based approach for privacy-aware federated process
discovery in inter-organizational settings, utilizing directly-follows relations as
abstractions of event logs. The approach highlights the importance of enabling
organizations to collaborate while safeguarding sensitive information through
mechanisms such as handover relations and risk-aware reveal methods. A han-
dover occurs when the execution of a trace transitions from one organization to
another. Their method constructs event log abstractions from trace fragments
visible to each organization, which are then aggregated into a unified abstrac-
tion representing the entire event log. By contrast, we partition the event log
into groups of complete traces—for example, those managed by subsidiaries or
business units within an organization—and derive abstractions for each group
prior to merging them.

Carmona et al. [8] presents two techniques for decomposing process discovery
using the theory of regions. The first technique performs a local search for regions
rather than globally, and constructs model components from these local regions.
The second technique involves selecting groups of related events from the event
log, projecting the log onto these groups, and then discovering model compo-
nents from each of these projections. In both cases, the identified components are
then combined into the final process model using parallel composition. Van der
Aalst [1] introduces a divide-and-conquer framework for process discovery based
on partitioning of actions. This framework also proceeds by splitting the actions
into (possibly overlapping) groups, projecting the event log onto these groups,
discovering model components from the projections, and composing the compo-
nents into the resulting process model. Several strategies for decomposing event
logs are discussed. For example, one strategy is based on single-entry-single-exit
(SESE) fragments, which split the actions based on well-defined sub-processes
with unique entry and exit points. Yan et al. [19] present a five-step framework
for decomposing process discovery. First, an action relationship graph is derived
from the event log, representing the dependencies between actions. This graph
is then decomposed into smaller subgraphs, each representing a subset of the
process. These subgraphs are used to create corresponding sublogs, which serve
as input for constructing submodels. Finally, the submodels are composed to
form the complete process model. An instantiation of the framework based on
SESE decomposition and heuristic miner is proposed. Different from the exist-
ing techniques, we work with multiple collections of complete traces rather than
their projections, discover models from these collections, each capturing aspects
of the overall process based on a data subset, and, finally, merging, rather than
assembling, the intermediate models.
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3 Preliminaries

This section presents concepts necessary to understand the contributions dis-
cussed in the subsequent sections. A Deterministic Frequency Finite Automaton
(DFFA) is a mathematical model that describes traces and their frequencies.

Definition 3.1 (Deterministic Frequency Finite Automata)
A Deterministic Frequency Finite Automaton (DFFA) is a tuple (Q, A4, qo, I, T, §),
where:

— @ is a finite nonempty set of states;

— A is a finite set of actions, called the alphabet;

— I:Q — Nis the initial state frequency function, with one initial state gy € Q
for which it holds that I(gy) > 0 and for all ¢ € @, g # qo, it holds that
I(g) = 0;

— F:Q — Nis the final state frequency function; and

- 0:0Q x A xQ — Nis the transition frequency function, such that
Vg € QVa € AVq € QVY¢" € Q : ((6(¢q,a,¢)>0Ab(q,a,¢") >0) =

(@=4d")). .
The notation 6(q,a,q’) = n indicates that there is a transition from
state ¢ to state ¢ labeled with a, occurring n times. Figurel shows
a DFFA with states {po,...,ps}, initial state py, I(pg) = 10, F =

{(p07 1) 3 (p154) 5 <p27 1) ) (p?n 2) 3 (p472)}7 and 5(170’ avpl) = 47 5(170’ bvpl) = 57
6(p1a a7p2) = 37 (5(])1, bap3) = 2) (5(])2, avp4) = 27 and 5(])47 a7p4) =2.

A DFFA is consistent if for each of its states the sum of frequencies of entering
and leaving (or terminating at) that state is identical.

Definition 3.2 (Consistency [11])
A DFFA (Q, A, qo,1,F,0) is consistent if and only if it holds that:

VoeQ: [T+ ) d(d,a,q) | = |Fla)+ D 5(g,a,q)

q'€Q,ac q'€Q,ac

The DFFA in Fig.1 is consistent. The simulation relation associates automata
that behave in a similar way, that is, one automaton can “mimic” the actions of
the other.

Definition 3.3 (Similarity [18])
DFFA A, = (Ql,Al,qé,Hl,IFl,él) simulates DFFA Ay = (QQ,A, qg,]IQ,IFQ,cYQ),
denoted by Ay < A;, if and only if there exists a relation S C Q' x Q2 such that:

~ (g¢,4%) €S, and
— forevery (p, q) € S, if there exists a € A! and p’ € Q! such that 6% (p,a,p’) >
0, then it holds that there exists ¢’ € Q2 such that 6° (¢,a,q') > 0 and

(', q') €S. J
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Our approach to federated process discovery is based on GASPD, an evolution-
ary stochastic process discovery algorithm grounded in grammatical inference [6].
GASPD uses ALERGIA to extract accurate stochastic language models of traces
recorded in an input event log. ALERGIA operates by first constructing the
prefix automaton of the event log and then iteratively reduces it through recur-
sive merging of states that spawn similar sequences of actions into a consistent
DFFA [9].
Algorithm 1 summarizes GASPD in pseudocode.

‘f Algorithm 1: GASPD 6]
Data: Initial population size p, number of
@ generations m, number of parents k to
a4 b5 generate offspring, and event log L
Result: Pareto-optimal DFGs defines by parameter
3 @ triples

g 0;
P — POPULATION(p);
while g < m do

1
2
3
a:z 4 | F— SELECT(P,L);
5 | U< CROSSOVER-MUTATION(F, k);
6 P — REPLACE-ELITE(U, F, L);

7 g—g+1

8 return SELECT(P,L);

Fig. 1. DFFA A,

GASPD uses a multi-objective genetic search to discover interesting DFGs from
the input event log. It begins by generating a population P of p parameter
triplets (Line 2). Each triplet defines a DFG, with one parameter determining
which infrequent traces to exclude from the event log and two parameters guiding
ALERGIA in constructing a DFFA from the remaining frequent traces. Using its
native translation mechanism, GASPD converts these DFFAs into sound DFGs.
In the selection phase (Line 4), the most “fit” population members F' are chosen.
Fitness is defined by Pareto optimality concerning model size (smaller models are
preferred) and entropic relevance of discovered models (lower relevance values are
preferred). Relevance serves as a quality criterion because it enables rapid model
scoring, balances precision and recall relative to the event log, and quantifies
how well the model captures the likelihood of observed traces [6]. Next, in the
crossover phase (Line 5), offspring U are generated by applying crossover and
mutation operations to k£ randomly selected parents from F. These operations
aim to ensure that offspring inherit the best features of prior generations. Finally,
in the replacement phase (Line 6), GASPD updates the population by preserving
Pareto-optimal members in F' and incorporating new, superior members from U.
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4 Federated Process Discovery

This section presents the problem of federated (stochastic) process discovery,
a technique for merging DFFAs, the FedGASPD algorithm that discovers one
DFFA from each input event log and then merges them into the final discovered
process model, and the FedCGASPD algorithm that refines FedGASPD to merge
similar models to obtain a range of models of different characteristics.

4.1 Definition

Let X be a set. By B(X), we denote the set of all finite multisets over X, while,
by X™*, we denote the set of all finite sequences over X. Let X € X* be a sequence
over X. Then, by X (i), ¢ € [1.. |X|], we denote the element at position ¢ in X.

Let A be the universe of actions. Then, £ = B (A*) is the universe of event
logs. Let M be the universe of process models. Given an event log L € L, the con-
ventional process discovery problem studies ways to construct a process model
that describes the system that generated L. A solution to the process discovery
problem can be captured as a function d: £ — M. The federated process dis-
covery problem studies ways to construct a process model from a list of event
logs, where each event log from the list can be stored on a dedicated device at
a particular organization. That is, a solution to the federated process discovery
problem can be given as a function f: L* — M.

Let ¢ : £L x M — [0,1] be a function that measures quality ¢ (L,M), L € L,
M € M of model M discovered from event log L. For instance, measure ¢
can be precision, recall, simplicity, or generalization [7]. Such a measure usually
associates larger values with models that describe the system better. A good
federated process discovery approach f should construct a model from multiple
event logs that is comparable in quality to the model constructed from the
corresponding centralized event log:

VL e £*: q(L,f (L) ~ q(L,d (L)), where L =wl"l L (i)

In this paper, we solve the federated process discovery problem by first con-
structing process models from individual event logs using the conventional app-
roach and then merging the obtained models into the final process model. Let
m: M x M — M be a function that merges models. Specifically, given a non-
empty, finite list of event logs (L1,...,L,) € L*, n € N, we first discover the
sequence of models (M, ..., M,), M; = d(L;), i € [1..n], using the conven-
tional approach on each event log. Each such model can be constructed on a
dedicated device at the organization that owns the data and is an abstract, and
thus more confidential [4], representation of the corresponding event log. We
then merge the models incrementally using function F, : M* — M:

Fo ((My)) = My and F, ((My, Ma, ..., M,)) = F ((m (My, Ms), ..., M,)).

In general, different orders and approaches to model merging can lead to different
resulting models. Next, we discuss an approach to merging DFFAs.
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4.2 Model Merging

We refer to the procedure for merging a DFFA A into a DFFA A; as
MergeDFFA. In addition to the two automata, the procedure takes as input
a parameter d € N. The first step is to construct the (prefix of the) unfolding of
A truncated at the d+ 1 occurrences of its states [10]. In this prefix automaton,
state and transition frequencies are derived from those in As by propagating
frequencies along the unfolding branches, using probabilities estimated based on
the original frequencies in Ay. MergeDFFA then “embeds” this prefix automaton
into A; by reusing the structure of A; and extending it as necessary to incor-
porate any remaining parts of the prefix. During this embedding process, the
frequencies from A; and the constructed prefix of A, are aggregated. We denote
the result of merging A, into A; using parameter d as A; <g As.

DFFA A in Fig. 3 is the result of merging As in Fig. 2 into A; in Fig. 1 using
d = 1, that is, A = A; <41 As. In the figure, the khaki-colored states represent
states from A; that were reused during the embedding of the prefix unfolding
of Ay into A;. The green state py corresponds to a state of A; that was not
visited during the embedding, while the orange state g5 originates from A, and
was used to extend the structure of Aj.

Since As is acyclic and has no states with multiple incoming transitions,
the prefix of its unfolding for any k& € N is structurally identical to As. The
merged automaton A incorporates all transitions from both A; and As, and it
permits termination in the same states as these two automata. Consequently, A
simulates both A; and A;. When embedding A, into A;, the transitions from
Ay “follow” those of A; as closely as possible accumulating transition and state
termination frequencies from both automata, effectively merging their behaviors.
After executing b twice, both A; and A, reach a common merged state ps.
At this point, A; terminates, while A5 is capable of performing an additional
b transition. This leads to the introduction of a new state ¢s, extending the
behavior of A beyond A; to simulate the behavior of As.
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Figure 6 shows the prefix of the unfolding of the DFFA A, from Fig.5 com-
puted for d = 2. The construction begins at the initial state of the input automa-
ton and proceeds iteratively: at each step, a state in the current prefix is selected
and extended using one of its outgoing transitions from the input automaton.
Each extension introduces a fresh state to represent the target of the chosen tran-
sition, ensuring that the unfolding forms a tree. To guide the construction, only
states with unexplored transitions are selected for expansion. If the target state
of a transition has already appeared d times among the ancestors of the current
node in the prefix, the expansion is halted; otherwise, if the input DFFA has a
cycle, the prefix construction will continue forever. In the example prefix shown
in Fig. 6, the state ¢j corresponds to state g4 in A4. However, it is not expanded
via transition a because doing so would introduce a third occurrence of state ¢
along the path from ¢} to the root (state qg). To ensure the consistency of the
prefix automaton, the frequency of a pruned state is accumulated in the parent
state (state ¢y in the example). The frequencies of states and transitions in the
prefix automaton are computed by multiplying the frequency of each concept in
the input automaton by the probability of reaching its corresponding occurrence
during the execution of the input automaton. This probability is estimated based
on the state and transition frequencies in the input automaton.

DFFA B in Fig. 7 is the result of merging A4 from Fig. 5 into Az from Fig. 4
using d = 2, that is, B = Az <2 A4. The khaki-colored states indicate states from
A3 that were reused during the embedding of the prefix of A4 from Fig. 6 into
Ajs. The green states correspond to the original states of A3 not visited during
the embedding of the prefix, while the orange states are the states of the prefix
that do not “fit” into As.

MergeDFFA terminates after it explores the necessary pairs of states from
the two input automata starting from the pair of the initial states. The procedure
always terminates because the number of all possible such state pairs is finite.
The runtime of the merging process is primarily determined by the size of the
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prefix of the unfolding of DFFA A,, which, in the worst case, can be exponential
in the size of Ay. When the parameter d is set to a small value, the size of the
prefix unfolding is typically only a few times larger than that of A;. However,
increasing d allows the behavior of A, to be captured more accurately in the
resulting merged automaton.

The automaton that results from merging two consistent automata is consis-
tent.

Lemma 4.1 (Consistency)
If Ay and As are consistent DFFAs, then DFFA A, such that A = Ay <44 Ao,
d € N, is consistent.

Lemma 4.1 holds because the prefix automaton that MergeDFFA embeds into A
is, by construction, consistent. Furthermore, each time a state from the prefix
of the unfolding is embedded into the resulting automaton, the MergeDFFA
procedure updates both the termination frequency of the merged state and the
frequencies of its outgoing transitions to preserve consistency.

The automaton produced by MergeDFFA is in the following simulation rela-
tions with the input automata.

Lemma 4.2 (Similarity)
If Ay and Ay are consistent DFFAs and A = Ay <q As, d € N, it holds that:

— A simulates Ay, that is, Ay = A; and
— if Ay is acyclic, then A simulates Ao, that is, Ao =< A. a
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Lemma 4.2 holds based on the following observations. Each automaton produced
by MergeDFFA is constructed by extending the structure of DFFA A;, thus
preserving all of its transitions. Also, MergeDFFA ensures that all transitions
from the prefix of the unfolding of A, are retained in the resulting DFFA. If A,
is acyclic, the unfolding of A, simulates As. Finally, the unfolding of an acyclic
automaton is isomorphic to the prefix of the unfolding of this automaton for any
truncation depth d > 0.

Notably, given DFFAs A; and A, and d € N, it is not always the case
that Ay <q As = As <4 Aq; that is, the merging operation is not commutative.
This fact suggests that if MergeDFFA is used to merge models when solving
the federated process discovery problem, different orders of mergings will indeed
lead to different discovered models.

4.3 Discovering Single Model

Given parameters to configure the GASPD algorithm and a collection of event
logs, each stemming from the same process but possibly recorded by differ-
ent organizations or different departments within a single organization, the
FedGASPD algorithm solves the federated process discovery problem by con-
structing one model from each event log and then merging them into the final
process model; refer to Algorithm 2.

Algorithm 2: FedGASPD

Input: Initial population size p, number of generations m, number of parents k to
generate offspring, and a non-empty list of event logs L = (L1, ..., Ly)
Output: A DFFA discovered from L
1 M ()
2 parallelfor i € [1..n| do
s | M — Mo (SELECTDFFA(GASPD (p,m,k,L:)));

4 return Fyergeprra (M);

To discover a model from an input event log, we first use the GASPD algo-
rithm (Algorithm 1) to identify Pareto-optimal models based on their size and
entropic relevance. From the set of Pareto-optimal models, one is selected using
the SELECTDFFA function. The selected model is then added to the list of
constructed DFFAs, M, using the sequence concatenation operator “o” (Line 3).
Since the above-outlined procedure for obtaining a model can be performed inde-
pendently for each input event log, we execute all such procedures for all input
event logs in parallel (Line 2). Various model selection policies can be imple-
mented by different implementations of the SELECTDFFA function. Finally,
once all models are selected, they are merged pairwise using the MergeDFFA
procedure (Line 4); cf. Sect. 4.2 for details on the merging procedure.
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The discovery of Pareto-optimal models and the selection of one optimal
model for each input event log can be performed locally on devices at the respec-
tive organizations where the input event logs are stored. Once the models are
selected, they can be transmitted to a central server, where the merging process
takes place.

Note that GASPD identifies parameter triplets that trigger ALERGIA
to construct automata that can be translated into interesting DFGs. The
SELECTDFFA function, thus, selects one parameter triplet identified by
GASPD and constructs the corresponding DFFA using ALERGIA. After merg-
ing all DFFAs into a final model, this model can be trivially translated into
a probabilistic automaton using Algorithm 16.1 by de la Higuera [11], which,
in turn, can be trivially converted into a DFG model following the procedure
outlined in Definition 4.2 by Alkhammash et al. [6]. To ensure brevity of pre-
sentation and because the quality of DFFAs directly impacts the quality of the
resulting DFGs, here, we design the core techniques to operate with DFFAs.

4.4 Discovering Multiple Models

FedGASPD solves federated process discovery in a straightforward manner: it
discovers one model from each input event log and merges them. This approach
gives a basic baseline for federated process discovery. However, when the discov-
ered models exhibit diverse characteristics, merging them may result in a loss
of distinctiveness and dilute their strong individual features due to the averag-
ing effect. To address this limitation, we propose a variation of FedGASPD that
avoids merging all models into one. Instead, it groups similar models into clusters
and merges the models within each cluster, yielding multiple models that retain
similar, strong characteristics of the merged models. We refer to this variant as
FedCGASPD, which is summarized in Algorithm 3.

Algorithm 3: FedCGASPD

Input: Initial population size p, number of generations m, number of parents k to
generate offspring, and a non-empty list of event logs L = (L1, ..., Ly)
Output: A list of DFFAs discovered from L
L M (5 M ()
2 parallelfor i € [1..n| do
s | M — Mo (SELECTDFFA(GASPD (p,m,k,L:)));

a4 C — KMeansCluster (M, n);
5 for i€ [l..n] do
6 |_ if |C(Z)| > 0 then M‘*MO<FMergeDFFA(C(7:))> H

7 return M;

After discovering models from input event logs (Lines 2 and 3 in Algorithm
3), they are clustered using the k-means algorithm [13] via the KMeansCluster
function (Line 4). The KMeansCluster function takes as input the list of models,
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M, and the desired number of clusters, n, and outputs a list of clusters, C', where
each cluster is stored as a list of models. We specify n as the number of desired
clusters and initialize n random centroids (initial cluster centers), each repre-
sented as a point in the space [0, 1] x [0, 1]. If there are fewer than n meaningful
clusters, the k-means algorithm identifies these clusters by iteratively refining
the centroids while allowing some centroids to remain unused. For clustering,
each DFFA is represented as a point in a two-dimensional space, defined by its
normalized size and entropic relevance. Normalization is achieved by dividing
the size and entropic relevance of each model by the respective maximum values
across all models in M. Then, the MergeDFFA procedure is applied to each non-
empty cluster. All models within a cluster are merged, and the resulting merged
model is appended to the list of discovered models (Line 6).

5 Evaluation

We implemented the GASPD, FedGASPD, and FedCGASPD algorithms and
made them publicly available.? Using this implementation, we evaluated the
performance of these algorithms using nine real-world event logs, which we
sourced from the IEEE Task Force on Process Mining (https://www.tf-pm.
org/resources/logs). For experiments, we selected event logs that exhibit a wide
range of characteristics, such as the number of (distinct) actions, the number of
(distinct) traces, and trace length. This diversity is essential for evaluating the
robustness of our algorithms in various real-world scenarios. Table 1 summarizes
the characteristics of the nine event logs.

Table 1. Characteristics of the event logs used in our experiments

Event log ‘ #Actions ‘#Traces ‘ #Distinct traces ‘ Max. trace length | Avg. trace length

BPI-2012 24 13,087 4,366 175 20.03
BPI-2013 4 7,554 1,511 123 8.67
BPI-2017 26 31,509 15,930 180 38.15
BPI-2018 34 2,861 2,498 680 61.58
BPI-2019 42 251,734 11,973 990 06.33
BPI-2020-1 34 6,449 753 27 11.18
BPI-2020-2 19 6,886 89 20 05.34
Sepsis Cases 16 1,050 846 185 14.48
nasa-cev 47 2,566 2,513 50 28.69

All experiments were executed on a computer featuring a 13th Gen Intel®)
Core™ i7-1355U processor running at 1.70 GHz using 16.0 GB of RAM (15.7 GB
of effective memory). The aim of the experiments is twofold. Firstly, we study the
feasibility of using federated process discovery in industrial settings. Secondly, we

2 https://github.com/HzhianUnimelb /FederatedProcessDiscovery.


https://www.tf-pm.org/resources/logs
https://www.tf-pm.org/resources/logs
https://www.tf-pm.org/resources/logs
https://www.tf-pm.org/resources/logs
https://www.tf-pm.org/resources/logs
https://www.tf-pm.org/resources/logs
https://www.tf-pm.org/resources/logs
https://github.com/HzhianUnimelb/FederatedProcessDiscovery
https://github.com/HzhianUnimelb/FederatedProcessDiscovery
https://github.com/HzhianUnimelb/FederatedProcessDiscovery
https://github.com/HzhianUnimelb/FederatedProcessDiscovery
https://github.com/HzhianUnimelb/FederatedProcessDiscovery

Federated Stochastic Process Discovery Using Grammatical Inference 89

Table 2. Execution times of GASPD, FedGASPD, and FedCGASPD algorithms

Execution time (in seconds)
Event log GASPD FedGASPD FedCGASPD
2 nodes ‘ 4 nodes ‘ 8 nodes | 2 nodes ‘ 4 nodes ‘ 8 nodes

BPI-2012 416 178 83 61 166 81 58
BPI-2013 84 35 26 11 43 22 17
BPI-2017 3,120 1,459 514 342 1,401 499 367
BPI-2018 2,898 1,325 165 76 1,317 173 78
BPI-2019 2,288 2,216 471 251 2,224 480 260
BPI-2020-1 1402 685 331 229 676 342 236
BPI-2020-2 175 94 57 46 92 53 42
Sepsis Cases 421 234 64 31 237 60 36
nasa-cev 3,820 575 329 136 568 332 142

compare the quality of the models generated by FedGASPD and FedCGASPD
to those produced using the centralized GASPD method. For each event log,
GASPD, FedGASPD, and FedCGASPD were initialized the initial population
size, p, and the number of generations, m, to 50. To construct human-readable
models, we controlled the parameter responsible for the exclusion of infrequent
traces. Consequently, we constructed models of at most 1,000 nodes and arcs,
with many models substantially smaller than this target size.

To simulate cross-organizational environments, each event log was split ran-
domly among a requested number of computational nodes, ensuring that each
node has approximately the same portion of the event log traces. We imple-
mented the SELECTDFFA function from Algorithms 2 and 3, by selecting one
DFFA from a Pareto-frontier of DFFAs that minimizes this objective function:
(1 — size®) + (1 — relevance™)/2, where size* and relevance™ are the normal-
ized size and entropic relevance of the model, with normalization performed
as described in Sect.4.4. This way, we select a model that balances the two
competing objectives equally.

Table 2 presents the execution times of GASPD and its federated alterna-
tives. Note that FedGASPD and FedCGASPD are substantially faster than
GASPD. For example, for the nasa-cev event log, the federated discovery tech-
niques are up to 26 times faster than GASPD and, at a minimum, 5 times
faster, refer to BPI-2013 event log. This observation can be explained by the
fact that FedGASPD and FedCGASPD perform computationally demanding
GASPD genetics on many smaller event logs in parallel and then apply a com-
putationally efficient merging of the resulting models.

Figure 8 shows the characteristics of the Pareto-optimal models discovered
from the nine event logs by the three algorithms for the different numbers of
computation nodes, while Tables 3 and 4 summarize the ranges of the sizes and
entropic relevance values of the discovered models. These results further support
our contention that federated approaches yield useful new models compared to
the centralized solution. When comparing the two federated approaches, Fed-
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Fig. 8. Size and entropic relevance of DFFAs discovered by GASPD, FedGASPD, and
FedCGASPD; smaller sizes and entropic relevance values signify better models. The
numbers in the parenthesis signify the numbers of computation nodes.

CGASPD results more often in smaller models than FedGASPD, as it tends
to merge models of similar characteristics and, hence, preserve the distinctive
sizes of the various groups of similar models. FedGASPD, however, tends to dis-
cover models of lower entropic relevance, hence describing the traces and their
frequencies from the input event logs more accurately. This observation con-
firms the trade-off between the size and quality of the discovered models [14]
and suggests that the two proposed methods prioritize different aspects of this
trade-off.

We conclude that FedGASPD and FedCGASPD discover models of compa-
rable characteristics as GASPD. Table5 presents Pareto dominance counts for
the various techniques. Note that the centralized solution, GASPD, does not
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consistently dominate across different datasets. Specifically, it delivers a good
share of Pareto-optimal solutions for BPI-2017, BPI-2020-2, Sepsis Cases, and
nasa-cev event logs, but not for other event logs, where FedCGASPD discovers
the lion’s share of Pareto-optimal models.

Table 3. Size of DFFAs discovered by GASPD, FedGASPD, and FedCGASPD

Size
GASPD FedGASPD FedCGASPD
Event Log
i 2 nodes 4 nodes 8 nodes 2 nodes 4 nodes 8 nodes
min max
min max|min max | min max|min max | min max|min max
BPI-2012 185 930128 856(173 36152 249]62 44650 31511 205
BPI-2013 486 7601143 715(174 373|130 291|107 311/67 218[47 190
BPI-2017 143 460]166 507100 184(98 121|125 7500|56 15448 121
BPI-2018 196 403]120 339(81 282(59 125)98 318|127 218(8 66
BPI-2019 158 808481 766|171 503/127 230229 632|116 572|147 218
BPI-2020-1 313 509]314 515|221 465|187 369|195 421|173 321{151 235
BPI-2020-2 275 629234 459|247 362|196 283213 345153 266|190 241
Sepsis Cases|179 7861201 549(179 673|132 391|132 189|149 31443 133
nasa-cev 155 746]71 514/60 576|157 294|1 260(172 241[1 155

Table 4. Relevance of DFFAs discovered by GASPD, FedGASPD, and FedCGASPD

Entropic relevance

GASPD

Event Log

max

2 nodes

min

FedGASPD

max |min

4 nodes

max

8 nodes

min

max

2 nodes

min

max

FedCGASPD

4 nodes

min

max

8 nodes

min

max

BPI-2012 |65.11
BPI-2013 |17.40
BPI-2017 [82.01

76.89
18.10
93.34

BPI-2018 |185.26 187.42

BPI-2019 |61.01
BPI-2020-1 |15.80
BPI-2020-2 12.95
Sepsis Cases|44.01

nasa-cev |57.21

87.27
16.39
13.78
46.66
64.37

64.84 79.13/70.00 75.17

17.72

18.25|17.65

18.46

89.79  95.42(92.63 103.04
187.77193.08/191.87 194.16/

64.77
15.75
13.07
45.23
60.25

87.39(69.51
16.30(16.59
13.47|13.09
46.67|45.24
72.98/58.91

88.59
17.13
13.85
47.45
74.21

72.32
17.82

84.23
18.71

100.88 105.45)
190.44 197.13]

70.65
16.30
13.40
46.6

62.95

89.66
17.61
13.53
47.51
66.39

65.47
16.33

87.19
18.29

89.69 100.18
189.25193.34

76.40
16.00
13.06
47.45
61.23

88.69
16.75
13.25
48.32
91.95

72.91
17.70

93.88 106.57

92.90
18.83

192.33 198.58

81.56
16.18
13.17
47.01
66.11

92.22
17.33
13.44
48.85
69.52

72.05
17.51

98.00
20.77

101.31110.33
193.01205.07

83.39
16.70
13.40
48.12
67.91

94.73
18.35
13.75
50.03
91.59
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Table 5. Pareto dominance counts

FedGASPD FedCGASPD
Event log GASPD Total score

2 nodes ‘ 4 nodes ‘ 8 nodes 2 nodes [ 4 nodes ‘ 8 nodes

BPI-2012 | 2 (10.52%) |4 (21.05%) 2 (10.52%)/0 (00.00%)| 3 (15.78%) |0 (00.00%)/4 (21.05%)|19 (100.00%)
BPI-2013 | 0 (00.00%) | 0 (00.00%) |1 (25.00%)0 (00.00%)| 1 (25.00%) |0 (00.00%)|2 (50.00%)|04 (100.00%)
BPI-2017 |3 (30.00%)| 0 (00.00%) |0 (00.00%)|0 (00.00%)|3 (30.00%)/1 (10.00%)|3 (30.00%)|10 (100.00%)
BPI-2018 | 3 (15.00%) | 1 (05.00%) |3 (15.00%)|3 (15.00%)| 3 (15.00%) |3 (15.00%)/4 (20.00%)|20 (100.00%)
BPI-2019 | 2 (20.00%) | 1 (10.00%) |0 (00.00%)|2 (20.00%)|3 (30.00%)|0 (00.00%)| 2 (20.00%) |10 (100.00%)
BPI-2020-1 | 1 (10.00%) | 2 (20.00%) |2 (20.00%)0 (00.00%)|3 (30.00%)|1 (10.00%)| 1 (10.00%) |10 (100.00%)
BPI-2020-2 |4 (57.14%)| 1 (14.28%) |0 (00.00%)0 (00.00%)| 0 (00.00%) |0 (00.00%)| 2 (28.58%) |07 (100.00%)
Sepsis Cases|5 (38.46%)| 2 (15.38%) |1 (07.69%)|1 (07.69%)| 2 (15.38%) |0 (00.00%)| 2 (15.38%) |13 (100.00%)
nasa-cev |4 (28.57%)| 1 (07.14%) |3 (21.42%)/0 (00.00%)| 3 (21.42%) |0 (00.00%)| 3 (21.42%) |14 (100.00%)

6 Conclusions

This paper presents the FedGASPD and FedCGASPD algorithms for stochastic
process discovery in distributed environments. These algorithms are built upon
the robust foundation of GASPD, a stochastic process discovery algorithm that
operates over centralized event logs. The new algorithms discover process models
from several local event logs, possibly scattered across different organizations,
and aim to preserve the autonomy and privacy of each party and to decrease data
communication requirements and the overall model discovery time. Our exper-
iments with real-world event logs demonstrate the effectiveness of FedGASPD
and FedCGASPD, providing scalable alternatives for process discovery in dis-
tributed environments. The algorithms discover DFFAs that can be translated,
using the native translation of GASPD, into sound DFGs.

Although the presented results suggest that the models constructed by
FedGASPD and FedCGASPD are comparable in quality to those discovered by
GASPD, several avenues exist to further enhance the findings. First, a system-
atic exploration of the impact of different orders of merging DFFAs discovered
from local event logs on the quality of the constructed global DFFAs and, conse-
quently, DFGs, could provide valuable insights. Similarly, investigating clustering
techniques that improve the performance of FedCGASPD may lead to significant
advancements. Additionally, optimizing the discovered models for other quality
criteria than size and relevance could further refine their applicability. Finally,
exploring alternative policies for selecting superior local models represents an
interesting direction for future research.
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Abstract. Traditional process mining techniques are constrained by
the use of a single case identifier. To address this, object-centric pro-
cess mining was developed. Current object-centric process models like
object-centric Petri nets are restricted by representational biases, for
example concerning the concrete distribution of objects to their succeed-
ing activities (abstracted by places) or optionally involved object types
(abstracted using variable arcs). This paper presents four key contri-
butions to object-centric process discovery, to overcome the mentioned
representational biases. First, we define object-centric causal nets, allow-
ing for the modeling of complex process behavior. Second, we introduce
a baseline algorithm for mining these nets from object-centric event logs.
Third, we provide a publicly available implementation. Fourth, we eval-
uated the implementation quantitative and qualitatively, demonstrating
the algorithm’s applicability across diverse event logs.

Keywords: Object-Centric Process Mining - Process Model - Process
Discovery

1 Introduction

The real-world consist of complex processes comprising multiple subprocesses
that operate on various objects from different types [8]. To handle the grow-
ing complexity, information systems are used to support these processes. They
track the real process behavior of all the digitally traceable objects involved in
the process. The goal of process discovery in information system management
is to understand the real process and, based on that, improve the information
system and the process itself [4]. To do so, it is essential to represent the real
process as accurately as possible. It has been shown that an object-centric pro-
cess perspective, which models the behavior of multiple interacting objects of a
process at once, results in more accurate results because it is free of problems like
divergence, convergence, and deficiency, compared to traditional process discov-
ery [19]. Current object-centric process discovery approaches use design-oriented
models like object-centric Petri net [21], which comes with a certain represen-
tational bias, which can lead to imprecise and undesirable process models, as
demonstrated in the running example of an order handling process.

The running example process is depicted as an object-centric event log [2]
in Table 1. This type of information can be extracted from information systems
© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025
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Table 1. Excerpt of the object-centric event log of the running example.

ID | activity time | order | container | box
1 |a (check order) 1 ol

2 |b (register order) |2 ol

3 |b (register order) |3 02

4 |c (get container) 4 cl

5 |s (send) 5 01,02 cl

6 |r (receive feedback) |6 01,02

7 |1 (investigate) 7 ol

8 |n (no investigate) |8 02

9 |b (register order) |9 03

10 | d (get box) 10 bl
11 |s (send) 11 |03 bl
12 |r (receive feedback) |12 |03

13 |i (investigate) 13 |03

to understand the process and then improve the information system. In the
example process, orders can be checked first (see order o1) or directly registered
(see order 02). Then they are send either using a container when multiple orders
are shipped together (see eb) or in a box when only one order is sent (see ell).
In the end, after receiving feedback for the orders sent together, the company
investigates only one of the orders and does not investigate the others (see e7, 8,
and el3). All three described process characteristics require artificial constructs
or can not be modeled correctly using an object-centric Petri net, as one can see
in the object-centric Petri net for the running example in Fig. 1.

Object-centric Petri nets suffer from the following three representation biases:
(1) They require artificial constructs like silent transitions (represented as black
boxes) and places, which both have no correspondence in the event data [20].
(2) Object-centric Petri nets without duplicated labels (the only ones that can
be discovered) overgeneralize optional object types by using variable arcs. This
can be seen in the send activity, which is connected with variable arcs to the
container and the box. This allows this activity to use multiple containers and
boxes for the same send event, which is not represented in the process. Also, it
is no longer modeled that individual orders are always sent via boxes due to the
generalizing behavior of variable arcs. (3) The distribution of objects to parallel
following events is not clear in object-centric Petri nets. In the example, precisely
one of the orders that received feedback together is investigated, and the others
are not. The Petri net also allows to investigate all, some or none.

To overcome these representational biases, we propose a new object-centric
process model: object-centric causal nets. First, we define the syntax and
semantics of object-centric causal nets. Second, we propose a discovery app-
roach to mine them from event logs. Third, we provide a publicly accessible
implementation of the miner. Finally, we perform a qualitative and quantitative
evaluation using our implementation and publicly accessible event logs.
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container

get
container

receive
feedback

investigate

Fig. 1. Object-centric Petri net for the running example used to illustrate three
limitations induced by the representational bias of object-centric Petri nets.

2 Related Work

Our approach belongs to the field of process model discovery [1] and is therefore
part of the continuous improvement life cycle of information systems which is
the overall goal of information system engineering research [24]. This involves a
process-aware information system, where the differences between the real pro-
cess and the designed process, as supported by the information system, can be
discovered in a data-driven fashion [18,25]. Differences between the intended
and real process behavior can then be used to improve the information system.
Process discovery [23] is used in the information system engineering life-cycle
to uncover the real process. The object-centric process discovery approach pre-
sented in this paper aims to improve the discovery of the actual system process,
thereby improving the information system life cycle.

Many process models and also multiple discovery algorithms have been pro-
posed over the years. Where traditional process discovery assumes a single case
identifier, object-centric process discovery allows for multiple interacting objects
in a process [8]. Thus making it possible to mine system behavior instead of
isolated processes as conceptualized in [9]. It has been shown that object-centric
approaches can improve the quality of the discovered models because they do
not suffer from problems like divergence, convergence, and deficiency [19]. Thus,
the research interest recently shifted towards object-centric process analysis, but
most models and algorithms do not yet support object-centric processes.

In traditional process mining, there are model notations and miners, for
example, for directly follows graphs, Petri nets [15], process trees [12], and causal
nets [20]. Each model has unique representational biases, making it suited for
specific tasks and less suited for others. Some of them have been generalized
to the object-centric setting, like directly follows graphs [14], Petri nets [21],
process trees [22], and DCR graphs [6], which orchestrate the lifecycle of object
types and support instance spawning and one-to-many relations between objects.
There exist also new discoverable object-centric exclusive process models like
TOTeM models [13]. Other models like PHILharmonicFlows [11], the MERODE
approach [16], or object-centric Petri nets with identifiers [10] also try to offer
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different representational biases, but can not be discovered from event data.
Current discoverable object-centric process models still have certain representa-
tional biases, so we propose object-centric causal nets to overcome them. More
concretely, we want a model that does not use artificial constructs for skipping
behavior, can clearly model optional object type involvement for activities, and
explicitly models object distributions over following activities. The proposed
object-centric causal net generalizes the general model idea of traditional causal
nets [20] to object-centric processes and builds upon causal discovery algorithms
like the flexible heuristic miner [26].

3 Preliminaries

Object-centric process mining deals with events that operate on a variety of
objects of different types. Events are activities that happen at a timestamp for
a number of objects of different types. Ugyent is the universe of event identifiers.
The universe U,.; contains all visible activities. Uy, is the universe of all object
types. The universe of objects is Uyy;. Each object has exactly one type associ-
ated with it meype : Uopj — Ugyp. Ugime is the universe of all timestamps. This is
the most used subset of the object-centric event log format OCEL 2.0 [2].

Definition 1 (Event Log). Event log L = (E,O,OT, Tact, Tobjs Ttime) With:

— E C Ueyent 5 a set of events, O C Uy, is a set of objects,

- OT = {mype(0)|o € O} is a set of object types,

— Taet : EE— Uger maps each event to an activity,

— Topj : E— P(Ugp;) \ {0} maps each event to at least one object,
— Ttime : B — Ugime maps each event to a timestamp

4 Object-Centric Causal Nets

Object-centric causal nets describe the causal relations between the activities of
a process and enriches this information with split and join constructs both for
the workflow and for the object distribution perspective. The basis of an object-
centric causal net is an object-centric dependency graph which captures the
dependency relations between activities for multiple object types. The object-
centric dependency graph is a directed graph with colored edges. The nodes
represent activities, and the edges represent causal dependencies for the object
type represented by the color.

Definition 2 (Object-Centric Dependency Graph). An object-centric
dependency graph is a tuple OCDG = (A4, As, Ag, OT, D) where:

- A=A UAp UAQ is the set of activities with visible activities Aa C Uget,
type-specific start activities Ax. = {>o | ot € OT}, and type-specific end
actwities Ag = {Uet | ot € OT'}, such that Ax NUger = 0 and AgpNUgee = 0,
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- OT C U, is a finite set of object types;
- DC(AAUAL) X OT x (Aa U ApR) is the type-specific dependency relation,
depicting the causal dependencies between two activities;

such that all activities in the type-specific sub-graph (Ay, {ot}, Do) with edges
Dy = {(a,0t',a’) € D | off = ot} C D and nodes Apy = {a | (a,0t,ad’) €
D,V (d/,0t,a) € Dot} C A are on a path from one start activity >or € Ap to
the corresponding end activity O, € AQ.

contelner [E]o ° O o @

order

Fig. 2. Object-centric causal net for the running example that describes the
example process correctly. Note that all markers are assumed to have unique
keys except marked otherwise (here two markers have the key k)

Figure 2 shows the object-centric causal net for the running example, which
has an object-centric dependency graph as a basis. There, for example, one can
see that for the order activity r (receivefeedback) is causally dependent from
activity s (send). The object-centric dependency graph describes which activities
are causally related to each other, but it does not describe three essential types
of workflow information. (1) The workflow splits and joins: The logical connec-
tions between possible preceding or succeeding activities. For example, whether
all causal successors must always follow or only one of them can follow. (2) The
cardinality of involved objects: So whether single or multiple objects participate
in the activity, and if multiple participate, how many exactly. (3) The distribu-
tion of objects of the same type over multiple succeeding activities: So whether
objects of the same type that participated together in an event share the same
workflow afterward or are split up. To model these workflow perspectives, we
enhance the object-centric dependency graph with groups of markers.

An individual marker is connected to an activity and an object type and has
a minimal and maximal cardinality and a key.

Definition 3 (Marker). Given an object-centric dependency graph OCDG =
(Aa, As, An, OT, D), a marker is a tuple m = (a,ot,c, k) = (a,0t, (Cmin, Cmaz)s
k) where:

- a € AUAL UAQg is an activity;
— ot € OT is an object type;
Cmins Cmaz € Nso are cardinality constrains with Cpmin < Cmaz;
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— k € Ugey 15 a key from the universe of keys Ugey.

The set of potential markers for OCDG is given by Mocpe = {(a,0t,c, k) €
A x OT x (Nsg X Nyg) X Ugeys }-

Markers are represented as dots (capacity of 1) and squares (multiple objects)
and can be annotated with a specific capacity range like the marker in front of
r (receive) in Fig. 2. It models that at most five orders are received together.
Only non unique keys are shown, like the key k for the two markers after r.

An object-centric causal net consists of an object-centric dependency graph
annotated with input and output groups of markers for each activity.

Definition 4 (Object-Centric Causal Net). An object-centric causal net is
a tuple OCCN = (OCDG,I,0) = ((Aa, As, Ag,OT, D), I,0) where:

- OCDG = (A, As, Aq, OT, D) is an object-centric dependency graph;

- I e A— P(P(Mocpa)) defines the set of possible groups of input markers
per activity; and

- O € A - P(P(Mocpg)) defines the set of possible groups of output
markers per activity; such that

- Ya € A:Vms € I(a) : ¥(d,ot,c,k) € ms: (a,0t,a) € D (an input marker
of an activity must stem from causally preceding activities);

- Va € A:Vms € Oa) : Y(d,ot,c,k) € ms : (a,0t,a’) € D (an output
marker of an activity must only connect to causally succeeding activities);

- Va € Ax : I(a) = {0} (no input marker groups for start activities);

- Va € Ag: O(a) = {0} (no output marker groups for end activities); and

- Va,a’ € Ajot € OT : [{(d,0t,c,k) € I(a)}| < 1A|{(c/,0t,c,k) € O(a)}] <1
(at most one marker per arc in input and output marker groups);

Figure 2 shows the object-centric causal net for the running example. Activ-
ity s has two input marker groups. One models that one container can be
sent with multiple orders: {(c, container, (1,1),k;), (b, order, (1,%),k;)} € I(s).
It is visualized as the connected yellow dot and blue square in front of s.
The other input marker group of s models that a box is sent with one order:
{(d,box,(1,1),k;), (b,order, (1,1), k) } € I(s).

The semantics of an object-centric causal net are defined by a state notion,
and bindings (representing events) that can change the state. The state is defined
as a multiset of obligations. An obligation like (a, 01, b) describes that order ol
had performed activity a and thus has to perform activity b in the future.

Definition 5 (State of an OCCN). Given an object-centric causal net
OCCN = ((Aa, As, A, OT, D), I,0), the state space of OCCN is Socon =
B(A x Ugj x A) such that s € Socon is a state, i.e., a multiset of pending obli-
gations between causally related activities: ¥(a,ot,a’) € Spocon : (a,0t,a’) € D.

For example, the state s1 = [(a,01,b), (d, b1, s)] describes that b must hap-
pen for order ol (because a happened before) and s must happen for box
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bl (because d happened before). Bindings can change states. A binding con-
sists of an activity a, the consumed obligations C' and the produced obli-
gations P. We use the shorthand notation a % for bindings. For example,
(b,01),(d,b1)
(01,7),(b1,0p0z)
a binding for activity s transformed the state s1 by consuming one obligation for
order ol (from b) and one for box bl (from d) and creating new obligations for
both objects, resulting in state s2. This describes the state change by an event
with activity s and objects ol and bl. Bindings must match the object-centric
causal net. All consumed (and produced) obligations must be mapped to one
input (output) marker group. The object assigned to a marker must match its
type, and the number of objects assigned per marker must be within its cardi-
nality constraints. Markers with the same key can never share assigned objects.
This models an object workflow split. For non-starting and non-ending activities,
the objects used in the input and output binding must be the same.

Definition 6 (Binding). Given an object-centric causal net OCCN = ((Aa,
Ay, An,T,D),1,0), the tuple b = (a,C,P) € B= A x P(A X Ug;) X P(Ug,;)
is a binding iff there exist marker mappings ¢c € A X Ugy; — Mocpa, ¢p €
A x Uop; — Mocpa such that:

sl =1(b,0l,s),(d,bl,s)] s [(s,01,7),(s,b1,0pue)] = s2 notes that

— Jmg € I(a) : range(pc) = mg (one input marker group used)

- Y(d',0) € C: 3, € Nug,k € Ugeys : dc(a’,0) = (a/, Type(0), (', "), k)
(mapping matches in activity and object type)

- Y(d,ot,c,k) € Mocpe : [{o € Unjlpc(a’,0) = (d',to,c,k)}| € ¢ (cardinal-
ity within contains)

V(' ot',c k), (a",0t", " k)eMocpa : {0€Unj|pc(a’,0)=(d’,0t',c k) A
oc(a’,0) = (a",0t",c" k)} =0 (exclusive choice of objects for same keys)
The conditions above must also hold for ¢p in an analog way.

- a€ Ay ={0Fd € A:(da,0) € C} ={o|Fd’ € A: (0,a’) € P} (for non
starting or ending activities the objects in C and P must be the same)

A binding sequence o € B* is a sequence of activity bindings. () denotes
the empty binding sequence. Function (o) with ¢ € B* — Soccon defines the
state of an OCCN after executing a binding sequence o. 1 is defined inductively:

¥(() =[] and
w(a@(a,c,P))_(¢(a)\ | (a’,o,a))L{d( ) (a,o,a'))

(a’,0)eC (o,a’)eP

The language of an object-centric causal net is given by its valid binding
sequences. A binding sequence is valid if, when applied to the empty state, it
results in the empty state and only consumes existing obligations. Since each
binding relates to an event with a certain activity and related objects, each valid
bind sequence relates to a valid execution of the process according to the model.

Definition 7 (Valid Binding Sequence). Given an object-centric causal
net OCCN = ((Aa,Ax,An,T,D),1,0), the binding sequence o =
<((11, 01, Pl), ((12, CQ, 1:)2)7 ey (an, Cn, Pn)> € B* is valid Zﬁ
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- (o) =1[]; and
~ for any non-empty prefic o — ((ar,Cr. ). (ar, Co P)) (L < 1 < n):
W oyec, (@5 0,a) < (") with o = ((a1,C1, Pr), ..., (-1, Ci—1, Pi-1)).

V(OCCN) is the set of all valid sequences of OCCN.

We semantically restrict the process space of OCCN to V(OCCN). Any
invalid sequence is therefore not part of the process described by the model.

The syntax and semantics of object-centric causal nets allow precise modeling
of the workflow, the object cardinality, and the object distribution. The workflow
modeling is based on the same AND, OR, and XOR-splits that traditional causal
nets use to describe processes. However, they can involve multiple objects and
object types. Figure 3 shows the workflow splits for two object types.

ot ot2 ot ot2 ot ot2

(a) activity-AND-split (b) activity-OR-split (c) activity-XOR-split

Fig. 3. The workflow pattern splits object-centric causal nets can model. The
dashed line only serves to separate the input- and output markers visually. More
details on workflow splits and joins are described for traditional causal nets [20].

The concrete object cardinality for the activities is modeled by the
(Cmins Cmaxz) values of the markers. Figure4 shows the cardinality relation
between activities that can be modeled. For simplicity, we often visualize only
whether the capacity is exactly one (with a circle) or multiple (0 or more).

G o—{E) (=—0~@F) (—E =—{]

(a) one-to-one (b) one-to-many (¢) many-to-one (d) many-to-many

Fig. 4. Relation between the occurrences of A to the occurrences of B depending
on whether the markers between A and B have a capacity of 1 object (represented
as a circle) or multiple objects (represented as a square).

Object-centric causal net can precisely describe the object distribution to suc-
ceeding activities (see the splits in Fig. 5) and, similarly, the merging of objects
from preceding activities. The keys of markers describe this. If makers share the
same key, any valid binding is required to distribute the objects involved in the
event over the markers with the same key without duplicates. This models that
objects of this type have to make an exclusive choice if the makers have the same
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keys. For markers with unique keys, the objects are free to be assigned to one
or multiple markers. Lets assume for example an event A, ,2) with objects ol
and 02 happened. The model in Fig. 5b would require each object 0ol and 02 to
do either B or C because the markers have the same key k. The model in Fig. 5a
also allows any of the objects to do both B and C.

(a) free object distribution (b) object choice

Fig. 5. If markers share keys, objects need to exclusively choose one of the mark-
ers. Markers without indicated keys are assumed to have unique keys. Objects
do not need to choose between them but can be assigned to multiple markers.

Combining all these modeling capabilities, one can correctly model the
desired behavior of the running example process and overcome the representa-
tional biases of object-centric Petri nets pointed out in Sect. 1. The object-centric
causal net in Fig. 2 models the running example. First, the skipping behavior for
activity a (checkorder) is represented without the need for silent transitions in
the object-centric causal net. Second, the input and output marker groups for
s (send) clearly show that containers and bozes are never used together and that
whenever bozes are involved, only one order is sent, whereas multiple orders can
be sent with containers. Third, the markers with the same key in the output
marker group for r (receive feedback) ensure that only one order is investigated
and the rest are not investigated. This shows that object-centric causal nets can
overcome the mentioned representational biases of object-centric Petri nets.

5 Mining Object-Centric Causal Nets

In this section, we describe the object-centric causal net miner. The algorithm’s
structure is based on the frequent heuristic miner [26] used to discover tradi-
tional causal nets [20]. As defined in Definition 4, an object-centric causal net
consists of an object-centric dependency graph enriched with groups of markers.
Therefore, the discovery algorithm for object-centric causal nets first discovers
an object-centric dependency graph and then discovers marker groups for that
graph. Figure 6 shows an overview of the algorithm. The described algorithm is
implemented in Python and publicly accessible on GitHub®.

! https://github.com /LukasLiss/OCCN-Miner.
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https://github.com/LukasLiss/OCCN-Miner
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Flattened Log Flattened Dependency Graph Object-Centric Dependency Graph
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Causal Predecessors / Successors Object-Centric Causal Net

Fig. 6. Overview of the algorithm to mine object-centric causal nets.

5.1 Object-Centric Dependency Graph Discovery

The first step is discovering the object-centric dependency graph. As an input,
this step uses an object-centric event log. Since the dependencies are object
type-specific, they can be discovered independently for each object type. So, the
object-centric event log is then flattened, as described by van der Aalst and Berti
[21]. This step creates one traditional event log per object type containing the
traces of the objects of that type. For the example log in Table 1, the flattened
container log consists of one trace for container cl: {c, s).

Given the traditional event log, the traditional dependency graph discovery
algorithm [26] is used to discover the dependency graphs for each object type.
This comes with three parameters DT, L1T, and LT that are described in [26].
Additionally, each object type-specific dependency graph is extended with a start
(and end) node connected to all start (and end) activities. The object-centric
graph is constructed by merging all nodes with the same activity label. This
creates the object-centric dependency graph which is the foundation of Fig. 2.

5.2 Marker Group Discovery

The second part of the object-centric causal net discovery is the discovery of
the input and output marker groups. The input is the object-centric event log
and the discovered object-centric dependency graph. This part consists of two
steps. First, each event’s causal predecessors and successor from the object-
centric event log are determined. Second, input and output marker groups are
discovered by detecting frequent patterns in the set of causal predecessors and
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successors of events of a certain activity. The marker groups are added to the
graph. In the following, we will look at the s (send) events from the example log
in Table 1 and how input marker groups are created for them. In the tool, users
can filter for frequent marker groups to focus on the most dominant behavior.

Causal Predecessor and Successors Heuristics. The first step uses the
object-centric event log and the object-centric dependency graph to mine for
each event in the log, its causal predecessors, and causal successors. The causal
predecessors are those events that causally resulted in the execution of the given
event. The causal successors are those events that causally result from the exe-
cution of the given event. Since the event log does not clearly state which events
causally infer each other, a heuristic must be used to select suitable candidates.
The heuristic uses both the dependency relations from the dependency graph
and the temporal ordering present in the event log. This problem also exists for
traditional causal net mining, and two approaches, which can be generalized to
the object-centric setting, have been proposed to solve the issue.

One heuristic is window-based: Based on a user-defined window size, one
limits the search for causal predecessors and successors to events within the win-
dow size of the given event. All dependent events within the window that share
objects are considered to be causal predecessors or successors. For the s (send)
event ej in Table 1, all ¢, b, and d events with a shared object within the window
are predecessors because s causally depends on them based on the dependency
graph. So with a large window size, the events e2, e3, and ej are causal prede-
cessors, but with a window size of 1, only the closest event e4 remains.

Another heuristic is based on event ordering: This heuristic assumes that a
given event is a causal result of those events before the given event that have a
dependency to the given event, and there is no other event between them that
they also have a dependency to. So, a given event has all those events as its causal
predecessors that have the given event as the closest following dependent event.
For the causal successors this means that a given event has all those events as its
causal successors that have the given event as the closest event before them that
has a dependency relation to them. This does not require user input and allows
finding predecessors and successors outside of the window size. For example, for
the send event ef, the events e2, e3, and e are causal predecessors because
they share objects, and no events that also share the same object are in between
them. So el is not because e2 happens in between and also contains object o1.

The published implementation uses the second heuristic of the ordering of
events. But regardless of the used heuristic, the result of this step is a mapping
of events e € Ugyents to their causal successors CS(e) C Ueyent and predecessors
CP(e) C Ugyent. For the following, we assume CS(e) and CP(e) given.

Marker Group Algorithm. The second step creates input and output marker
groups for each event and its causal predecessors and successors. Listing 1.1
shows the algorithm to create an input marker group for a given event and its
predecessors. It creates a marker for each activity in the causal predecessors
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and selects the cardinality based on the number of objects of a certain type
involved in the causal predecessor and the given event. Finally, markers that
should have similar keys are identified by checking whether two markers from
different activities but with the same object type distribute objects among each
other. The objects are distributed between multiple markers of the same type if
they do not share any object, then they receive the same key to show that the
objects are distributed here.

For example, the s (send) event e5 has predecessors with the following activ-
ities: [b, b, c]. This creates a marker group that connects b and ¢. The marker for
s has a maximum capacity of 2. If more s (send) events have predecessors that
match this marker group, no new groups are added. But for the s (send) event
ell with successors with activities [b, d], a new marker group is needed because
d is not part of the existing one. So a new marker group that connects b and d is
added. Both markers have a capacity of precisely one. These two marker groups
are the input marker groups for the send activity in the example in Fig. 2.

Algorithm 1.1: Marker computation for a given event.

1 input: Event e, Causal Predecessors CP(e)

2 output: Input marker group mg (contributed by event e)
3 begin

4 mg — |[]

5 foreach a € {maci(e’)|e’ € CP(e)}

6 foreach t € {miype(e’)le’ € CP(e) A Tact(e') = a}

7 Cmin — min{|mop; (') 1t N Tonj(€)1t] € € CP(e) A mact(e) = a}
8 Cmaz — maz{|Tonj (€)1t N Topj(€) 1] & € CP(e) A Tact(e) = a}
9 mg — mgU (a,t,(Cmin; Cmax), k) with unused k € Ugeys
10 end

11 end

12

13 # find partltlon of keys for obJect diatrlbutlon

o while 3000 6 ) B €m0 A 6 () KD € o
15 such thdt a' #a ;ék”/\ﬂ'ob](e )ltﬂﬂ’ob](e )u?ﬁm

16 for e ECP(e)/\ﬂ’aLt(e)/\Tract(e)—a

17 and e’ € CP(e) A mact(€') A Tact(e”) =a”

18 # unify keys

1o (@, (i Chr)s B) = (@, (s o )s B7)

20 end

21 return mg

22 end

One computes all the input marker groups using the algorithm in Listing 1.1.
Similarly, one computes the outgoing marker groups using causal successors.
Multiple input marker groups can then be merged when they have the same
structure (including the same distribution of keys but abstracting from concrete
keys since they are unique). The capacity minimum and maximum are also
adjusted based on which marker groups are merged. But markers with a capacity
of 1 are not merged with those with a higher capacity to distinguish whether
multiple or single objects can be used. The final object-centric causal net, is
created by adding all marker groups to the object-centric dependency graph.
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Fig.7. The object-centric causal net mined, filtered, and visualized with our
implementation on the Logistics log. The legend shows the object types.

6 Evaluation

In this section, we present the qualitative and quantitative evaluation results.
We used 10 publicly available OCEL 2.0 [2] object-centric event logs.

Qualitative Evaluation. To evaluate object-centric causal nets and their dis-
covery algorithm qualitatively, we mined object-centric causal nets for the 10
logs and compared them with the discovered object-centric Petri net discovered
from the same log. In the following, we focus on the filtered Logistics log results,
but the other results are publicly accessible in the GitHub repository. We filtered
the Logistics log for four object types Customer Orders, Transport Document,
Containers, and Handling Unit. The resulting object-centric causal net can be
seen in Fig. 7 and the object-centric Petri net in Fig. 8.

Fig. 8. Object-Centric Petri net [21] for the Logistics log mined with pmdpy
[3]. For better readability see original at https://www.ocel-standard.org/event-
logs/simulations/logistics/ .
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The overall workflow behaviour is very similar between the causal net and
the Petri net. Both show 14 activities. The Petri net contains additionally 25
places and 26 silent transitions. The causal net contains 8 additional start and
end activites. Both describe similar workflow patterns like the sequence of Create
Transport Document and Book Vehicle, or the loop of the Load Truck event for
the Container object type. This shows that the discovered behavior is consistent
with already existing approaches but has a different representational bias. For
example, after Order Empty Containers, the Transport Document can either go
to Depart or directly or to Reschedule Container first. For this optional skipping,
one needs an artificial silent transition in a Petri net.

The object-centric causal net describes behavior aspects not modeled in the
Petri net. For example, it shows concrete cardinalities for the output marker
of Order Empty Containers which models that at maximum 5 containers are
ordered together matching the log. This information can not be represented in
an object-centric Petri net. The object-centric causal net in Fig.7 also shows
an object XOR split, which would not be explicitly representable in an object-
centric Petri net. There can be multiple Transport Documents per Depart activ-
ity. Each can either end its life cycle or be part of another Depart event. The
qualitative evaluation shows that the behavior discovered using the presented
algorithm is consistent with existing approaches in the workflow dimension and
can discover additional aspects due to different representational biases.

Quantitative Evaluation. This quantitative evaluation investigates the run-
time of our implementation by using 10 publicly accessible event logs. The exper-
iments were performed on a 12th Gen Intel i7-12650H processor with 2.3 GHz
and 16 GB of RAM. For the dependency graph discovery parameters [26] we used
the following settings: DT = 0.5, L1T = 0.5, and LoT = 0.5. The computation
times were measured three times and averaged to reduce the impact of noise.
The evaluation shows that the algorithm, with an average overall run time of
125 on the used event logs, is usable on consumer hardware. Figure 9 shows the
relation between the overall runtime and the number of events and the number
of objects. As the correlation coefficient is 0.92 for the number of events and 0.34

Overall Time vs. Number of Events Overall Time vs. Number of Objects

350 Event Log
300 e Order Management
é 02C
g 250 . P2P
g 200 e P2Pnormal
“E" e« Transfer Order
= 150 e Recruiting Process
= / Github PM4Py
§ 100 <, . . Windows Events Registry
O 59 Angular GitHub Commits

¢ . Logistics
01 ¢ hd —— Linear Regression
0 20000 40000 60000 80000 100000 0 20000 40000 60000 80000 100000
Number of Events Number of Objects

Fig. 9. The overall runtime of the object-centric causal net discovery using our
implementation for variate of object-centric event logs.
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for the number of objects, the runtime is mainly influenced by the number of
events in the event log. This is reasonable since the algorithm must discover the
potential marker groups for each event in the event log. The linear regression
line indicates a linear increase in the runtime with the size of the object-centric
event log. Since, there are no algorithms to discover object-centric causal nets
yet, we can not compare the performance with other implementations. Instead,
we publish the given implementation as a baseline for future improvements.

7 Conclusion

In this paper, we introduce object-centric causal nets and make four contribu-
tions to the field of object-centric process discovery. First, we defined the syntax
and semantics of object-centric causal nets, a model that can overcome some
of the representational biases of current models like object-centric Petri nets.
Second, we presented an algorithm to discover them from object-centric event
data. This two-phase approach creates an object-centric dependency graph first
by merging traditional dependency graphs. In the second phase, this graph is
populated with input and output marker groups, resulting in an object-centric
causal net. This phase uses a heuristic to identify which events with dependent
activities causally proceed and succeed an event. Then the causal predecessors
(successors) result in input (output) marker groups. Third, we published our
algorithm implementation together with a visualization tool for object-centric
causal nets that allows the user to filter for the most frequent input and output
marker groups. Finally, we performed a qualitative and quantitative evaluation,
showing that object-centric causal nets can represent behavior that can not be
discovered and modeled using object-centric Petri nets.

This work motivates future research on object-centric causal nets for confor-
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Abstract. This paper introduces FLAMI, a software reference architec-
ture for building big data-sharing repositories that adhere to the FAIR
(Findability, Accessibility, Interoperability, and Reusability) principles.
Inspired by the data lakehouse concept, FLAMI can extract, load, and
transform large volumes of data and metadata from heterogeneous data
providers into a unified storage solution. It integrates with existing infras-
tructures of external repositories, allowing data stored outside the lake-
house to be fetched and processed within its infrastructure. FLAMI also
introduces a set of guidelines for its implementation. We validate our pro-
posal through a case study that instantiates FLAMI to the context of a
real-world seismology dataset, exploiting analytical queries that encom-
pass the needs of geoscientists. We also employ a framework to assess
FLAMI’s FAIR compliance, achieving 100% in its conceptual version
and over 73% in the seismology instantiation.

Keywords: FAIR Principles - Open Science - SRA - Data Lakehouse

1 Introduction

Open Science has emerged to encourage researchers to share their findings,
removing barriers to global scientific collaboration. These findings can include
the data generated by their research, the used methodologies, and the resulting
scientific papers [28]. Building data-sharing repositories is key to advancing Open
Science, promoting transparency and increasing the impact of scientific discov-
eries. Given the inherent heterogeneity of content, data providers, processing
mechanisms, and protocols to manage data and metadata, these repositories
must ensure findability, accessibility, interoperability, and reusability.

The FAIR (Findable, Accessible, Interoperable, Reusable) principles offer
a standardized framework to achieve these guarantees [38]. They ensure data
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and metadata are findable through unique identifiers and rich descriptions and
accessible via standard protocols that comply with legal and ethical constraints.
Additionally, the FAIR Principles enable interoperability by utilizing widely rec-
ognized languages and vocabularies and allow reusability through detailed data
provenance and adherence to established standards and licensing practices.

Achieving the standardization outlined by FAIR is challenging due to the
gap between their high-level definitions and the practical development of a
data-sharing repository. Another challenge refers to the different profiles of data
providers, which can impose a diverse range of requirements. Some can priori-
tize data ownership, sharing only metadata while maintaining control over their
data in an external repository [8]. Others value simplicity, relinquishing control
of data and metadata to third-party repositories for simplified management [9].

Adopting a Software Reference Architecture (SRA) can address these chal-
lenges, guiding data engineers in developing a FAIR-compliant repository. An
SRA is a high-level architecture that is context- and technology-independent [30].
It allows development teams to build systems by outlining the application’s
structure, components, interactions, and data flow, ensuring consistency and
maintainability across projects [26]. An SRA can also support the interaction
of different stakeholder profiles with the architecture, provided this is specified
during its conception. We believe that it can bridge the existing silo between the
FAIR Principles and their implementation in a big data-sharing repository.

Despite the advantages of a FAIR-compliant SRA, solutions available in the
literature are scarce [10]. Some approaches lack design considerations for address-
ing FAIR Principles or fail to achieve full compliance. Others are context-specific
and therefore unable to adhere to the concept of an SRA. There are also solu-
tions that do not provide support for data analytics. Additionally, many existing
SRAs are not designed to accommodate diverse data provider profiles. Instead,
they tend to prioritize either data ownership or simplicity, often neglecting a
more holistic approach to FAIR compliance.

This paper introduces FLAMI (FAIR Lakehouse Architecture for Multiple
Infrastructures), an SRA designed to enable the development of data-sharing
repositories aligned with the FAIR Principles. Rather than proposing an ad-hoc
solution for a specific data-sharing repository, we present a general architecture
inspired by the lakehouse paradigm [34]. This allows FLAMI to support data
analytics across diverse repository contexts, leveraging components such as data
lakes [33] and data warehouses [21]. FLAMI also integrates with existing infras-
tructures of external repositories, allowing data stored outside the lakehouse to
be fetched and processed within its infrastructure. This enables FLAMI to sup-
port both data ownership and simplicity, addressing the requirements of different
profiles of data providers. The contributions of our work include:

— FLAMI, a FAIR-compliant SRA with a modular design tailored for construct-
ing data-sharing repositories across diverse applications and domains.

— A set of comprehensive guidelines for leveraging FLAMI to develop FAIR-
compliant data-sharing repositories.
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— Validation of FLAMI by building a FAIR-compliant data-sharing repository
for a real-world seismology dataset in collaboration with geosciences experts.
This includes designing and implementing a series of queries to evaluate the
repository’s ability to retrieve data and metadata.

— An assessment protocol to evaluate the FAIR compliance of FLAMI and its
geosciences instantiation, using the FAIREST assessment framework [15].

The remainder of this paper is organized as follows. Section2 proposes
FLAMI, assesses its FAIR compliance, and details its instantiation guidelines.
Section 3 details the case study that instantiates FLAMI to the context of a
real-world seismology dataset. Section4 reviews related work. Finally, Sect.b
concludes the paper and discusses future work.

2 The FLAMI Architecture

This section introduces FLAMI, an SRA for building FAIR-compliant data
repositories inspired by the data lakehouse concept. Figurel depicts its lay-
ers, with solid borders for components, dashed borders for processes, arrows for
data flow, and padlocks to indicate end-to-end encryption [32].

2.1 Users and Interaction

Data Providers and Consumers. Data providers can follow one of two profiles:
(i) those who favor simplicity and performance, storing their source data directly
in the lakehouse infrastructure; and (ii) those who prioritize data ownership and
flexibility to implement their own security policies, storing their source data
in their own external infrastructure. Metadata from both cases is extracted by
FLAMI, which integrates and stores it in the lakehouse. Data consumers query
and retrieve data and metadata through the Repository Interaction Layer, with
different access levels depending on their role.

Repository Interaction Layer. Acts as the gateway for data providers and con-
sumers to interact with FLAMI. It includes interfaces for uploading and retriev-
ing data and metadata according to user roles and permissions. It provides a
search engine that should index the metadata and can provide data and meta-
data retrieval functions to ensure findability.

2.2 Data and Metadata Storage

Ezxternal Storage Layer. Hosts external repositories containing research data
and metadata. These repositories can be heterogeneous and geographically dis-
tributed. They must support real-time metadata streaming to the Repository
Interaction Layer and provide access interfaces for the Data Retrieval Layer.

Repository Storage Layer. Consists of several components for storing data and
metadata. The Data Lake stores two copies of research data objects: anonymized
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Fig. 1. The FLAMI architecture.

and encrypted. We perform this duplication to improve query execution, allowing
data consumers to instantly access anonymized or non-anonymized data based
on their roles. Furthermore, the Metadata Lake stores raw metadata for real-
time querying, with separate files for metadata from external data objects in the
External Storage Layer and repository data objects in the Data Lake. This meta-
data is gradually transformed, cleaned, and integrated before being stored in the
Metadata Warehouse. Intermediate levels of these transformations can be stored
in the Metadata Lake, following the premise of a lakehouse. The Metadata Ware-
house, implemented using the Generic Metadata Warehouse Model [8], stores the
final transformed metadata. This model is based on a star schema [21], consisting
of multiple dimensions to store descriptive metadata along with a fact table to
link these dimensions and store their associated quantitative measures. By lever-
aging its integrated, subject-oriented, historical, and non-volatile attributes [19],
the Metadata Warehouse keeps metadata alive even in the absence of its asso-
ciated data objects while also enhancing batch metadata querying. Finally, a
Metadata Governance Repository tracks data provenance and meta-metadata.
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2.3 Data Search and Exploitation

Data Retrieval Layer. Handles requests for metadata and source data. Metadata
is retrieved directly from the Metadata Warehouse and Metadata Lake. For
source data, the layer checks if the data is stored internally or externally. Then,
based on the consumer’s permissions, it fetches internal data from the Data Lake
in its anonymized or non-anonymized version, or applies ad-hoc anonymization
for external data. The results can either be delivered directly to the data con-
sumer or processed in the Data Insights Layer. During query execution, a request
can be made to the Knowledge Mapping Layer to translate data consumer’s
requests to fit the data model of the Repository Storage Layer.

Knowledge Mapping Layer. This layer contains associations between generic data
models and the data models implemented in the other layers, which can be cre-
ated using ontologies [35] or knowledge graphs [16]. They can enable the recovery
of data and metadata based on standards well-known to the data consumers of
specific research fields. They can also allow the investigation of different relation-
ships between the data and metadata, feeding the Data Insights and the Data
Retrieval Layers with novel content to improve their analytics capabilities.

Data Insights Layer. Enables big data analytics within FLAMI by leveraging
content from the Repository Storage, External Storage, and Knowledge Mapping
Layers. It provides descriptive, predictive, and prescriptive analyses [25] through
public and private dashboards, report tools for repository management, and
machine learning algorithms for advanced insights. Access to these insights is
controlled via the Repository Interaction Layer to ensure security.

2.4 FAIR Compliance Evaluation of FLAMI

We use the FAIREST assessment framework [15] to evaluate the FAIR compli-
ance of FLAMI. FAIREST provides categorical and quantitative metrics for this
assessment. Details on how to comply to each metric and to calculate compliance
scores are available in [15]. Here, we discuss how FLAMI addresses the metrics
in the Findability, Accessibility, Interoperability, and Reusability categories.

Findability. The Repository Storage Layer satisfies FCS1, FCS2, FCS3, and
FCS4 because it includes a Metadata Warehouse that stores globally unique
identifiers for each data object, such as Digital Object Identifiers (DOIs) or their
combination with local unique identifiers. These identifiers can also be derived
from external identifiers (FCS3) in the External Storage Layer and, together
with other metadata, can point to the ezact location of the source data (FCS4)
in the Repository Storage and External Storage Layers. Furthermore, the Data
Retrieval Layer enables metadata (FCA1) and content (FCA2) search, support-
ing advanced search features (FCA3) through complex queries and analytics for
the Data Insights Layer.

Accessibility. The Repository Interaction Layer supports customizable GUls
(ACL1) and APIs (ACL2) for data and metadata retrieval. The Repository
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Storage Layer guarantees long-term preservation (ACA1), ensuring the recovery
of data and metadata even if deleted from their sources. Availability (ACA2) is
rated “high” since the FLAMI’s unified lakehouse infrastructure is deployed on
big data environments (e.g., cloud providers) by definition. This setup enforces
the replication of each component, prioritizing availability and avoiding the
impact of crashes and service interruptions. Finally, the Repository Interaction
Layer provides all specified levels of access control (AC3). For instance, the pub-
lic can access an open dashboard; a repository manager can use closed self-service
analytics, and data providers can interact on request with data objects.

Interoperability. Metrics IC1 and IC2 are addressed by the Repository Stor-
age and Knowledge Mapping Layers, which use standard data formats and can
map metadata to recognized models (e.g., Dublin Core, MARC 21). Persistent
identifiers (IC3) and custom metadata (IC4) are achieved when FLAMI assigns
identifiers to each data object and provides the extensibility of the Metadata
Warehouse generic model, respectively. Linking of metadata and content (IC5)
occurs via ontologies and knowledge graphs in the Knowledge Mapping Layer
and relationships of stored data and metadata in the Repository Storage Layer.
Further, the Repository Interaction Layer guarantees upload (ICI1) and down-
load (ICI2) of metadata and content, as well as a custom submission process
(ICI3) by supporting GUIs and APIs for data access with different roles and
permissions. Finally, the External Storage Layer meets data federation (ICI4)
by integrating external repositories.

Reusability. License support for content depositing (RCD1) and access (RCA1)
are rated “high” because the Metadata Warehouse allows assigning different
licenses to each data object and FLAMI guarantees the availability of licens-
ing attributes, including license descriptions and links. Furthermore, the Data
Retrieval and Knowledge Mapping Layers fulfil content support (RCS1) by pro-
cessing and mapping data and metadata in various formats.

Discussion. Based on the aforedescribed metrics, we applied the FAIREST’s
formulae! to calculate FLAMI’s FAIR compliance. From these formulae, we
obtained a score for each category of the FAIR Principles as an absolute value.
Then, to calculate the compliance percentage for each category, we divided the
obtained score by the category’s maximum possible score. The compliance per-
centage regarding all categories of the FAIR Principles was determined by aver-
aging the percentages from each category. This approach ensures that each cat-
egory contributes equally to the final compliance percentage, regardless of the
number of metrics they contain. The result demonstrated that FLAMI is 100%
FAIR-compliant according to the FAIREST framework.

2.5 Instantiation Guidelines

We propose a set of instantiation guidelines for implementing FAIR-compliant
data-sharing repositories using FLAMI. These guidelines allow a data engineer

! https://doi.org/10.5281/zenodo.5282929.
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to decide which components and functions to adopt and the desired level of
FAIR compliance to tackle. Each guideline concerns a specific FLAMI layer,
detailing the implementation of its components and their interactions with other
components and layers.

Guideline 1: Implementing the External Storage Layer. Data providers can imple-
ment external repositories using technologies tailored to their data characteristics
(model, format) and required data management guarantees (SQL, NoSQL, dis-
tributed file systems). They can be deployed in different target architectures on
the cloud, the fog, or the edge. These repositories must interact with the Reposi-
tory Interaction Layer to upload their metadata. The interfaces and interactions
will vary depending on the type of storage support (look-up commands for dis-
tributed file systems, SQL queries or ad-hoc retrieval expressions for NoSQL
systems). Metadata extraction can imply processing data using parallel solu-
tions like Spark or stream processing solutions like Kafka, depending on the
data production rate. The external repositories should also integrate with the
Data Retrieval Layer to enable data retrieval and querying.

Guideline 2: Implementing the Repository Interaction Layer. The first step in this
layer is to develop the data/metadata upload and retrieval interfaces, which can
be provided as APIs or GUIs. Authentication mechanisms should be integrated,
using either a permissions database for credential management or SSL/TLS pro-
tocols for certificate-based validation [13]. To ensure findability, metadata should
be made searchable through domain-specific engines or generic platforms like
Google Dataset Search. Data engineers are responsible for implementing con-
solidation strategies to notify incoming metadata and data to the Repository
Storage Layer. Metadata should remain in its raw format while data is dupli-
cated, with one copy anonymized and the other encrypted.

Guideline 3: Implementing the Repository Storage Layer. To choose the most
suitable technologies to implement the storage components in this layer, a data
engineer should understand the component’s purpose and the expected charac-
teristics of the data and metadata it stores. The metadata lake stores metadata
in its raw format. The same is true for data stored in the data lake. Thus,
technologies that do not require a predefined schema are more suitable, such
as NoSQL databases (e.g., MongoDB) or distributed file storages (e.g., HDF'S),
with the latter being preferred for handling larger datasets. FLAMI requires
all metadata in the metadata lake to be transformed to a metadata warehouse
generic model [8] to ensure FAIR compliance. These transformations can be
implemented using Pandas for smaller datasets and Spark for larger ones, with
intermediate results stored in the metadata lake. To implement the metadata
warehouse, data engineers can employ relational databases like PostgreSQL for
smaller datasets or distributed file storages (e.g., HDFS) for larger datasets.
The same technologies can also be used to implement the metadata governance
repository. The data engineer needs to ensure that the chosen technologies can
integrate with the data processing framework used in the Data Retrieval Layer
to enable data and metadata querying.
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Guideline 4: Implementing the Data Retrieval Layer. This layer should imple-
ment querying pipelines to locate data and metadata in the External Storage
Layer or the Repository Storage Layer, leveraging big data frameworks like Spark
if necessary. For data querying requests to the External Storage Layer, end-to-
end encryption [32] must be implemented to ensure secure communication with
external repositories. Additionally, ad-hoc data anonymization [3], tailored to
data consumer permissions, should be applied to sensitive data. Data stored in
the Repository Storage Layer, having already been anonymized, can either be
queried in its anonymized form or decrypted to reveal sensitive information, con-
tingent upon the data consumer’s access permissions. Alternatively, encryption-
based analytics [18] can enable querying of encrypted data without decryption,
ensuring security and functionality.

Guideline 5: Implementing the Knowledge Mapping Layer. This layer com-
prises components that utilize tailored models, such as ontologies or knowledge
graphs, to represent knowledge and semantic data. The choice of model depends
on the nature of the requests being processed. Ontology-based models often
leverage reasoning mechanisms implemented with frameworks like RDF triples,
enabling inferencing and semantic enrichment. Alternatively, property graphs
can be employed for knowledge representation, facilitating querying through
graph query languages such as GQL or Cypher. This data can then be stored in
a graph database such as GraphDB or Virtuoso, ensuring integration with the
Data Retrieval and Data Insights layers.

Guideline 6: Implementing the Data Insights Layer. This layer consists of compo-
nents that enable the creation of dashboards for generating reports and analytics,
providing valuable insights into processed data and metadata. It interacts with
the Data Retrieval Layer to extract the necessary data and metadata for anal-
ysis. Tools such as Microsoft Power BI, Tableau, and Metabase are well-suited
for implementing analytics dashboards. For machine learning, libraries such as
TensorFlow and Spark MLIlib can be employed. Customized reports tools can be
generated using query engines like SparkSQL. Data engineers should guarantee
that the chosen technologies are compatible with the Data Retrieval Layer.

3 Case Study: Building an Earth Sciences Lakehouse

We validate FLAMI and our instantiation guidelines by building an Earth Sci-
ences lakehouse using a real-world seismology dataset. This dataset comprises
Seismic Analysis Code (SAC) files, which document seismic activity recorded
across stations in the northeast region of Brazil. Seismic measurements are cap-
tured by seismographs and validated and processed by various agents before
inclusion in an official seismic bulletin [14]. For this case study, we focus on the
initial collection phase of the SAC files, before any processing by data collectors
or analysts. The dataset consists of 13,900 files, totaling 167GB of data. Each
seismic event generates three SAC files corresponding to the three measurement
axes (north-south, east-west, and up-down). Each SAC file contains an array of
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Fig. 2. Instantiation of FLAMI to the context of earth sciences.

integer values representing the seismic measurements, accompanied by metadata
such as station, channel, and number of data points.

3.1 FLAMTI’s Instantiation

The instantiation of FLAMI is illustrated in Fig. 2, with only the components
necessary to fulfill the requirements of the case study being deployed. In this
setup, each measurement station functions as an independent data provider.
Specifically, nine stations utilize external repositories to store their SAC files,
while ten rely on the Lakehouse Infrastructure for storage. As the instantiation
focuses on managing data during the initial phase of the seismic bulletin gener-
ation process (i.e., before any user interaction), the primary data consumers are
research personnel involved in this stage, such as data collectors and analysts.

We implemented each repository within the External Storage Layer as a
separate MongoDB instance, adhering to Guideline 1, and used Spark to enable
measurement stations to upload SAC files and their associated metadata to
the lakehouse, following Guideline 2. Additionally, the Repository Interaction
Layer includes a Jupyter Notebook interface, allowing data consumers to issue
queries and visualize results. Authentication mechanisms to verify identities and
permissions are managed through a PostgreSQL database.

For the Repository Storage Layer, we employed the Hadoop Distributed File
System (HDFS) to implement the Data Lake, Metadata Lake, and Metadata
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Warehouse, in line with Guideline 3. The Data Lake stores raw SAC files data
providers upload without external repositories. As these files do not contain
sensitive information, no anonymization or encryption measures were required.
The Metadata Lake stores metadata in the Parquet file format, with Spark
handling the processing and transformation of this metadata before storing it in
the Metadata Warehouse.

Metadata Warehouse. Figure3 depicts the star schema of the implemented
metadata warehouse. Each entry of the fact table FACT_SEISMOLOGY rep-
resents storing a SAC file, considering the data size, number of points in
the measurement, delta, sampling rate, and calibration. The dimension tables
are: (i) DIM_DATAPROVIDER, holding station information (e.g., location);
(ii) DIM_.DATAREPOSITORY, containing information about each repository
(e.g., connection details); (iii) DIM_DATAOBJECT, detailing the SAC file (e.g.,
unique source ID); (iv) DIM_DATE and DIM_TIME, storing both measurement
and file insertion timestamps; (v) DIM_PERMISSIONS, defining access permis-
sions and anonymization; (vi) DIM_LICENSE, holding licensing details; and (vii)
DIM_STATUS, indicating whether the SAC file still exists in its source. Each
table is implemented as a Parquet file. Bold attributes represent primary keys,
while italic attributes indicate metadata essential to comply with the FAIR Prin-
ciples. A data engineer can adjust the schema to add or remove content, provided
these essential attributes are maintained.

In the Data Retrieval Layer, components are designed to implement algo-
rithms for retrieving, processing, and analyzing data and metadata in alignment
with Guidelines 4 and 6. For this case study, these algorithms were developed
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Fig. 4. Query Q1 (total number of files generated by the data providers of each state).

using Spark’s Resilient Distributed Datasets (RDDs) and SparkSQL. In the Data
Insights Layer, components provide visualization features using the ObsPy and
MatPlotLib libraries, enabling a comprehensive and detailed exploration of both
data and metadata. Lastly, the Knowledge Mapping Layer, corresponding to
Guideline 5, was not instantiated, as the limited scope of data consumer requests
did not warrant its implementation.

3.2 Analytical Queries

We designed a series of analytical queries to illustrate typical data consumer
requests and demonstrate the interaction between the layers of FLAMI. These
queries were inspired by those commonly posed by geoscientists during the initial
stages of preparing a seismic event bulletin [14]. The queries were implemented
in Spark, using both its RDD interface and SparkSQL.

Query Q1. Which regions produce the most data? This query retrieves metadata
from the Metadata Warehouse in the Repository Storage Layer to identify the
number of files generated by data providers in each state. By analyzing this
information, the query estimates the distribution of seismic data across different
regions. The results provide insights into which areas contribute with more data,
denoting either higher seismic activity or increased monitoring efforts. They can
also assist in resource allocation among stations.

Figure 4 depicts a choropleth map containing Q1’s results. We show the map
of Brazil on the bottom left and highlight the states that comprise its northeast
region. The visualization reveals that Pernambuco (PE) generates the highest
number of files (6,180), followed by Ceara (CE) with 2,508 files and Alagoas (AL)
with 2,338 files. In contrast, Bahia (BA) and Piauf (PI) generate fewer files, with
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Fig. 5. Queries Q2 (all channels of the seismic reading with the highest amplitude in
AL) and Q3 (average amplitude in each state per month). Amplitude is obtained from
the source data, while states/months are extracted from the Metadata Warehouse.

1,050 and 312, respectively. This distribution indicates higher seismic activity
or more intensive monitoring efforts in PE and CE. Additionally, it highlights
underrepresented areas, such as PI, which may warrant increased monitoring
efforts and resource allocation.

Query Q2. Which are the channels of the reading of the highest amplitude in AL?
This query is implemented through the following actions: (i) query the metadata
warehouse to retrieve connection details to a data provider; (ii) retrieve SAC files
from the data providers located in Alagoas (AL); (iii) calculate their amplitude;
(iii) identify the SAC file with the highest amplitude; and (iv) retrieve other SAC
files for the remaining channels. FLLAMI performed these actions in parallel using
Spark’s RDD interface and SparkSQL.

The results of Query Q2 are visualized in Fig. 5a using ObsPy. Geoscien-
tists can observe that the E channel exhibits a significantly higher amplitude (in
the millions) compared to the Z channel (in the thousands) and the N channel
(in the hundreds). These insights enable them to evaluate whether the readings
correspond to a seismic event. This query aids in analyzing specific seismic mea-
surements, helping determine if the data represents an earthquake or another
type of seismic activity.

Query Q3. What is the average amplitude in each state over the months of 20227
This query involves retrieving metadata from the Repository Storage Layer and
source data from data providers, following these steps: (i) querying the metadata
warehouse to obtain connection details for the data sources, along with the state
and month for each entry in the fact table; (ii) retrieve the corresponding SAC
files from the data providers; (iii) calculate the average amplitude of the seismic
measurements, aggregated by month and state. FLAMI performed these steps
in parallel leveraging both SparkSQL and Spark’s RDD interface.

The results of Query Q3 are illustrated in Fig. 5b. Bahia (BA) had the high-
est average amplitude in January (939,956) and peaked in March (3,608,805),
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suggesting significant seismic activity. Alagoas (AL) exhibited moderate values,
starting at 597,287 in January and increasing to 1,066,790 in April. Pernam-
buco (PE) showed a decline in amplitude, ranging from 670,916 in January to
335,157 in April. Other states consistently reported lower amplitudes, beginning
at 84,269 in January and decreasing to 19,624 in April. These findings underscore
BA’s prominent seismic activity and reveal varying trends across states, offer-
ing valuable insights for prioritizing regional monitoring efforts. The results also
help geoscientists to identify seasonal patterns or regional variations in seismic
activity, as well as to detect potential outliers in the analyzed period.

3.3 FAIR Compliance Evaluation: Seismology Instantiation

The FAIR compliance assessment conducted in Sect. 2.4 showed that FLAMI
is 100% FAIR-compliant according to the FAIREST framework [15]. However,
since not all layers and components are instantiated in our case study, some
framework metrics cannot be fully satisfied. Details on how to comply to each
metric and to calculate compliance scores are available in [15]. Here, we detail
which metrics FLAMI’s seismology instantiation is unable to fulfill, as follows.

Regarding Findability, FATIREST clearly specifies that metric FCS2 can only
be fulfilled if the repository supports the generation of a DOI for each research
artifact. In our instantiation, this metric is not satisfied due to the high cost
associated with assigning a DOI to every SAC file. As a result, Findability com-
pliance is reduced to 71.4%. In Accessibility, metric ACA3 can only be marked
as “open” if it makes research artifacts open by default. Similarly, it can only
assume the “on-request” value if the repository offers an on-request feature to
the public. Therefore, ACA3 assumes the “closed” value in our instantiation
because data access is limited to analysts in the early stages of seismic bulletin
generation. This results in a 66.7% score for Accessibility.

Regarding Interoperability, metric IC1 demands that standard metadata for-
mats, such as Dublin Core and MARC 21, are interpretable by the repository.
Metric IC5 states that semantic links between data and metadata must be cre-
ated and published. These metrics are not satisfied in our case study due to our
decision of not instantiating the Knowledge Mapping Layer. Thus, the Interoper-
ability compliance is reduced to 55.6%. Finally, the instantiation achieves 100%
in the Reusability category, boosting its overall FAIR compliance to 73.4%.

Our assessment shows that full FATR compliance may not always be achiev-
able, since the compliance score is influenced by the repository’s context-specific
constraints. For instance, certain contexts may require restricting data consumer
profiles, leading to a closed repository and directly impacting the accessibility
assessment. Hence, data engineers must understand these context-specific con-
straints when determining the target FAIR compliance score for a repository.

4 Related Work

We categorize the studies reviewed in the literature into groups based on a
timeline that reflects the evolution from adopting SRAs to achieving alignment
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with the FAIR Principles. The studies were selected from our systematic review
detailed in [10], supplemented with recent and relevant solutions to ensure com-
prehensive coverage of the state of the art.

General Purpose Big Data SRAs (Group 1). Historically, studies in Group 1
do not consider the FAIR Principles in their design. These studies distinguish
themselves because of the introduction of the traditional data warehouse archi-
tecture [11]. This architecture has been augmented with parallel and distributed
data processing frameworks [6] and data lakes [33] to deal with the volume, vari-
ety, and velocity properties of big data [12]. Furthermore, the data lakehouse
architecture [34] stores data in object storage solutions using standard formats,
integrated with a metadata layer to manage transactions and versioning [1].
Some solutions provide specialized layers for data extraction, loading, and trans-
formation (ELT) aimed at big data analytics, such as Kappa [23], Lambda [22],
Liquid [17], Solid [27], Bolster [29], and NeoMycelia [2]. FLAMI is inspired by
the data lakehouse concept and incorporates components for ELT.

Implementation of FAIR-Driven Repositories (Group 2). Studies in Group 2 pro-
pose solutions incorporating the FAIR Principles to integrate data and metadata
in specific contexts, such as earthquakes [31], biomedical research [4], oncol-
ogy [20], COVID-19 [5], scientific metadata [36], digital twin integration with
research data management [24], and astronomy [39]. However, most of these
studies lack a detailed explanation of how their solutions fulfill each FAIR prin-
ciple. Only a few, such as those in [20,31], provide partial insights into their FAIR
compliance. In contrast, our work offers a clear justification for why FLAMI is a
FAIR-compliant SRA. Additionally, we assess its compliance using the FATIREST
framework [15]. A key distinction of our approach is the introduction of detailed
guidelines for using FLAMI to develop FAIR-compliant repositories, a discussion
absent from studies in Group 2.

FAIR-Compliant Big Data SRAs (Group 3). FAIR-compliant SRAs have gained
attention in the literature. Among them, BigFAIR [8] and CloudFAIR [9] are
FAIR-compliant SRAs we previously proposed. BigFAIR employs a hybrid app-
roach, combining a local source data infrastructure with a centralized meta-
data repository. This design prioritizes data ownership, enhances flexibility,
and ensures compliance with data protection regulations. Building on Big-
FAIR, CloudFAIR integrates data and metadata management into a unified
cloud infrastructure, improving performance and simplifying interactions for
data providers.

These experiences with BigFAIR and CloudFAIR inspired the development of
FLAMI, designed to support different profiles of data providers. FLAMI achieves
flexibility and data ownership by integrating with existing external infrastruc-
tures while ensuring performance and simplicity through a unified lakehouse
infrastructure for source data storage. By bridging these two data provider pro-
files, FLAMI simplifies the specification of FAIR-compliant repositories.

Another FAIR-compliant SRA in the literature is GADDS [37], a cloud-
based platform focusing on metadata quality control via blockchain-based cryp-
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tographic storage and decentralized validation. However, unlike our work, Big-
FAIR, CloudFAIR, and GADDS do not assess FAIR compliance using a formal
assessment framework or provide instantiation guidelines. Additionally, GADDS
compromises findability, limiting its overall utility. Furthermore, GADDS com-
promises findability due to its adoption of a blockchain network.

5 Conclusions and Future Work

This paper presented FLAMI, a software reference architecture designed for
developing FAIR-compliant data-sharing repositories. Inspired by the data lake-
house concept, FLAMI integrates with external infrastructures, enabling the
querying and processing of internal and external data while accommodating
diverse data provider profiles. We also proposed six guidelines to enable the
implementation of FATR-compliant repositories using FLAMI. These guidelines
were demonstrated through a geosciences case study, where FLAMI was instan-
tiated for the context of seismology. Finally, we validated FLAMI’s compliance
to the FAIR Principles, achieving 100% in its conceptual version and over 73%
in the seismology instantiation.

We are currently working on describing the systematic process used to design
FLAMI. This process includes validating correctness, support for instantiation,
and utility by interviewing real-world data engineers and geoscientists. We are
also conducting performance evaluations to compare FLAMI with other solutions
in the literature. Another future work is to develop interface definitions for the
Repository Interaction Layer, enabling a higher degree of standardization across
different FLAMI instantiations. We also plan to perform other case studies whose
scope allows us to instantiate enough components of FLAMI to reach 100%
FAIR compliance, such as those in the Knowledge Mapping Layer. For instance,
we plan to explore real-world jellyfish monitoring data [7], showcasing FLAMI’s
capacity to deal with data and metadata variety. Finally, we will explore different
contexts that allow the instantiation of other components and processes, such
as machine learning algorithms and a metadata governance repository.
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Abstract. Integrating multiple (sub-)systems is essential to create
advanced Information Systems (ISs). Difficulties mainly arise when inte-
grating dynamic environments across the IS lifecycle, e.g., services not
yet existent at design time. A traditional approach is a registry that pro-
vides the API documentation of the systems’ endpoints. Large Language
Models (LLMs) have shown to be capable of automatically creating sys-
tem integrations (e.g., as service composition) based on this documenta-
tion but require concise input due to input token limitations, especially
regarding comprehensive API descriptions. Currently, it is unknown how
best to preprocess these API descriptions. Within this work, we (i)
analyze the usage of Retrieval Augmented Generation (RAG) for end-
point discovery and the chunking, i.e., preprocessing, of state-of-practice
OpenAPIs to reduce the input token length while preserving the most
relevant information. To further reduce the input token length for the
composition prompt and improve endpoint retrieval, we propose (ii) a
Discovery Agent that only receives a summary of the most relevant
endpoints and retrieves specification details on demand. We evaluate
RAG for endpoint discovery using the RestBench benchmark, first, for
the different chunking possibilities and parameters measuring the end-
point retrieval recall, precision, and F1 score. Then, we assess the Dis-
covery Agent using the same test set. With our prototype, we demon-
strate how to successfully employ RAG for endpoint discovery to reduce
the token count. While revealing high values for recall, precision, and
F1, further research is necessary to retrieve all requisite endpoints. Our
experiments show that for preprocessing, LLM-based and format-specific
approaches outperform naive chunking methods. Relying on an agent fur-
ther enhances these results as the agent splits the tasks into multiple fine
granular subtasks, improving the overall RAG performance in the token
count, precision, and F1 score.

Keywords: Retrieval augmented generation - Large language models -
OpenAPI - Endpoint discovery - RestBench
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1 Introduction

OpenAPI is the state-of-practice for describing interfaces for integrating Infor-
mation Systems (ISs). It contains formal elements like paths and natural lan-
guage constituents like descriptions. For integrating these systems automati-
cally, automated service composition using Large Language Models (LLMs) has
been proposed [34-36]. These approaches exploit the capabilities of LLMs to
process formal and natural language input, combining them with the inherent
nature of automated service composition of decoupling and independent lifecy-
cle management. While prohibiting any manual modeling effort by relying on
already broadly available OpenAPIs, the approaches face the challenge of lim-
ited input token length [36]. This bounds the quantity and extent of the input
service description. Even for proprietary models with a large input token con-
text, e.g., OpenAT’'s GPT4 with a context size of 128,000 tokens [29], an economic
constraint emerges as these models are paid by input and output token count.
Therefore, a smaller prompt length is beneficial to (i) insert further service doc-
umentation and (ii) reduce costs for proprietary models.

To address these challenges, Retrieval Augmented Generation (RAG) [22]
has emerged as a promising resort. In this approach, the external information is
collected in a database, typically structured as a set of documents or document
chunks. The primary goal is retrieving only a small subset of the most relevant
documents or document chunks, which is then inserted into the prompt [22]. How
to optimally apply RAG for endpoint discovery in IS is open to investigation,
leading to the following research questions:

RQ1. How best to preprocess, i.e., chunk, OpenAPIs for RAG endpoint discov-
ery?

RQ2. Can LLM agents be employed to reduce token count further and improve
retrieval performance?

To answer RQ1, we develop an OpenAPI RAG system that takes as input
service descriptions. We apply different token-based and LLM-based chunking
strategies to split the documentation and evaluate them based on retrieval qual-
ity. The token-based strategies process the document using a classical parser
and then split the parts, e.g., endpoints, into equal-sized chunks. The LLM-
based strategies let an LLM create a description, i.e., a summary or a question,
for each endpoint and then use these descriptions for similarity matching. We
employ mainstream open-source and proprietary embedding models for similar-
ity matching, which can create an embedding vector for an input. The similar-
ity between two inputs can then be determined by comparing their embedding
vectors using, e.g., the cosine similarity. We evaluate the OpenAPI RAG and
the different chunking strategies by relying on the already available RestBench
benchmark [42] for LLM agents, measuring recall, precision, and F1 score for
each chunking strategy. The benchmark consists of the OpenAPI descriptions of
Spotify and TMDB and corresponding queries, each with a set of endpoints as
the sample solution.
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To address RQ2, we propose an LLM agent called Discovery Agent. As LLM
agents allow the usage of external tools, we first investigate using one tool that
simply inputs the results of the RAG to the prompt. Then, we experiment with
using two tools: the first tool filters and enters the LLM endpoint summaries
to the prompt using RAG, while the second tool allows the retrieval of the
endpoint details on demand. We resort to the same RestBench benchmark for
evaluation and measure recall, precision, F1 score, and additional token count.
As the chunking strategy, we rely on the LLM-based summary strategy with
OpenAT’s text-embedding-3-large embedding model [30].

The remainder of the paper is structured as follows. First, we provide an
overview of related works regarding service discovery and LLMs in Sect. 2. Then,
we present how to use RAG for endpoint discovery and the OpenAPI chunking
strategies in Sect. 3. We evaluate and discuss the RAG and the different chunking
strategies in Sect. 4. Finally, we conclude with Sect. 5.

2 Related Work

Regarding endpoint discovery, we provide a brief overview of the essential con-
cepts of the various service discovery approaches. Additionally, we provide rele-
vant insights into LLMs and the novel approach of integrating LLMs with tools,
known as LLM agents, and how they relate to our approach.

2.1 Service Discovery

Service discovery describes the process of revealing relevant services that satisfy
given requirements. This includes the service capabilities, addresses, function-
ality, usually called endpoints, and descriptions [21]. An example would be a
vehicle wanting to interact with roadside units modeled as a service to book a
parking spot. The service discovery discloses the service to the vehicle and filters
them for the parking spot booking.

The most common service discovery implementation is a service registry,
which collects information about available services and offers search facilities.
This service registry is usually backed by a component residing at the middle-
ware or application level [21]. It is characterized by the syntax used to describe
the services and their invocation and the expressive power of the available query
language. The typical integration model is a pull model where service consumers
search for the required services. Less is a push model as used in the UPnP
protocol, where service providers regularly advertise their services [39].

In the early days of XML-based services, the infrastructure for service dis-
covery was the Universal Description, Discovery, and Integration (UDDI) speci-
fication [11]. UDDI had a global incarnation called the UDDI Business Registry
(UBR), intended to offer an Internet-wide repository of available web services
and promoted by IBM, Microsoft, and SAP. Unfortunately, UBR never gained
widespread adoption and was short-lived (2000-2006). Significant research in the
early days focused on enhancing service discovery on UDDI, improving search
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capabilities, and creating federated registries, e.g., [5,8,16]. Alternatively, WS-
Discovery is a multicast protocol that finds web services on a local network.

Nowadays, OpenAPI is the de facto standard for describing services. While
not offering a discovery protocol and mechanism, given its popularity, OpenAPI
would also benefit from discovery [41]. So, additional infrastructure for discovery
has been proposed, such as centralized repositories (SwaggerHub or Apiary),
service registry integration (Consul, Eureka), API Gateways (Kong, Apigee), or
Kubernetes annotations (Ambassador).

Populating registries of services requires effort from service providers, which
often hinders the success of such approaches, especially if the service provider
is expected to provide extensive additional information beyond the service end-
points. This additional effort has often been the reason for the failure of some of
these technologies, most notably UBR. Approaches confined to specific applica-
tions, domains, or enterprises have been more successful, e.g., Eureka. Developed
by Netflix as part of its microservices architecture [43], Eureka helps clients find
service instances described by host IP, port, health indicator URL, and home
page. Developers can add additional data to the registry for extra use cases.

While classical incarnations like UDDI used to be comprehensive, they
required extensive modeling, e.g., as semantic annotations. Hence, our approach
relies on already broadly available state-of-practice OpenAPI specification and
their integration with RAG.

2.2 Information System Engineering

The challenge of service discovery has been around in Information System Engi-
neering (ISE) for at least two decades and has been continually addressed
through various approaches [3,4,6,7,13,18,31,45,51]. It is highly relevant to
ISE as it enables steering system design, development, and management towards
supporting dynamic changes, reducing manual effort, preventing human-induced
errors, and increasing scalability.

Early approaches handled service discovery as a phase of requirement engi-
neering [13,51]. These proposals employed techniques based on pattern lan-
guages [13], controlled natural language [51], or ontologies [7,31], and even-
tually advanced to formal models like the Semantic Web Service Ontology
(WSMO) [45]. Their application has been examined across various domains,
including Smart Cities [6], the Social Internet of Things (SIoT) [3], and cloud
computing [18]. Recent implementations also support prevalent OpenAPI speci-
fications [4].

Although formal model-based approaches yield correct results, they often
fall short because requirements are usually expressed using natural language. By
employing LLMs and RAG, our approach overcomes this shortcoming by inher-
ently supporting natural language queries and system documentation. In line
with previous ISE approaches, our approach eases system integration by reducing
manual effort and integration costs and allows agile responses to changing busi-
ness needs. It supports prevalent OpenAPI documentation and natural language
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requirements without additional modeling, which goes beyond the capabilities
of the classical approaches.

2.3 Large Language Models

LLMs represent one of the recent advancement in the Natural Language Pro-
cessing (NLP) and machine learning field [1,2,19]. Often containing billions
of parameters, these models are trained on extensive text corpora to generate
and manipulate human-like text [37]. They are primarily based on an encoder-
decoder architecture called Transformers [44], which has been further refined to
improve text generation tasks using decoder-only models such as GPT [38]. Usu-
ally, the input is a natural language task called prompt, which first needs to be
translated to a sequence of input tokens. The model processes this prompt and
returns an output token sequence, which can then be translated back to a natu-
ral language answer. As these models can, in general, capture intricate linguistic
nuances and semantic contexts, they can be applied to a wide range of tasks,
e.g., in software engineering [15]. LLMs can be used to create integration based
on endpoint documentation automatically [34-36]. Yet, these face strict input
token limitations, e.g., 128,000 tokens for current OpenAl models [29,36]. With
this paper, we analyze how RAG can be used to preprocess API documentation
to mitigate this issue.

Another approach is encoder-only models such as BERT [12], often referred
to as embedding models. They allow condensing the contextual meaning of a
text into a dense vector, termed embedding. Using similarity metrics such as dot
product, cosine similarity, or Euclidean distance allows for assessing the simi-
larity of two input texts. Embedding models are usually used for the similarity
search in RAG systems [10], which we also do in our implementation.

2.4 LLM Agents

LLMs have shown remarkable capabilities in solving complex tasks by decompos-
ing them in a step-by-step fashion [46] or by exploring multiple solution paths
simultaneously [49]. Typically, these plans are generated iteratively by using the
history of the previously generated steps to guide the generation of the next step.
Additionally, recent studies have shown the potential of providing LLMs access
to external tools to boost their reasoning capabilities and add further knowledge.
This approach consists of prompting the LLM to interact with external tools to
solve tasks, thus offloading computations from the LLM to specialized functions.
Notable examples of such tools include web browsers [26], calculators [9], and
Python interpreters [17]. Tool interactions are usually implemented as placehold-
ers in the generated text, which are resolved using a previously specified set of
Python functions, i.e., the developer only has to create a Python function to
integrate the tool into the LLM interaction.

The LLM agent paradigm [25,28,48] combines the concepts of (i) external
tool usage, (ii) the planning capabilities of LLMs, and adds a shared (iii) memory,
to solve complex tasks. Given an input task, an LLM agent uses its reasoning



Analyzing OpenAPI Chunking for Retrieval-Augmented Generation 135

capabilities to decompose the task into a set of simpler subtasks. For each sub-
task, the LLM finds and interacts with the set of tools to solve the subtask.
Then, based on the outcome of the current task and the history of previously
executed subtasks, the LLM agent generates a new subtask and repeats the steps
mentioned above or terminates if the original task is solved. To instruct the pro-
cessing, the outcome of the tool invocations and the history of the subtasks
are stored in the memory, typically consisting in the LLM agent’s own context.
Within this work, we apply the LLM agent paradigm to create the Discovery
Agent as an LLM agent for endpoint discovery.

A critical challenge for LLM agents is the accessibility to a set of common
APIs and tasks for their evaluation, e.g., tested using benchmarks like API
Bank [23] or RestBench [42]. API Bank is a benchmark to evaluate the tool
use of an LLM consisting of a set of APIs exposed through a search engine.
Unfortunately, the available code of the benchmark is incomplete. The Rest-
Bench benchmark contains a collection of tasks and endpoints expressed using
the OpenAPI specification of Spotify and TMDB [42]. As the currently most
extensive available benchmark, we employ RestBench to validate our results.

OpenAPIs within LLM agents have been used in RestGPT [42] and Chain
of Tools [40]. The former combines multiple LLM agents to solve complex tasks
by interacting with a set of tools exposed using the OpenAPI specification. The
latter solves an input query by framing the problem as a code generation task
and interacts with the set of tools to generate Python code to solve the query.
In contrast, our Discovery Agent does not directly interact with the endpoints
stated in the OpenAPIs. Instead, it filters and returns matching endpoints that
can be used for subsequent processing.

Even when considering the similarity to the LLM agent tool selection, select-
ing a set of tools from a larger pool to solve a specific problem remains relatively
underexplored [50]. Existing research primarily focuses on the a priori selection of
human-curated tools [32], heuristic-based methods for tool selection [24], choos-
ing the relevant tool by scoring each query against every tool using a similarity
metric between user queries and API names [33], and embedding-based semantic
retrieval using a combination of different vector databases [50]. With our work,
we contribute the analysis of preprocessing OpenAPIs into this corpus.

3 Solution Design

We first introduce the general architecture to employ RAG for endpoint discovery.
As state-of-practice for service documentation, we then investigate how to chunk
OpenAPIs as preprocessing for RAG.

3.1 RAG for Endpoint Discovery

RAG comprises a preprocessing step ahead of the answer generation of an LLM
to enrich the prompt with additional data. Therefore, a retrieval component per-
forms a semantic search based on some knowledge sources. Usually, the semantic



136 R. D. Pesl et al.

search is done by embedding similarity, and the data from the knowledge sources
is reduced to small chunks to allow fine-grained information retrieval [22].

- submit ! @ find relevant i
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Fig. 1. RAG for Endpoint Discovery

Figure 1 depicts the application of RAG for endpoint discovery, i.e., the Open-
API RAG. Initially, the chunking strategy determines how the chunks are created
from the OpenAPIs, i.e., how many chunks are created and what they contain.
Each chunk has an embedding as metadata for similarity search in addition to
its content. The chunking strategy specifies which data is used as input to the
embedding model to create the embedding. This input does not have to match
the chunk content, e.g., it can be a summary instead of the entire content. The
chunks are finally stored in the chunk database.

For retrieval, the user submits in @ a natural language query ¢ to the chunk
retriever, which converts ¢ into the embedding e using the same embedding
model as for the chunk creation. In (2), the chunk retriever queries the chunk
database using e. The chunk database compares e using a similarity metric with
the embeddings of the service chunks contained in the database. The results are
the top k most similar chunks according to the metric, which are then returned
to the chunk retriever in (3). Finally, in (4), the chunk retriever forwards the
retrieved results to the user, who can add them to their prompt either manually
or automatically through integration into their tooling.

The benefit of employing RAG is the insertion of only the gist of the available
information, which allows picking more and only the most relevant information
for the fix LLM context size. A drawback is that, based on the retrieval algo-
rithm, not all relevant information may be retrieved. Further, fixing k reveals
the advantage of controlling the result size. An alternative would be to return
all chunks about a certain similarity threshold, introducing the question about
the optimal cutoff.

submit each
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plit query
ﬂ @ query » @ into tasks |::| @ task
— Discovery Agent RAG
< Tasks
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User @ chunks

@ collect retrieved services

Fig. 2. Overview of the Discovery Agent Approach for Endpoint Discovery
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Figure2 shows how the Discovery Agent extends on the RAG from Fig.1
shown in yellow hued. Instead of passing g to the RAG, the user submits it in @
to the Discovery Agent, which then iteratively decomposes ¢ into a set of fine-
grained tasks in @ Breaking down the query into smaller, more manageable
tasks can potentially fill the gap between the coarse semantics of the query
and the specificities in the services documentation. In (3), the Discovery Agent
submits each task to the RAG to retrieve the set of relevant chunks to solve the
current task specifically. Finally, in @, the Discovery Agent collects the retrieval
results of each individual task, filters them, and repeats (2) if ¢ needs further
processing or returns the results to the user in @

3.2 OpenAPI Chunking Strategies

A critical step in the RAG workflow is creating the chunks for the chunk database.
Embedding models typically have a limited input token size, and real-world ser-
vice registries can contain tens of thousands of services, each containing multiple
potentially lengthy endpoints due to detailed descriptions or extensive input and
output schemas. So, a single service might not fit into the context size of the
embedding model or even exceed the limit of the LLM that further processes the
output of the RAG system. In addition, service documentation can also feature
additional metadata that, while valuable for understanding service details, is not
necessarily relevant for composing services to solve a query.

Table 1. Implemented Chunking Strategies

Category  |Splitting Refinement Meta-Parameters

Token-based|No split Token chunking |m (model), s (chunk size), I (overlap)
Endpoint split Token chunking model), s (chunk size), [ (overlap)
Endpoint split|Remove examples model
Endpoint split/Relevant fields
JSON split  |Token chunking
LLM-based |[Endpoint split|Query

Endpoint split|Summary

model), s (chunk size), | (overlap)

m (
m (
m (
m (
m (model
m (

)
)
model)
)
)
)

model

To determine advantageous chunking strategies, we employ the seven different
chunking strategies presented in Table 1. Input is always an OpenAPI specifica-
tion, and output is a list of chunks. The chunking strategies can be categorized
into token-based and LLM-based strategies. Each strategy consists of a splitting
method, which dissects the OpenAPI specification into a list of intermediate
chunks, and another refinement step, which converts the intermediate chunks
to the final list of chunks. In addition, there is the meta-parameter for the used
embedding model m. For the token chunking refinement step, there is also the
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chunk size s in tokens and their overlap [, i.e., how many tokens two consecutive
chunks share, in tokens.

For the token-based approaches, we consider three main splitting methods.
The no split method returns a single intermediate chunk for each OpenAPI
containing the whole specification. The endpoint split divides the OpenAPI into
one chunk per endpoint. The JSON split is a built-in Llamalndex' splitting
strategy tailored to files in the JSON format. This strategy parses the JSON
file and traverses it using depth-first search, collecting leaf nodes, i.e., key-value
pair where the value is a primitive type, e.g., strings, numbers, etc. During this
traversal, the parser concatenates keys and values into single lines of text to
create a comprehensive textual representation of each leaf node.

For the refinement, we implemented token chunking, remove example, and
relevant field. The token chunking splits each intermediate chunk into a list of
fixed-size chunks of s tokens respecting an overlap of [ tokens with the previ-
ous node. The remove erample removes the requestBody and recursively all
examples fields for each endpoint as these are typically lengthy but contribute
little information. The relevant field extracts representative fields, i.e., service
title, service description, endpoint verb, endpoint path, and endpoint description,
which contribute much information but few tokens.

For the LLM-based processing strategies, we apply the endpoint split and a
summary (similar to [27]) and query approach for refinement. In the summary
approach, we prompt an LLM to generate a summary for each OpenAPI end-
point. For the query approach, we instruct the LLM to generate a possible query
matching the OpenAPI endpoint, as this might be closer to a possible input query
than the summary. For both approaches, we only consider the LLM output for
the embedding creation. The chunk content remains the original OpenAPI end-
point information. The no split and JSON split splitting methods can only be
used with token chunking since all other refinement strategies rely on exactly
one endpoint as an intermediate chunk.

4 Evaluation

To evaluate the OpenAPI RAG and the Discovery Agent, we implement it as a
fully operational prototype. Then, we employ the RestBench [42] benchmark to
validate it in a real-world setting.

4.1 Implementation

We implement the OpenAPI RAG and Discovery Agent approaches as open-
source prototypes based on the Llamalndex library (see Footnote 1). For the pro-
totypes, we rely solely on OpenAPIs as the state-of-practice for service descrip-
tions. All sources and results are available online.?

! https://github.com/run-llama/llama_ index.
2 https://doi.org/10.18419/darus-4605.
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For the OpenAPI RAG, we focus on the components presented in Fig. 1. At
the first start, the system loads the OpenAPIs and applies a chunking strategy to
create chunks and their embeddings for their later retrieval. The chunks contain
thereby the information from the OpenAPIs, e.g., a whole endpoint or a part of
it. A chunk embedding does not necessarily have to match the chunk’s content;
for example, the content can be the endpoint, and the embedding is created using
a natural language summary of the endpoint. Thus, the matching is performed
based on the embedding, and the result returned is the chunk’s content, which
can include additional information not required for the matching process. As
the service database, we use FAISS, which allows the storage and the similarity
search of chunks [14]. We use a so-called QueryEngine from Llamalndex for the
chunk retriever, which allows us to query a chunk database based on textual
input.

We realize the Discovery Agent from Fig. 2 using a Llamalndex OpenAIAgent,
which implements the LLM agent pattern for OpenAI’s LLMs. An OpenAIAgent
takes a list of tools, i.e., Python functions with a name and a description as
parameters, and interacts with these using the OpenAl API. We implement
two strategies for the tools. In the first strategy (Query), we use the OpenAPI
RAG as input for a Llamalndex QueryEngineTool, which allows the agent to
interact with the RAG on demand. This has the advantage of being a simple,
straightforward implementation but may increase the token count as the results
of the RAG are fed into the chat history, which is transferred to the LLM for the
reasoning on this data. The second strategy (Summary) uses a RAG with chunks
of the endpoint’s verb, path, and summary as contents and for their embeddings.
We create the summary by instructing an LLM to create it based on the endpoint
information, i.e., as in the summary chunking strategy. This should reduce the
token count, as the chunks are much smaller, as not all endpoint details are
returned and processed. To account for the same function as the first approach
with the OpenAPI RAG and provide all information, we introduce a second
tool, which takes the endpoint verb and path as input parameters and returns
the whole endpoint information. The complete data is only inserted into the
history for indispensable endpoints.

To enable measuring the retrieved endpoints, we attach the endpoint infor-
mation, i.e., verb and path, to each chunk as metadata. For the endpoint split
splitting strategies, we take the information from the endpoint. For the other
strategies, we first attach a list of all endpoints to the nodes before splitting and
then filter on the endpoint paths in the final chunks after splitting. So, for each
chunk, we know to which endpoint or endpoints it relates to.

4.2 Dataset and Metrics

We evaluate our approach using the RestBench benchmark, covering the Spo-
tify and TMDB OpenAPI specifications [42]. With 40 endpoints for Spotify
and 54 for TMDB, this benchmark is much more complex than usual Service-
Oriented Computing (SOC) case studies containing usually just three to seven
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endpoints [35]. Nevertheless, a holistic benchmark covering various domains is
still missing (see Sect. 2).

RestBench contains 57 queries for Spotify and 100 for TMDB. For each of
these queries, a solution set of endpoints is given, i.e., one to four endpoints that
must be called to fulfill the query. For example, one query is “Who directed the
top-1 rated movie?” The solution contains the endpoints “GET /movie/top -
rated” and “GET /movie/{movie_ id}/credits.”

As embedding models, we employ OpenAl’s text-embedding-3-large [30]
as one of the currently leading proprietary models. As open-source models, we
utilize BAAI/bge-small-en-v1.5 [47], which is relatively small while still pro-
ducing reasonable results, allowing the model to be executed on commonly avail-
able hardware like laptops, and Nvidia’s NV-Embed-v1 [20] as one of the leading
open-source models. For the LLM, we use OpenAT’s gpt-40-2024-05-13.

We evaluate the quality of the retrieved information in terms of accuracy and
the token count of the returned result. We measure the accuracy using standard

information retrieval metrics, namely recall = and

__ 2-recall-precision
F1 = === preeson
recall4precision . .
To correctly solve the query ¢, a service discovery approach’s recall should

ideally be maximal. However, this could result in retrieving several irrelevant
services, turning into a drop in precision. The F1 score represents a balance
between recall and precision.

TP e _ TP
TP+FN precision = TP+FD

4.3 RAG

Table 2 shows the RestBench results for the OpenAPI RAG on the Spotify API.
In recall, the JSON split method performs exceptionally well, especially with
a high chunk size s, as this approach densely packs the information from the
JSON into the chunks by removing all formatting. For precision and F1, the
endpoint splitting approaches perform best because each chunk corresponds to
precisely one endpoint. Differences between the models are minor, except that
the bge-small-en-v1.5 performs worse for the no split approach. We also tested
s = 2048 and s = 4096, which are not reported here for space reasons. We show
s = 1024 because it is the default chunk size of Llamalndex and s = 8191
because it is the maximum input token count for the OpenAl model. It is worth
mentioning that with an increasing chunk size, the token size of the returned
result also increases. Generally, a higher recall seems to correlate with a higher
token count, e.g., no splitting with s = 1024, and [ = 0 has 4717 tokens output
on average. In contrast, the JSON split has 10056 with the same parameters, but
this needs further analysis. Due to length limitations, we cannot show the token
count comparison and other values for top k& here. We also tested top &k = 5
and top k = 20. Recall increases with a higher top k, but precision drops, which
relates to retrieving more chunks, revealing some relevant endpoints, and adding
unrelated endpoints. In Table 2, this can be seen with a high recall but relatively
low precision. Additional data is available in the complementary material (see
footnote 2).
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Table 2. Results for the OpenAPI RAG for top £ = 10 with the Spotify API. The
overlap is in tokens. O represents OpenAl’s text-embedding-3-large. S and N rep-
resent bge-small-en-v1.5 and NV-Embed-v1, respectively. TC is for token chunking,
RE for remove examples, and RF for relevant fields. Recall, precision, and F1 are in
percent. The highest values per column are marked in bold.

Category Splitting Refinement| s l Recall |Precision] F1
O|S|N|O|S|N|O|S|N
Character|No TC 1024,  0|67/40| 62/16/12/ 19|26/ 18|29
No TC 1024| 50/68/49 64/16/13|19|26/20 29
No TC 8191  0[88|71] 91 7| 7| 7/12/13|13
No TC 8191 50(89/66/ 91 7| 7| 7/12/13|13
Endpoint TC 1024, 0|70/ 75| 76/19/19 20293131
Endpoint TC 1024| 50|71)74| 76/19/19|/20/29/30 32
Endpoint TC 8191  0/73|75| 7619(19/202930(31
Endpoint TC 8191 50(73|75 76/19/19/203030 31
JSON | TC 1024| 0|81/84| 85/ 9/ 8 10/17/1519
JSON |TC 1024 50|77/87 85/10/ 9| 10/18/17/19
JSON |TC 8191 09795100 5 5| 5/10/10 10
JSON |TC 8191/ 50/97/95(100 5| 5/ 5/10 9/10
Endpoint RE N/AN/A|72|75 73/1819/19/29/30|30
Endpoint RF N/AN/A|71|71] 73/18/18 1929 29|30
LLM Endpoint|Query N/AN/A|71/57| 58/18/15| 15|29/ 23|24
Endpoint|Summary [N/AN/A|72(74] 671819 1729/30|27

Table 3 presents the OpenAPI RAG RestBench results for the TMDB API.
The TMDB OpenAPI is more complex in length and extent than the Spotify
OpenAPI. In this case, the endpoint split-based approaches performs best in
precision and F1. The no split approaches achieve high values in precision due
to their low value of true positives.

Overall, the endpoint split tends to outperform no splitting. The JSON split-
ting benefits Spotify as the endpoints are already very dense, i.e., the endpoints
do not contain examples, and schemas are only referenced. Therefore, many end-
points can be condensed into one chunk. This approach performs much worse
for the lengthier endpoints in the TMDB API. The summary refinement outper-
forms the query refinement, leading to the Discovery Agent.

4.4 Discovery Agent

We present the RestBench results of the Discovery Agent in Table 4. For accuracy,
we measure recall, precision, and F1 equally to the OpenAPI RAG experiments.
For the token count, we measure the actual tokens sent from the agent to the
LLM from the agent as prompt, the tokens received as completion, and their
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Table 3. Results for the RAG for top & = 10 with the TMDB API. Schema as in
Table 2.

Category |Splitting Refinement, s ! | Recall |Precision] F1
O SN O S| N O] SN
Character No TC|1024] 0 1/14) 7/33|17/38 21511
No TC|1024| 50 4|13 7472038 716/11
No TC|8191]  0/30/17/15/19| 5/ 9/23 8§11
No TC[8191] 50/30/16/16/18 5| 7/22| 710
Endpoint TC|1024| 0[40/40/46/20| 15| 18/27/21/26
Endpoint TC|1024| 50[40/40/44/21|15| 17|27 2225
Endpoint TC|8191] 0/66/47/59/19/12| 1429 19|23
Endpoint TC|8191] 5066/ 515819/ 13| 1430 21|22
JSON TC|1024| 0/44]44/46|18/12| 1626|1924
JSON TC|1024| 50(48/42/41/19/11| 152718 22
JSON TC|8191] 0/61/60 50 8 8 61414 11
JSON TC|8191] 5057 54|54 8 7| 714/12(12
Endpoint REN/AN/A|7552/71|17|12| 16/28/ 19|26
Endpoint RF|N/AN/A|58/48/57 13|11 13|21|17|21
LLM Endpoint Query|N/AN/A|56/65(46|13| 15 10/2024|17
Endpoint| SummaryN/AN/A|69(59| 6516 13| 1529| 22|24

sum as total. For the RAG approach, we accumulate the tokens of the retrieved
chunks. We set top & = 10 and use OpenAI’s text-embedding-3-large as the
embedding model. Spotify and TMDB are the two test sets from the RestGPT
benchmark. RAG are the results for the summary chunking strategy from the
Tables 2 and 3. Query is the standard Llamalndex QueryEngineTool to retrieve
data from a RAG system. The summary is our approach with a QueryEngineTool
for summaries and a details-on-demand fetcher. Accuracy values are in percent.
#Token is the number of tokens per query averaged over all queries in the test
set. The best value per row is marked in bold.

The results show that both agent approaches improve precision and F1 but
reduce recall. The Query approach increases the tokens in the prompt. Contrarily,
the Summary approach significantly outperforms the RAG in the total token
count as shown in Table 4 by 19% and 62% and the query approach by 88% and
93% fewer tokens for Spotify and TMDB, respectively. The completion token
count is by a magnitude smaller than the prompt token count for the agent
approaches, which is relevant as completion tokens are usually more expensive
than prompt tokens. No LLM is invoked in the RAG approach, so the completion
tokens are zero.
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Table 4. Results of the Discovery Agent experiments.

Spotify TMDB
RAG | Query [Summary] RAG | Query |[Summary
Accuracy|Recall 71.92| 63.70 66.44) 69.33 43.11 46.67
Precision 18.42| 67.39 70.29 15.60 45.97 50.97
F1 29.32] 65.49 68.30 25.47 44.50 48.72

#Token |Prompt 4233.658606.87 3125.21/41001.46/65699.75| 4544.57
Completion| 0.00| 262.30] 256.26 0.00| 242.65| 231.73
Total 4233.65/8869.18| 3411.47/41001.46/65942.40| 4776.30

4.5 Discussion

We demonstrated the effectiveness of the OpenAPI RAG and the Discovery
Agent using our implementation. They are able to retrieve large portions of
relevant data while not revealing all relevant information in all cases.

To address RQ1, we implemented the OpenAPI RAG to apply RAG for end-
point discovery with seven chunking strategies and numerous parameter combina-
tions. We showed its effectiveness using the RestBench benchmark. Overall, our
prototype demonstrates how to adequately reduce the token size to fit into the
LLM context size while maintaining most of the relevant information. Regarding
chunking strategies, endpoint split-based chunking strategies achieve favorable
accuracies. Limitations are primarily that the RAG results may not contain all
relevant information and the low precision due to the retrieval of exactly k chunks.
Additional research is needed to improve the retrieval performance further and
prove the results in a generalized setting across multiple domains.

For RQ2, we introduced the Discovery Agent, which transfers the LLM agent
pattern to endpoint discovery. Especially using the Summary approach, the Dis-
covery Agent showed strong improvement over the OpenAPI RAG in terms of
precision, F1, and token count. Further research is needed to improve the decline
in recall due to the processing through the LLM.

Limitations. While we rely on the research benchmark RestBench for our
results, which covers two extensive OpenAPIs, queries, and ground truth, it
is still limited to these two services. OpenAPI RAG systems in practice may
operate on much larger datasets. For the data processing, we rely on standard
RAG implementations like Llamalndex, which are already designed to operate
on large amounts of data. The performance evaluation, especially in larger real-
world scenarios, remains open for future research.

The applicability of the OpenAPI RAG depends on the availability of ser-
vice documentation. We try to mitigate this issue by relying on widely adopted
OpenAPI specifications, but this might not be valid for all domains. A solution
to consider is automatically generating service documentation using an LLM.
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Another factor influencing the discovery is the quality of the OpenAPIs. The
discovery may fail if no descriptions, meaningful naming, or erroneous informa-
tion is given. This is not an issue of the approach, as a human developer would
face the same problem, but it highlights the importance of high-quality docu-
mentation.

In addition to the presented chunking strategies, additional and more
advanced strategies, e.g., CRAFT [50], could be added to the OpenAPI RAG.
These could improve retrieval performance by combining multiple strategies or
by creating a custom chunking strategy for a specific kind of service documenta-
tion.

Another advancement could also be creating a custom embedding model
tailored explicitly to service descriptions and service description chunks. This
model may also be trained for one specific chunking strategy or intended use
case. Additionally, the RAG output may be trimmed to boost precision. This
could be done by, e.g., employing a similarity threshold.

The presented Discovery Agent could be further improved to handle whole
service compositions. In this case, the agent would be extended by an additional
component for the service composition. The user would only submit their task
to the agent to retrieve the executable service composition solving this task.

Besides the capabilities of the RAG system, resource consumption is a major
issue in LLM-based systems. The OpenAPI RAG only uses embedding models.
These are much more efficient than LLMs, resulting in costs in fractions of a cent
per query. In contrast, the Discovery Agent requires invoking an LLM, which
requires significantly more resources and may result in substantial API fees or
operational costs. Further work is needed to reduce this resource footprint.

Implications for Information System Engineering. The recall, precision,
and token count metrics not only provide a clear performance overview but also
contribute to the applicability in ISE. When employed in practice, service dis-
covery with RAG reduces integration effort, costs, and time, leading to strategic
benefits over manual integration. Higher recall and precision reinforce these ben-
efits by reducing the manual effort needed to make the solution operational.

Additional automation improves scalability by reducing reliance on an
inflexible workforce. These improvements streamline I'T workflows and increase
resilience by promoting rapid adaptation. They also make the overall product
more agile, simplify updates to integrated systems, and accelerate the adoption
of changing business needs. Thus, higher performance metrics enable automation
by reducing the need for manual corrections.

Additional research should compare worktime reduction to operational costs
once the system is implemented. This can be accomplished by performing a user
study that measures the time required to complete tasks manually versus using
the OpenAPI RAG while also assessing monetary and environmental costs. For
example, an automotive vendor wants to integrate on-road services, e.g., parking
spot booking. The OpenAPI RAG offers the developer available and relevant
services, eliminating manual search.
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5 Concluding Remarks

The service discovery challenge has been around for a long time in SOC to inte-
grate different ISs. With the application of automated LLM-based service com-
position approaches, the LLM input context limitations have become prominent,
as the entire service documentation often does not fit into the input context,
necessitating the preselection of relevant information. To address this issue, we
proposed an OpenAPI RAG, which facilitates semantic search based on state-
of-practice OpenAPIs and reduces the input token size. Further, we show an
advanced integration through a Discovery Agent, which can retrieve service
details on demand to reduce the input token count further. Our evaluation based
on the RestBench benchmark shows that our approach is viable and performing.
Limitations are especially in the restriction of RestBench to two services of the
entertainment domain. We will address this in an extended version of this work.
Further improvements are in optimizing the implementation and extending the
agent for additional tasks, e.g., whole service compositions. We leave this for
future work.
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Abstract. When monitoring compliance of event streams at runtime, it is usu-
ally assumed that the events are received in the order in which they are produced.
However, in reality, event data is typically transmitted from distributed sources
and may be received out-of-order as a result. This is problematic for the compli-
ance analysis in terms of accuracy, latency and computational efficiency. In this
paper, we present an approach to manage these problems by exploiting knowl-
edge of the event sources to identify the reliable prefix of the event stream that
is guaranteed to be in order, allowing a reliable analysis on that prefix. Subse-
quently, we use the prefix alignment of the observed event stream and a process
model to quantify its reliability and identify events that might arrive out-of-order,
allowing to calculate a confidence score of compliance results. This improves effi-
ciency and provides compliance results with awareness of potential uncertainty,
enabling decision makers to respond appropriately to the identified issues.

Keywords: Out-of-Order Event Streams * Process Models - Online
Monitoring - Compliance - Conformance - Alignments

1 Introduction

Process monitoring refers to the techniques used to analyse the compliance or con-
formance of processes during their execution [1,2]. Process executions are commonly
recorded in event logs or streams, where events—representing tasks in a process—
are captured for each step in the process execution. Generally, a monitor assumes to
receive events in a stream from their recording source in the order in which they are
produced. However, as events may be received from different sources and communica-
tion channels, events may be received by the monitor in a different order than they were
produced, due to different communication speeds, delays or even failures.

Such out-of-order events are problematic for the ongoing analysis, as the results are
computed on-the-fly [2]. As such, the evaluation is performed over states of the process
that are inaccurate, and this only becomes apparent when delayed events are received
and their recorded timestamp reveals the discrepancy. For example, a payment event
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generated by one server on the network may not be received by the monitor running
on a different server until after a shipment event was received, even though the pay-
ment was executed beforehand. This is particularly problematic in environments with
strict runtime compliance requirements, as this may lead to results that are either false
positives or false negatives that are then discovered too late to mitigate the situation.

When out-of-order events are detected, the ongoing evaluation must be backtracked
to correct the order of the event stream before resuming the evaluation. To do this, the
monitor needs to keep the event stream in memory, quickly resulting in a large memory
footprint. Furthermore, since compliance results should be reported immediately, it is
possible that they may be retracted when an out-of-order event is received that changes
the outcome. Out-of-order events should, therefore, be anticipated before they occur.

In this paper, we present a novel approach to mitigate the out-of-order problem of
streams and can (i) derive the point up to which a stream of events is factually in-order,
and (ii) determine the probability of out-of-order events in the remaining stream, using
knowledge about the network architecture, event history and alignment with the process
model. Using this, we allow the compliance monitor to evaluate the event stream online,
discard expendable events from memory and present evaluation results accordingly. We
do so under the assumptions that (i) the communication channels are reliable (e.g., TCP
rather than UDP) and (ii) all sources of events possess synchronised clocks.

Without requiring additional architectural components (as in the case of heartbeats)
or risking possible out-of-orders for portions of the stream no longer in memory (as in
the case of statistical punctuation), the approach is conservative in when it removes data
from memory. Nonetheless, we show a significant reduction in the memory footprint
of the monitor. Conversely, by leveraging knowledge about the process, the approach is
optimistic in presenting preliminary results that are grounded in probability. We demon-
strate the accuracy of these probabilities to measure the confidence of the analysis and
show it is effective for different levels of conformance to the process model.

The remainder of the paper is structured as follows. In Sect.2 we discuss the pre-
liminary concepts, followed by a description of the problem in Sect. 3. Next, we dis-
cuss how to derive the point up to which an event stream can be deemed in-order in
Sect. 4, and subsequently determine the odds of out-of-order events in Sect.5. Using
this knowledge, we evaluate the effects that out-of-order predictions have on monitor-
ing applications in Sect. 6. Finally, we discuss related work in Sect. 7 and conclude our
work in Sect. 8.

2 Preliminaries
2.1 Event Logs, Traces and Streams

When analysing processes at runtime, the observed behaviour of each running process
instance is typically captured by events collected in an event log or an event stream.
These events consist of a set of relevant data attributes, which represent information
about tasks in the process. This information could contain the creation and alterations
of artifacts of the process, the task or artifact id, task name, recorded sensor values, the
timestamp of the event, and the resource triggering the event. An event and its attributes
are defined formally as follows:
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Definition 1 (Event). An event e is a set of attributes A that describe (a change in) the
state of a system. Let D(a) denote the domain of an attribute a € A, and let € be the
empty assignment. Given the universe of events &, the function v : £, A — D(a) U {e}
obtains the value of the attribute a € A as follows:

v(e,a) = {vGD(a) iface

€ otherwise

With abuse of notation, we use the shorthand A(e) = wv(e,name) and 0(e) =
v(e, timestamp) to obtain the name and timestamp of an event e. In addition, we write
e; < e; iff O(e;) < 6(e;).

Definition 2 (Trace, Event log). A trace 7 is a finite sequence of n events T = eq, .. .,
en, withe; € Efori € [1...n]. Wewritee € Tiff 3z € [1...n] : e, = e. An event log
L is a finite collection of traces over E.

Definition 3 (Event stream). Given the event universe £, an event stream 1) is an infi-
nite sequence ¥ : Nt — £,

2.2 Petri Nets

The intended behaviour of a process can be represented graphically by means of a
process model such as a Petri net, allowing them to be analysed formally [3]. A Petri
net is a directed bipartite graph with two types of nodes: places (denoted by circles) and
transitions (denoted by rectangles). Transitions represent activities within a process,
while places represent conditions. Nodes are connected via directed edges called arcs.

Definition 4 (Petri net). A Petri net P is a tuple (P, T, A, \), where:

— [P is a finite set of places,

— T is a finite set of transitions, such that P N'T = (),
- AC(PxT)U(T x P) is a set of arcs, and

— XN:PUT — L is a labelling function.

Each place of a Petri net can contain one or more fokens. A net marking p of a Petri
net P = (P, T, A, \) is a function that associates places with the number of tokens on
it, i.e., 4 : P — Ng. A marked net is a tuple P = (P, T, A, A, po), where (P, T, A, )\)
is a Petri net and p is the initial marking. The pre-set of y, denoted by ey, is the set of
all input nodes of y: ¢y = {x € PUT | (z,y) € A}. The post-set of y, denoted by
ye, is the set of all output nodes of y: ye = {x € PUT | (y,z) € A}. Given a net
marking p, transition ¢ € T is said to be enabled if Vp € ot : pu(p) > 0. If transition ¢
is enabled, ¢ can fire (denoted by p LN 1), which leads to a new marking p’ such that
Vp € ot, i/ (p) = p(p) — Land Vp € te, 1/ (p) = pu(p) + 1.

An execution o of a net P is either the empty sequence, if no transitions are enabled
in the initial marking, or a sequence of transitions o = t1,ts,...t,, with ¢; € T,
. t1 t2 tn ..

i € [1...n], such that pg — p3 — ... —> p, and there are no enabled transitions
inp, Wewritet € ociff Jz € [1...n] : t, =t.
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2.3 Aligning a Trace Prefix to an Execution

Conformance checking techniques aim to evaluate whether a given trace in an event
log fits the behaviours as described by a process model. An alignment is one of the
central concepts in conformance checking and describes the relation between a trace
and an execution of a Petri net as a sequence of moves, by matching events in the log to
transitions in the Petri net [4]. Some events in the trace cannot be matched by transitions
in the execution (no move in the model) or vice versa (no move in the log). We denote
“no move” by “>>’, which is a special symbol that is neither an event nor a transition.

Definition 5 (Move). A move over a trace 7 in an event log and an execution ¢ of a
Petri net is a pair (e, t) € (EU{>}) x (TU{>}))\ {(>,>)}), where:

— (e, t) is a synchronous move if e € 7, t € o and A(e) = A(t);

— (e,t)isamove onlogife € T andt =>>; and

— (e, t) is amove on model if e => and ¢ € o.

Moves on the log or model only are referred to as asynchronous moves. The set of
legal moves is denoted by M/, containing all synchronous and asynchronous moves.

Definition 6 (Alignment). An alignment of a trace 7 and an execution o is a finite
sequence v € M7 ,, where the first elements of the ordered moves without >’ equal
7 and the second elements of the ordered moves without >’ equal o.

The function ¢ : M, — Ny assigns non-negative costs to moves. The cost of an
alignment ~y is denoted by 4(+y) and is equal to the sum of the costs of all its moves.
We assign d(e,t) = 0 for synchronous moves, J(e,>>) = 1 for asynchronous moves
on the log, §(>>,t) = 1 for each asynchronous move on the model before e,, € 7 and
d(>,t) = 0 for each asynchronous move on the model after e,, € 7. This way, we
obtain a prefix alignment and avoid penalising subsequent asynchronous moves on the
model that describe how the trace can proceed in the future (i.e. transitions in the model
that have not been observed yet in the trace), rather than discrepancies between the
model and the trace. In the remainder of this paper, we refer to prefix alignments simply
as alignments. The optimal alignment of T and P, denoted « (7, P), is the alignment that
yields the lowest cost among all possible alignments.

3 The Problem and Its Consequences

In online compliance monitoring, the initial state of the event stream is a sequence
of events that is then appended with new events, which are verified against a set of
compliance rules upon arrival. These compliance rules can be specified in different
types of logic, such as, e.g., temporal logic or some first-order logic. With a warm
startup, this initial sequence of events is non-empty, as otherwise the compliance results
for in-progress instances will be inconclusive. Events may be produced and submitted
to the monitor by different distributed sources, such as servers or sensors. Therefore,
there will be latency between the time that events are produced and they are received.
Variance in latency can mean the monitor may not receive the events in the same order
as they are produced by different sources. If the order of the events in the observed trace
is not the same as the chronological order of the events according to their timestamps,
the stream is said to be out-of-order.
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Consider the Petri net in Fig. 1. A
monitor receives events of this process
from two distributed sources, r; and 75,
where events A, B, C and G are trans-
mitted from r; and D, E and F' from 7.
Suppose an event stream ) is generated
from a partial execution 0 = A, B, C, D, E (Fig. 2a). Due to some network latency at
r1, receipt of C is delayed. Figure 2b shows trace 7 as observed by the monitor. Events
A and B were received in time, but C' is not included in the observed trace yet due to
latency. At this point, we are unaware of out-of-order event C' and the observed trace T
seems, and is, in-order.

Fig. 1. Petri net example.

Event: A|B|C|D|E Event: A|B|D|E Event: A|B||D|E||C
Data source: |71 |71 |71 |r2|r2]. .. Data source:|ry |71 |r2 |72 Data source:|r1 |71 | [r2|7r2
Timestamp: (61 (0203|0405 Timestamp: |01 |02 (04|65 Timestamp: |01|62| |04|05]| |03
) S
(a) Stream of events 1) (b) Observed sequence 7 (c) Reordering 7 when receiving C.

Fig. 2. Event observations representing execution o.

Although the observed trace seems to be in-order, analysis at this point may result in
an erroneously computed monitoring state, potentially affecting the compliance results
produced by the monitor. Consider the rule “E is mutually exclusive with C, and an
occurrence of F requires an earlier occurrence of C”. In the observed state of Fig. 2b,
the compliance monitor would erroneously conclude that the observed trace is compli-
ant. In addition, as C' is allowed to be skipped in the model (cf. Fig. 1), it is difficult
to identify whether C' is skipped or missing in this case. Conversely, if F' had occurred
instead of E, the compliance monitor would erroneously detect a violation.

This example also highlights the existence of discrepancies between the process
model and the compliance rules applicable to the process it describes. It demonstrates
that there can exist executions in the model that are non-compliant, as well as compli-
ant executions that are not in the model. In the context of this paper, a process model
is used to indicate the executions that typically happen, whereas compliance rules are
logical properties used to classify traces as compliant or non-compliant. As a result,
an execution can conform to the process model (i.e. follow the behaviour as allowed by
the model), but be non-compliant (i.e. fail a particular compliance rule), or vice versa.

By definition, the generated event stream 1) is never out-of-order and represents the
execution of the process. Conversely, we use 7 to refer to observed sequences of events
by a monitor. If 7 is detected to be out-of-order, the sequence is reordered according
to its timestamps. For example, when receiving C, the timestamp (63) reveals that it is
out-of-order and 7 is reordered as shown in Fig. 2c. The monitor, however, may already
have wrongly concluded violations before reordering, or may miss violations due to it.
Considering the out-of-order problem, a trace 7 can be in three possible states:

— In-order: when 7 is a prefix of .
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— In-deceptive-order: when 7 is not a prefix of ) and has no out-of-order event.
— Out-of-order: when the last received event of 7 is an out-of-order event.

When 7 is in-order, analysis by the monitor over the observed trace of events would
match a hypothetical analysis over the event stream 1), and its results are correct. How-
ever, when 7 is out-of-order, it must be reordered before proceeding the analysis. By
reordering (i) 7 becomes in-order or in-deceptive-order, (ii) the compliance analysis
of 7 must be re-evaluated after reordering, and (iii) actions taken based on earlier analy-
sis must potentially be rolled back. When 7 is in-deceptive-order, from the perspective
of the monitor, such a state is indistinguishable from in-order. As a result, 7 can be in
in-deceptive-order and become out-of-order at any point. In such cases, the analysis
must be performed again over the re-ordered sequence. Consequently, the monitor must
always be prepared for this possibility by keeping all past events in memory. To limit
the resulting memory requirements and potential backtracking, we will next identify
the prefix of 7 that is factually in-order, such that it can be removed from memory after
analysis by the monitor.

4 Reliable Prefix

The use of reliable event sources can limit the potentially significant memory require-
ments. Modern architectures typically comprise a system responsible for the manage-
ment of the event log, and one or more systems that perform tasks and report their
progress through events to the former. We can refer to the systems providing events as
sources and the one receiving them as the receiver.

Definition 7 (Event Sources). Given the universe of events £ and the domain of event
sources R, an event is mapped to its source using the functiont : &€ — R.

Out-of-order events occur principally due to disruptions in the communication net-
work between the receiver and the sources. Assuming a standard communication net-
work, we can safely assume that each individual communication channel between the
monitor and its sources is handled using protocols such as TCP, to ensure that a source
sending an event to the monitor is notified that the event has been successfully received
before sending the next. With these considerations in mind, we assume that events
from an individual source are always relatively in order, while the trace observed by
the receiver when collecting events from multiple sources might contain out-of-order
events.

Given the reliability of the individual communication channels between the receiver
and the sources, when considering an observed trace of events from a receiver, we can
partition the trace into subsequences each originating from a single source, such that
each subsequence by itself is reliable.

Definition 8 (Source Reliable Point). Given an observed trace of events T, the reli-
able point of a source r is defined by the function SRP(r,r) = e; € 7 | t(e;) =
r A(Pe; €T:v(ej) =rAe; <e;). Ifbe € 7 :v(e) = r then SRP(7, 1) returns null.
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Recall the observed out-of-order trace in Fig.2c, where C was received after F.
Events A, B and C are the reliable subsequence from source r; and are in-order among
themselves. Similarly, D and F, the reliable subsequence from source 9, are correctly
ordered as well. As such, given an observed trace and the reliable subsequences com-
posing it, we can calculate a prefix of the trace that is guaranteed to be reliable, such
that any potential future out-of-order event will have a timestamp after this prefix.

Definition 9 (Reliable Prefix). Given an observed trace events T and the set of event
sources R, the set of source reliable points S = {s : Up,egrSRP(7,7)}. If S N null = 0,
the reliable prefix event h € S is the event such that Je € S : e < h. If h exists, then
the reliable prefix of T (referred to as ) is the prefix of T until and including h.

In Fig. 2b, the reliable prefix is A, B. After receiv-  Event: A|B|C|DIE| |G

ing C' and re-ordering (Fig.2c), the reliable prefix is ~Datasource:|ry|riri|ra|ra|---|r.]
. . Timestamp: |01 |02|03]04|05 Og

A,B,C. Assume a new event GG is received from new event
source 7 at time g (i.e., after ), as shown in Fig. 3.
At this moment, the reliable prefix is A, B,C, D, E. Fig. 3. Obtaining a reliable prefix

Note that the proposed method of determining a after observing G.
reliable prefix has its own limitations. For instance, a
reliable prefix can be identified only when each source has submitted a non-empty sub-
sequence of events to the stream, meaning that in cases where sources are responsible
for a few events, it is likely that such a source will only report events in the later stages of
the event stream so that until that point no reliable prefix can be determined. However,
event streams report events across different process instances and the reliable prefix
can be determined from events reported across different instances as well. As such, for
an ongoing event stream, we can assume that a past process instance has already been
completed and each source has already reported at least one event.

Theorem 1. Given an observed trace of events T, its associated reliable prefix T, and
the stream of events 1) as generated by the actual execution, Ty, is always a prefix of 1.

Proof. With 1) as the reference-frame for ordering relations, we prove by contradiction:

1. Assume that 73, is not the prefix of .
2. There must be an event e € 1) and e ¢ 73, as:
— From the problem description we know that %) is an ordering of 7. As such, all
events in 7, are also in 1) and their relative order is preserved. Therefore, event
e is the only way for which 1) is true.
— Let h be the last event in 73, h € 7 and e < h, otherwise if this is not the case
T, could still be a prefix of 1.
3. From Definition 9, i is the minimum of all SRPs. As ¢ < h, we know e <
SRP(7,t(e)).
4. If e < SRP(7,t(e)) and both SRP(7,t(e)) and e are from the same source, then
according to Definition 7 e must be in 7¢(c).
5. As Te(e) is a subsequence of 7, then it means that e must be in 7.
6. From 5) and since e < h, h is the last event of 73, and 7, is a prefix of 7, so e € 7.
7. However 2) and 6) are in contradiction as e € 1, and e & 7. U
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S Estimating the Out-of-Order Odds

After defining the reliable prefix as the part of an observed trace that is factually in-
order, we discuss our approach to quantify the reliability and likelihood of out-of-order
events in the remainder of the observed trace.

5.1 Candidates and Base Probabilities

We quantify the reliability and likelihood of out-of-order events by assigning a confi-
dence score to the trace, which is akin to the probability of an observed trace 7 to be .
The analysis returns a so-called realities set containing possible sequence candidates,
each having assigned the probability that it matches 1. Following Definition 8, each
source restricted prefix 7, of 7 is an in-order subsequence of 7. As such, each candidate
sequence in the realities set must preserve these subsequences. In other words, each
candidate in the realities set is a source restricted supersequence (SRS) of 7.

Definition 10 (Source Restricted Supersequence). Given a trace T and the set of
event sources R, a source restricted supersequence SRS(7) of T is a sequence of events
€0, €1, - - . , En, SUch that:

- Ve e SRS(r) :e€é,
— T is a subsequence of SRS(7), and
— Vr € R providing events appearing in T, each 7. is a prefix of SRS(7),..

Definition 11 (Realities Set). A realities set X contains all sequences of events such
that VC € X, C is a possible SRS(7), and the last event in C equals the last event in T.

Note that |X| is proportional to the number of sources r. For example, if all events
in 1 have the same source, then the reliable prefix 7;, = 7 and, therefore, 7 = v and
|X| = 1. In the other extreme, if each event in ¢ has a unique source, then the reliable
prefix 75, only contains the first event in 7 and X contains all possible permutations
of e € & starting with ey € 7. For readability purposes, candidates are assumed to not
contain repetitions of events. However, when implementing fairness constraints to avoid
infinite candidate lengths and cardinality of X, inclusion of repetition is straightforward.

Initially assuming every candidate to be equally probable, the probability Pr(C |
7, P) of a candidate C € X to be 1) can simply be calculated as ﬁ. This can be used as a
base probability for each candidate. While seemingly trivial, the effect of this is that the
probability that the observed sequence of events has no missing events is higher when
there are fewer ways for things to go wrong, which is directly reflected by a smaller
set of possible realities. For instance, fewer event sources in an observed trace typically
leads to a longer reliable prefix. Conversely, a higher number of different sources results
in a relatively shorter reliable prefix, as a shorter 7,. leads to a higher amount of SRSs.
In turn, this results in a higher amount of alternative candidates (i.e. different things that
can go wrong), as illustrated in Sect. 6.
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5.2 Refining Candidate Probabilities

Having assigned a base probability to each candidate, given a model P, their proba-
bilities can be further refined according to their distance from the observed trace 7,
and their distance from the model. The candidate with the highest probability of repre-
senting the true behaviour as captured by v can be used to identify the impact on the
analysis given the observed event and the likely out-of-order events.

Intuitively, the candidate C € X that is closest to both P and 7 is the most likely to be
the actual sequence of execution ¢ as produced in ). Considering the set of candidates
X, we can refine their probabilities using a function considering their distance from 7
to weight their base probability. We refer to this function as a distance boost function:

Definition 12 (Distance Boost). Given a candidate C and its distance d(C, T) from the
observed sequence T, a distance boost function b1 (d(C, 7)) returns a number > 1 and
is non-increasing.

This follows the intuition that candidates farther from the observed trace are less
probable. An example of a distance boost function is:

bi(d(C, 7)) = 1410 x (e~4C7)

The next probability refining function considers the alignment cost between the
candidate C and the model (P). We refer to this function as alignment boost function,
which is defined as follows:

Definition 13 (Alignment Boost). Given a candidate C, its alignment cost o(C,P)
and some parameter [3 capturing the reliability of the model when considering T, an
alignment boost function ba(a(C, P), 8) returns a number > 1 and is non-increasing
with either of its input parameters.

Intuitively, this improves the probability of a candidate that is close to the given
model when the model is reliable. An example of an alignment boost function is:

ba(a(C,P), ) = 1+ 4 x 10 x (e~
Putting together the introduced boost functions, we obtain the probability weight of a
candidate C € X representing :

w(C|1,P)= x b1(d(C, 7)) x ba(a(C,P), ) (1)

1
X
The boosted weights of each candidate C € X can then be normalised as a probability
of C representing 1) as follows:

w(C|T,P)

> w(C|7,P)
c'ex

Pr(C|7,P) = 2)
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5.3 Confidence of Downstream Compliance Analysis

The confidence score of the downstream analysis can be estimated using these can-
didate probabilities. For example, given a compliance rule r! that has been evaluated
over the current observation, we can estimate the confidence using the total probabili-
ties of candidates who do not invalidate the current evaluation. Given a function eval,
which returns a boolean indicating whether a rule is satified by a sequence of events,
the confidence score CS can be computed as follows:

CS(eval(rl, 7)) = Z Pr(C | 7, P) x eval(rl,C) == eval(rl, 7) 3)
ceX

Note that for some rule logics, the data associated with the events may affect the
evaluation. In this case, candidates that contain events not in the observation the event
sequence would contain missing data representing what happened when those events
were executed. As such, eval cannot necessarily determine the outcome for this input
and would return a third value, unknown. The confidence score can then be broken
down into two values, a total of probabilities for candidates that do agree with the
current evaluation, and a total for candidates that may agree with it.

5.4 Computational Complexity and Optimisations

While identifying the reliable history is a relatively simple procedure, it should be noted
that it can be computationally intensive to calculate the out-of-order odds. The worst-
case size of X occurs when there is one event in 7 and all other events are possibly
missing. The possibilities are then given by all permutations of the power-set of these
remaining events, each appended with the known event, which is combinatorial to the
number of events in £. We iterate over these candidates to calculate the boosters. While
calculating the distance-boost is relatively simple, the alignment-boost can involve cal-
culating the cost function for all possible executions in P (if a brute-force approach is
used), which in the worst case is a flower model. This is again combinatorial to |€|. We
also iterate over the candidates to evaluate them against the compliance rules, whose
complexity depends on the specific logic used, but should be relatively simple.

Although this worst-case scenario is unrealistic, it is worth highlighting the areas for
optimisation that can be considered in scenarios that have features resembling the worst-
case. The main concerning factor is the size of X. Each candidate needs to be considered
individually to evaluate the confidence of a compliance rule, as the rule may contain
temporal logic such that even very similar candidates will result in different evaluations.
However, heuristics could be used so that we only consider candidates that are more
probable. Nonetheless, the reality set is typically much smaller than the worst-case as
the observed events and source restriction would prohibit many of the permutations.
The other potentially combinatorial factor arises from the alignment-boost, which can
be improved using an approximation for the optimal alignment (e.g., [5]). Furthermore,
this procedure is not necessarily required for every new event received. For example, it
could be done only when new events are received from sources who have not been heard
from for a while, as these instances create significant changes to the possible SRSs. Such
an optimisation should be considered if the event stream has a high frequency.
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6 Demonstration
6.1 Dataset and Experiment Setup

To demonstrate the proposed approaches, we generated a multi-instance event stream
from the Petri net in Fig. 1, simulating out-of-order events. We added noise by creating 5
variants of the Petri net, to generate executions that increasingly deviate from the known
model. In total, 840 traces were generated, resulting in a log size of 3,152 events.

Next, we generated event executed timestamps for the events in these traces. The
start time of each trace was randomly chosen between the start of 2022 and the end
of 2023. As such, around 1 process instance starts each day. The events in a process
instance were kept in order, with a randomly defined interval between each event of
[0, 2] days. Consequently, each trace takes an average total of 5.6 + 1.6 days to exe-
cute, with around 6 traces on average in process at any one time. Based on the event
executed timestamps and the different sources for each event type, we subsequently
generated event received timestamps. The results are presented for two assignments of
event sources:

— 2sources: 71 for A, B, C and G; r5 for D, E' and F.
— 7 sources: each event comes from a unique source.

The event received times were obtained by adding a randomly generated latency
time to the event executed time for each unique source within [0, 6] hours. We then
generated 50 source outages, where a randomly selected source would be radio silent
for [0, 5] days, after which the source would immediately send its accumulated events
while maintaining their relative order. Any events during this period would have an
event received time corresponding to the end of this outage. This results in a realistic
simulation of the occurrences of out-of-order events, caused by distributed sources.
Finally, we sorted the log by event received and fed the events one-by-one to the
monitor.!

6.2 Memory Footprint Results

To demonstrate the effect of the reliable prefix approach, we plotted the number of
events in the unreliable portion of the stream, at each step in the log, against the total
amount of events observed (see Fig. 4). This would be the number of events whose data
would need to be retained in memory. In comparison, without using our approach all
events received must be stored in memory as there is always the possibility of an out-
of-order, and so the memory required would steadily grow to 3,152 events. When being
less conservative and assuming that a process instance can be discarded when receiving
the final event (e.g., “Case closed”), on average around % x 6 x 7 = 21 events would be
in memory at all times. However, the event stream has a number of occurrences where
out-of-order events arrive after the final event?> where this approach would not have

"The dataset is accessible at: https:/github.com/hannahmburke/outoforder_eventstream._
dataset.
2 For 2 and 7 sources, 31 and 37 events arrive after their trace’s final event, respectively.


https://github.com/hannahmburke/outoforder_eventstream_dataset
https://github.com/hannahmburke/outoforder_eventstream_dataset
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Fig. 4. Memory usage with the reliable prefix approach.

the required history to backtrack. Nevertheless, our approach always has the history
required for potential out-of-order events, with generally a smaller memory footprint.
Our approach significant reduces required in-memory events at any time and, there-
fore, overall memory footprint. The spikes in Fig. 4 are associated to the source outages,
where the size of the unreliable portion grows until the communication is recovered,
after which it drops back down. As expected, a network distributed across many sources
results in a higher overall memory usage as the reliable prefix is typically shorter.

6.3 Probabilities

Section 5 presented an approach for calculating the probabilities of possible candidates
C that may be the actual event stream ¢/ in order to calculate a confidence score of the
downstream analysis. It is the responsibility of the downstream analysis to calculate its
confidence based on the logic it performed, so that cannot be evaluated here. However,
for an insight into the accuracy of the probabilities themselves, this section investigates
the accuracy of the probability of no missing out-of-order events, i.e. Pr(7 = ).

At each step in the event stream, we filtered for each instantiated trace. Next, we
computed each SRS and calculated its probability. We used = 1 as initial value
and defined distance(C, ) as the number of additional events in C. For each case, we
compared the probability Pr(7 = 1)) to whether there were actually no missing events
for 7 at the given step. We collated the cases with possible missing events (i.e., the
current trace has some events in its unreliable portion and not all events from P have
been observed in the trace). The overall accuracy of this probability is visualised by a
Receiver Operating Characteristic (ROC) curve in Fig. 5, where the further the curve is
above the diagonal, the better the performance in predicting missing events.

For the scenario with 2 unique event sources, there are a total of 6,703 cases where a
trace may be missing an event. As the reliable prefix is longer with only 2 sources, there
are fewer possibilities for missing events. Of these, 430 cases indeed contain missing
events. Similarly, with 7 unique event sources, there are a total of 21,409 cases where a
trace may be missing an event. Of these, 395 cases indeed contain missing events.

It is clearly shown that both the base and boosted SRS probabilities outperform a
random classifier. Intuitively, this means that when the approach returns a high proba-
bility of a missing event, there is indeed a significant likelihood that the trace is missing
an event, as opposed to when it returns a low probability. The base SRS probabili-
ties (where the probability is defined by the cardinality of X) show a distinct improve-
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Fig. 6. ROC curves for Conf(eval(rl, 7)) as a predictor for eval(rl, 7) == eval(rl, 1).

ment on the random classifier. This is further improved by adding the boosts related
to observation distance and alignment cost (which particularly improves performance
when higher sensitivity is desired), supporting the intuition discussed in Sect. 5. While
this approach is still far from a perfect classifier, its benefit is clearly visible with the
limited information available, even when the network is more distributed.

6.4 Downstream Confidence

We evaluated the proposed metric for the confidence score of the compliance analysis
by applying the rule in Sect. 3 to the observed trace and compared it to the real event
stream at each time-step. Using the same event stream as above, we took the candidate
probabilities found earlier to calculate the confidence score with Eq. 3.

An incorrect rule evaluation consists of two cases: (i) when the observation leads to
a violation while the actual event stream (until the current time-step) does not, and (ii)
when the observation does not lead to a violation while the actual event stream does.
As above, for the scenario with 2 unique event sources, there are a total of 6,703 cases
where a trace may be missing an event. Of these, 153 contain an incorrect rule evalua-
tion. When there are 7 unique event sources, there are a total of 21,409 cases where a
trace may be missing an event. Of these, 107 contain an incorrect rule evaluation.

The sensitivity and specificity of the confidence score is shown in Fig. 6. Overall
we can observe low confidence scores are associated with incorrect rule evaluations,
while high confidence scores are associated with correct rule evaluations. Compared
to Fig. 5 there is a higher accuracy, as we can often be more decisive about the given
rule depending on specifically which events can be missing (based on SRS). Again the
boosted SRS probabilities show an improvement compared to the base.
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7 Related Work

Out-of-order events have been identified as a problem in various relevant areas, such as
process discovery [6], conformance checking [7], event processing in IoT scenarios [8]
and specifically for online compliance checking of business processes [1]. In [1], an
online compliance monitor for event streams is presented, which uses distributed com-
puting for more efficient analysis. However, in the version of the approach that can
perform temporal reasoning with out-of-order events, violations are not conclusively
detected until the event stream is closed, making it an offline monitor.

Out-of-order event arrivals require an extensive memory footprint, as the event
stream needs to be reevaluated with the corrected event order. Raun et al. [5] present
an event stream conformance checker based on prefix alignment, with an efficiency
that is favourable to online monitoring. In [7], the approach is evaluated for handling
out-of-order events while minimising the memory footprint. This uses a decay time to
discard old states from memory once potential out-of-order events would not require
these states for re-evaluation. Although the decay time approach is similar to the reli-
able prefix method presented here, it is statistical and therefore cannot guarantee the
absence of out-of-orders before the cut-off. Similarly, in a different context, the prob-
abilistic approach in [9] defines windows where late arrivals are expected, aiming to
minimise both missing events (late arrivals after the window is closed) and latency in
closing the window (which means postponing the evaluation). From the perspective of
compliance monitoring, it is essential that events are used in the evaluation regardless
of how late they arrive. Therefore, it requires a method that guarantees the necessary
data is maintained in case of late arrivals.

Furthermore, the approach in [5] does not consider how the possibility of future
out-of-order events affects the certainty of the current outcome of the online checker.
This may not be necessary for the specific application, but in the context of compliance,
reliability and confidence of the results are essential. Conversely, for the purpose of
conformance checking over incomplete event logs (involving missing data), D’Iddio et
al. [10] present an approach that models this uncertainty to identify when an execution
can be certified as correct or anomalous. While they do not quantify its confidence or
consider missing events themselves, it emphasises the importance of measuring uncer-
tainty. Within the context of runtime verification, a temporal logic has been defined
in [11] that can account for the uncertainty resulting in potential missing events. The
outcome of propositions has three possible values (true, false and unknown) and these
feed into the overall evaluation. While the approach in our paper uses probabilities to
estimate the likelihood of the different outcomes, features of this logic could be incor-
porated when assessing how each candidate affects the compliance outcome.

More broadly, four categories have been identified amongst techniques to handle
out-of-order data in the field of event processing [12]. These are buffering (delaying
processing new elements by a given period), punctuation (waiting for a notification to
indicate all past elements have arrived), speculation (proceeding with the assumption
of no out-of-order elements, and revising when late arrivals appear) and approxima-
tion (providing rough / overall results that for large enough windows are not affected
by some misordering). Many of these approaches require an architectural change to
implement, such as e.g. the middleware solution presented in [8] or the timer-driven
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punctuation method presented in [13]. In the context of process discovery, [6] present
both buffering and speculation approaches.

Our approach is a balance between punctuation and speculation. The punctuation
component is achieved implicitly, as we can be certain that all past events have arrived
up until the minimum time of the most recent events across all data sources. The monitor
then uses a speculative approach for the remaining time period, providing compliance
results as soon as possible, and backtrack if needed. This is done using conformance
checking against a model of expected behaviour to estimate the probability of future out-
of-orders, to subsequently quantify the confidence of the current compliance results.

8 Discussion and Conclusion

In this paper, we presented an approach comprising two techniques to deal with the
out-of-order problem in runtime compliance monitoring, where the events in an event
stream are not guaranteed to be received in the correct order.

The first technique is referred to as reliable prefix and aims at identifying a prefix
of the live event stream received by a monitor that is guaranteed to be currently in
order and not in-deceptive-order. The reliable prefix allows the monitor to perform its
analysis confidently on at least a portion of the live event stream, and memory of that
portion can subsequently be released. Analysis results that include the remainder of the
stream can be treated differently (i.e., tentatively). If an out-of-order arrives within this
portion, the monitor is required to backtrack up to the end of the reliable prefix only.

The second technique is probabilities of possible realities, which aims at analysing
the live event stream to quantify its reliability and identify where the observation is
missing events that will eventually arrive out-of-order. This, in turn, can be used by the
monitor to calculate a confidence score of its compliance results, depending on how
the possible out-of-order events may affect the outcome. In practice, when the monitor
returns a non-compliance result that requires action, but the confidence of this result is
low, the decision-maker can choose a more measured or delayed response.

The approach was evaluated on an artificial data set simulating out-of-order events
over a multi-instance event stream with varying deviation from the model. The eval-
uation showed that the presented approach significantly reduces memory footprint for
runtime monitoring systems. Furthermore, the evaluation showed that the approach of
calculating a confidence score provided an accurate indication for when the compliance
outcome is incorrect due to future out-of-order events.

While the approach requires a few assumptions about the process and distributed
system, these assumptions have been well-justified. Future work could further inves-
tigate the feasibility of this approach on a real-world scenario. With this, boost func-
tions could be further refined, such as by including other variables as inputs (e.g., time-
stamps, network reliability, event data). The approach should also be evaluated on vary-
ing model fitness and precision, to understand how the reliability of the process model
influences the results. Additionally, the approach only indirectly incorporates the relia-
bility of the model and we expect that further enhancement to derive reliability of the
model from the observed reliable prefix can improve results. Similarly, network reli-
ability could be measured, to indicate how observation distance should be penalised.
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Furthermore, while our current method does not use machine learning and, therefore,
does not require historic data, in the case where historic training data exists, machine
learning could be a useful tool to extract additional knowledge given the vast array of
factors that may cause out-of-order events. Finally, for (very) dense inter-arrival rates
between events, the approach relies on the performance of the alignment computations,
and we plan to investigate the upper-bounds in future work.
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Abstract. Event logs, the primary data source in process mining, consist
of events with a case identifier, an activity, and a timestamp. Translucent
event logs extend this by also recording enabled activities alongside exe-
cuted ones. Such data can be extracted from user interactions or running
information systems. Fitness, a quality measure in conformance checking,
assesses how well an event log aligns with a process model. While fitness
has been widely studied, no prior work has considered enabled activities.
We introduce the first fitness measurement incorporating this informa-
tion based on the well-established alignment technique. Our generalized,
parameterized approach also supports traditional fitness measurement.
Through qualitative evaluation, we demonstrate our method’s applicabil-
ity and provide insights into the implications of parameters. Our quan-
titative assessment shows limited computational overhead when enabled
activities are considered and provides insights into the fitness score of the
classical and translucent approaches. Our results indicate that incorporat-
ing enabled activities yields appropriate fitness scores compared to tradi-
tional methods, enhancing conformance checking accuracy.

Keywords: Conformance Checking - Alignments - Fitness -
Translucent Event Logs - Enabled Activities

1 Introduction

Processes are executed in various organizations and can be digitally tracked and
stored in an event log. An event log consists of events, each having information
on case, activity, and timestamp. Beyond these basics, additional data, like the
resource executing an event, can be recorded. Moreover, it is possible to record
information on enabled activities—besides the executed activity. Such informa-
tion can be added due to domain knowledge or extraction of activities executed
in a desktop environment [11,13]. Note that extracting these logs from desktop
environments provides valuable insights for analyzing human-computer interac-
tion. In addition, when creating such logs from a Graphical User Interface (GUI),
they provide a great source for robotic process mining [21] and can be used to
create bots for robotic process automation [41]. We call event logs that contain
information on enabled activities translucent event logs.
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Fig. 1. Example workflow captured within a Petri net.

: John Doe G Name: John Doe Name: John Doe
100,000 € B Ask:  100,000€ Ask:  100,000€

:  Self-employed application Occ.:  Self-employed Occ.:  Self-employed

: Jane Doe
. 150,000€ Open Proof Ba%’f“’:"d Submit
. ’ application =

Professor

(a) Open an application. (b) Proof and check. (c) Submit.

Fig. 2. Example GUI for proofing a loan application.

Process mining can be used to analyze event logs to get insights into the
execution of processes [1]. Dedicated process-mining techniques can be applied
to translucent event logs [2,12,15]. One area in process mining is conformance
checking, which consists of the fitness quality dimension [18]. Fitness measures
how well a process model represents the behavior recorded in an event log. One
method to assess fitness is token-based replay [38], which simulates the flow of
tokens through the model’s transitions according to the observed events. Dis-
crepancies are identified by tracking token movements: missing or remaining
tokens indicate deviations between the model and actual execution. However,
token-based replay has two main issues: it is non-deterministic when the model
contains duplicate tasks, and it can produce misleading diagnostics due to “token
flooding”. The state-of-the-art technique, alignments [5], overcomes these prob-
lems by mapping each event in the log to the corresponding model activities. It
finds the optimal sequence of synchronous and asynchronous moves to accurately
detect discrepancies and measure conformance.

When computing standard alignments, only executed activities of an event
are considered, not the enabled activities. This can lead to false conclusions.
To illustrate this, consider a simplified loan application process. In the first
step, the application is opened. Afterward, there are two possible actions: either
only a proof is conducted, or a proof and a background check are conducted.
Subsequently, the results are submitted. In the end, the application is rejected
or approved, and a summary is created. The workflow is depicted in Fig. 1.
A possible application process handling with a GUI is depicted in Fig.2 and
relates to the former description. Assume the sequence (a,b,d, e, g) of activities
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has been executed and is linked to the scenario shown in Fig. 2. When measuring
fitness between this sequence and the model, the result is a perfect score of 1.0.
The sequence of executed transitions is (tq/, tp, tr,, ta, try, te, tg, tr, ). However, as
denoted in Fig. 2b, it is also possible to perform a background check, resulting
in the activity being enabled. But when executing ¢,/, b and ¢ are not enabled,
thus not fitting the information available on enabled activities extracted from
the GUI example. Thus, the score should not be 1.0 but lower.

The information on a mismatch of enabled activities is valuable when evalu-
ating which process model should be used to create a bot for automating tasks in
a GUI. The bot may misbehave if a wrong model is chosen based on misleading
scores. Moreover, we can verify a system’s implementation by utilizing informa-
tion on enabled activities. Usually, a reference model exists that describes how a
system should behave. An implementation should follow this model. By extract-
ing enabled activities from screenshots during the interaction with the software,
we can align the recorded behavior with the reference model. When the recording
and extraction of activities from screenshots work as intended and a translucent
event log is created, translucent alignments can spot context-aware deviations.
This provides new insights into system verification, enabling large-scale verifi-
cation across different user groups and systems. In addition, the information on
enabled activities can guide alignments and increase their accuracy. Although a
traditional alignment represents an optimal path through a model for a given
sequence of activities, there might be multiple optimal paths. Techniques that
use alignments as input, for example, the precision method presented in [6], are
based on this and are not deterministic, leading to potentially different results
in each run. To illustrate this, consider the trace (a,b,d,e,e). We assume that
for the first e, f and g are also enabled. For the second e, we assume that f
is also enabled. Within the classic alignment, a model and log move would be
created to execute g, but their position is non-deterministic. However, since we
know from the translucent event log that g was possible but not performed, we
can create a better alignment using the enabled activity to guide the alignment
computation.

In this work, we develop an approach that adjusts the fitness score by con-
sidering information on enabled activities, penalizing discrepancies. Our method
allows for higher fitness when enabled activities match but executed activities
differ, and enables verification of system requirements using enabled activities.
At the same time, our approach acts as a generalization of the existing approach.

2 Related Work

Much work has been done to measure fitness in process mining. Besides the
basic idea of footprint comparison between an event log and a process model,
advanced techniques were developed. One of them is the aforementioned token-
based replay [38]. The idea of token-based replay is to replay a trace in a Petri
net. In this process, missing tokens might be added to allow the firing of oth-
erwise impeded transitions. The number of tokens added in this way and the
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number of tokens consumed, produced, and remained after finishing a trace are
tracked. Considering the different amounts and all traces, a fitness score is com-
puted. This approach has also been adjusted for an online setting [16]. Despite
recent advances [8,9], which solve issues of token-based replay, alignments are
still recognized as the state-of-the-art technique.

Alignments, presented in [5], use more advanced concepts than token-based
replay. For each trace of an event log, a trace net based on Petri nets is created.
Between the process model, which is given as a Petri net, and the trace net, a
synchronous product net is created by following predefined rules. The firing of
a transition in a synchronous product net is associated with costs. The goal is
to find the cheapest sequence from the initial marking to the final marking of
the synchronous product net. Over the last years, advances for the consuming
computation of an alignment have been proposed [19,20,29,35-37,39,40,42,43|.
Some extensions consider information beyond the control flow, e.g., data-aware
alignments [27,28,34] or resource-aware alignments [7].

In [17], weighted artificial negative events are presented. Negative events
represent information about activities prevented from taking place in a process.
These are rarely logged in real-life event logs. The generation algorithm induces
these negative events artificially by examining each position in each trace within
an event log and determining which activities cannot occur at those positions
based on the observed behavior. This contrasts our method since we use a source
available in the data and the model to compute our score.

There are also techniques for measuring fitness in a stochastic setting.
Stochastic fitness measurements were developed in [24,25,33]. In addition, tech-
niques for object-centric event data were developed. A general approach is pre-
sented in [4], while alignments for an object-centric setting are presented in [30].

Concerning the usage of translucent event logs in process mining, recent
work has shown that the information that translucent event logs convey can
improve existing process-discovery techniques [12]. Concerning conformance-
checking techniques using translucent event logs, there exists work in measuring
precision by considering enabled activities [15]. However, no approach measures
fitness between a Petri net and a translucent event log so far.

3 Preliminaries

In this section, we define the basic concepts that we use in the remainder of this
work. We define sets, sequences, and tuples and operations on them. Further-
more, we define translucent event logs and traces. Finally, we define Petri nets
and related concepts.

Given a set X and a function f, f(X) = {f(z)|x € X} denotes applying
the function f on all elements of set X. For simplicity, we denote for any set
X> =XU{>}
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Definition 1 (Tversky Index). Given sets A and B, the Tversky index pro-
vides an asymmetric similarity measurement between sets defined as

B |AN B|
CJANB|+a-|[A\B|+3-|B\A|

Sa,8(A, B)

with o, 8 > 0. When « is high relative to 3, the index becomes more sensitive
to elements in A that are not in B, highlighting the uniqueness of A. A similar
situation applies to 8. If « = 8 = 1, this corresponds to the (symmetric) Jaccard
index. We write Dy g(A, B) =1 — 5,,3(A, B) to denote the Tversky distance.

B(X) denotes the set of all multisets over set X. E.g., if X = {z,y, 2}, an

example multiset is [z, z,y] = [#2,y]. Let A be a set and let t = (a1,...,a,) €
A X ---x A be a tuple of n elements. 7;(t) refers to the ith element of the tuple,
e.g.,m1((a,b)) = a. Givenaset X, o = (01,...,0,) € X* denotes a sequence over

X. 0; denotes the sequence’s ith element. The length of a sequence o is denoted
as |o|. The concatenation of two sequences is denoted as o -o’. Given a sequence
o and a set X', oy, denotes a sequence projection, e.g., {(a,b, ¢, d) [{a,c} = (a,c).

pref,(o) = {o1,...,0;) refers to the prefix of a sequence containing the first ¢
elements. pref, = (). For any sequence of tuples o € (A x --- x A)*, we define
7 (o) = (mi(o1), ..., mi(0]0)))-

Translucent event logs capture information on enabled activities in addition
to executed ones. Hence, the executed activity must also be enabled in the cor-
responding event. Also, we assume that all enabled activities in an event log
are performed at some point. U is the universe of case identifiers, U,.; is the
universe of activity names, and Uy, is the universe of timestamps.

Definition 2 (Translucent Event Log, Trace). U,, is the universe of events.
€ € Uey is an event, megse(€) € Uegse is the case of e, Tyme(€) € Utime is the
time of e, men(€) C Uqer are the enabled activities of e, mqet(€) € men(e) is the
activity of e. A translucent event log L is a set of events L C U,,. In addition,
Ueer Ten(e) = Ueepimact(e)}. For simplicity, we assume that events in L are
totally ordered such that for ej,es € L, e < es implies myme(€1) < Trime(€2).
A trace is a sequence of all events of a case ordered from earliest to latest, i.e.,
ole = (e1,...,e,), such that for ¢ € mease (L), {€1,. .. en} = {€ € L|Tease(e) =
c} and e; < ... < e,. The set of traces of L is denoted as XL = {oL¢|c €
T case (L)}

An example translucent event log is showcased in Table 1. For e, Teqse(€1) =
1, mact(e1) = a, men(er) = {a}, and mgime(e1) = 2024-06-20 13:37:37. In the
remainder of the paper, for simplicity, we denote the enabled activities and
underline the executed activity of an event. For example, we can denote for the
first trace in Table 1, o' = (eq, 2, €3, €4, €5), with (a, be, d, efg,9)-

Definition 3 (Petri Net). A Petri net is a tuple N = (P, T, F, A,l), where
P is a set of places, T is a set of transitions such that PNT = (), and F C
(T'x P) U (PxT)is aset of directed arcs. A C Uy, U {7} is a set of activity
labels, and [: T' — A is a labeling function where 7 denotes the silent activity.
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Table 1. Exemplary translucent event log.

Event | Case | Activity | Enabled Activities | Timestamp

el 1 a {a} 2024-06-20 13:37:37
€2 1 b {b, c} 2024-06-20 13:37:38
es 1 d {d} 2024-06-20 13:37:39
e4 1 e {e, 1, g} 2024-06-20 13:37:40
es 1 g {g} 2024-06-20 13:37:41
eil 2 a {a} 2024-06-20 13:37:51
e12 2 c {c} 2024-06-20 13:37:52
€13 2 d {d} 2024-06-20 13:37:53
€14 2 b'e {x, e, g} 2024-06-20 13:37:54
eis 2 g {g} 2024-06-20 13:37:55

M € B(P) is a marking and (N, M) refers to the Petri net N in marking M. We
define T, = {t € T | I(t) = 7}.

We focus on sound workflow nets [3]|. Furthermore, for computational reasons,
we assume that each transition that is connected to the sink place is a non-silent
transition. To ensure that, we introduce a new, non-silent transition with a
unique label and a new sink place. This transition, labeled end, has an ingoing
arc from the old sink place and an outgoing arc to the new sink place. Also, we
assume that an artificial end event e.,q is added at the end of each trace, with
Tact(€end) = end and mep(€eng) = {end}. Given the Petri net in Fig.1, P =
{p17p27 [N }, T = {ta,ta/,tb7tc,t-,—1,t7—2, ce }, F= {(plata)7 (plata’>7 ey (t727p7>}
and A = {a,b,c,...,7}. The shown Petri net is in marking [p;]. Petri net firing
rules can be found in [1].

Definition 4 (Firing Transition and Sequence). Let N = (P, T, F, A,l) be
a Petri net. Let M, M’ € B(P) be two markings. The firing of a single transition

t € T is denoted as (N, M) 5 (N, M'"). The successive firing of all transitions in

o € T* is denoted as (N, M) % (N, M'). In addition, (N, M) > (N, M). Let

M; € B(P) be the initial marking. We define a marking M’ € B(P) as reachable
in (N, M,), if there exists ¢ € T* such that (N, M;) % (N, M’). The set of all
reachable markings starting in (N, M;) is denoted as [N, M;).

4 Translucent Fitness

In the classic alignment, moves on the model and log are compared. A cost
function assigns costs to the different move types, and the goal is to compute
the alignment with the lowest costs while still meeting defined requirements.
The costs are used to determine the fitness score. In this section, we show how
translucent alignments and a translucent fitness score are computed. We first
define translucent alignments and the corresponding moves and costs. We provide
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a high-level overview to convey the idea. Second, we show how an optimal
translucent alignment is computed. Finally, we show how a fitness score is com-
puted on the trace and log level.

4.1 Defining Translucent Alignments

Moves on the log and model side are essential for alignments. An alignment is
computed for each trace of the translucent event log. There are two key require-
ments for an alignment: first, the sequence of events must yield the original trace;
second, the sequence of transitions should represent a firing sequence from a Petri
net’s initial to final marking. The following definition captures this.

Definition 5 (Translucent Alignment). Let L C U,, be a translucent event
log, ©.F its set of traces, o € X a trace, and N = (P,T, F, A,l) be a Petri net
with its initial marking M; € B(P) and final marking M; € B(P). An alignment
v € (L” x T?)* between o and N is a sequence such that:

WT(W) fL :*U
— (v, M) 2T (N )

For illustration, the following is an alignment between the first case of the
event log shown in Table 1 and the Petri net depicted in Fig. 1:

e1 |ex| >|e3| > eq |e5| >
_a |be/> | d > efg g >
TTalbirid Tefgg T
tar Ty try td try | te (tg|tr,

Given this alignment, v = ((e1,te), (€2,t5), - .., (e5,t4), >, t7,)), we denote
WT (’7) rL = <€17 €2, €3, €4, 65> and W;(’Y) rT = <ta’a Ly, Uryy tas brg s L, tgv tT4>‘ For our
work, information on enabled activities is necessary. While events in a translucent
event log have this information, we also need to access this information in a
model. Note that silent transitions do not contribute useful information since
their execution is not recorded. As they serve as synchronous points in the model,
we should seek enabled activities beyond them when possible.

Definition 6 (Enabled Activities in a Model). Let N = (P, T, F, A,l) be
a Petri net and M; € B(P) the initial marking. For a marking M € [N, M;),
we define its set of enabled activities as eny; (M) = {I(t) | Ipers ter\1, M eB(P)

(N, M) =, (N, M'")}. Given a sequence o € T*, we define en’ (o) = enl;(M")

if (N, M;) % (N, M").

Given the Petri net in Fig. 1, we denote for marking [ps, ps| activities b and
c as enabled, and for marking [pg] activities e, f, and g as enabled. As denoted,
alignments contain a sequence of transitions. This sequence leads to a marking in
a Petri net. We use the transition sequence to access the information on enabled
activities at certain points in an alignment.
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Definition 7 (Enabled Activities in an Alignment) Let L C U,, be a
translucent event log, N = (P, T, F, A 1) be a Petri net, and v = ((e1,t1),. ..,
(4, tj))) € (L x T )* be an alignment. For any i € {1,...,||} and if t; # >

we define en?(t;) = enf,v(ﬂéﬁ (prefi_a())I7)-

Given the Petri net in Fig. 1 and the alignment shown before, we can denote
en?(te) = {a} and en?(t,) = {b}.

In our work, we reinterpret the existing moves (synchronous, visible model,
invisible model, and log move) and add three new moves that act as a general-
ization of the previous moves:

— execution-change move: when the enabled activities in the model and the
event match, but the executed activities do not match. To illustrate this,
consider the model displayed in Fig. 1 and the trace (a,b,d,efg,ef). For the
second-to-last event, changing the execution from e to g results in reaching
the final marking.

— enabled-change move: when the executed activities match, but the enabled
activities do not match. As an example, consider the first case of the event
log in Table 1. For e, b and ¢ are enabled, but in the model, after executing
tqr, b is enabled, but ¢ is not. Thus, more activities are enabled in the log
than in the model. Also, the other way around is possible.

— execution-enabled-change move: a mixture of the previous two moves. Con-
sider the second trace shown in Table 1. When executing ¢,/, only b is enabled.
In eqo, only ¢ is enabled and gets executed. Thus, by changing the set of
enabled activities and the execution change, we can align e1o with ;.

The following definition captures the different moves formally.

Definition 8 (Moves). Let L C U,, be a translucent event log, =% its set of
traces, ¢ € X1 a trace, N = (P, T, F, A,1) be a Petri net, and v € (L™ x T>)*
an alignment between o and N. For all tuples (e;, ;) € v, 4 € {1,...,]v|}, we
define the following movements:

— synchronous move if t; € T, e; € L, maet(€;) = 1(t;) and 7o, (e;) = en?(L;).

— log move if e; € L and t; = >>.

— tnwisible move on model if e; =>> and t; € T, I(t;) =

— wisible move on model if e; =>> and t; € T, I(t;) # 7

— execution-change move if t; € T, e; € L, mact(e;) # U(t;), I(t;) # 7, but
Ten(€i) = en? (t;).

— enabled-change move if t; € T, e; € L, maer(e;) = U(t;), but men(e;) #
en? (t;).

— execution-enabled-change move if e; € L and t; € T, I(t;) # T, Tact(€;) #
1(t;), and 7en(e;) # en?(L;).

T.

Next, we define the costs for the different types of moves. Note that the syn-
chronous move is a special case of the enabled-change move. Also, the execution-
change move is a special case of the execution-enabled-change move.

Definition 9 (Costs). Let L C U,, be a translucent event log, X% its set of
traces, o € X1 a trace, N = (P, T, F, A,1) be a Petri net, and v € (L> x T>)*
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(po.psl ) ([p2, pe], e3) ([p13], €art)
2, D3], €2 \ (ps, 5], 3)

([p3; pal, €2) (Ips> 1), €3)

<ta’>7el <tb>762 <t72,td>,63
(Ip1), e1) ([p1], e2) ([p4; pe], €3) (Ips], e3)
([p4’ pﬁ]’ 62) execution-change visible model
([1)2’1)3]’ 51) move move
(Lp:hp(l]’ EI) log move synchronous move move

Fig. 3. Part of the synchronous state space between the trace (a, be, d, efg, 2) from the
translucent event log shown in Fig. 1 and the Petri net displayed in Fig. 1.

an alignment between o and N. For all tuples (e;,t;) € v, ¢ € {1,...,|v|}, we
define the following cost function §: L> x T — [0, 2]:

— synchronous and enabled-change move: §(e;, t;) = Dy, g(Ten(€:), en?(t;)).

— log move: 6(e;, t;) = 1.

— invisible move on model: d(e;, t;) = 0.

— visible move on model: d(e;, t;) = 1.

— execution-change move and execution-enabled-change move: §(e;, ;) = 1+
Da,5(men(ei), en(t:))

Note that these moves do not result in higher costs than the classic worst-
case scenario. Concerning the execution-enabled-change move, the worst case of
a mismatch results in costs of 2, which correspond to a log and model move.

4.2 Computing Optimal Translucent Alignments

The cost of an alignment corresponds to the sum of costs of the moves composing
the alignment. An optimal alignment is an alignment with minimal costs among
all possible alignments. Compared to the standard alignment approach, we just
extended the possible moves and used a customized cost function. This adjust-
ment still allows us to apply the general alignment computation method, which
essentially constructs the synchronous state space and solves a shortest-path
problem.

Figure 3 illustrates the finding of the shortest path in the synchronous state
space for our exemplary trace (a,bc,d,efg,g) and Petri net. This also corre-
sponds to the alignment example introduced previously. The distance between
states corresponds to the cost of the move that connects them. We annotated
the first three arcs of the shortest path with information on the moves they are
representing. Although invisible log moves are not seen directly and, therefore,
not given a separate color, they are still contained in the execution sequences of
the model and thus implicitly captured by the arcs in the given example of the
synchronous state space.
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Eventually, any shortest path from the initial to the final state represents
an optimal alignment. For the exemplary alignment, we obtain the following
g _ [{b,c}n{b}| N T
costs: 0.—|— 1 [5.crn b} [+ al{cTTa] —&-'O.—&—'O —|— 0+0=1- 7. When we want to
emphasize that there are enabled activities in the translucent event log that are
not represented in the model, we set a > 0. When « = 0, the alignment has no

costs; when a = 1, the alignment has costs of 0.5.

4.3 Fitness Score

After defining translucent alignments, their costs, and their computation, we
define a translucent fitness score. Similarly to the traditional setting, we thereby
take the original approach to compute a trace score.

Definition 10 (Trace Score). Let L C U,, be a translucent event log, v its
set of traces, o € X1 a trace, N = (P, T, F, A,1) be a Petri net, M; € B(P) be the
initial marking, My € B(P) the final marking, and v € (L xT")* an alignment
between o and N. Let o7 € T™ be the shortest sequence of transitions through a
Petri net, i.e., (N, M;) <5 (N, My) and B,y et (N, M;) 75 (N, My) A |of| <
|or|. The trace score is defined as:

_ Z(e,t)e'y 6(e7t)
ZtEO'T 5(>>7 t) + ZeEa’ 5(67 >>) - 2,

where the numerator is the actual costs of the alignment, and the denominator
is the worst-case costs (shortest firing sequence plus length of the trace). To
compensate for the artificial end activity in each trace and transition in the
model, respectively, we subtract their additional cost from the denominator.
This is not necessary for the numerator since the move between the artificial
ends will always be synchronous, leading to costs of 0. As a result, the actual
fitness score is obtained.

O(o,N,v) =1

For our example alignment, the score is 1 — % ~ 0.96 if a = 1.
Next, we consider all traces of a translucent event log to compute a translu-

cent log score. The following captures that.

Definition 11 (Log Score). Let L C U,, be a translucent event log, X% its set
of traces, o € 2 atrace, N = (P,T, F, A, 1) be a Petri net, and v, € (L> xT>)*
an alignment between ¢ and N. The log score is defined as

ZUEEL 9(0’ Na 70)
P

O(s*,N) =

5 Evaluation

Our evaluation is divided into two sections. First, we provide a qualitative eval-
uation, highlighting the implications of the different moves and « and (3 values.
Afterward, we present a quantitative assessment of our method. We provide a
large-scale evaluation using various logs to compare the traditional fitness score
and the translucent fitness score. Moreover, we compare computation times per
(translucent) variant.
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Table 2. Qualitative evaluation for different traces and models.

Trace Traditional Fitness Score | Translucent Fitness Score
a=1,0=1la=0,0=2|a=2,8=0

(a,b,d,efg,g) |1.00 1.00 1.00 1.00
(a,bc,d,efg,g) |1.00 0.95 1.00 0.93
(a,b,d,eg,9) 1.00 0.97 0.95 1.00
(a,b,d,zeg,g) 0.80 0.85 0.85 0.85
(a,b,efg,9) 0.89 0.89 0.89 0.89
(a,b,d,efg,ef)]0.80 0.90 0.90 0.90

5.1 Qualitative Evaluation

First, we highlight the differences between the traditional method and our app-
roach and investigate the impact of the parameters o and (3. Results for different
scenarios are shown in Table 2. As model, we use our example in Fig. 1.

The first row shows a perfectly fitting trace of the executed and enabled
activities within the model. As we can denote, the score for all methods is 1.0.
The second row highlights when more activities are enabled in the event log
than allowed by the model path (specifically activities b and ¢, while the best
path does not allow for ¢). Traditional alignment methods still return a perfect
score because they do not consider enabled activities. When a = 0, we also
get a perfect score since we do not penalize additional enabled activities in the
translucent event log. As we increase a to 1 or 2, the mismatch is penalized
more heavily, reducing the fitness score. This reflects the discrepancy between
the model and the event log regarding enabled activities. The third row shows
the opposite of the former case: fewer activities are enabled in the data than by
the model. As before, the traditional methods still produce a perfectly fitting
score. When (8 = 0, the score is still perfect since this behavior is not penalized.
Adjusting 3 allows us to penalize the mismatch, reducing the fitness score to
reflect fewer enabled activities in the event log compared to the model. The
fourth row highlights the results when an activity not contained in the model
gets executed. The traditional method returns costs 2 (model and log move)
and a score of 0.8. Our method assigns a lower cost of 1.5, resulting in a higher
fitness score of 0.85. The costs are based on an execution change (cost 1) and
the change in enabled activities. This approach accounts for potential noise in
the data, such as false recordings of executed activities, since all activities match
the enabled activities in the model. Therefore, information on enabled activities
makes the fitness score more robust. Thus, our method provides holistic scoring
and can determine the execution sequence more accurately, whereas traditional
methods might allow for ambiguous alignments (e.g., permitting a model move
before or after activity ¢). The fifth row is about the missing execution of d. All
methods provide the same fitness score. The last row highlights the execution
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change move and the resulting difference in scoring. Again, false recordings can
lead to such data. However, our method seems more robust when this happens.

5.2 Quantitative Evaluation

We provide an implementation in Python® using PM/Py [10]. Our method also
computes classic alignments. Thus, we used our implementation for this part.
Our data are available [14].

Although there are tools to create translucent event logs (see [11,13]), we
manipulated existing event logs to allow for a large-scale comparison and differ-
ent complexities. The logs we use are the road traffic fine management [26], the
sepsis [31], and the hospital billing log [32]. For each log, we used the Inductive
Miner - infrequent [23] with a threshold of 40 %, to discover a process model.
Using the traditional alignment, we checked for fitting traces and kept them.
We converted the Petri nets of each model into a Deterministic Finite Automa-
ton (DFA) using the reachability graph and automata theory. By replaying each
trace of a log on a DFA, we added information on enabled activities, thus cre-
ating a translucent event log. For more details, we refer to [11,12,15]. For each
log’s fitting and enhanced traces, we applied the Inductive Miner [22]. In the
next step, we randomly modified the created event logs by either adding, chang-
ing, or removing enabled activities of events. If the selected enabled activity of
an event is the executed activity, we also modify the executed activity or remove
the event. Also, we introduced new events. In addition, we also applied all men-
tioned modifications to the logs. We added noise with respect to the number of
events per log. Besides the classic definition of trace variants, we further intro-
duce translucent variants. Translucent variants also consider the information of
enabled activities. For example, (a,b,c) and (ab, b, c) belong to the same classic
variant, but are different translucent variants. For the alignment computation,
we used the standard setting of @« = f = 1 and the models discovered by the
Inductive Miner [22] on the translucent logs without noise as reference models.

In our evaluation, we checked the log variability for each modified event log,
i.e., the ratio between variants and traces. A value of 1 means that each variant
has exactly one trace. Alignments are usually computed per trace variant. To
measure the computation time, we took the median out of five repetitions of the
computation per variant. Since the number of translucent variants is at least the
same as for classic variants, we do not display the computation time per log but
the computation time for all variants per log for the different logs. This allows
for a fairer comparison. Our results are depicted in Fig. 4.

Regarding log variability, we generally observe more translucent variants than
classic ones. In general, applying all modifications leads to the highest vari-
ability. This is followed by adding events, changing enabled activities, adding
enabled activities, and removing enabled activities. Regarding the fitness scores,
we denote that the translucent fitness score with no induced noise leads to lower
scores than the classic approach. The reason is the enabled activities, which

! https://github.com/hherbertb /translucent _alignment.
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Fig. 4. Results of different translucent event logs based on real-life data.
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Fig.5. Petri net with an exemplary translucent alignment of the translucent trace
(bh, chj,dh,dh, fbg,i) where j represents the activity “Appeal to Judge” which does
not appear in the model. The translucent alignment begins with a model move (red),
followed by an execution-enabled-change move (orange, cost of 1.6), and two silent
moves (gray). The next two moves are an enabled-change move (purple, cost of 0.5) and
an execution-change move (orange, cost of 1). The color saturation represents the cost
and, thereby, the degree of changes in the enabled activities. The alignment continues
with a synchronous move (green) and a log move (blue) before ending with another
silent move (gray) and enabled-change move (purple, cost of 0.5). For comparison, the
classic alignment ignoring translucent information is shown underneath.

were extracted from a different model. This again highlights the value of con-
sidering enabled activities for fitness measurement. As before, applying all noise
methods had the worst impact on fitness values. Overall, adding enabled activ-
ities had no impact on the classical view, as expected. For the other methods
of inducing noise, the difference in the score exists, up to roughly 0.2. Consid-
ering the computation time, we observe that it is nearly quadratic. Moreover,
considering enabled activities in the computation has a negligible computational
overhead. One of the main reasons is that the Tversky index can be quickly
computed. Nonetheless, alignments are usually computed per variant, and since
the number of translucent variants is at least the same as classic variants, the
computation time for translucent event logs is at least roughly the same as for
classic logs.

A translucent alignment from the enhanced road traffic fine management
log with all methods and 20 % noise is shown in Fig. 5. Enabled-change moves
occur, indicating that the model allows for behavior different from the data.
With the execution-change move, we may conclude that there is noise in the data.
Comparing the optimal translucent alignment with the classic optimal alignment,
we observe that the latter contains more synchronous moves. The reason is that
it does not account for deviations within the enabled activities. In practice,
this information can help determine whether the desktop application works as
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intended. The translucent alignment has costs of 5.6, the classic alignment costs
of 4. Hence, the fitness score of the classic alignment is higher.

6 Conclusion

We provided the first method that considers information on enabled activities in
a log and a model when evaluating fitness by introducing three moves that also
generalize existing ones. The first deals with situations where the information
on enabled activities matches but not the information on executed activities.
The second deals with situations where the information on executed activities
matches but not the information on enabled activities. The third combines the
former two. We can verify system requirements using translucent logs from cap-
turing desktop environments. Our method builds on state-of-the-art techniques
and provides holistic scoring. In future work, we plan to extend token-based
replay to consider enabled activities, making it suitable for industrial-scale tools
due to its faster runtime and relevance to our applications. Additionally, translu-
cent event logs should be considered when assessing generalization and evaluating
different models, such as process trees.
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Abstract. Real-world processes often involve interdependent objects
that also carry data values, such as integers, reals, or strings. How-
ever, existing process formalisms fall short to combine key modeling fea-
tures, such as tracking object identities, supporting complex datatypes,
handling dependencies among them, and object-aware synchronization.
Object-centric Petri nets with identifiers (OPIDs) partially address these
needs but treat objects as unstructured identifiers (e.g., order and item
IDs), overlooking the rich semantics of complex data values (e.g., item
prices or other attributes). To overcome these limitations, we introduce
data-aware OPIDs (DOPIDs), a framework that strictly extends OPIDs
by incorporating structured data manipulation capabilities, and full syn-
chronization mechanisms. In spite of the expressiveness of the model, we
show that it can be made operational: Specifically, we define a novel
conformance checking approach leveraging satisfiability modulo theories
(SMT) to compute data-aware object-centric alignments.

Keywords: Object-centric conformance checking - Universal
Synchronization - Data-aware Processes - Complex Datatypes + SMT

1 Introduction

In recent years, research in information systems supporting the execution of busi-
ness and work processes has increasingly stressed the need for multi-perspective
process models. Prominently, the goal has been to tackle intricate links between
the control flow of a process, and the data with which the control flow interacts.

Several new process modelling paradigms and corresponding languages conse-
quently emerged, ranging from case-handling [5,21] to artifact-centric [9,33] and
object-aware approaches [7,22,31]. In parallel, a growing stream of research has
spawned different formal models of data-aware processes with the twofold aim
to support representation and computation, on the one hand covering relevant
modelling constructs, on the other providing effective algorithmic techniques
for process analysis and mining, such as automated discovery and conformance
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checking. Within this stream, representations typically rely on data-aware exten-
sions of Petri nets, the most widely employed formalism for describing, analysing,
and mining processes, with two emerging directions.

The first focuses on enriching case-centric processes by incorporating struc-
tured case attributes (e.g., the price of a product, the age and name of a cus-
tomer, as well as more complex structures such as a persistent relational storage).
This supports expressing how activities in the process read and write these vari-
ables, and how decision points use these variables to express routing conditions
for cases. A prime example in this vein is that of Data Petri nets (DPNs [23,26]).

The second direction aims instead at lifting the case-centricity assumption,
tackling so-called object-centric processes where multiple objects, interconnected
via complex one-to-many and many-to-many relationships, are co-evolved by the
process (e.g., orders containing multiple products, shipped in packages that may
mix up products from different orders). It has been pointed out that straight-
jacketing this complexity through a single case notion yields misleading process
analysis and mining results [1,6]. Several proposals have been brought forward
in this direction, such as object-centric Petri nets [4], synchronous proclets [11],
and Petri nets with identifiers (PNIDs) [18,29,34], possibly equipped with an
external relational storage [16,28]. To a varying extent, they cover essential
modelling features like: (¢) tracking objects and their possibly concurrent flows,
enabling the independent progression of objects (e.g. package shipments and
order notifications);(ii) object creation and manipulation, handling dependen-
cies such as one-to-one and one-to-many relationships (e.g., adding items to an
order or splitting it into multiple packages); (iii) object-aware full synchroniza-
tion, creating flow dependencies on objects, where an object can flow through
an activity only if some (subset synchronization) or all (exact synchronization)
related objects simultaneously flow through that activity; this ensures that an
object can proceed through an activity only when certain conditions are met
(e.g., initiating order billing only when some or all associated packages have
been delivered).

Two main open challenges emerge in the tradeoff of these two directions.
First, there is a lack of object-centric models that offer both object relationship
manipulation and corresponding synchronization mechanisms: while approaches
based on PNIDs provide fine-grained constructs for handling objects and their
mutual relationships, they fall short in fully addressing synchronization in its dif-
ferent flavors; complementarily, alternative approaches in the object-centric spec-
trum suffer from under-specification issues [2,18]. Second, object-centric models
completely lack support for attributes and corresponding data conditions.

The ultimate goal of this work is to address these two research questions
through a unified formalism supporting at once fine-grained modelling features
for objects, relationships, attributes, and complex data conditions to express tran-
sition guards, subset/exact synchronization, and combinations thereof. The fol-
lowing example inspired by [4,18] motivates the need for such a formalism:

Ezxample 1. In an order-to-shipment process, executions involve the following
activities: (i) placeorder creates a new order with an arbitrary number of
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products, and the customer can indicate the number of days expected for
delivery;.(i4) Payment can be done via credit card or bank transfer, reflected
by pay cc and pay bt, respectively. However, the former is only applicable if the
total cost of the order is below 1000 €.(4ii) pick item fetches a product from
the warehouse; iv ship collects an order with all its products for shipment. It
also determines one of two shipment modes, namely car or truck, depending on
whether the number of days for delivery is below or above 5.

This example requires a variety of sophisticated modelling features: during
order creation, an arbitrary number of product objects can be included (in the
sequel we call this multi-object transfer); items are associated with an order
(object relations), and all items of an order must be included in shipment (in
the sequel called exact synchronization, as opposed to subset synchronization);
one needs to reason over arithmetic data like the cost of a product and the total
cost of an order, and transition guards are needed (structured data support).

Specifically, we provide a twofold contribution in representation and computa-
tion, to handle such processes. As for representation, we start from OPIDs [18],
the most sophisticated PNID-based formalism: they support all main object-
centric modelling features except exact synchronization. We lift OPIDs into a
new class of PNIDs called DOPIDs, which at once close the gap regarding syn-
chronization, and add rich data support for a variety of data types, together with
conditions expressed over such data that can involve arithmetic, uninterpreted
functions, object properties, and advanced forms of aggregation. Aggregation
emerges as a natural, non-trivial new modelling construct arising from the inter-
play between data conditions a la DPNs; and the fact that they are now applied
over the attributes of possibly multiple objects at once. As for computation, we
consider conformance checking, and show that existing SMT-based techniques
can be lifted to fully cover all features of DOPIDs. We do so by integrating
and extending the SMT encodings for conformance checking separately studied
for OPIDs [18] and DPNs [12,13]. Finally, we provide a novel proof-of-concept
implementation of our approach to witness its feasibility.

2 Related Work and Modelling Features

To highlight key modeling features, we reviewed literature on Petri nets enriched
with case attributes [8,14,17] and object-centric features [1,3,6]. Table 1 shows
a summary of these features and their implementation in various approaches. At
the end of Sect. 4 we discuss the expressivity of DOPIDs more generally.

The first crucial feature is the incorporation of constructs for creating and
deleting objects. Different approaches vary based on whether objects are explic-
itly referenced within the model or are only implicitly manipulated. Another
critical aspect is the ability of objects to flow concurrently and independently;
for example, items can be picked while their corresponding order is paid (cf.
divergence in [1]). Additionally, models may support the simultaneous transfer
of multiple objects of the same type, such as processing several items in a single
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Table 1. Comparison of Petri net-based object-centric process modelling languages
along main modelling features, tracking which approaches support conformance. v/
indicates full, direct support, X no support, and ~ indirect or partial support.

object |object |concurrent |multi-object multi-object/object subset exact |coreferencestruct. object conformance
creation removal object flows |transfer spawning  relations sync |sync data  reference
OC nets [4] v v v v 4 X X X X X imp. [24]
synchronous v v v ~ v v v v X X imp. X
proclets [11]
DPNs [23] v v 4 X X X X X X 4 imp. [26]
PNIDs v v v ~ ~ v ~ X v X exp. X
[16,29,34]
OPIDs [18] v v v v v v v X v X exp. [18]
DAB:s [8] v v X X X X X X X 4 no X
DOPIDs v v v v v v v v v v exp. here

transaction. Transitions in these models must account for the manipulation of
multiple objects, either of the same type or different types, at the same time (cf.
convergence in [1]). A type of convergence occurs when a single transition, given
a parent object, generates an unbounded number of child objects that are all
linked to the parent; e.g., placing an order can create unboundedly many associ-
ated items. Once this parent-child one-to-many relationship is established, other
forms of convergence, such as synchronizing transitions, can be introduced. These
transitions allow a parent object to evolve only if some (subset synchronization)
or all its child objects (exact synchronization) are in a certain state. In addition,
advanced coreference techniques can be employed to simultaneously examine
and evolve multiple interconnected objects. Finally, an essential feature is the
support for advanced and structured data types, such as integers, reals, lists, and
arrays. They enhance the objects manipulated by the process with additional
information, allowing users to define complex constraints that act as guards for
the transitions in the process model, possibly incorporating background knowl-
edge. This final feature, unlike the others, is more characteristic of data-aware
extensions of case-centric process models [27], where the focus is traditionally
placed on the complex structure of data values, often governed by relational
logical theories [10]. Among these approaches, the most advanced framework is
the DAB model [8,15], which supports rich forms of database-driven data and
sophisticated forms of reasoning. In process mining, multi-perspective models
capable of incorporating richer data representations while expressing concur-
rent flows have also been introduced. A prominent example are Data Petri Nets
(DPNs) [14], a Petri net-based formalism that, while more expressive, remains
case-centric.

Regarding object-centric models, several Petri net-based formal models have
been introduced [4,11,16,29,32,34]. Resource-constrained v-Petri nets [32] con-
stitute the first formal model supporting a basic form of object-centricity, but
without relationships between objects. Object-centric nets [4] offer an implicit
approach to object centricity where places and transitions have different object
types. Simple arcs match with a single object at a time, while variable arcs
handle arbitrarily many objects of the same type. However, the lack of object
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relationships prevents modeling object synchronization and coreference.
Alignment-based conformance checking for this approach is developed in [24].
Synchronous proclets [11] offer a framework that can implicitly express the track-
ing of objects and their mutual relationships. They include specialized constructs
to support the described types of convergence, including subset and exact syn-
chronization, though other forms of coreference are not supported. Multi-object
transfers are approximated through iteration, processing objects one by one.
Conformance checking for proclets is implicitly tackled here for the first time,
considering that DOPIDs generalize proclets. Petri nets with identifiers (PNIDs),
and variants, have been studied in [16,29,34], though without addressing confor-
mance checking. PNIDs build upon v-Petri nets by explicitly managing objects
and their relationships through identifier tuples. Unlike object-centric nets and
proclets, PNIDs lack constructs for manipulating unboundedly many objects in
a single transition. As demonstrated in [16]|, multi-object transfers, spawning,
and subset synchronization can be achieved through object coreference and iter-
ative operations. In OPIDS [18], multi-object transfer is natively supported, but
no data and only subset synchronization; though during conformance checking,
exact synchronization can be obtained as a by-product. Indeed, no variant of
PNID supports data-aware wholeplace operations as necessitated by exact syn-
chronization. DOPIDs strictly subsume OPIDS, extending them with full object-
aware synchronization and rich data support. This includes data of numeric,
string, or free data types, and complex transition guards involving arithmetic
and string operations as well as uninterpreted functions. These features signifi-
cantly boost expressivity of the process model.

3 Object-Centric Event Logs with Data Attributes

We start from object-centric event logs as in [4,18], and enrich them with data
attributes. To this end, we assume that data types are divided in two classes: a
class Yoy, of object id types, and a class Xy, of data-value types.

Consistently with the literature, every object id type o € Xy; has an (unin-
terpreted) domain dom(c) C O, given by all object ids in O of type o. Such
identifiers are used to refer to objects in the real world, and can be compared
only for equality and inequality. Examples are order and product identifiers.

To capture the data attributes attached to objects and recorded in event
logs, such as for example the price of a product and the delivery address of
an order, we also introduce data-value domains for data-value types in X,q;:
dom(bool) = B, the booleans; dom(int) = Z, the integers; dom(rat) = Q, the
rational numbers; and dom(string) = S, the strings over some fixed alphabet;
unconstrained finite sets dom(finset;) = D;, for some finite set D;, We will also
support function and relation symbols over all these types to capture implicit
properties of objects that are not explicitly manipulated by the process. E.g., in
an order management process where every order has a delivery address (explicitly
manipulated by the process) and an owner (implicitly assumed, but not directly
manipulated), one may opt for modelling the delivery address as a string, and
the owner as an uninterpreted function taking an order id as its only argument.
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In addition to the sets Xo; and X4 for object and data-value types, we fix
a set A of activities and a set T of timestamps equipped with a total order <.
We also consider (partial) assignments from a set of variables V to elements of
their domain. The set of all such assignments is denoted Assign".

Definition 1. (Event log). An event log (with objects and attributes) is a
tuple L = (E, O, Tact, Tobj, Ttime, Tval) Where: (3) E is a set of event identifiers;
(73) O is a set of object identifiers that are typed by a function type: O — Xop;;
(113) the functions Taer: E — A, Topj: E — P(O), and Tyme: E — T associate
each event e € E with an activity, a set of affected objects, and a timestamp,
respectively, such that for every o € O the timestamps Tyme(€) of all events
e such that o € mopi(e) are all different; (iv) the function Te: E — Assign’
associates each event e € E with a set of data-values for attributes in V.

For an event log and an object 0 € O, we write Tyqc.(0) for the tuple of events
involving o, ordered by timestamps. Formally, myqqce(0) = (€1, ..., €,) such that
{e1,...,e,} is the set of events in E with o € mo,(e), and myme(er) < --- <
Ttime (€r ). In examples, we often leave O, A and domains implicit and present an
event log L as a set of tuples (e, Tact(€), Tonj(€), Ttime(€), Tvai(€)) representing
events. Timestamps are shown as natural numbers, and concrete event ids as
#0,#1, - - .- The next example demonstrates an event log related to the process
outlined in Example 1.

Ezample 2. Consider the set of objects O = {o1,p1,p2} with type(o1) = order
and type(p1) = type(p2) = product. The event log E = {#o, #1, #2, #3} with
the events detailed below reports that order oy is placed with two products p1, p2
and 3 days for delivery. Then o; is paid by credit card, p; is picked, and finally
o1 is shipped only with p;, confirming the 3 days and selecting truck mode:

<#0a place order, {017P17P2}a {d = 3}3 1>, <#1; pay cc, {01}7 (Z)v 4>7
<#2a P'Ck item7 {01>P1}u Q)u 5>7 <#37 Ship7 {017 p1}7 {d = 37 S trUCk}7 9>

The notions of object and trace graphs from [4,18] remain identical also in
our setting, but we report them here for completeness. The object graph G of
an event log L is the undirected graph with node set O, and an edge from o to
o' if there is some event e € E such that o € myi(e) and o' € mopi(e). Thus,
the object graph indicates which objects share events. Let X be a connected
component in Gy. Then, the trace graph induced by X is the directed graph
Tx = (Ex,Dx) where: (i) the set of nodes Ex is the set of all events e € E
that involve objects in X, i.e., such that X N my,(e) # 0, and (ii) the set of
edges Dx consists of all (e,e’) such that for some o € mop;(€) N 7oy, ('), it is
Tirace(0) = (€1,...,e,) and e = e;, € = ;41 for some 0<i<n. Notably, the
notion of trace graph is not modified despite the presence of data: edges only
relate events that share objects, independent of possibly shared data values.

4 Data-Aware Object-Centric Petri Nets with Identifiers

We define data-aware object-centric Petri nets with identifiers (DOPIDs), enrich-
ing OPIDs [18] with complex data and full synchronization capabilities.
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As in PNIDs and OPIDs, objects can be created in DOPIDs using v vari-
ables. However, in DOPIDs tokens can carry object ids, data values, or tuples
combining these. The latter account at once for relationships among objects, and
attributes connecting objects to data values. So objects can be linked to other
objects or data values, e.g. as in Example 4, where a product tracks the order
it belongs to, and an order is associated to its shipment mode. Arcs are labeled
with (tuples of)) variables to match with objects and relations, as explained later.
In the style of object-centric nets [4] and synchronous proclets [11], DOPIDs can
spawn and transfer multiple objects at once, using an extension of the mecha-
nism in OPIDs based on special “list variables” that match with lists of objects.
The refinement consists in the possibility of indicating, when operating over a
number of objects by consuming multiple tokens at once, whether one wants to
consume some or all matching objects. The latter case could not be tackled in
OPIDs, and is essential to cover exact synchronization.

Formal Definition. Let X' = Y,,; & X, be the set of base types, including
object types and data-value types. As in colored Petri nets, each place has a
color: a cartesian product of data types from Y. More precisely, the set of colors
Col is the set of all 07 X -+ X 0, such that m > 1 and o; € X for all 1 <i < m.
In addition, let the set of list types X5 consist of all [o] such that o € Xp;.
In DOPIDs, tokens are tuples of object ids and data values, each associ-
ated with a color. E.g., to model the process in Example 1, we want to use
(01), {o1,p1), and (o1, 3) as tokens — respectively representing the order oy, the
relationship indicating that product p; is contained in order o, and the fact
that o; has 3 days of desired delivery by the customer. In contrast to standard
Petri nets which have only indistinguishable black tokens, DOPIDs keep track of
object identity when firing transitions. To this end, we use a set of variables X in
arc labels, to act as placeholders for objects or lists of objects. The variables in X’
are assumed to be typed in the sense that there is a function type: X — XU X4
assigning a type to each variable.
The set of variables X =V W V¢ & Vl%St WV, ¥ 7 is the disjoint union of:

1. aset V of “normal” variables that refer to single objects or data values, denoted
by lower-case letters like v, with a type type(v) € X,

2. a set Vs of list variables referring to a list of objects of the same type,
denoted by upper case letters like U, with type(U) = [o] € Xi;st;

3. two sets Vl%st and V;;, that contain annotated list variables U € and U~ resp.,
for each list variable U in V5 — these will be used to express whether some
or all objects matching the variable must be considered;

4. aset T of variables v referring to fresh objects, with type(v) € Zop;.

We assume that infinitely many variables of each kind exist, and for every
v €7, that dom(type(v)) is infinite, for unbounded supply of fresh objects [30].

To capture relationships between objects in consumed and produced tokens
when firing transitions, we need arc inscriptions, which are tuples of variables.

Definition 2. (Inscription). An inscription is a tuple v = (v1,...,Vm) such

that m > 1 and v; € X for all i, but at most one v; € Vjjst W Vl%St WV, for
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1 <7< m. We call v a transfer-template inscription if v; € Vjs, C-template
inscription if v; € Vl%st’ or =-template inscription if v; € V;,, for some i, and a
simple inscription otherwise.

For instance, for o,p € V and P, Q € Vy;s, (0, P) is a transfer inscription and
(p) a simple one. The inscription (o, P=) is a =-template inscription as it contains
the variable P= in Vj,,, but (P, P) and (P, Q) are not valid inscriptions as they
have two list variables. Note that a variable like P is only a placeholder for a
list, it will be instantiated during execution by a concrete list, e.g. [p1, p2, P3]-
By allowing at most one list variable in inscriptions, we restrict to many-to-one
relationships between objects. However, recall that many-to-many relationships
can be modeled as many-to-one with auxiliary objects, through reification.

Template inscriptions will be used to capture an arbitrary number of tokens
of the same color: e.g., if o is of type order and P of type [product], then (o, P)
refers to a single order with an arbitrary number of products. As we will see later,
simple, C- and =-template inscriptions will be used when consuming tokens,
while simple and transfer-template inscriptions will be employed when producing
tokens. Specifically, when consuming tokens e.g. carrying order-product pairs
from a place ¢, (0, P<) selects some tokens from ¢, while (o, P~) selects all of
them. This is essential to model subset and exact synchronization (cf. Sect. 2).

We define the color of an inscription ¢ = (vy,...,v,,) as the tuple of the
types of the involved variables, i.e., color(¢) = (01,...,0m) where o; = type(v;)
if v; € VUT, and o; = o’ if v; is a list variable of type [¢’]. Moreover, we set
vars(t) = {v1,...,vm . E.g. for ¢ = {0, P) with o, P as above, we have color(t) =
(order, product) and vars(t) = {0, P}. The set of all inscriptions is denoted {2.

To define guards on transitions, we consider the following definition of con-
straints, where we assume that uninterpreted functions and relations are defined
over X' (i.e., all object id and data value domains):

Definition 3. (Constraints). For a set of variables V with list variables
Viist €V, a constraint ¢ and expressions s, n, r, d, k, tp, and tx are defined
as follows:

o

c=u|bld=d|k>k|k>k|R(d...,d) | Rk,....k) | cAc|—c
n:=uv,|z|sum(Z)| min(Z)|max(Z) | n+n|—-n

ria=u. | q|sum(Q) | min(Q) | max(Q) | mean(Q) | r+r| —r
su=ws|h|f(s,...,8) dii=s| fuld,...,d) | fulk,..., k)
kz=nlr|gwlk,....k) | gw(d,....,d) | k+k|—Fk]|sum(tg)

D[ fy(tp) | fy(tx) tr == Z]Q[gy(tx) | 9y(tD)

tp::

where Uy, Vs, Un, v, € V, type(vy) = bool, beEB, type(v,) = int, z€Z,
type(v,) = rat, ¢€Q, type(vs) = finset;, heD; (some i), Z,Q,D € Vi,
type(Z) = [int], type(Q) = [rat]|, D has non-arithmetic type, fu, f, are func-
tions with arithmetic codomains, g.,, gy are functions with non-arithmetic ones.
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This definition may seem quite involved, but it captures essentially simple
concepts. Term s defines a string as a variable, constant, or inductive function
application. For expressions of integer type, term n allows variables, integers, or
aggregators sum, min, and mazx applied to lists of integers. Term r is analogous
to n but for rationals, for which also the aggregator mean is defined. Terms k and
d define, by mutual induction, mixed terms that can combine different types: the
only difference is that the root symbol for k lives in a arithmetical domain (Z
or @), wheres for d it lives in a non-arithmetical domain. An analogous mutual
induction defines the list terms tp and tg, which are built from list variables
and functions, but differ in the fact that tx lives in a arithmetical domain.
Here a function applied to a list term is applied component-wise, and returns
another list. Notice also that a term k can be produced by applying aggregator
sum to a list variable t;. Standard equivalences apply, hence disjunction (i.e.,
V) of constraints can be used, as well as comparisons =, #, <, < on integer and
rational expressions. The set of variables in a constraint ¢ is denoted wvars(yp),
and the set of all constraints over variables X' by C(X).

Ezxample 3. We consider two constraints that will express transition guards for
our running example. First, let d be an integer variable representing the maxi-
mum number of days expected for delivery by a customer, and m a string variable
denoting the shipment mode of an order. Constraint (d < 5Am = car) V (d >
5Am = truck) expresses that either d is at most 5d and the shipment mode is car,
or that d is 6d or more and the shipment mode is truck. Second, consider a list
variable P for products and a unary function cost that returns the cost of each
product, a rational number. This expresses the background knowledge that every
product has a cost, that is however not explicitly manipulated by the process (so
it will not appear in the log). Consistently with Definition 3, cost(P) represents
the list that contains the costs of all elements in P, and sum(cost(P)) < 1000
expresses that the overall cost of all products in P does not exceed 1000 €.

Definition 4. (DOPID). A data-aware object-centric Petri net with identi-
fiers (DOPID) is a tuple N = (Xopj, Xvats P, T, Fin, Fout, color, , guard), where:

1. P and T are finite sets of places and transitions such that PNT = ();

2. color: P — Col maps every place to a color over X;

3. 0: T — AU{T} is the transition labelling where T marks an invisible activity,

4. Fip: P XT — 2 is a partial function called input flow that satisfies
color(Fin(p,t)) = color(p) for every (p,t) € dom(Fy,);

5 Four: T X P — §2 is a partial function called output flow that satisfies
color(F oyt (t,p)) = color(p) for every (t,p) € dom(Fout);

6. guard: T — C(X) is a partial functions assigning guards, such that for every
t €T and guard(t) = @, vars(p) C vars;, (t) U varsu:(t), where vars;,(t) =
Upepvars(Fin(p,t)) and varsqu(t) = Upec pvars(Fou(t, p)).
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d<5Am=car
V d > 5Am = truck

{o,m) O%

Fig. 1. DOPID of an order-to-ship process.

As a well-formedness condition, we assume that in Fy, one can only use only
simple, C-template and =-template inscriptions, while in F,,: one can only use
simple and transfer-template inscriptions (cf. Definition 2).

For a DOPID N as in Definition 4, we also use the common notations for
presets ot = {p | (p,t) € dom(F;,)} and postsets t® = {p | (t,p) € dom(Fout)}.

Simple flows (i.e., flows with simple inscriptions) are meant to consume and
produce single tokens, whereas template flows (i.e., flows with template inscrip-
tions) to consume and produce multiple matching tokens. Consumption in this
case can be fine-tuned by indicating whether some (in the case of a C-template
inscription) or all (for a =-template inscription) matching tokens have to be con-
sumed. Production transfers such matched tokens to the corresponding output
places, using transfer-template inscriptions. As illustrated by the next example
and clarified by the definition of the semantics of DOPIDs, this is used to capture
variable arcs in [24], but also to reconstruct different forms of synchronization.
In particular, =-template inscriptions realize a form of data-aware wholeplace
operations: they do not consume all tokens contained in a place, but all those
that match the inscription. Example 4 illustrates the most important features
of DOPIDs; it would not be expressible in existing object-centric formalisms.

Example 4. Figure1 graphically depicts a DOPID for the simple yet sophisti-
cated order-to-ship process informally described in Example 1. Variables v, of
type order and v, of type product, both in T, refer to new orders and products.
Normal variables o,p € V of type order and product refer to existing orders
and products, and variable P of type [product] to lists of products. We also
use the data value variables d and m described in Example 3. For readability,
single-component tuples are written without brackets (e.g., we write o instead
of (0)).

We explain the model transition by transition. The two silent transitions
on the left have the purpose of injecting fresh orders and products in the net.
Transition place order takes an order o from place g and some available products
P from place ¢; that are assigned to the order. Here the output transfer-template
inscription (o, P), transfers to place g5 |P| tokens, each carrying a pair (o, p)
with p taken from P. In this respect, place g5 explicitly represents what in
proclets is called correlation set, describing for every order in the system, which
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products belong to it. After firing place order, also ¢g contains products of o,
but from there single products will be consumed independently through pick
item. Besides its products, place order assigns to the order o also the maximum
number of days of delivery d, inserting the pair (o, d) in place g4, responsible for
tracking this attribute for every active order. Since d is only used in output flows,
this reconstructs what in DPNs is called a “write” variable, which is moreover
constrained by condition d > 2, capturing that d can only take values above 2d.
Finally, place order changes the state of the picked order o, moving it from place
qgo to ga.

From ¢o, two transitions can be fired for o, reflecting two payment modes.
Specifically, order o either flows through pay cc, or through pay bt, but the latter
can only be selected if the overall cost of 0 does not exceed 1000€ (cf. Example
3). To obtain all products of o, pay bt needs to fetch those products from place
g5, using inscription (o, P=). This inscription requires that the first component
matches order o consumed from place g2, while P~ forces all matching pairs
for o to be included. As the aim is to use the products, but not to remove the
corresponding pairs, they are all transferred back to g; using the inscription
(0, P).

Concurrently with order payment, the state of single products (recalling their
order) is changed when they are, one by one, picked via the pick item transition.

Finally, the ship transition is enabled for a paid order o under the follow-
ing conditions: First, all its products must have been picked. This is expressed
through the two =-template input flows with the same inscription (o, P=), which
has the effect of consuming all pairs containing products of o from places ¢5 and
g7. The output transfer-template inscription (o, P) to place go has the effect of
transferring all those pairs there. At the same time, ship considers the value d for
o, and through the attached constraint (cf. Example 3) determines the shipment
mode for o, which is recorded in place gg, linking m to o using inscription (o, m).

Two important remarks are in place wrt. Example 4. First, the modelling
pattern in Fig.1 that employs the “correlation” place g5 to keep track of prod-
ucts contained in an order, paired with the two =-template inscriptions in ship-
ment to ensure that all products of an order have been actually picked, is what
makes DOPIDs able to support exact synchronization in the full generality of
synchronous proclets [11], something that was out of reach until now for for-
mal models based on PNIDs. Second, as DOPIDs handle multiple objects and
data values at once, they are not only able to express read-write conditions and
guards as in DPNs [23], but also more sophisticated conditions using aggregation
expressions.

Semantics. Given the set of object ids O and a set of data-values DV, the
set of tokens T OI is the set of tuples that consist of object ids and data
values TOK ={(O & DV)™|m>1}. The color of a token w € TOIK of the
form w = (di,...,d) is given by color(w) = (type(di),...,type(dy,)). To
define the execution semantics, we first introduce a notion of a marking of a
DOPID N = (Xopj, Xvat, P, T, Fipy, Fouz, color, ¢, guard), namely as a function
M: P — 279X guch that for all p € P and (dy,...,d,,) € M(p), it holds that
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color({dy,...,dn)) = color(p). Let Lists(O) denote the set of object lists of the
form [o1,...,0r] with o1,...,0r € O such that all o; have the same object type;
the type of such a list is then [type(o01)]. Analogously, given Lists(DV) the set
of data-value lists [dvy,...,dv]| with dvy,...,dv; € DV such that all dv; have
the same data-value type, the type of such a list is [type(dv)]. Next, we define
bindings to fix which data are involved in a transition firing.

Definition 5. (Binding). A binding for a transition t and a marking M is
a type-preserving function b: vars, (t) U vars () — (O U Lists(O)) & (DY U
Lists(DV)), such that for all U € Vyg, we have b(U) = b(U~™) = b(US). To
ensure freshness of created values, we demand that b is injective on Y Nvars ,u: (t),
and that b(v) does not occur in M for all v € T N vars oy (t).

E.g., for transition ship in Example 4 the mapping b that sets b(o) = o1 and
b(P) = [p1,p2,ps] is a binding. Next, we extend bindings to inscriptions to fix
which tokens participate in a transition firing. The extension of a binding b to
inscriptions, i.e., variable tuples, is denoted b. For an inscription ¢ = (v1, ..., Um)
and binding b such that o; =b(v;) for all 1 <i<m, let b(¢) be the set of object
tuples defined as follows: if ¢ is a simple inscription then b(t) = {{01,...,0m)}.
Otherwise, there must be one v;, 1<i<n, such that v; € Vj, and conse-
quently o; must be a list, say o; = [u1,...,ux] for some wy,...,ur. Then
b(e) = {01, ,0i-1,U1,0i41, - 0m)s vy {015y 0i—1, Uk, Oi41,- -, 0m)}. The
set of all bindings is denoted by B. We next define when a transition together
with a binding is enabled in a marking.

Definition 6. (Enablement). A transitiont € T and a binding b for marking
M are enabled in M if b(guard(t)) is satisfiable, for all p € ot, b(F;,(p,t)) C
M (p) and if F;,(p,t) is a =-variable flow with list variable V= there is no binding
b that differs from b only wrt. V= s.t. ' (Fi,(p,t)) C€ M(p) and b(V=) C b' (V7).

E.g., the binding b with b(o) = o7 and b(P) = [p1,p2,ps] is enabled
in marking M of the net in Example 4 with (01) € M(qpwe) and

<017p1>7 <017p2>7 <°17P3> € M(QQreen)a for dblue and Ggreen the iHPUt places of
ship with respective color.

Definition 7. (Firing). Let transition t and binding b be enabled in marking
M. The firing of t with b yields the marking M’ given by M'(p) = M(p) \
b(F;,(p,t)) for allp € ot \ te, M'(p) = M(p) Ub(Foui(p,t)) for all p € te\ o,
and M'(p) = M(p) for all p € te N et.

We write M %%, M’ to denote that ¢ is enabled with binding b in
M, and its firing yields M’. A sequence of transitions with bindings p =
((t1,b1),. .., (tn,by)) is called a run if M;_, tibi M for all 1 < 4 < n, in which
case we write My £, M,,. For such a binding sequence p, the visible subsequence
Py is the subsequence of p consisting of all (¢;,b;) such that £(¢;) # 7.

An accepting object-centric Petri net with identifiers is an object-centric Petri
net N together with a set of initial markings M;,;; and a set of final markings
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Mgrq. For instance, for Example 4, M;y;: consists only of the empty marking,
whereas M, consists of all (infinitely many) markings in which each of the two
right-most places has at least one token, and all other places have no token. The
language of the net is given by L(N) = {p, | m £, m', m € M, and m’ €
Mfinai}, ie., the set of visible subsequences of accepted sequences.

The next example relates an observed event log with a DOPID, preluding to
the conformance checking problem tackled in the next section.

Ezxample 5. The event log described in Example 2 cannot be suitably replayed
in the DOPID N of Fig.1, due to two mismatches: according to N, o; must
be shipped by car (as the preferred days are below 5), and with both products
p1 and pe. This in turn requires that, before shipping, also product p; must be
picked.

Modelling Considerations. We briefly relate DOPIDs to the two reference
formalisms that infuse Petri nets with case attributes (namely DPNs [23]) and
multiple objects with complex synchronization mechanisms (namely sychronous
proclets [11]). DPNs can be expressed as DOPIDs using an approach similar to
the encoding of DPNs into Colored Petri nets in [23], using a “data place” for
each variable x that contains a single token carrying the current value of x, and
is linked to all transitions that read or write x.

Proclets are structurally encoded into DOPIDs following a schema similar to
the one described for OPIDs [18]. Since DOPIDs provide full support for subset
and exact synchronization, the crux is to refine the approach in [18] to reflect
correlation sets, and their consequent usage for synchronization. This is done as
follows: for every correlation set linking multiple child objects of the many side to
the single parent object of the one side, a special “correlation” place holding the
pairs is introduced. Upon synchronization, this correlation place is inspected to
extract some or all the required pairs. This reconstructs and generalizes proclet
synchronization, as one can now operate over the correlation place to define
different regeneration strategies for the correlation set.

As for more general modelling languages, we leave as future work to provide
a systematic formalization into DOPIDs. This appears to be a feasible route,
building on previous encodings of artifact-centric and case-handling approaches
into (extensions of) Petri nets [20,25].

5 Alignment-Based Conformance Checking for DOPIDs

We follow alignment-based approaches for object-centric processes [18,24], which
relate trace graphs to model runs to find deviations. In the sequel, we consider
a trace graph Tx and an accepting DOPID N, assuming that the language of
N is not empty. In our data-aware setting, moves also contain assignments:

Definition 8. (Moves). A model move is a tuple in {>>} x ((AU{7}) x P(O) x
AssignY), a log move a tuple in (AxP(O)x Assign”) x {>>}, and a synchronous
move is of the form ((a,Onr, anr), (a',Op,ar)) € (A x P(O) x Assign’)? such
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that a = a’ and Op = Oypy. The set of all synchronous, model, and log moves
over Tx and N is denoted moves(Tx,N).

In the object-centric setting, an alignment is a graph of moves G. We use
the notions of log projection G|,y and model projection G|,oq as defined in [18,
24], but provide an intuitive explanation here: The log projection is the graph
obtained from G by projecting nodes to their log part, while omitting model
moves, i.e. nodes where the log component is >. Edges are as in G, except that
edges are added that “shortcut” over model moves in G. The model projection
is defined similarly. Next we define an alignment as a graph over moves where
the log and model projections are a trace graph and a run, respectively.

Definition 9. (Alignment). An alignment of a trace graph Tx and an
accepting DOPID N is an acyclic directed graph I' = {(C,B) with C C
moves(Tx,N) such that I'|;,g = Tx, there is a run p = ((t1,b1),..., (tn, b))
with p, € LIN), and the model projection I'|moa = (Crm, Bm) admits a bijection
fo{{t1,01), ..., {tn,bn)} — Cy, such that

o if f(ti,b;) = {a,Onr,ang) then £(t;) = a, Op = range(b;) N O, and ap =
{z —d|z € dom(b;), bj(x) =d, and type(z) € Xpar};

o for all (r,v') € B, there are 1<i<j<n such that f(t;,b;)=r and
f(tg,05)=r".

Example 6. Below is an alignment I" for the log in Example 2 wrt. A in Example
4. The log (resp. model) component is shown on top (resp. bottom) of moves.

>

T|{°1} ship|(ol.p1}|{d>—»3‘.s'>—>truck}

> place order|{o1,p1,p2}|{d — 3}| [Pay cc|[{o1}| |pick item[{o1.p1} > >
Tte0| Joace oder]on pr,po} 10— 3] [Py <[ (o] ek tem| (or,pu)] [pick rem](or, 2} >
> 5hiP|{°1-,p1A,pz}|{d'—>3»SHCQ')

Tl{Pz}

Note that a synchronous ship move is not possible by Definition 8 because the
sets of involved objects would differ.

We adopt the cost function from [24], but extend it to account for mismatch-
ing data values. Other definitions are, however, possible as well.

Definition 10. (Cost). The cost of a move is: (1)if M = ({ar,Or,ar),>>) is
a log move then cost(M) = |Or|+ |dom(aL)|, (2) if M = (>, (an, On,anr)) is
a model move then cost(M) =0 if Gmoqa = T, and cost(M) = |Opr| + |dom(any)|
otherwise, (3) if M is a synchronous move {{ar,Or,ar),{an,On, o)) then
cost(M) is the number of variables in dom(ar) U dom(aps) for which ar, and
ay differ. For an alignment I' = (C, B), we set cost(I") = 3 /e cost(M), i.e.,
the cost of an alignment I' is the sum of the cost of its moves.
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E.g., I' in Example 6 has cost 11, as it involves one log move (cost 4) and
two non-silent model moves (costs 2 and 5). In fact, I" is optimal:

Definition 11. (Optimal alignment). An alignment I' of a trace graph Tx
and an accepting DOPID N is optimal if cost(I") < cost(I") for all alignments
I of Tx and N.

The conformance checking task for an accepting DOPID A and a log L is to
find optimal alignments with respect to A for all trace graphs in L.

SMT Encoding for Conformance Checking. An SMT encoding of the con-
formance checking task for a given DOPID A and trace graph T’x can be done in
a similar way as for OPIDs [18]. For reasons of space, we focus on the differences.

First, in encoding-based conformance checking, it is essential to fix upfront
an upper bound on the size of an optimal alignment I'. For DOPIDs, we can
exploit [18, Lemma 1]: DOPIDs differ from OPIDs in the presence of data and
synchronization, but this does not affect the reasoning of that proof. We thus
get an upper bound n on the number of nodes in the model projection of I" and
an upper bound K on the number of objects used in a transition. From Tx and
K, we can get a finite set of objects O such that I" uses only objects in O (up
to renaming). Let m be the number of nodes in T’x.

The encoding uses the SMT variables from [18]:

(a) transition variables T;, 1 < ¢ < n, to encode the i-th transition in the run;
(b) marking variables M; ,, , for every time point 0 < ¢ < n, every place p, and
every vector o of objects with elements in O; (¢) a variable len to encode the
length of the run and (d) object variables 0; 5, for all 1 <i<mand 0 <k < K
to encode which objects populate inscriptions, and (e) distance variables ; ; to
optimize the cost of the alignment. In addition, to keep track of data values,
if X is the set of inscription variables of non-object type in A, and M the
maximal number of data values in tokens, we use (f) a data inscription variable
D; . to represent the data value of x in the i-th transition, for all 1 < i < n
and z € X; and (g) a data store variable S; , ,; to represent the {-th data value
stored with token o in place p at instant 4, for all 1 <[ < M, object vectors o
over O, places p, and 1 <i < n.

There are then two main differences in the encoding wrt. [18]. First, tran-
sitions guards need to be taken into account, similar to [12], using the data
variables D; ... Uninterpreted function symbols as well as numeric predicates and
aggregation functions are natively supported by SMT solvers. Second, to model
synchronization, in contrast to the subset synchronization employed in [18] it
must be ensured that inscription variables from Vj;,, are always instantiated by
all matching tokens currently in the respective places. Details of the encoding
can be found in [19]. Notably, we show that from a satisfying assignment to all
constraints, an optimal alignment for A" and T'x can be decoded.

Implementation. We extended the conformance checker CoCoMoT (https://
github.com /bytekid/cocomot) to support DOPIDs, using the SMT solver Yices 2
as backend and the aforementioned encoding. We tested it on a series of examples
that can be found in the repository. For Example 4 and traces of length in the
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https://github.com/bytekid/cocomot
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same scale as in the running example, conformance checking is done below one
second.

6 Conclusions

We have introduced DOPIDs, a new process formalism that unifies modelling
features of case-centric data-aware processes and object-centric processes, espe-
cially offering an object-centric paradigm with full synchronization and support
for complex data. We also showed a novel operational approach leveraging the
SMT technology to tackle alignment-based conformance checking for DOPIDs.In
future work, we intend to conduct an experimental evaluation of this approach,
and study discovery techniques for DOPIDs.
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Abstract. The growing sophistication of cyber threats has raised the
importance of providing a proper level of cybersecurity to networks
and interconnected devices. Process mining provides methods to anal-
yse sequences of activities performed by operators or programs on such
devices to detect cyber-attacks from a novel perspective, i.e., as continu-
ous processes composed of observable system events. However, processes
like that, especially in domains such as the cybersecurity of the Inter-
net of Things (IoT) or network devices, are usually characterised by large
variability and complexity, which makes them difficult to model. We pro-
pose a method called ThreatTrace for simplifying and creating embed-
dings of complex process traces that can often be observed in event logs
from such domains. The novelty of ThreatTrace stems from integrating
process mining techniques into the cyber-threats discovery workflow. It
combines process trace abstraction, embedding, and soft clustering to
generate compact process variant representations that preserve informa-
tion about patterns of interest, e.g., traces of potential cyber-attacks.
Our experiments show that such information extracted from event logs
improves the detection of cyber-attacks over approaches that do not con-
sider the process perspective, particularly in the context of IoT device
and network cybersecurity.

Keywords: Process Mining + Cybersecurity - Trace Abstraction -
Process Trace Embeddings - Soft Clustering of Traces

Introduction

The cybersecurity landscape is increasingly critical due to our reliance on con-
nected technology. Process mining [1] offers a fresh perspective by analysing
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sequences of actions performed by users or system programs as distinct process
instances. This approach helps to uncover hidden patterns and detect deviations
that may signal malicious activity. In an ideal scenario, network devices, par-
ticularly IoT devices, exhibit regular behaviour. When a deviating activity is
observed, it may be a potential indicator of cyber-attacks. In practice, however,
cybersecurity-related processes are challenging to analyse due to their inherent
complexity and variability [17]. Process mining methods can empower cyberse-
curity analysts to trace and better understand attack paths, enabling them to
undertake proactive cybersecurity measures.

Understanding cyber-attacks as processes allows for a more nuanced com-
prehension of the intricate sequences of events that lead to security breaches.
However, a significant challenge in viewing a cyber-attack as a process lies in
identifying the appropriate level of abstraction. Without proper aggregation,
cyber-attacks that share similar characteristics may be treated as disparate inci-
dents, hindering effective analysis and detection efforts. In real-world systems,
the presence of multiple concurrent processes further compounds this challenge.
While some processes may exhibit indicators of malicious activity, others may
operate entirely within the bounds of normal behaviour. The ability to detect
cyber-attacks with the shortest possible lags, i.e., in near real-time, amidst the
noise of routine operations in a system, is essential [9].

In this research, we aim to address the above-mentioned challenges. We
propose a novel method, called ThreatTrace, for the analysis of cybersecurity
event data that allows accurate detection of cyber-attacks with minimal delays.
ThreatTrace combines a frequent pattern-based trace abstraction technique with
embedding learning and soft clustering. Once trained on historical data that
includes examples of normal and malicious behaviours, ThreatTrace allows pro-
cessing event streams and inferring cyber-threats in fixed-size time windows of
event logs. Although various techniques in the cybersecurity domain use rules
and patterns to identify possible cyber-attacks [13], there has been a limited
focus on using trace abstraction methods from the field of process mining to
address this challenge. The novelty of our approach stems from the use of a new
stochastic model in which traces are represented by multivariate Gaussian distri-
butions defined in the activity embedding space. On the one hand, it addresses
the challenges related to the complexity of processes commonly observed in the
cybersecurity context. On the other hand, unlike other trace embedding meth-
ods, it facilitates continuous monitoring of cyber-threats and processing new
traces that were not observed in the historical training data. It can be viewed
as a process trace abstraction technique that creates a concise representation
of event sequences in cybersecurity logs. We show that traces in this represen-
tation can be clustered using standard methods. We apply the fuzzy c-means
(FCM) algorithm to extract trace-cluster membership values and use them as
higher-level features. We then train machine learning (ML) models to detect
cyber-attacks in newly observed traces. Our experiments show that using infor-
mation extracted from event logs improves the detection of cyber-attacks over
approaches that do not consider the process perspective.
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In the following Sect. 2, we discuss related work. Then, in Sect. 3, we explain
the major steps in our workflow, focusing on how ThreatTrace abstracts process
traces and extracts higher-level features for the detection of cyber threats. In
Sect. 4, we describe datasets, which we use to evaluate our approach and discuss
the results of our experiments. Then, in Sect. 5, we reflect on the main limitations
of ThreatTrace and point to possible directions for future research. Lastly, Sect. 6
concludes the paper.

2 Related Work

Cybersecurity in IoT and network environments presents unique challenges due
to the volume, velocity, and variety of data generated by interconnected devices.
Macék et al. [17] identified seven main research directions where process mining
is applied to cybersecurity: security of Industrial Control Systems, security of
smartphones, web-application security, network traffic security, attack inspec-
tion, outlier user behaviour detection, and fraud detection. They note that tra-
ditional cybersecurity detection approaches often rely on signature-based sys-
tems or anomaly detection techniques that analyse individual events in isola-
tion [17,30]. While effective for known attack patterns, these methods struggle
with previously unseen threats and often produce high false positive rates [5,15].
Furthermore, they typically lack behavioural interpretability, making it difficult
for security analysts to understand attack pathways and take proactive measures.

Current intrusion detection systems (IDS) primarily focus on isolated events
rather than sequences of activities [3], making them ineffective against sophisti-
cated multi-stage attacks. Ahmad et al. [3] highlight that while typical machine
learning approaches have improved detection capabilities, they fail to capture
the temporal relationships between events that characterise modern attack pat-
terns. Similarly, Apruzzese et al. [4] demonstrate that adversarial evasion tech-
niques can easily circumvent traditional detection methods by manipulating
individual events while maintaining the overall attack flow. This limitation is
further emphasised by Czerwiriski et al. [9], who show that contextual informa-
tion about event sequences significantly improves detection accuracy compared
to traditional feature-based approaches. Additionally, Gomez et al. [13] note
that real-time attack pattern recognition requires understanding the sequential
progression of events, which is missing in conventional cybersecurity solutions.
These limitations create a significant gap in cybersecurity defence capabilities
that process mining techniques are uniquely positioned to address. By mod-
elling attacks as processes rather than isolated incidents, process mining enables
security analysts to identify attack patterns as they unfold across time and sys-
tem components. This process-oriented perspective offers a promising solution
to the challenge of detecting complex, evolving attacks that conventional IDS
approaches consistently miss.

A significant challenge in modelling cyber-attacks as processes is the
high variability and complexity of event sequences, which can lead to so
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called spaghetti process models. Van Zelst et al. [29] survey event abstrac-
tion approaches used in various applications to simplify event logs while pre-
serving relevant patterns. They also propose a taxonomy of event abstraction
methods that includes both supervised and unsupervised approaches. Folino et
al. [12] propose a trace abstraction method that involves clustering of low-level
events. Mannhardt and Tax [18] combine frequent pattern discovery with the
construction of local process models to adapt the granularity of events and cre-
ate abstracted process traces.

Trace and event clustering methods have proven as an effective tool for trace
abstraction [29]. Traditional hard clustering assigns each trace to exactly one
cluster [27], which can potentially miss traces or activities that could occur in
both normal and malicious behaviours. This limitation is particularly problem-
atic for detecting sophisticated attacks that partially mimic legitimate opera-
tions. Soft clustering allows traces to belong to multiple clusters with different
degrees of membership [6], making it more suitable for evolving attack pattern
detection, as highlighted by Xu and Wunsch [27].

For capturing and representing complex process behaviours, trace embed-
ding techniques have emerged as powerful tools. However, existing approaches
present significant limitations for cybersecurity applications. NLP-inspired meth-
ods such as trace2vec [16] have been applied to process mining tasks, including
trace clustering, but they struggle with generalising to unseen trace variants — a
common requirement in cybersecurity environments. RNN-based representations
[11] and transformer-based embeddings [23] can capture sequential patterns but
are computationally intensive and considerably reduce the interpretability of the
cyber-threat detection systems. GloVe [21], on the other hand, offers a robust
alternative for generating activity-level embeddings that can be aggregated to
represent traces. Studies have demonstrated that GloVe consistently outperforms
word2vec-based approaches in capturing semantic relationships within sequential
data [21,25].

ThreatTrace integrates the above-stated complementary approaches, i.e.,
process trace abstraction, embedding learning, and soft clustering, to address
the challenges of cyber-attack detection in IoT and network environments. Its
distinctive contribution is a novel stochastic model representing traces as mul-
tivariate Gaussian distributions in the activity embedding space. We show that
such a representation not only enhances cyber-threat detection accuracy but is
also computationally efficient and can be used for monitoring complex processes
in near-real time. As identified by Macék et al. [17], while most process mining
applications in cybersecurity analyse past events with limited real-time capa-
bilities, our approach enables both comprehensive modelling and near real-time
monitoring of complex processes, filling a significant gap in current research.

3 Constructing Abstractions of Traces in ThreatTrace

When dealing with real-world processes in complex domains such as cybersecu-
rity, standard approaches to process modelling may face the problem of large
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Fig. 1. A high-level overview of the ThreatTrace workflow.

variability in the observed process traces. As a result, constructed process mod-
els can become overly large and difficult for domain experts to analyse. Threat-
Trace addresses this issue by constructing abstractions of process traces and con-
cisely representing them as multivariate Gaussian distributions over the activity
embedding space. Figurel illustrates the ThreatTrace workflow. It consists of
four main phases: event processing, process analysis and abstraction, and embed-
ding generation, followed by model construction. The workflow begins with event
log extraction from the initial dataset. In the process analysis and abstraction
phase, frequent sequences are extracted and used to create trace abstracting
rules, which are then applied to simplify the event logs. The embedding gener-
ation phase is the core of ThreatTrace. Activity embeddings are generated and
evaluated using automatically created benchmarks. These embeddings, along
with embeddings of frequent sequences, are used to construct trace representa-
tions, i.e., the traces are modelled as multivariate Gaussian distributions defined
in the space of activity embeddings, and processed through soft clustering to
determine cluster memberships. Finally, in the model construction phase, these
derived features are used to train ML models for cyber-attack detection.

3.1 Computing Abstractions of Process Variants

Our overall goal for this step is to reduce the number of variants that are consid-
ered different, even though they are essentially the same from a cyber-attack
point of view, while preserving outliers that may be indicators of potential
attacks. Our secondary goal is to capture the most substantial examples of the
directly follows relation that we want to reflect in constructed embeddings.

Let us denote the j-th process trace in available data by a sequence of action
symbols TV = [X{, X3,. .. ,X]ij] € T, where each X is a symbol corresponding
to one of the possible actions from the set A, i.e., Xf e A={A4,... A}
Let us also assume that we have an ordered list of trace abstracting rules R =
[R1, ..., Ry], where each rule R; indicates a substitution of a subsequence [Y7, Y3]
with a new symbol A} € A’. For simplicity, we will denote such a rule by an
implication [Y7,Y2] — Aj. It is worth noting that symbols ¥7,Y, € AU A"
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The original process traces from the available data can be abstracted by
recursively applying rules R; to each trace T7 € T in the order indicated by R.
For example, if we consider a list of rules R = [R;, Ra, R3], such that:

Ry = ([avb] - b,)v Ry = ([a’ a] - a/)» R3 = ([a/7a] - a/)’

then a process trace
t=[a,a,b,a,a,a,b,c,a,a,al

would be abstracted to:
to =[a,b',a' b c,d'] .

After the application of Ry trace ¢ would be reduced to: [a,V,a,a,V', ¢, a,a,al.
Then, the application of Ry would further reduce it to: [a,b',a’, V', ¢, d’, a], and
the final sequence of symbols would be obtained by the application of Rj3.
Rules from R can be automatically extracted from data using an arbitrary
frequent sequence mining algorithm, such as SPADE [28], or they could be pro-
vided by domain experts. It is typically beneficial to sort the list R decreasingly
by rule support. Rules that are closer to the beginning of the list are likely to
contribute more to the reduction of process traces. However, more advanced opti-
misation heuristics, such as the genetic algorithm [24], can also be used to find
the ordering of abstracting rules that yields the highest trace compression ratio.

3.2 Computation of Activity and Trace Embeddings

Trace embedding techniques have been used by other researchers to facilitate
the clustering of process traces [16]. One major limitation of the trace2vec tech-
nique used in that study is that it is not able to infer the representation of new,
previously unobserved trace variants. Traces like that are common in practice,
especially in domains such as cybersecurity, where the number of different possi-
ble activities can be large. To bypass this limitation, we propose to compute the
embeddings on the activity level and represent traces as aggregations — clusters
modelled by Gaussian distributions of activity embeddings. In this way, Threat-
Trace can embed newly observed traces as long as the set of possible activities
remains fixed. Moreover, we can apply this approach in an event streaming setup
to facilitate cyber-threat detection in near real-time.

Another major difference with the act2vec and trace2vec methods proposed
in [16] is that the embedding learning algorithm used in ThreatTrace is based
on GloVe [21]. Several studies demonstrated that Glove consistently outperforms
word2vec used in act2vec and trace2vec in various NLP tasks, such as word analo-
gies, prediction of synonyms, NER, and text classification [21,25]. We train it on
event log data by considering consecutive action codes in each trace. To guide
the embedding learning process, we add special tokens to the list of activities,
which indicate whether the trace was observed during the cyber-attack. We use
standard settings for the context window size and other GloVe parameters. How-
ever, we tune the embedding size using a set of manually extracted benchmark
similarity queries that we derive from the frequent patterns discovered during
the initial trace abstraction.
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The construction of benchmark queries is motivated by the word simi-
larity task, commonly used as an evaluation task for natural language word
embeddings. A desired feature for word embeddings is their ability to repre-
sent semantic patterns as linear translations [20]. For instance, we would like
to see that vec(“Warsaw”) - vec(“Poland”) + vec(“Australia”) is more similar to
vec(“Canberra”) than to any other word embeddings, especially for words repre-
senting names of other capital cities. Since the abstracting patterns in Threat-
Trace are sequences of individual activities, and the embeddings are computed
for both the individual activities and their sequences, we can construct and eval-
uate similar algebraic expressions. For example, if we have the embeddings for
{a,b,¢,]a,b],la,c]} C AU A" we would expect that

vec([a, b]) — vec(b) + vec(c) ~ vec([a, c]),

where ~ denotes the similarity relation. We extract multiple benchmark similar-
ity queries using templates like the one above. We compute the average similarity
and rank of expected outcomes and use this indicator to select the optimal vec-
tor size for the activity embeddings. In this way, we avoid conducting multiple
train-test cycles, which could be time-consuming and lead to overfitting.

Finally, having the embeddings for activities and activity sequences, we rep-
resent traces as set of the corresponding embedding vectors. We model these sets
as multivariate Gaussian distributions. Trace embeddings are the descriptions of
such sets, which can be regarded as clusters of observed activities, i.e., for each
trace, ThreatTrace stores the centroid and a covariance matrix of the distribu-
tion. Note that it is often impractical to store the whole covariance matrix. For
the sake of conducted experiments, we only consider its diagonal, i.e., the vector
of variances in each dimension. Thus, the vector representation for a trace 77 in
ThreatTrace can be denoted as:

vec(Tj):(u'{,...,u',i,a{,...,o',i) (1)

where ug is the average of the i-th dimension of activity embeddings from the
trace 17, i.e.,

N
, 1 < ,
] = N E vee;(X}) (2)
T =1

and af is the standard deviation of the i-th dimension of activity embeddings
from the trace 77, i.e.,

N; N;

o] = le 12 (“eci(Xf) - Mf)Q - le 12 (“eci(Xl)2 - (“g)2) 3)

=1

In the notation above, we denote the i-th dimension of the embedding for activity
X as vec;(X;). From the Formulas 2 and 3, we see that to facilitate the aggre-
gation of activity embeddings and trace representations, instead of the vector
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(1), it is more practical to store the following vector of sums:

vec” E vecy (Xp), g veck (X)), g vecy ( Xl -

veck Xl

(4)
Such a representation is additive, making it trivial to combine two or more partial
traces into a single trace representation. This characteristic is vital, e.g., when
dealing with streams of system events. Additionally, the same representation can
be used to represent whole trace clusters and facilitate the cluster analysis task.

an

3.3 Soft Clustering of Process Variants

After the computation of the process trace representations, the next step in
ThreatTrace is the cluster analysis of process variants. In our approach, indi-
vidual process traces are modelled as Gaussian-distributed clusters of embed-
dings of activities and activity sequences. Thus, a natural metric for the compu-
tation of distances between the traces would be the Wasserstein distance [§].
If we denote the Wasserstein distance between two normal distributions by
dyw (N (u, V1), N(u2,V?)), were 11, are vectors of means, and V7 are the corre-
sponding covariance matrices, then:

dW(N(Ea V1)7N(F7 V2 \/HM —H ||2 + || v Y ||Frobenzus (5)

Since in our representation of traces (Formula 1), we consider only the diagonal
of the covariance matrix, the Wasserstein distance formula simplifies to:

dw (T, 72) = \/|[uT — 22|13 + |[oT — 2?1

k

k
Sk =22+ (o} —o2)? ©)

=1

= dp (vec(T"), vec(T?))

where dg (vec(T"), vec(T?)) is the Euclidean distance between vector represen-
tations of the traces T and T?. Equation (6) allows us to cluster traces using
the Euclidean distance and standard algorithms, such as k-means. However, we
propose a more refined approach. Instead of dividing traces into disjoint sets,
we apply the fuzzy c-means (FCM) algorithm [14] and compute their member-
ship degrees to the identified clusters. FCM minimises the following objective

function:
IT| |C|
ZZ wiyllvec(T?) — e,
j=1k=1
X ™

_2
S (eeelT) —ca]l ) 7T
i=1 \ Tlvee(T7) ]

Wik =
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where W = wj, € [0,1],5 = 1,...,|T|,k = 1,...,|C] are cluster membership
degrees for each trace and cluster, C is the set of identified cluster centroids,
and m € (1,00) is a constant called the fuzziness degree. By using the online
version of the FCM algorithm [6] in combination with our internal representation
of process traces, we can easily apply ThreatTrace in the streaming setting for
continuous monitoring of cyber threats.

4 Dataset Descriptions and Experimental Results

In our experiments, we consider two datasets from the cybersecurity domain. The
first one is related to the detection of malicious activity in the operations of IoT
devices. The second one considers the recognition and scoring of suspicious net-
work activity. The datasets come from our industry partners and were previously
used in international data science competitions organised at the KnowledgePit.ai
web platform. We provide a processed version of those datasets, as well as the
source code of conducted experiments in our GitHub repository!.

4.1 Cyber-Attacks on IoT Devices

Our first case study uses a dataset collected from an IoT device, specifically a
Raspberry Pi, as well as other devices that were responsible for generating and
executing HTTP traffic and attacks [9]. It was created using an experimental
environment developed in a project conducted by three companies, i.e., EFIGO,
EMAG, and QED Software [2], focused on the cybersecurity of IoT devices.
To obtain a sample that contained both regular and anomalous device opera-
tions, the authors modelled the normal operation of the device and conducted
cyber-attacks by exploiting some known system vulnerabilities. This involved
the generation of typical network traffic and triggering standard system pro-
cesses. It also required the manual design and automatic execution of scenarios
for two different types of cyber-attacks on the device. More details about this
experimental environment and the data generation process can be found in [9].

The raw data was collected from the monitored devices as system audit logs.
These logs were parsed and transformed into separate CSV tables corresponding
to 60-second time windows (20044 files in total). We refer to each such file
as a single data case. The files were automatically labelled using information
about the timings of the scheduled attacks. Different types of attacks were not
distinguished — only the binary information about the presence of an attack was
kept. The distribution of this binary target variable is highly imbalanced. Only
698 files were collected during cyber-attacks on the device (3.48%). Such a class
imbalance is typical in the cybersecurity domain. This dataset was divided into
two sets of files. Training data, containing 15027 CSV tables, and test data,
containing 5017 tables. The original data division in the competition was based

! The supplementary materials and source code are available at https: //github.com/
janusza/ThreatTrace-Cyber- Attack-Detection.
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on time, i.e., test tables corresponded to time windows strictly after the training
data. We keep this division in all our experiments.

The rows of each CSV table correspond to individual system events recorded
in the corresponding period. Events were described by 40 attributes, includ-
ing information such as the event timestamp, process ID (PID), system call
(action type), whether the system call was successful, and the process path.
The attributes also included higher-level features extracted from the logs, such
as counts of system kernel calls or the number of active services. We show an
exemplary snippet of one of the CSV tables in Appendix A included in sup-
plementary materials(see footnote 1). We focus on system calls associated with
particular PIDs, i.e., we define an activity as a combination of the system call,
user group, and the indicator of whether the system call was successful. We asso-
ciate sequences of activities with the same PID in the 60-second period with a
single instance (a case) of the investigated process. In this way, we have traces
of multiple observed processes in each of the available CSV tables. The average
number of process traces in a single table is 32.36, and the average number of
events associated with a trace is 59.21. The total number of process traces in the
training and test data is 648 539, and they are composed of 38399367 events.
There are 77 different basic action types in the data and we extend this set
to 193 activities through mining frequent sequences and applying abstracting
rules. Our experiments investigate the impact of information about the underly-
ing processes, extracted using ThreatTrace, on the performance of cyber-threat
detection models that were used as the baseline in the data science competition
FedCSIS 2023 Challenge [9].

It is worth noting that the original dataset used in the challenge was flawed.
The operating system on the monitored IoT device was never restarted during
the data generation. As a result, the scheduled attacks were performed using
programs that were given the same PIDs for every execution. Consequently,
even though the training and test data corresponded to different time periods,
the cyber-attacks could have been easily identified by the presence of specific
PIDs in the audit logs from a given time window. Of course, such facilitation
would be unrealistic in a real situation and can be considered as a severe data
leak — in real life, each cyber-attack instance would be associated with a different
set of randomly generated PIDs. Thus, in our experiments, we make independent
PID assignments in every considered time window.

4.2 Prioritisation of Alerts for Suspicious Network Event

The second case study is based on data provided by the Security on Demand
(SOD) company (currently DeepSeas) for IEEE BigData 2019 Cup [15]. The
task in this competition was to distinguish between truly suspicious events and
false alarms within the set of alerts derived from network traffic data that Secu-
rity Operations Center (SOC) team members at SOD analyse on an everyday
basis.

The dataset from this competition is still available at KnowledgePit.ai. It is
composed of three tables. The first one contains 59427 rows corresponding to
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so-called, threatwatch alerts investigated by the SOC team at SOD during the
period between October 1, 2018, and March 31, 2019. Alerts in this table are
described by 61 columns which represent information that is available to security
operators and analysts during the investigation of suspicious events. Addition-
ally, for each row, there was a label indicating whether the associated alert was
considered “serious” by the SOD’s analysts. Similarly to the first dataset, the
target class in this dataset is highly imbalanced with only 5.76% positive cases.
The competition organisers divided this data into training and test sets. The test
set covered the alerts investigated in the last two months of the data collection
period, and we kept this division in our experiments.

The second and third parts of the data are composed of two types of log
files. We use them jointly in our experiments to extract features and learn rep-
resentations of process traces. The second data part contains so-called localized
alert logs, i.e., sequences of alerts related to individual threatwatch alerts. Events
in this log correspond to alerts generated by expert system rules developed by
the Threat Reconnaissance Unit at SOD [15]. In total, this data part contains
8690 704 events described by a mixture of 20 numeric and symbolic features. The
third part of the dataset contains a comprehensive event log of all network events
registered by SOD’s data collector devices within 24 h, counting back from the
corresponding threatwatch alert’s timestamp. Such event logs can be extremely
large - our dataset has 4384234 352 events described by 26, mostly symbolic,
features (430GB of data). The complexity of this event log is also reflected in
the large number of different activity types and the variability of process traces.
Originally, there were 323 action types in the data and after mining frequent
sequences and applying trace abstracting rules, this set was extended to 772
action types.

4.3 Experimental Results

In this subsection, we present the results of experiments conducted to verify
how the information extracted using ThreatTrace from event log data impacts
the performance of cybersecurity threat detection models. We use datasets
described in previous subsections and compare the quality of two prediction algo-
rithms, i.e., the LASSO-regularised logistic regression (GLMNet) implemented in
the glmnet library [22] and the decision tree gradient boosting model (XGBoost)
implemented in the zgboost library [7]. While gradient boosting can be regarded
as state-of-the-art in the tabular data classification task, logistic regression is
still a common choice due to its high power efficiency. Moreover, the simplicity
and low computational cost of inference make the logistic regression suitable
for operating on mobile IoT devices. The baselines used in the comparison come
from the data science competitions that are the source of our datasets [9,15]. We
also added a reference model that is based on the feature extraction procedure
inspired by descriptions from post-competition publications.

We trained the prediction models with the same hyperparameter setting for
each of the compared representations. In the case of GLMNet, we set the alpha
value to 1.0, i.e., only the LASSO regularisation was used. The lambda value
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Fig.2. UMAP visualisation of abstracted process variants from the FedCSIS 2023
Challenge dataset with a cyber-attack conditional probability heatmap.

was automatically tuned during the model fitting based on the results of 10-fold
cross-validation on training data. The gradient boosting model used 2000 trees
whose maximal depth was set to 10. The regularisation parameters alpha and
lambda were set to 20.0 and 5.0, respectively. Additionally, to avoid overfitting,
column and case sub-sampling were used with sampling rates of 0.8 and 0.95.
These settings were chosen through the grid search for the representation that
was obtained using a feature extraction approach inspired by descriptions of the
corresponding competition baselines.

We tested ThreatTrace with three different embedding sizes. Their selection
was made based on the results of the embedding evaluation procedure described
in Subsect. 3.2. The evaluation results suggested that increasing the dimension-
ality of activity embeddings is likely to improve their quality. However, it also
brings diminishing returns. This observation is consistent with the final evalu-
ation outcomes shown in Table 1. We visualised abstracted process traces from
both datasets using the UMAP algorithm [19]. In Figs.2 and 3, the heat-map
expresses the probability of the positive class conditioned on the presence of
the corresponding abstracted trace variant. They were obtained using the 32-
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Fig. 3. UMAP visualisation of abstracted process variants from the IEEE BigData
2019 Cup dataset with a heatmap of the conditional probability of positive cases.

dimensional activity embeddings for the FedCSIS 2023 Challenge data and 40-
dimensional embeddings for the IEEE BigData 2019 Cup data. We notice that
variants associated with high cyber-attack probabilities are usually located in the
boundary regions of local variant clusters. We also notice that for both datasets
the initial stage of trace abstraction using the abstracting rules significantly
reduced the overall number of trace variants. For the first dataset, the reduction
was by 21.69% (from 4119 to 3226), and for the second dataset, the reduction
was by 26.93% (from 170259 to 124400). Finally, the evaluation results from
Table 1 confirm that ThreatTrace can improve the performance of ML models in
detecting cyber threats. The statistical significance of these results was checked
and reaffirmed using the DeLong test [10] for comparing ROC curves.

5 Limitations and Future Works

Although we have demonstrated that ThreatTrace enables learning useful rep-
resentations of complex processes and facilitates training of accurate anomaly
detection models, it should not be regarded as a one-size-fits-all solution. Our



218 A. Janusz et al.

Table 1. Results of two prediction models for various data representations and the
baselines reported in [9] and [15] for FedCSIS 2023 Challenge and IEEE BigData 2019
Cup data, respectively. In addition to the ROC AUC values, the column embedding
size indicates the sizes of activity embeddings used in ThreatTrace.

FedCSIS 2023 Challenge data
representation type lembedding size|GLMnet XGBoost

baseline from [9] - - 0.6910
basic feat. extraction— 0.5400 1|0.8913
ThreatTrace 4 0.7123 10.9067
ThreatTrace 16 0.7393 10.9245
ThreatTrace 32 0.7459 10.9395

IEEE BigData 2019 Cup data
representation type |embedding size|GLMnet XGBoost
- 0.8704
0.8351 ]0.9014

baseline from [15]

basic feat. extraction

ThreatTrace 8 0.8675 10.9194
ThreatTrace 24 0.8791 10.9284
ThreatTrace 40 0.8807 10.9273

approach to modelling traces through abstracting activity sequences and asso-
ciating them with Gaussian-distributed clusters is motivated by the continu-
ous (i.e., without a well-defined beginning and end, with many possible activ-
ity types) and inherent stochastic nature of the underlying processes. As such,
ThreatTrace may not be suitable for the analysis of typical business process mod-
els.

Moreover, ThreatTrace captures the directly follows relation between activ-
ities through the identification of frequent sequential patterns and the use of a
trace abstracting technique. This approach, however, doesn’t allow us to iden-
tify global dependencies between activity sequences, such as the eventually fol-
lows relation. This is caused by the fact that when constructing representations
of individual traces from activity embeddings, we neglect their ordering. It is
worth noting that in ThreatTrace, global dependencies, such as the eventually
follows relation, are partially reflected in the activity embeddings. The GloVe
algorithm [21] uses a fixed context window to count co-occurrences of activities.
Thus, the proximity of activities in a trace is captured in their representation.
However, we acknowledge that this problem requires a more thorough investi-
gation in future research. One possible way to address this issue is to modify
the embedding learning algorithm to consider the global position of activities in
traces. In NLP, it is commonly done by using positional encoding techniques [26],
and we believe that a similar approach can be adapted by ThreatTrace.
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We also consciously simplify the trace representation by only considering the
diagonal of the covariance matrix during the aggregation of activity embeddings.
In practice, such simplification is equivalent to assuming the independence of
embedding dimensions, which is usually not true. It limits the shapes of activity
embedding clusters that we can accurately summarise with Gaussian distribu-
tions. To consider whole covariance matrices, we would have to keep track of
the sums of all products of embedding dimension pairs. As a result, maintaining
the trace representation would require O(k?) computations and memory, and
it would be impractical for larger k& values. We noticed, however, that increas-
ing the dimensionality of embeddings after a certain point brings diminishing
returns. In future, it would be worthwhile to explore the possibility of using
smaller activity embeddings and full covariance matrices.

Finally, we acknowledge the need for further validation of ThreatTrace with
diverse datasets, including different data modalities such as packet capture files,
to increase its robustness and applicability across various environments. In par-
ticular, we see the need to further explore and compare different existing algo-
rithms for trace abstraction, including methods for the automatic extraction
of sequential patterns from data and optimise the sorting of rules used for
trace abstraction. We would also like to investigate more systematic methods
for including other perspectives on the event log that are typical in the BPM
domain. Combined with previously mentioned ideas, this research direction holds
the potential to further refine our methodology and contribute to the ongoing
efforts to advance cybersecurity practices.

6 Concluding Remarks

Our research introduces a promising direction for enhancing cybersecurity analy-
sis in network and IoT ecosystems. It is strongly inspired by the unique perspec-
tive on event log data offered by process mining. As a result, we proposed a new
trace representation method that is suitable for representing complex processes.
By analysing sequences of activities performed by system programs and network
events, ThreatTrace captures the directly follows relation, commonly considered
in process mining applications. We demonstrated the benefits of using Threat-
Trace to detect cyber-attacks on IoT devices and recognise truly suspicious net-
work activities. Our method combines frequent pattern-based trace abstracting
with a novel way of representing traces of continuous processes as multivariate
Gaussian distributions defined in the activity embedding space. From a theoret-
ical perspective, we showed that clustering such distributions using the Wasser-
stein distance is equivalent to clustering our representations in the Euclidean
space, which improves ThreatTrace efficiency and facilitates its applications in a
streaming setting. We used this fact to construct soft clusters of process traces
and utilise the fuzzy cluster membership information as features for predictive
models. Finally, through our experiments, we demonstrated that ThreatTrace
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helps to improve the quality of ML models for detecting cybersecurity threats.
By leveraging the process view of cyber-systems, we pave the way for proactive
detection and mitigation of cyber threats, ultimately fostering safer and more
resilient systems.
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Abstract. Software as a Service (SaaS) pricing models, encompassing
features, usage limits, plans, and add-ons, have grown exponentially
in complexity, evolving from offering tens to thousands of configura-
tion options. This rapid expansion poses significant challenges for the
development and operation of SaaS-based Information Systems (IS), as
manual management of such configurations becomes time-consuming,
error-prone, and ultimately unsustainable. The emerging paradigm of
Pricing-driven DevOps aims to address these issues by automating pric-
ing management tasks, such as transforming human-oriented pricings
into machine-oriented (iPricing) or finding the optimal subscription that
matches the requirements of a certain user, ultimately reducing human
intervention. This paper advances the field by proposing seven analy-
sis operations that partially or fully support these pricing management
tasks, thus serving as a foundation for defining new, more specialized
operations. To achieve this, we mapped iPricings into Constraint Satis-
faction Optimization Problems (CSOP), an approach successfully used in
similar domains, enabling us to implement and apply these operations to
uncover latent, yet non-trivial insights from complex pricing models. The
proposed approach has been implemented in a reference framework using
MiniZinc, and tested with over 150 pricing models, identifying errors in
35 pricings of the benchmark. Results demonstrate its effectiveness in
identifying errors and its potential to streamline Pricing-driven DevOps.

Keywords: Automated Analysis - Software as a Service - iPricings

1 Introduction and Motivation

Software as a Service (SaaS) has rapidly gained popularity in recent years [10],
driven by its flexibility to adapt to diverse user needs through subscription-
based models. However, this adaptability has led to an exponential increase in
configuration complexity, with modern pricing models evolving from offering a
few options to thousands of potential configurations [6]. For example, Sales-
force’s November 2019 pricing offered up to 10 different configurations, while
its July 2024 version allowed for over 12,000, as can be seen here. This rapid
expansion presents significant challenges for the development and operation of
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SaaS-based Information Systems (IS), as manual management of these configu-
rations becomes a demanding task —being time-consuming and error-prone—
especially when adapting to frequent pricing changes.

Addressing these challenges requires a shift towards automated, scalable solu-
tions. The paradigm of Pricing-driven Development and Operation has emerged
to tackle this issue, aiming to automate tasks related to the management of
pricing models! in SaaS-based Information Systems [6]. These may include, for
example, designing pricing models, converting human-oriented representations
of pricings into machine-oriented (iPricings), or finding the optimal subscription
that meets particular user requirements.

A foundational step toward this vision was presented in CAISE Forum, where
a metamodel for representing pricings was proposed [7], and has laid the ground-
work for the idea of machine-oriented pricings (iPricings) [3]|. Building on this
foundation, subsequent efforts have focused on leveraging iPricings to develop
solutions that automate tasks within the scope of Pricing-driven DevOps. For
instance, [8] proposed a reference architecture for automating the variability
management in client-server architectures leveraging feature toggling [4], and
Al4Pricing introduced initial advancements towards automating the transfor-
mation between human-oriented pricings and iPricings [3]. Although these con-
tributions represent early steps, they highlight the progress being made toward
realizing the vision of Pricing-driven DevOps.

However, a crucial pillar remains unexplored: the automated analysis (AA)
of iPricings, i.e. the process of uncovering latent, yet non-trivial, information
from machine-oriented pricings. For instance, this approach has the potential
to enable real-time validation of pricing structures, strengthen data-driven pric-
ing decision-making, or assist customers in identifying the most cost-effective
subscription that meets their specific requirements. In light of this, the paper
introduces the following original contributions, inspired by solutions previously
applied in the automated analysis for feature models in CAISE 2005 [1] and
service level agreements [13]:

1. An unprecedented formalization of iPricings as Constraint Satisfaction Opti-
mization Problems (CSOPs), enabling their automated analysis through con-
straint programming techniques.

2. A set of seven fundamental analysis operations, built on the CSOP-based
formalization, to support pricing structural validation, configuration space
cardinality computation, and optimal subscription selection based on user
requirements.

3. A tool to apply these operations, built with the MiniZinc solver [14] and
integrated within a real platform (see Fig.1).

4. Two curated datasets:

— A novel synthetic dataset comprising 20 pricing models with seeded con-
sistency errors. Although our solution successfully detected most of them,
it missed 6 instances, making this dataset a valuable resource for future
work aimed at improving automated inconsistency detection.

! For brevity, the term “pricing models” and “pricings” will be used interchangeably.
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— An updated version of the benchmark introduced in [6], incorporating
fixes for the 35 structural issues identified by our approach, providing a
more reliable baseline for future research.
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Fig.1. A sample final product integrating the proposed set of analysis operations.
Public access available here, along with other examples

The remainder of this paper is structured as follows: Sect. 2 frames the contri-
bution within the existing literature and presents the core concepts, challenges,
and research advancements in SaaS pricing. Section 3 presents an automated app-
roach for iPricings analysis using CSOP-based operations. Next, Sect. 4 presents
a reference implementation of the approach and tests it using benchmark and
synthetic datasets. Finally, Sect. 5 showcases the conclusions.

2 Background & Related Work
2.1 User-Oriented SaaS Pricings

A pricing is a part of a SaaS customer agreement [5]. It structures the features
of a service —defined as the distinctive characteristics whose presence/absence
may guide a user’s decision towards a particular subscription [7]— into plans and
add-ons to control users’ access to such features. While users can only subscribe
to one of the available plans, they can subscribe to as many add-ons as they
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want, as long as they are available for the contracted plan. As can be noted, in
this domain, a feature encompasses both functional features, which constitute the
core software product, and extra-functional features, which, while external to the
product itself, enhance its perceived value (e.g., support, SLA guarantees, etc.).
By including both types of features, pricings capture a more comprehensive view
of what influences customer value, aligning the service offering with the overall
customer agreement.

BASIC PRO BUSINESS
per user/month per user/month ADD-ONS
Max assistants per meeting 100 100 300
Huge meetings
Max time per meeting 40 mins 30 hours 30 hours
_ $50 / month
Recordings cloud storage - 5GB 5GB
Automated subtitles
Reports Translated captions
Voting in meetings $5 / month
Phone Dialing Add-On Add-On
LTI integration ..
Phone Dialing
Administrator portal $10° / month
End-to-end encryption
Chat support If more than $50 invoiced

Fig. 2. Excerpt of Zoom’s pricing with 13 features, three plans, and three add-ons,
with a configuration space size of 20

In order to illustrate the upcoming concepts, we will use a real-world running
example: Zoom. This is a cloud-based video conferencing service that enables
users to virtually meet with others and optionally record the sessions to watch
them later. An excerpt of its pricing, consisting of 13 features, is presented in
Fig. 2.2 In this example, nine features are managed through plans, one feature
is associated with an add-on (“translated captions”), and one is governed by
both (“phone dialing”). The pricing also enforces usage limits on the “meetings”
feature (e.g., maximum assistants per meeting and maximum meeting duration)
meaning that although the feature is available in all plans, the extent of their
usage differs —higher-priced plans offer higher limits.

2.2 Machine-Oriented SaaS Pricings (iPricings)

The paradigm of Pricing-driven Development and Operation has emerged to
address the challenges associated with pricing management tasks. Despite grow-
ing interest, there has been limited progress in this area. The PricingdSaaS

2 Pricing entries that impose or extend limits on meetings are considered usage limits
rather than individual features-the overarching feature in this case is “meetings”.
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model, introduced as a formal metamodel, represents one of the first generalized
attempts to standardize pricings [7]. This model defines pricings as a combina-
tion of plans and add-ons that regulate access to a set of features whose usage
may be limited by usage limits. Additionally, its YAML-based serialization, Pric-
ing2Yaml (see Fig. 3), has served as the initial step towards automated tooling
for Pricing-driven DevOps [8] and, therefore, iPricings.

1 saasName: Zoom 29 plans: 55 addOns:

2 version: "2.0" 30 BASIC: 56 hugeMeetings:

3 createdAt: 2024-11-04 31 description: Basic plan 57 availableFor:
4 currency: $ 32 price: 0.0 58 - BASIC

5 hasAnnualPayment: false 33 unit: user/month 59 - PRO

6 features: 34 features: null 60 - BUSINESS

7 meetings: 35 usagelLimits: null 61 price: 50.00

8 valueType: BOOLEAN 36 PRO: 62 unit: /month

9 defaultValue: true 37 description: Pro plan 63 usagelLimits:

10 type: DOMAIN 38 price: 15.99 64 maxAssistantsPerMeeting:
11 cloudRecordings: 39 unit: user/month 65 value: 1000
12 valueType: BOOLEAN 40 features: 66 phoneDialing:

13 defaultValue: false 41 cloudRecordings: 67 availableFor:
14 type: DOMAIN 42 value: true 68 - PRO

15 reports: 43 reports: 69 - BUSINESS

16 valueType: BOOLEAN 44 value: true 70 price: 100.00
17 defaultValue: false 45 votingInMeetings: 71 unit: /month
18 type: INFORMATION 46 value: true 72 features:

19 - 47 chatSupport: 73 phoneDialing:
20 usageLimits: 48 value: true 74 value: true
21 maxAssistantsPerMeeting: 49 usagelLimits: 75

22 valueType: NUMERIC 50 maxTimePerMeeting:

23 defaultValue: 2 51 value: 1800

24 unit: use/month 52 recordingsCloudStorage:

25 type: RENEWABLE 53 value: 5

26 linkedFeatures: 54

27 - meetings

28

Fig. 3. Zoom’s pricing excerpt serialized in Pricing2Yaml

Building on this foundation, the study undertaken by [6] represents the first
major effort to systematically analyze SaaS pricings. By modeling up to 162 pric-
ings from 30 different SaaS providers -up to 6 different pricing versions between
2019 and 2024 per SaaS- this study not only demonstrated the flexibility of Pric-
ing2Yaml (and, by extension, the adaptability of Pricing4SaaS) but also revealed
significant trends in the evolution of pricings.

To perform their analysis and measure such evolution, the authors introduced
the concept of configuration space, i.e. the set of different subscriptions within a
pricing. As an illustration, the size of the configuration space of Zoom’s pricing
excerpt (see Fig.2) is 20. Their results revealed an exponential growth of the
configuration space, primarily due to the addition of add-ons over the last years,
which diversifies available subscriptions and increases customization. Moreover,
the study also highlights a widening gap between this configurability and the
actual capabilities of feature toggling tools, which often struggle to manage the
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increasing variability. This disparity indicates that existing technical support for
handling such challenges remains limited, underscoring a need for automated
tools that reduce complexity and time-to-market while allowing the software to
adapt to evolving customer demands.

2.3 Automated Analysis in Feature Models and SLAs

Automated pricing analysis shares foundational elements with existing
paradigms like Feature Models (FM) in Software Product Lines (SPLs) [2] and
SLA analysis frameworks such as WS-Agreement [13]. Both FMs and pricings
leverage features as their minimal unit of representation, functioning as variabil-
ity modeling languages (VMLs) [1]| that enable configurability and modularity.
However, pricings extend beyond the usually technical scope of FMs by incor-
porating operational and market-driven elements critical to SaaS offerings, such
as SLA guarantees, support, discounts, etc. Although most of those elements
could be represented through attributed or stateful feature models [16], using
DSLs and tools with a syntax and operations more specific to the pricings man-
agement, problem emerges as a promising, more natural approach. Moreover,
pricings must handle dynamic variables, such as usage-based limits, which can
vary depending on add-ons (e.g., overage fees) or be customized by the user when
subscribing, making their representation as a FM more complex.

Similarly, the automated analysis of iPricings shares conceptual ground with
WS-Agreement, a framework for formalizing service agreements through an
XML-based serialization, primarily focusing on SLAs [12]. While WS-Agreement
supports the evaluation of user-defined constraints (e.g., agreement creation con-
straints), it lacks the vocabulary to represent pricing-specific elements like plans,
add-ons, and usage-based fees. Extending WS-Agreement to encompass iPricings
would require substantial semantic modifications, making it verbose and poorly
suited to SaaS pricing strategies. Moreover, in contrast, iPricings approaches
such as [6,7] embed subscription constraints directly within the pricing artifact
(e.g., “select one plan and up to three add-ons” or “if add-on A2 is selected,
exclude A7), enabling a seamless and efficient evaluation of customer configura-
tions without requiring external frameworks or additional layers of complexity.

The automated analysis of iPricings can thus be viewed as a specialized sub-
set of SLA analysis, where the SLA models have variants corresponding with each
possible configuration users can subscribe to. In this way, the demonstrated effi-
cacy of CSOPs in the automated analysis of WS-Agreement documents for eval-
uating SLA compliance [11,12], combined with the conceptual parallels between
WS-Agreement and iPricings, has been the driving force behind this work’s
adoption of CSOPs as its approach to the AA of iPricings. With this alignment,
we ensure a structured methodology that leverages proven techniques to address
the unique challenges posed by iPricings. Pricing4dSaaS builds upon this foun-
dation by categorizing SLA-related constraints, such as guarantees (e.g., TTO)
and support, and embedding them within pricings as features and usage limits.

This duality positions iPricings as the intersection of two paradigms: the
configurability and modularity inherent to feature models, and the guarantee-
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driven focus of WS-Agreement. By combining these dimensions, iPricings not
only address the operational intricacies and market-driven complexities of SaaS
offerings but also establish themselves as a versatile variability modeling lan-
guage capable of capturing both functional and service-level aspects of modern
software systems.

3 Automated Analysis of iPricings

Given the growing complexity of pricings and their fast pace of change, automat-
ing the analysis of these structures is essential. Automation enables real-time val-
idation of pricing specifications, ensuring their consistency and providing critical
insights for tasks such as design, management of changes, and the choice of spe-
cific subscriptions based on additional user requirements.

In what follows, we present our approach for the automated analysis of Pric-
ing2Yaml specifications (see Fig.3) using constraint programming, given that,
to the best of our knowledge, is the only serialization of pricings proposed in
the literature. Along this section, we first present the formal semantics of Pric-
ing2Yaml by explaining how these specifications can be mapped to a constraint
satisfaction optimization problem (CSOP). Then, we present a catalog of seven
analysis operations of Pricing2Yaml specifications and show how they can be
automated using standard constraint programming reasoning operations.

3.1 Formal Semantics of iPricings

The primary objective of formalizing iPricings is to establish a sound basis for
automating the analysis, decision-making, and task automation in the context
of SaaS pricing models, thus enacting the vision of iPricings. Following the prin-
ciples defined by [15], we follow a transformational style by translating Pric-
ing2Yaml specifications to a target domain suitable for the automated analy-
sis (Primary Goal Principle). Specifically, we propose Constraint Satisfaction
Problems (CSPs) as this target domain, enabling pricings to be analyzed using
constraint programming tools. This approach aligns with previous efforts to auto-
mate the analysis of feature models [2] and service level agreements [11,12].

A CSP is a 3-tuple (V,D,C), where V is a set of variables, D represents
the set of domains for these variables, and C' is a set of constraints among the
variables. A solution to a CSP is an assignment of values from each domain in D
to the variables in V' that satisfies all constraints in C'. Solving a CSP is finding
one or more solutions that meet all the constraints. Constraint Satisfaction Opti-
mization Problems (CSOPs) extend the CSP formulation by incorporating an
objective function. Formally, a CSOP can be represented as (V, D, C, O), where
(V, D, C) defines the underlying CSP, and O is an objective function that assigns
a value (often to be minimized or maximized) to each possible solution. Thus,
instead of merely satisfying the given constraints, a CSOP seeks a solution that
also optimizes O.



230 A. Garcia-Fernandez et al.

Our proposal formulates pricings as CSOPs. We introduce a generic model 7
that captures the common structure and constraints of all pricing scenarios, as
well as a mapping from Pricing2Yaml to a data file specifying the parameters of
a given instance. This clear separation between the model —defining the struc-
ture of the pricing problem— and the data —specifying a particular instance—
enables the creation of a single, reusable model for multiple datasets, simplifying
the formulation, analysis, and optimization of pricings as CSOPs.

. —
features: DATA CSOP
usageLimits: “\a\)\?\ (P)
Pricing2Yaml|
(P') plans:
add“c;ns: MODEL
Z I
g 2 validPricing(P) —I—) cardinal(P)
g o validSubscription(s,P) E g-, filter(P, cond) Paive
P 8 o subscriptions(P) .minimize
j min(P, O)

FUTURE
OPS

Fig. 4. Outline of our approach to automate the analysis of Pricing2Yaml serializations

In our approach (see Fig. 4), the model 7 represents a generic pricing scenario,
with P, plans and P4 add-ons. It encapsulates fundamental validity criteria for
pricings that stem directly from the semantics of the pricing concepts (plans,
add-ons, etc.). More specifically, 7 enforces the following constraints:

1. A pricing P cannot be empty, it must at least contain a plan or an add-on

notEmpty(P) <= (P, # 0V Pa #0)
2. For each plan p € P,, if usage limits are defined, the features affected by
those usage limits must be included within the same plan.
p.usageLimits # () —
containsLinkedFeatures(p) <= < Vu € p.usageLimits,
u.linkedFeatures C p. features

3. If the pricing includes both plans and add-ons, each add-on a € P4 must be
available for at least one plan.

isAvailable(a) <= ((Pp # 0 AN Pa # 0) = a.availableFor # ()
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In a very similar way, the validity criteria for a subscription S comprises the
following constraints:

1. A subscription cannot be empty; it must include either a plan p with zero
or more add-ons (the set of selected add-ons is denoted as Ag) if the pricing
includes plans, or at least one add-on if the pricing consists solely of add-ons.

not EmptySubscription(p, As) <= (p# 0V Ags # 0)

2. If the pricing includes both plans and add-ons, and a subscription includes
add-ons, every add-on must be available for the specific plan selected in that
subscription.

pEONAs #0 =
addonsAvailable(p, Ag) <= { Va € Ag,

p € a.availableFor

3. If a subscription includes add-ons with dependencies on other add-ons, all
required dependencies must also be part of the subscription.

Ag 7& ) =
dependencyAware(Ag) < { Va € Ag,Va' € a.dependsOn,
a € AS

4. If a subscription includes add-ons that exclude others, all excluded add-ons
cannot be included within the subscription.

Ag # ) =
exclusionAware(Ag) <= { Va € Ag,Va' € a.excludes,
a ¢ As

Then, we denote every model instance as wp, created by pairing the model 7
with the particular data of a pricing P. Solutions to mp —i.e. solve(mwp)— thus
represent the set of feasible configurations, for a pricing P, where all defined
constraints are satisfied.

3.2 Analysis Operations

Building on the formalization outlined in the previous section, where iPricings
were mapped to CSOPs, we now turn our attention to the analytical operations
that this formalization enables. These operations are key to extracting meaning-
ful, latent insights from iPricing specifications. To provide clarity and continuity,
each operation is illustrated using the Zoom’s pricing excerpt (see Fig.2) as a
running example.
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Number of Configurations. One of the most important metrics derived from
a pricing is the cardinality of its configuration space, representing the number
of different configurations that can be generated from it. A higher cardinality
indicates increased flexibility for the SaaS, but also adds complexity to its main-
tenance.

Definition 1 (Cardinality). Let P be a pricing, the number of configurations
of P, hereinafter cardinal, is equal to the number of solutions of its equivalent
CSOP 7p.

cardinal(P) = |solve(mp)]

In the example of Zoom’s pricing excerpt, cardinal(Zoom) = 20. How-
ever, simply by adding a new plan, the cardinality increases to 28. In con-
trast, introducing an additional add-on doubles the cardinality, resulting in
cardinal(Zoom) = 40. As demonstrated in [6], each new add-on leads to an
exponential increase in cardinality, whereas adding a new plan results in only a
linear increase.

Filter. This is particularly useful for customers that are looking for a configu-
ration with specific features and usage limits, i.e. they are not interested in all
possible configurations but those that tailor to their needs —i.e. pass the filter.

Definition 2 (Filter). Let P be a pricing and F a constraint representing a
filter, containing the desired features and usage limits’ values within the sub-
scription. The filtered pricing of wp, hereinafter filter, is equal to wp with the
added constraint F.

filter(P, F) <= (mp A F)

A possible filter for zoom’s pricing excerpt would be to ask for all config-
urations with the “administrator portal” feature and, at least, a 200 assistants
capacity in meetings. By applying this filter to the pricing, the number of poten-
tial configurations decreases from 20 to 8.

F = (administrator Portal = true A max AssistantsPer Meeting >= 200)
cardinal(filter(Zoom, F')) =8
Subscriptions. Once 7p is defined, there should be a way to get all the solutions
of the CSOP, i.e. possible configurations of the pricing.

Definition 3 (Subscriptions). Let P be a pricing, the potential configurations
of the pricing, hereinafter subscriptions, are equal to the solutions of the equiv-
alent CSOP 7p.
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subscriptions(P) = {s € solve(mp)}

Within zoom, we would like to get all possible subscriptions that include
the “records” feature. In this way, P = filter(Zoom,records = true) and
subscriptions(P) = {s € solve(np A records = true)}.

Subscription Cost. In order to perform cost optimization operations, it is
necessary to define how the cost of a subscription is computed.

Definition 4 (Subscription Cost). Let s be a subscription of the pricing P.
The cost associated with s is calculated as the sum of the selected plan’s price, if
it exists, and the prices of the selected add-ons, if any.

cost(s) = s.plan.price + Z a.price
a€s.addons
Within the zoom’s pricing excerpt, we would like to get the cost of a sub-
scription that includes the plan “PRO”, and the add-on “Huge Meetings”, i.e.,
s = (PRO,{HugeMeetings}). Thus, cost(s) = 65.99.

Pricing Validation. A pricing is valid when it has at least one configuration
that can be selected. That is, a model where mp has at least one solution.

Definition 5 (Valid Pricing). A pricing P is valid if its equivalent CSOP 7p
1s satisfiable.

valid(P) <= subscriptions(P) #

As an illustration, let CircularConstraints be a pricing that consists solely
of three add-ons P4 = {aj,as, a3}, that share the following restrictions among
them: i) a; depends on as, ii) as depends on a3, and iii) a3 excludes a;. Then:

valid(CircularConstraints) = false

Subscription Validation. Since many different subscriptions can be generated
from a pricing, it should be possible to contrast whether a subscription is valid
according to a pricing.

Definition 6 (Valid Subscription). Let P be a pricing and s be a subscrip-
tion, that is considered valid if and only if it is a potential solution of mp.

valid(s, P) <= s € subscriptions(P)

Taking the excerpt of zoom’s pricing as an illustration, a subscription that
includes the usage limit “maxAssistantsPerMeeting = 1200” is not valid, as the
maximum permitted value for this usage limit is 1000, achievable only by pur-
chasing the “Huge Meetings” add-on.
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Optimum Subscription. Identifying the optimum subscription based on a
specific criterion is essential in pricing for both customers and providers. Cus-
tomers can determine the minimum price for a defined set of features and usage
limits, while providers gain insight into the price range at which a particular set
of features and usage limits is offered.

Definition 7 (Optimum). Let P be pricing and O an objective function for
the subscription cost, then the optimum set of subscriptions, hereinafter max and
min, is equal to the optimum space of Tp.

maz(P,0) = max(mp,O)

min(P,O) = min(wp,O)

It is also possible to apply a filter to the zoom’s pricing excerpt and then
ask for an optimal subscription. Thus, a possible optimum criterion for our
running example would be to ask for all subscriptions with record = true A
cloudStorage >= 5, and the minimum value for the subscription cost. In this
case, optimum subscriptions S, are:

Sopt = mian(filter(Zoom, record = true A cloudStorage >=5), cost)

4 Tooling Support and Testing

This section presents the implementation of the proposed CSOP-based approach
for automating iPricing analysis using MiniZinc [14], as well as its testing with
real-world and synthetic datasets. Due to space limitations, the specific mapping
of each individual constraint from Sect. 3.2 to this solver, as well as the definition
of the involved variables and domains, are defined in the technical report of this
paper, that is available as part of the laboratory package [9].

At the core of this implementation is MiniZinc, a medium-level declarative
modeling language recognized for its flexibility and compatibility with a wide
range of constraint programming (CP) solvers. By separating CSPs into two
components —the model, which defines the constraints and structure of a class
of problems— and the data —which specifies the parameters for a particular
instance— MiniZinc allows a single model to be reused across datasets, thus
enhancing scalability and modularity. Moreover, its ability to translate CSPs into
the FlatZinc format ensures solver compatibility [14], bridging the gap between
high-level problem descriptions and low-level solver implementations.

Leveraging MiniZinc’s modularity, we developed a hierarchical formalization
for iPricings, structured using a bottom-up methodology. We begin with a foun-
dational model that establishes the core parameters and variables of the CSOP
(PricingModel.mzn). The parameters, drawn from input data, encapsulate the
details of a specific pricing, while the variables define the subscription attributes
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that constitute the solutions of the CSOP. This foundation enables us to incre-
mentally add layers of constraints that are tailored to specific analytical tasks,
making it easier to extend the set of AA operations the approach can support.

Building on this foundation, we introduce models that ensure the integrity of
the input pricing (valid-pricing.mzn) and the correctness of derived subscriptions
(valid-subscription.mzn). On top of these, we built specialized analysis models
to perform the operations described in Sect. 3. Each layer refines and extends the
constraints set by its predecessor, ultimately producing a fully tailored CSOP
for a specific task. To instantiate an analysis, the chosen model is paired with
a corresponding .dzn data file —automatically generated from a Pricing2Yaml
serialization— ensuring a clear separation between the generic problem structure
and the pricing-specific details.

To validate the proposed framework, two datasets were utilized. The first
one, derived from the benchmark presented in [6], encompasses 162 real-world
SaaS pricings spanning 30 different services over a five-year period (see Table 1).
The initial set of services was taken from the repository presented in [7], and
subsequently expanded based on three main criteria: (i) snapshot availability via
the Wayback Machine, (ii) clear feature listings within each snapshot’s pricing
page, and (iii) appropriate temporal spacing between snapshots (6 to 12 months).
Although the resulting dataset captures services of various sizes and key real-
world aspects such as frequent pricing updates and usage-based offerings, the
exclusive use of Pricing2Yaml serialization causes inherent limitations in repre-
senting more complex scenarios, such as bundled offerings or discounts.

Analysis of this dataset revealed inconsistencies in 35 out of 162 pricings
(21.6% of the cases): i) 25 linked feature mismatches, where non-zero usage lim-
its were assigned to unavailable features; ii) eight incorrect feature definitions,
where features were incorrectly represented as numerical values instead of usage
limits; iii) one temporal error, with a pricing having a future creation date; and
iv) one pricing without specific prices (Trustmary 2020), where all plans required
contacting sales. Notably, 34 out of 35 inconsistencies stemmed from errors dur-
ing the manual transition from web pricings to iPricings, underscoring the risk of
human error in this process. To address this, we corrected all 34 inconsistencies
originating from human errors, ensuring the dataset aligns with the intended
specifications.? Additionally, to mitigate similar issues in the future, we have
developed a Pricing2Yaml editor within SPHERE, a platform for intelligent
pricing-driven solutions.* The editor provides real-time error detection during
the modeling process (using the validity constraints defined in this paper) and
offers a live rendering of the pricing as it is constructed /edited, streamlining the
development of reliable iPricings.

The second dataset contains synthetic pricings intentionally designed to
include inconsistencies. Although most cases adhere to the syntax rules of Pric-
ing2Yaml, they exhibit errors that rendered them invalid within the iPricings

3 The corrected version of the real-world pricings dataset is included both in the
laboratory package [9] and in SPHERE.
4 https:/ /sphere.score.us.es/editor.
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Table 1. Benchmark overview from [6]. Each stat indicates the number of: snapshots
(S), features (F), plans (P), add-ons (A), configuration space size (C); in 2024

SaaS S F P A C [SaaS S F P A C
Salesforce 6 | 111 3 14 12544 Buffer 6 76 4 3 7
GitHub 6 81 3 14 8960 |Jira 6 60 4 1 7
Postman 5 100 | 4 12 | 1412 Notion 4 58 4 1 7
Databox 6 62 5 8 | 786 |Figma 6 90 6 0 6
OpenPhone 5 48 3 6 | 192 Box 6 50 5 0 5
Wrike 6 78 5 5 85 |Canva 6 92 4 0 4
Tableau 6 41 3 7 48 |Dropbox 4 82 4 0 4
Zapier 5 51 4 4 40 |Evernote 6 32 4 0 4
Slack 4 44 4 4 21 |Hypercontext 4 63 4 0 4
MailChimp 6 90 4 5 15 |Pumble 4 34 | 4 0 4
ClickUp 6 |135| 4 2 13 |UserGuiding | 5 59 3 1 4
Planable 6 41 4 2 13 |Crowdcast 5 16 3 0 3
Clockify 6 72 6 4 10 Deskera 4 1100 3 0 3
Microsoft 365 6 60 4 1 Overleaf 6 16 3 0 3
Trustmary 5 45 4 1 Quip 6 15 3 0 3

domain. Thus, inconsistencies range from syntax issues (e.g., add-ons linked
to nonexistent plans) to structural flaws, where pricings failed to behave as
expected. Structural flaws include cases where the expected configuration space
is not generated or “dead” pricing elements are present —e.g., plans with iden-
tical features and usage limits but different prices. By applying the “valid sub-
scription” operation across all cases, our framework successfully identified the
majority of inconsistencies, while cases involving unaddressed analysis opera-
tions highlight the need for extending the approach to handle more complex
scenarios like dead elements,® paving the way for future advancements in pricing
analysis.

As a final test, we applied our approach to replicate the analytical operations
described in [6] using their proposed benchmark. The results obtained with our
method matched the manually extracted values reported in [6], demonstrating
the accuracy and applicability of the proposed catalog of operations.

In summary, the proposed framework demonstrates its robustness and versa-
tility in automating iPricing analysis, addressing both real-world scenarios and
deliberately challenging synthetic cases. By leveraging the modularity and scala-
bility of MiniZinc, coupled with the support of tools like the Pricing2Yaml editor,
the approach not only helps to reduce human errors but also provides an efficient
pathway for analyzing pricings. The results highlight the potential of constraint
programming to drive innovation in this domain, setting the foundation for future
enhancements and broader applications in dynamic pricing ecosystems.

5 For further details, we invite the reader to consult the technical report [9].
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5 Conclusions and Future Work

In this work, we first formalized iPricings as Constraint Satisfaction Optimiza-
tion Problems (CSOPs), establishing a structured foundation for their analysis.
Building on this, we defined a set of analysis operations to partially automate
and streamline key pricing management tasks. For instance, evaluating the car-
dinality of the configuration space can aid decision-making during pricing design,
while optimizing subscriptions based on cost or feature requirements can assist
users in selecting the most suitable subscription.

As part of our testing efforts, we i) identified and corrected inconsistencies
in a real-world SaaS pricing dataset [6], enhancing its reliability for future stud-
ies; and ii) developed a synthetic dataset to benchmark the detection of pric-
ing inconsistencies, offering a robust foundation for evaluating and improving
future contributions in this domain; iii) introduced a Pricing2Yaml editor within
SPHERE, designed to improve the transition from web pricings to iPricings by
reducing human error through real-time error detection and live rendering of
pricings during their construction; and iv) also integrated within this platform
a solution based on our approach: pricing cards®.

Looking ahead, this work opens several promising avenues for future research
in automated analysis of SaaS pricings. Key opportunities include:

1. Improving the explainability of the framework’s insights for developers and
pricing decision-makers is critical. Given MiniZinc’s inherent limitations in
providing explanations, exploring alternative solvers with built-in diagnostic
capabilities could significantly enhance usability. However, such alternatives
would require additional implementation effort to replicate the modularity
that MiniZinc currently offers natively.

2. Since our proposed framework is inherently tied to the Pricing2Yaml
serialization—and thus, indirectly, to the PricingdSaaS metamodel—it natu-
rally inherits the limitations identified in prior research [6], such as the rep-
resentation of bundles and discount mechanisms. A promising future direc-
tion is, therefore, to first address and extend these identified limitations in
the PricingdSaaS metamodel itself, before incorporating the corresponding
improvements into our framework. This would allow the framework to accu-
rately capture more intricate and realistic pricing strategies encountered in
real-world SaaS offerings.

3. The framework currently assumes that users express their requirements using
the provider’s terminology, which is rarely the case. Developing an automated
mapping process capable of translating user-defined requirements into the
provider’s pricing terminology would significantly enhance the intuitiveness
and practical applicability of the optimization operation of the framework.

4. Manual translation from user-oriented pricings to iPricings introduces signif-
icant error risk, as highlighted by our results (see Sect.4). Therefore, further
automation in this process, possibly leveraging large language models (LLMs),
shows promise for significantly reducing human errors.

5 Sample pricing card can be found here.
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By addressing these challenges, we hope that future research can push the
boundaries of Pricing-driven DevOps, making automated pricing analysis not
only scalable and efficient but also intuitive, adaptable, and truly aligned with
the evolving needs of SaaS ecosystems.
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Abstract. A choreographed process defines the agreement between
organizations with respect to the protocol that should be respected when
the involved organizations interact with each other through their busi-
ness processes. The resulting BPMN Choreographed Process that models
this protocol can formalize business constraints.

Although there are solutions that can monitor whether these con-
straints are satisfied, situations of non-conformance that have an impact
on monitoring can arise. This happens especially when the involved par-
ties are not equipped with a BPMS that can force business processes to
align with the protocol.

The purpose of this paper is twofold. First of all, it proposes the use
of an extension of timed commitments to express business constraints.
This extension takes into account situations of non-conformance that are
not acceptable by the protocol, but are compatible with business objec-
tives. In addition, it proposes a monitoring application solution that can
support the proposed extension.

Keywords: Commitments + Process Monitoring - Multi-party business
processes

1 Introduction

The increasing possibilities of interconnection between heterogeneous systems,
not only belonging to a single organization, but also to separate organizations,
has allowed an ever greater interconnection even between business processes.
From a modeling point of view, the definition of choreographed processes has
made it possible to define the protocols that govern the interaction between
these systems. Among the different approaches proposed, today it is possible
to affirm that BPMN has made it possible to define these protocols with a

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025
J. Krogstie et al. (Eds.): CAiSE 2025, LNCS 15702, pp. 243-258, 2025.
https://doi.org/10.1007,/978-3-031-94571-7_14


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-94571-7_14&domain=pdf
http://orcid.org/0000-0002-9551-1860
http://orcid.org/0000-0001-8245-226X
http://orcid.org/0000-0002-8021-3430
https://doi.org/10.1007/978-3-031-94571-7_14

244 G. Meroni et al.

notation widely shared by academics and practitioners. This can be done with
choreography models that emphasize the interaction among the parties, or with
collaborative process models where information about how internally the actors
manage the interaction are also specified.

Although BPMN allows the modeling of functional aspects of this interaction
protocol, the same cannot be said for non-functional aspects related to business
constraints. Often, constraints such as the lead time, the status of the resources
used or exchanged, and the execution time of one or more specific tasks are
indicated with accompanying documents without a precise and shared formalism.

In this area, the use of commitments has gained considerable interest over
the years, starting from seminal work in the agent-based systems [13], which
has then been applied to business process management [6,12]. With a specific
emphasis on the definition of constraints that exist for choreographed processes,
commitments allow you to define constraints specifying who is the debtor and
who is the creditor, as well as the nature of the constraint. In this context,
Timed Commitments [2,11] are an extension of the classic commitments, where
the notion of time is introduced to be able to also consider the specific nature
of a process.

Nevertheless, timed commitment might struggle to capture and adapt to sit-
uations where the monitored process does not necessarily adhere to the initially
choreographed model. Thus, possible non-conformance can affect the ability of
the timed commitment to effectively monitor the status of the process as it
reduces the ability of the timed commitment to really understand which is the
actual flow of operations.

The goal of this work is twofold. On the one hand, we propose a commitment
notation, compatible with the BPMN Choreography meta-model, that can define
business constraints also considering possible non-conformance in the choreog-
raphy protocol. On the other hand, we provide a software solution capable of
monitoring a choreographed process for the verification of the satisfaction, or
violation, of the commitments indicated at the model level.

The rest of the paper is organized as follows. Section 2 provides an overview
of the literature related to the objective of this work. Section 3 summarizes the
main aspects of time commitments that are here adopted. After introducing a
running example in Sect. 4, Sect. 5 provides details of the notation introduced to
express non functional constraints. Based on this notation, Sect. 6 describes the
monitoring approach able to keep working also in case of non-conformance, and
Sect. 7 provides some information about the software application implementing
the proposed approach. Finally, Sect.8 concludes the work outlining possible
future directions.

2 Related Work

Compliance checking is related to semantic correctness, i.e., to comply with
imposed rules stemming from regulations, standards, and laws [8,10]. Most of the
approaches concerning compliance are focused on the orchestrated process [7],



Modeling and Monitoring Constraints for Non-conformant Choreographies 245
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Fig. 1. Timed commitment element Fig. 2. Connection points

while in this paper the focus is shifted toward the choreography protocol. Yet,
in this case, the study on methods to verify the compliance of choreographed
protocols have been usually investigated considering the structure of the process,
i.e., the control flow [5], while less attention is paid to the business constraints
that predicates on elements that are related to the process model but where
the process model alone is enough to define them. Examples of these business
constraints are related to the time constraints [3] or security constraints [9].

About the modeling of business requirements, a survey of the proposed exten-
sions to address this issue using BPMN is introduced in [14]. Among others, the
approach in [4] supports designers in modeling temporal requirements directly
within BPMN workflows. Yet, [1] introduces a framework for integrating non-
functional requirements (NFRs) into business process models, adapting method-
ologies typically seen in software engineering for use within business process
improvement contexts. As a peculiar aspect of our work, we rely on a formal
element, i.e., commitment [12,13] initially introduced in the agent-based sys-
tems literature, to express these requirements and, in particular, on a variant
proposed in [11] to also capture time dimensions.

3 Timed Commitments

The characteristics of a timed commitment are described here using the notation
proposed in [2] that extends the classic notation of a commitment to also be able
to define the timeframe within which the commitment should hold.

A timed commitment represents an obligation between a debtor (who is
responsible for ensuring the fulfillment of the commitment) and a creditor (who
has an interest in the satisfaction of the commitment). Maintaining its original
graphic representation as proposed in [12], a commitment! is represented as a
rectangle with rounded borders (see Fig. 1) labeled with the name of the commit-
ment (e.g., C.). Within the commitment are specified two boolean expressions
that when evaluated true, indicate the antecedent, i.e., the condition to generate
the commitment, and the consequent, the condition that must apply to make
the commitment satisfied.

! For the sake of conciseness, from now on, we use the generic term “commitment” to
indicate a timed commitment.
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Compared to the original notation, the notation here adopted provides for:
(i) the presence of two connectors, one identifying the debtor and the other the
creditor, that can be attached to a BPMN choreography task to also indicate
the scopeBegin and scopeEnd of the commitment; (ii) the distinction between
goal commitment or persistent commitment.

Regarding the connector (see Fig.2), if the debtor (or creditor) side of the
connector is attached to (1) or (4), it indicates that participant A holds the role
of a debtor (or creditor) of the commitment. On the contrary, if the debtor (or
creditor) side of the connector is attached to @ or @ position, then participant B
will hold the debtor (or creditor) role. In addition to defining the role of involved
participants, the connector is also the tool with which it is possible to define the
time scope of the commitment concerning the structure of the choreographed
process. In fact, a connector associated with the debtor (or creditor) side to the
position @ or @ provides for the beginning (or the end) of the scope associated
with when the message is sent by the participant A (in case of (1)) or B (in case of
(3)). Conversely, a connector associated with the debtor (or credit) side to the (2)
or (4) position provides for the beginning (or end) of the scope when participant
A (in case of (4)) or B (in case of (2)) receives the message, respectively. In
this way, the activation state of a commitment, previously linked only to the
antecedent and consequent conditions, is now included within the scopeBegin
and scopeFEnd.

The introduction of the explicit scopeBegin and scopeEnd allow us to extend
the expressiveness of the commitments. In fact, in the original version, the
antecedent corresponds to a condition resulting in the generation of the commit-
ment, while the consequent states whether the commitment is satisfied or not
and upholds the dismission of the commitment. Conversely, a timed commit-
ment separates the lifetime of the commitment (corresponding to the interval
between scopeBegin to scopeEnd) from the time frame in which the commitment
should be verified, and this time frame depends on the type of commitment which
can be: a goal commitment (letter G is placed in the lower left position) or a
persistence commitment (with letter P). In the former case, assuming that the
antecedent has become true at any moment after the scopeBegin?, the conse-
quent is evaluated when the scopeEnd is reached. This behavior corresponds to
the case covered by the original commitment. In the latter case, the consequent
is constantly evaluated from when the antecedent is true to the scopeEnd.

4 Running Example

For a more comprehensive understanding of the utilization of timed commit-
ments, the BPMN Choreography in Fig.3 is used. This is related to a fish
shipping process performed by the Sea co., in collaboration with local and, if
required, long-distance couriers. Aligned with the definition provided in the pre-
vious section, the process diagram is enriched with three commitments:

2 It is worth noticing that it is not mandatory to specify the antecedent. If so, the
commitment considers the antecedent as evaluated as true.
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Fig. 3. Example of timed commitment in a BPMN Choreography diagram

— (C1: this commitment involves a single task, the scopeBegin is when the order
is received by the Sea co, and the scopeEnd when the confirmation is received
by the customer. The debtor is Sea Co. and the creditor is the customer. This
commitment maps the requirement of the customer to receive a confirmation
from the company in less than five days from when the order is sent. The
commitment is a goal commitment, thus the consequent is evaluated only at
the scopeEnd, i.e., the confirmation is sent. Finally, since any antecedent is
not defined, the commitment is considered active from the time in which the
order is received by the Sea co.

— (C5: this commitment extends to many tasks where the scopeBegin cor-
responds to the confirmation sent by Sea co. to the customer, while the
scopelind is when the customer receives the fish. Again, the debtor is Sea
Co. and the creditor is the customer. This commitment checks whether, dur-
ing the shipping, the temperature of the fish is maintained below 10°C. This
commitment is a persistent commitment, thus the consequent must be valid
from when the fish is ready (i.e., the antecedent) to when it is delivered to
the customer.

— (Cj5: this commitment ensures that for long-distance deliveries, the goods are
kept below a certain humidity threshold only when the travel implies an
oversea leg. Here, the debtor is the long-haul courier, and the creditor is
the local courier. Also in this case, due to the nature of the constraint, the
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comittment is a persiting one as the humidity threshold must be respects
along the whole scope.

Although the participants in the choreography have shared this collaboration
protocol and do everything to respect it, deviations from the expected behavior
may happen. For example, the customer, after sending the order, could send
an integration to that order. This often leads to discussions with Sea co. to
determine if the limit of 5 days for sending the confirmation must start from the
initial submission or the integration. In this paper, the objective is to provide a
modeling tool capable of capturing these non-conformances and monitoring the
execution of the protocol in accordance with these decisions in order to verify
compliance with the non-functional constraints expressed by the commitment.

5 Non-conformant Choreographed Processes with Timed
Commitments

5.1 Types of Non-conformance

Given a choreographed process, possible non-conformance can grouped into two
main categories: (i) deviations in the execution flow of the activities carried out,
and (ii) deviations in the number of instances of the messages exchanged.

The first case includes situations in which the interactions between the par-
ticipants do not respect the order dependencies indicated in the model. For
example, sending the shipping order by Sea co to the local courier only after Sea
co has sent the fish. This corresponds to a switch between the tasks Plan ship-
ping and first-mile delivery. This type of non-conformance often has a significant
impact on the feasibility of the whole process and could lead to deadlocks. In
this paper, this type of non-conformance is not taken into account, but it will
be the subject of analysis in future developments.

A second category of non-conformance, which is the one considered in this
work, concerns the cardinality of the messages exchanged: given a message
attached to a choreography task, although a regular execution implies that this
message is sent only once, more than one instances of this message may be
sent. Although this behavior violates the choreography protocol, there are cases
in which it can be tolerated. At the same time, the possible re-sending of the
message could, however, violate or, worse, make the interpretation of the com-
mitments ambiguous.

5.2 Timed Commitment Notation Extension

To model the accepted deviations in the number of instances of the messages
exchanged, we extend the semantics of the connection points that characterize
a timed commitment.

In particular, the connection point that defines the scopeBegin can be further
characterized by an icon that defines the behavior to be followed in case there
is a non-conformance due to a greater number of messages than what is defined
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Connection Point Types

Ignore Restart Any-Instance All-Instances

O 0 | ® | @

Fig. 4. Connection Point Types classification

in the choreography task. As shown in Fig. 4, we have four situations that have
been identified based on our experience and the analysis of common situations
in real business processes:

— Ignore: the commitment, generated when the first message associated with
the scopeBegin arrived, expects only one message. Any other messages are
simply ignored.

—  Restart: although the message associated with the scopeBegin has already
arrived, in case of a new message of the same type, the running commitment
is canceled and a new one is created according to the new message.

— any-instance: any instance of the message associated to the scopeBegin gen-
erates a new commitment instance. Concerning the previous cases, having
the possibility to have more than one commitment instance, it is fundamen-
tal to define how to evaluate the respect of the non-functional requirement
associated with the commitment. In the case of any-instance, we assume that
the receiving of the first message associated to the scopeEnd triggers the
cancellation of all the running instances. The commitment is satisfied if the
consequent for the regularly closed commitment is evaluated true.

— all-instances: as per the any-instance a new commitment is generated for each
upcoming message related to the scopeBegin. Conversely, the commitment is
evaluated only when all the scopeEnd messages associated to all the running
instances are received. Here, the commitment is considered satisfied if the
consequents of all the commitment instances are evaluated as true.

Referring to the previously introduced running example, Fig.5 shows the
use of the connection points. In particular, the commitment C; is defined as
restart. In this way, it becomes clear that a possible integration of the order
cancels the existing commitment and generates a new commitment. So the times
are recalculated starting from the sending of the new message. This solves the
ambiguity previously discussed in Sect. 4.

Otherwise, the commitment C5, which is of type ignore, is activated by send-
ing the first confirmation. This is to ensure the maintenance of the cold chain
starting from the fish prepared upon receipt of the first order. A possible second
order by the customer requires a new confirmation but this confirmation does
not cancel the commitment, and therefore not even the temperature monitoring
started previously.

Finally, considering Cs, if the local courier delivers the fish in batches to the
long-haul courier, each of them generates a new commitment (and therefore a
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Fig. 5. Running example enriched with connection points

new monitoring instance specific to that batch). Being of type all-instance, it is
expected that all fish will then be returned to a local courier and the constraint
on humidity will be respected for all deliveries.

It is worth noticing that the introduced connection points are related to
the beginning of the scope of the commitment, while the scope ending is still
represented in the usual way, i.e., with a generic circle. This is because the effect
in the evaluation of the commitment, which is actually also dependent on the
non-conformance, is already considered in the type of connection point in the
scopeBegin. Considering the any-instance or all-instance cases, the indication in
the scopeBegin of these cases also indicates the behavior to be taken in evaluating
the commitment at the scopeEnd.

It is worth mentioning that the multi-instance choreography tasks are not
yet fully considered in the approach, and their effect is under investigation.
This type of task has a significant influence on how the commitment is created.
Thus, this will be reflected in the way the non-conformances can occur. For
instance, the semantics associated with a commitment that starts from a single-
instance task and ends in a multi-instance one has not been considered yet. Also,
parallel multi-instance and sequential multi-instance tasks may require different
approaches.
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5.3 Extended Timed Commitment BPMN Compliant Metamodel

The Timed Commitment metamodel has been extended to integrate new con-
nection point types to enhance the model’s adaptability and flexibility. This
metamodel is fully compliant with the BPMN specification. In this way, the
proposed extension can be also accommodated in the BPMNI format.

Timed Commitmenl) BPMN Choreography Notation J
<<enumeration>> dentE: ’E—‘
CommitmentType antecedentExpr extends Xpression
Goal consequentExpr l ‘
Persistent ., . 1] 1
- [Commi ior [ ChoreographyTask |
<<’;numera_tr|on>> Commitment 1 0.1 ; S | MessageFlow |1,,2 0..1| ChoreographyTask
essageType + language: Strint
S + type: CommitmentType activeExpr 9uag 9 1 |+nam : String
Send ] 1 + body: Element - B
Received scopeBegin scopeEnd
<<enumeration>>
ConnectionPointType| ConnectionPoint ! ! «
* messageRef i "
Ignore + event: MessageType Participant (ChoreographyActivity |
Restart + type: ConnectionPointType + name: String € ——
Any-Instance
All-Instances

Fig. 6. Timed Commitment model with Connection Point Types

Notably, as illustrated in Fig.6, a new attribute named type, of type Con-
nectionPointType, has been added to the ConnectionPoint class. This type is an
enumeration that contains the introduced set of Connection Point types.

6 Monitoring Solution

In addition to the choreography model enriched with commitments, a monitor-
ing system has been designed to verify the satisfaction of these requirements.
To create a robust monitoring solution, which can cope with incomplete adher-
ence to the choreography protocol, the proposed system exploits the information
defined by the connection points to be able to continue in the monitoring phase
even in case of non-conformance with the protocol itself.

The proposed solution is totally distributed and partially transparent to the
systems that are in charge of the execution of the processes on the participant
side and is composed of two main elements:

Commitment Supervisor (a.k.a. supervisor): Component capable of manag-
ing the life cycle of a commitment. For each commitment present in the model,
the instantiation of a supervisor connected to it is provided for the period relat-
ing to the scope of the commitment.

Participant Process Sidecar (a.k.a. sidecar): Component that mediates
between the internal process of a participant and the commitment supervisor.

Figure 7 shows on the right how these elements are used in the proposed
solution referring to a generic scenario reported on the left. First of all, the
sidecar processes are assumed to be able to intercept all the messages exchanged
by the parties. This is a basic assumption that limits the transparency of the
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Fig. 7. Interaction between sidecar processes, supervisor commitment, and commit-
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proposed method but it should be not so difficult to satisfy. Depending on the
role of the message in the commitment life cycle, the sidecar process can decide,
in addition to forwarding the message to the final destination, to interact with
the supervisor. As shown in the figure, the scope of the commitment C' starts
when the message X is received by B and ends when the message Y is sent by
B. Conversely, the message Z does not have any role.

On this basis, the sidecar process of B realizes, when receiving X, that the
commitment has to start. Thus, it instantiates the supervisor and informs it
about the scopeBegin which, in turn, will instantiate the commitment. While the
commitment is active, the commitment is properly configured [2,11] to obtain
the data required to evaluate the conditions defined. Finally, when B sends the
message Y, the sidecar process of B reacts by sending the scopeEnd command to
the supervisor, which causes the termination of the commitment. Conversely, the
sidecar process of A does not react because the connector of the commitment is
not related to the receiving of the message by A, thus the sidecar simply forwards
the message to A. Finally, being the message Z not related to the commitment,
it does not imply any action of any of the sidecars.

While the supervisor is closely linked to the concept of commitment and
is therefore independent of the process, sidecars are automatically generated
starting from the choreography model. As discussed in the next paragraphs, the
generation of the sidecars takes into account the type of connection point as the
reaction of the sidecar process depends on the semantics of the connection point.

6.1 Commitment Supervisor

Before describing the characteristics of the commitment supervisor it is useful
to recall the life cycle of a commitment. As shown in Fig.8, given a commit-
ment included in a choreography, at the time of its instantiation it passes into a
state of conditional. The commitment remains in this state until the antecedent
expression is true, changing the state to detached, either it is brought to the
terminated state if the commitment is cancelled or the scopeEnd is reached. In
the detached state, depending on the nature of the commitment, i.e., persistent
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or goal, the state can be moved to wviolated if the consequent is violated at least
once during the time scope (for the persistence case) or when the scopeFEnd is
reached the consequent is false (for the goal case). On the contrary, the com-
mitment ends in a state of satisfied if the consequent is true when the scopeEnd
is reached. Finally, regardless of whether the commitment is in a conditional
or detached state, any suspension requests bring the commitment to a pending
state from which it is possible to return to the previous state with a reactivate
event. Likewise, the commitment could also be released and therefore its status
brought into terminated without any verification of its satisfaction or violation.

Based on this state machine, the supervisor has the role of obtaining from
sidecar processes information about sending or receiving messages that define
the scopeBegin and scopeEnd. In addition, the information that can always be
obtained from messages or artifacts allows you to obtain the data necessary to
process the various conditions expressed in the antecedent and consequent, to
evaluate the satisfaction or violation of the commitment.

This behavior is summarized in the diagram of Fig.9. Once a supervisor is
created, it directly moves to a monitoring state, therefore listening to the mes-
sages exchanged between the parties. Not all messages are relevant, but only
those that define the scopeBegin and the scopeEnd and the messages that con-
tain information useful for evaluating the conditions expressed. While for the
messages of the first type, the proposed solution obtains information directly
from the choreography model, for the messages of the second type the configu-
ration is still manual and it is part of the future development the definition of a
mechanism that is able to obtain them from the model.

The evaluating state represents the capability of the supervisor, once a rele-
vant message is captured in the monitoring state, to determine to which extent
the managed commitment is affected. In particular, the commitment can be
involved in two main ways:

— the message contains data relevant for the evaluation of the antecedent and
consequent. Thus, the commitment reacts by changing, if requested, the cur-
rent state accordingly (e.g., if the antecedent becomes true then the commit-
ment moves from a conditional to a detached state). At the same time, the
supervisor goes back to the monitoring state to analyze the next messages.
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— the message contains data concerning the need to create a new commitment
instance, i.e., when the received message is associated with the scopeBegin, or
the need to terminate a commitment, i.e., when the received message is associ-
ated to the scopeEnd. In addition, the supervisor could also receive messages
not included in the choreography model. These are out-of-bound messages
that can be raised by the participants to suspend or reactivate the monitor-
ing, or to force the termination of the process via a release to a cancel. These
out-of-bound messages can be also related to cases in which the scopeFEnd of a
commitment cannot be reached because the executed branch does not involve
the execution of the tasks determining the end of the commitment scope?.

The second type of message is not represented in the choreography model but
it can be used by the participants, during the execution of the choreography, to
manage some particular situations that could require forcing the behavior of
the commitment. Generally speaking, these messages are the starting point for
extending the capabilities of the monitoring system to deal also with other non-
conformances that are not related to the process but to the commitment itself,
thus in addition to the cases discussed in Sect. 5.1. For instance, the participants
can agree — at run-time — that a commitment that has been indicated in the
model does not apply to the specific case. Thus it is reasonable to terminate.
Similarly, due to some external events, the participants can decide to stop mon-
itoring the temperature of the fish if the transport occurs during freezing days
to save energy for the sensors used to capture this data.

6.2 Sidecar Process

The sidecar process has a central role in managing the behavior of the monitor-
ing system in case of non-conformance. As discussed above, the sidecar process
is generated automatically considering the connection point used to represent
the commitment and the messages identifying the scopeEnd and scopeBegin. On
this basis, it is possible to derive the behavior of the sidecar processes in the four
considered cases as represented in Fig. 10. Each case is reported with an example
of commitment usage in a hypothetical choreography, the sidecar process asso-
ciated with the debtor, i.e., process B, and the sidecar process associated with
the creditor, i.e., process A.

As shown the sidecar processes are assumed to automatically start when the
main processes start. Moreover, these processes are configured to listen to the
messages® that are connected to the scopeBegin and scopeEnd and when they
arrive, a message containing the instruction is sent to the supervisor which will

3 For the sake of simplicity, commitments of type types (e.g., connecting first-mile
delivery that is always executed, with long-distance delivery which execution could
be optional) are not discussed in the paper but they are fully supported by the
mentioned out-of-bound messages.

4 To better focus on the meaningful aspects of the proposed approach, the processes do
not represent the portion of the flow that intercepts and forwards the non-relevant
messages as discussed in Fig. 7.
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act accordingly. The same processes are valid also in case the scope starts or ends
with the sending of a message (while in the provided examples are not connected
to the receiving). In fact, although it is relevant to react when, for instance A,
sends the message X, from a sidecar perspective this will be mapped with e
received event as it corresponds to the interception of the message while moving
towards B. Moreover, all the sidecar processes have a concurrent branch used
to manage situations in which the process ends even if the commitment is still
active. This is possible, as mentioned above, because there could be process exe-
cution traces that do not ensure that the task related to the scopeEnd is reached.
In this case, the commitment is simply terminated without any evaluation.
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Fig. 10. Sidecar processes related to the considered non-conformities

Entering in detail, it is possible to notice the different behaviors in the four
cases. Notably, in the ignore the first time X is received, the supervisor of the
considered commitment is created and informed about the need to create an
instance of the commit (this is a portion in common with all the other situations).
Then, the sidecar process B will ignore any other messages X. Conversely, the
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sidecar process of A will wait for Y to arrive and, if so, inform the supervisor
that the commitment should be closed.

In the restart case, after receiving the first message X, B is allowed to manage
additional messages of the same type. If this happens, the sidecar will inform the
supervisor to cancel the current instance of the commitment and create a new
one, thus restarting the obligation. On the other side, the sidecar of A remains
the same as before.

In the any-instance and all-instance cases the behavior of sidecar B is the
same, i.e., when a second X is received a new scopeBegin message is sent to the
supervisor to indicate that a new instance of the commitment must be created.
Conversely, the behavior is different for the A sidecar. In fact, in the any-instance
case, it is enough to receive one Y message to close all the commitments, while
in the all-instance case, each X message should be followed by the same number
of Y messages to allow the correct closing of all the commitment. The need to
check the consistency between the number of scopeEnd and scopeBegin, as well
as, the possibility to close the commitment with a single scopeEnd is not evident
in the sidecar processes as it is a task for the supervisor that, once created, it is
informed about the policy to follow in managing this situation.

For the all-instance case, it is worth highlighting that the supervisor and the
sidecars are not in charge of deciding whether the commitment is satisfied or
not. In fact, after closing all the commitments some of them might be evaluated
as violated and some others as satisfied. Thus, at the system level, it remains
unclear the final decision. For this reason, we assume (although it is not yet
integrated into the proposed notation) that the modeler will define which is the
decision policy in these cases as it is definitely domain-dependent.

7 Validation

A software solution able to implement the discussed monitoring systems has
been developed and it is currently available on a public code repository®.

The monitoring platform assumes that one of the participants in the chore-
ography has deployed their process within a BPMS. In the same BPMS, a set
of sidecar processes related to the commitments for which the process is either
debtor or creditor are also deployed. Figure 11 illustrates the situation of Sea co.
which is involved in the commitments C'1 and C2.

Sidecar processes are subscribers of messages from external participants for
whom they are creditors or debtors. This allows the evolution of these side-
car processes according to the respective logic defined in Fig. 10, which may also
require interaction with the Commitment Supervisor which has been offered as a
container exposing a REST service. This permits a simple deployment in different
environments. Being the supervisor associated with a commitment, depending
on the agreement between the debtor and the creditor, as well as the techni-
cal aspects related to where the data needed to evaluate the expressions in the

5 https://github.com /ISGroup-Polimi/choreo-timed-commitment.
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Fig. 11. Overall architecture of the monitoring platform

commitment, few assumptions can be made concerning which location and plat-
form will host the supervisor. The API interface of the supervisor offers all the
methods to map the events reported in the state machine in Fig. 9 as well as the
request for information about the number of managed commitment instances,
their current status, and other management operations.

For validation purposes, these processes have been deployed and tested on
Camunda, although any BPMS can be used for this purpose. It might be also
possible, that no BPMS is used but, on the contrary, ad hoc implementation of
the provided sidecar processes models is developed. Using the reference example
adopted in this paper, we simulate the execution of the process involving the
different participants by introducing the considered non-conformances to check
whether the behavior of the overall system is able to continuously monitor the
execution of the commitments.

8 Concluding Remarks

This paper presented an approach for modeling business requirements using
timed commitments that can be inserted directly into a BPMN choreography
model. The particularity of the approach also lies in the possibility of defining
the behavior of the monitoring system in case of non-conformance, starting from
instructions inserted directly in the model. The approach was implemented with
a distributed application solution based on containerized services for supervising
commitments and orchestrating processes capable of handling non-conformance.

Future work, as also described in the paper, will focus mainly on the possibil-
ity of managing further types of non-conformances related not only to messages
but also to the availability of data useful for evaluating commitments. Other
aspects that require necessary in-depth studies concern the possibility and meth-
ods of collecting the data necessary to evaluate the expressions of the antecedent
and the consequent of the commitments. A deployment that gives visibility of
all the information necessary for the correct evolution of the commitment state
machines is also subject for future studies.
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Abstract. Process models play a key role in business process man-
agement. While control flow aspects are well understood, data aspects
received less attention. In process models, data is commonly represented
by data objects, and data object states are employed as abstractions
from concrete properties of data objects. However, there is little agree-
ment on how those states can actually be defined. This paper proposes a
framework for the definition of data object states. The framework gener-
alizes and consolidates the dimensions that make up data object states in
related work. It supports concurrent states to capture different perspec-
tives on a given object. The work is evaluated by (i) mapping the state
definitions of existing approaches to the framework to demonstrate its
unifying nature, and (ii) a prototypical implementation based on decision
tables showcasing the applicability of the framework.

Keywords: Data in Business Processes - Process Modeling -
Object-centric Processes + Data Object States -+ Concurrent States

1 Introduction

Business process management supports organizations in managing business pro-
cesses along their entire lifecycle [28]. Business process models are a core concept
to represent relevant activities, events, participants, and data. Traditionally, the
main focus has been on the control flow, i.e., the ordering of activities and
events [15]. Data is tightly coupled to the process execution, since data avail-
ability serves as a precondition for activities which manipulate data. To provide
a glue between process and data, various process modeling approaches agree on
the concept of data objects, serving as an abstraction for the real-world business
objects involved in processes [14,18,23|. Further, to capture the evolving nature
of business objects, the notion of data object states is employed. Especially in
the light of the currently emerging object-centric paradigm, where a system is
described as the interaction of different objects with individual behavior, these
concepts have become more prevalent [7].

While many approaches rely on data objects and states, their perspective on
an object’s state varies significantly, resulting in different dimensions contribut-
ing to object state definitions. Some works propose state definitions as logical
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formulae based solely on an object’s attribute values [8,21]. Other approaches
suggest additional factors influencing an object’s current state, namely its links
to other objects and the history of activities and events interacting with the
object [5,7,23]. Since concurrent branches of a given process may operate on the
same data object, a notion of concurrency in state definitions is discussed [23].
In summary, all these approaches share a common concept, data object states,
though their interpretations of the concept differ significantly. Therefore, this
paper explores the following research question: (1) What are the properties that
define the state of a data object in current modeling approaches, and how does
each approach cover them? Based thereon, assuming there are overlaps between
these approaches that allow to relate them, we investigate (2) whether these
properties can be integrated into a unified definition of data object states, aim-
ing to establish a starting point for the comparability of the approaches.

To address these research questions, we analyze existing literature to identify
the dimensions constituting data object state definitions and introduce a formal
definition that captures all these dimensions. Thereby, we lay the foundation for
future endeavors to derive general analysis methods on state definitions across
different approaches. The approach is evaluated by mapping the state defini-
tions of a selection of the analyzed approaches to the unified definition and a
prototypical implementation showcasing its technical feasibility.

The remainder of the paper is structured as follows: In Sect.2, we moti-
vate the dimensions constituting data object states in related work alongside an
example process. Based thereon, we analyze process modeling approaches that
support data objects regarding their coverage of the identified dimensions in
Sect. 3. Afterward, Sect.4 details the formalization of our unified data object
state definition. Section 5 then presents a two-fold evaluation of that definition
before Sect. 6 discusses and concludes the paper.

2 Motivation

Using data objects and their states as an abstraction of concrete data is a com-
mon concept in business process modeling. In the following, we analyze existing
process modeling approaches regarding the dimensions constituting an object’s
state. These dimensions will be illustrated by an order-to-cash (O2C) process.
In the O2C process, the following classes of objects are involved: order, item,
inwvoice, and payment. Their structure, i.e., attributes, and associations are rep-
resented in a UML class diagram [19] shown in Fig. 1.

ltem Order Invoice Payment
+id: UUID 0. +id: UUID L ) +id: UUID ! g +id: UUID
+ name: String + total: Currency © | + content: String | + receivedAt: Date
+ price: Currency + deliveryDate: Date + sentAt: Date + amount: Currency

Fig. 1. UML class diagram of the data object types in the order-to-cash process.
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Data models define the domain for the first dimension constituting an object’s
state: constraints on the attribute values of an object at runtime [2,8,13,14,21].
In the simplest form, e.g., for an order to be in state wvalid, its total attribute
must have a value greater than 0. Such a state definition can then be evaluated
on concrete objects at runtime. To visualize that, a database snapshot including

a set of objects that have been created during an execution of the O2C process
is shown in Fig. 2. Since the order O1 has a total of 150, it is in state valid.

11:ltem 0O1:Order In1:Invoice
id=P1 id = 01 id=11
name = Prod A total = 150.00 content=".."
price = 85.00 deliveryDate = 2024-11-15 sentAt: 2024-11-08

[

12:ltem Pay1:Payment
id = P2 id = Pay1
name = Prod B receivedAt = 2024-11-13
price = 65.00 amount = 150.00

Fig. 2. UML object diagram showing an order O1 and its related objects.

This also allows us to observe a second dimension relevant to data object
states. Data objects are not processed in isolation, but typically have dependen-
cies on each other, represented as associations in the class diagram and links in
the object diagram. Links, often captured using foreign key attributes, indicate
that these objects are related. Therefore, state definitions in related work include
conditions on the existence of links to objects of other classes, and potentially the
properties or state of these linked objects as well [5-7,14]. In the O2C process,
a linked invoice object might be required for an order to be in state invoiced.

Table 1. Tabular view of the event log in the information system leading to the
database snapshot in Fig. 2.

Event ID/Event Type Related Objects
el Create and send invoice|2024-11-08 05:00/01, Inl

Timestamp

e2 Manufacture items 2024-11-13 09:00(01, I1, 12

e3 Receive payment 2024-11-13 14:00Pay1

ed Deliver order 2024-11-15 14:00(01, I1, 12

eb Process payment 2024-11-16 11:00/Pay1, O1, Inl

Data objects change over time. In an information system, this can be cap-
tured through the events that interact with an object by, e.g., reading its con-
tents, manipulating its attribute values or linking it to another object. A data
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object’s event history constitutes the third dimension employed in related work
to define its state [1,4,5,16,23]. Approaches vary in the depth of events con-
sidered, ranging from only the last related event to the entire event history. In
the O2C process, an order being in state archived might depend on an event
Archive order to have occurred. We assume for every event to have a unique
identifier, belong to an event type, have a timestamp, and specify the objects it
interacts with. For example, a selection of events for the O2C process is depicted
in Table 1.

In summary, we identify three dimensions in related work that can determine
a data object’s state: the current attribute values, its links to other objects and
their respective states, and the history of event occurrences.

In an organization, multiple processes or concurrent branches in the same
process may operate on an overlapping set of objects simultaneously. For exam-
ple, in the O2C process, procuring and delivering items may happen concurrently
to invoicing and payment, as shown in the BPMN process model in Fig. 3. Both
concurrent branches process the same order. To track progress, they use states
for the order that are only relevant in the context of their respective branch. For
example, procuring the ordered items does not depend on whether an invoice
has been sent yet. This leads to the observation that a given data object might
be in several states at the same time, depending on the perspective it is viewed
from, as discussed in [13,21,23].

Ord Ord
Order Item Order Order [V;":]r [arc:we;d]
Order cancelled [valid] [manufactured] [ready] [sent]
Order : - : :
[invalid] =\ \/ A\ Y :
~ [ )
canScZTI:tion Mar}ttéf;csture Deliver order Archive order

~———

No Payment received

Order received

[~

Create and Process
send invoice payment
Valid order? ’

57 0D BAn

Order Order Invoice Order Payment Invoice Ort?gr
[valid | invalid] [valid]  [sent] [invoiced] [paid] [paid]

Order processed

Fig. 3. Simplified BPMN process model of the order-to-cash process, where payment
processing and item dispatching occur concurrently. Both require the order to be in
specific states (e.g., paid and sent), highlighting the need for concurrent states. Note
that the data object visualizations do not follow standard BPMN semantics but are
mainly used for visualization purposes.
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This complex state behavior as well as the fundamental dimensions consti-
tuting a data object’s state have yet to be brought together. Existing approaches
are silos with widely differing state definitions that currently cannot be related
to each other. However, data objects and their states are the basis for harmo-
nizing process and data flow. Therefore, this paper aims to introduce a unifying
framework as a first step towards bridging these silos and enabling comparability
between approaches. To be compatible with existing approaches, it must cover
all identified dimensions, namely (i) attribute values, (ii) object links, and (iii)
objects’ event history, and (iv) permit overlapping state definitions to capture
concurrent processing of objects.

3 Data Object States in Related Work

The previous section introduces the dimensions constituting data object state
definitions in related approaches. To address research question (1), this section
provides an overview of the reviewed literature and the dimensions covered by
each approach. A summary of the analysis can be found in Table 2.

For the analysis, we only consider approaches that support an explicit rep-
resentation of data objects in different states. For each approach, we evaluate
which of the identified dimensions in Sect.2 explicitly contributes to defining
data object states. If an approach can capture a dimension in general, but the
employed state definitions do not allow for constraints on that dimension, it
will be classified as not explicit, and hence, as not supported. Full support for
attribute values implies that a state definition may include constraints on one
or more attribute values. Object links are partially supported if an object state
may depend on the existence of one or multiple linked objects. For full support,
additional constraints on the linked objects’ state must be allowed. The event his-
tory dimension is fully supported if states may depend on a sequence of occurred
events, while partial support indicates restrictions on these dependencies, e.g.,
by only allowing the last event to be considered.

Many process modeling approaches follow a multi-model paradigm to rep-
resent different perspectives: A data model describes the structure of relevant
objects, their attributes, and their relationships, a lifecycle model per class rep-
resents the internal behavior of its objects, and an inter-object behavior model
specifies the interaction between objects of different classes. Examples of this
kind of framework are MERODE [23,24], BAUML [4], and fragment-based case
management (fCM) [12]. While all of these approaches capture attribute values
and object links, a state in their lifecycle models depends solely on the his-
tory of events it interacted with and neither on attribute values nor on object
links. Of this selection, only MERODE provides a means for an object to be in
multiple states at the same time, using hierarchical state charts [10]. PHILhar-
monicFlows [14] uses similar model types. However, instead of occurred events,
object states primarily depend on attributes values, specified as stages within
the state of an object’s lifecycle, and on other objects being in a specific state, as
defined in a so-called coordination process. Concurrent states are not supported.
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Table 2. Comparison of process modeling approaches including a data representation
regarding the dimensions constituting a data object’s state. v' indicates full support,
~ is used for partial support, and — for no support.

Attr. Values/Object LinksEvent History|Concur. States
MERODE |[23] — - v v
PHILharmonicFlows [14] v v ~ -
BAUML [4] — — v —
fCM [12] - — v -
GSM [13] v ~ v v
OCPN [1] — ~ v v
Synchronous Proclets [6] — ~ v v
OPID [7] — ~ v v
ISML [22] - ~ v v
DB-nets [17] v ~ v v
OC-DCR [5] - v v v
Pérez-Alvarez et al. [21] v ~ — v
Gomez-Lopez et al. [§] v ~ - —
Meyer et al. [16] — — v -
Bano et al. [2] v ~ - -
BPMN [18], UML AD [19]  — - ~ -

Artifact-centric modeling approaches follow a similar multi-model structure.
Instead of an overarching data model, each artifact consists of an information
model next to its lifecycle, describing its data structure [26]. A representative
of this kind of framework is the Guard-Stage-Milestone (GSM) approach [13],
where an object’s state is dependent on its attribute values, including foreign
keys to check the existence of related objects, and occurred events. Since the
lifecycles are divided into stages that can be processed concurrently, an object
can be in multiple states simultaneously.

Another perspective on the state of an object can be found in a number of
recent Petri net-based object-centric process modeling approaches, prominently
OCPNs [1], OPIDs [7], and synchronous proclets [6]. A Petri net is composed
of places that can hold tokens and transitions that consume tokens from incom-
ing places and produce tokens to outgoing places. In those approaches, each
place references an object type and, thus, can hold objects as tokens. The place
specifies the state in which an object may be. Hence, the state of an object
depends primarily on the transitions it interacted with. In addition, transitions
may require tokens of different types, whereby a notion of object relations is
employed. Since there may be multiple tokens carrying the same object’s ID on
different places, concurrent states are supported. ISML [22] builds on Petri nets
with identifiers (PNIDs) [11] and introduces persistence by linking transitions to
abstract transactions on an information model that supports entity types and
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relations, but not attributes. DB-nets [17] are a data-aware approach connecting
Petri nets to a persistence layer by assigning data update actions to transitions
and introducing additional view places defined as queries on the data model, i.e.,
attribute values and link existence.

Christfort et al. introduce an object-centric extension to DCR graphs [5],
where objects can be explicitly modeled, including states relying on occurred
events and dependencies on other objects’ states.

Activity-centric modeling languages such as BPMN 2.0 [18] and UML activity
diagrams (AD) [19] also support the notion of data objects with states. Consid-
ering these model types in isolation, the state solely depends on executed activi-
ties. However, both can be combined with other model types to cover additional
aspects in their state definition, as demonstrated by MERODE (BPMN) [24]
and BAUML (UML AD) [4].

Based on BPMN process models, Pérez-Alvarez et al. use a supplementary
data model to define the structure of data objects and propose a domain-specific
language (DSL) for state definitions based on object attributes [21]. As a means
of verification, they investigate the relations between state definitions resulting
from their approach, which may be disjoint, overlapping, or hierarchical. Another
DSL has been presented by Goémez-Lopez et al., where attributes, including
foreign keys to capture object relations, form the basis for state definitions |8].

Instead of defining data object states manually, their automated derivation
from different sources has been investigated. Meyer et al. analyze activity labels
of process models to derive the objects and their states [16]. Since no additional
data model is utilized, the states depend solely on the control flow. Based on
attribute manipulations observed from an event log, Bano et al. enrich discovered
process models with data objects and their behavior [2].

This overview of existing approaches shows that the concept of data object
states is widely used. Its main purpose is to discretize properties an object must
fulfill to enable the next process steps. However, there is no agreement on the
constituents of such a state definition, as existing works cover different sub-
sets of dimensions. To bridge these perspectives, this paper presents a unifying
framework for defining data object states based on the identified dimensions.

4 State Definition

As elaborated in the prior sections, data object states can be based on (i)
attribute values, (ii) object links, and (iii) the object’s event history. Addi-
tionally, (iv) an object may be in multiple states concurrently. Based on these
requirements, this section provides a unifying definition of data object states.

First, a deeper understanding of the relationship between potentially concur-
rent data object states is required. If concurrent processes operate on the same
object, they need individual perspectives on its state. Hence, the same object
can be in different states at the same time. This can be realized by constraints
that are evaluated on the object’s properties independently. As a result, these
state definitions can be overlapping or even hierarchically structured.
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Hierarchical states can be observed wherever the constraints defined in one
state definition are fully contained by the constraints of another state definition.
In the O2C example discussed earlier, the wvalid state for orders is of a very
general nature, defining the validity of an order based on its total attribute
being greater than 0. Other states, such as invoiced, require at least the same
constraints to be fulfilled while adding further conditions such as a sent invoice.
Therefore, invoiced is a sub-state of wvalid, creating a hierarchy of states. This
means, an order in state invoiced is also always in state wvalid.

With partially overlapping constraints in different state definitions, data
objects can be in either combination of these states at the same time. Con-
sider again the state invoiced of an order, which depends on the existence of
a linked invoice object. Another state, sent, solely depends on the occurrence
of a Deliver order event for the same order. Since these two definitions do not
exclude each other, the same order can be in both states at the same time if both
conditions are fulfilled. If only one constraint is met, it is only in the respective
state.

Based on these considerations, we introduce a formalization allowing for over-
lapping state definitions while also covering all identified dimensions. In order to
do so, we first need to define the environment in which objects’ state definitions
are interpreted, which we call a system model:

Definition 1 (System Model). Let A be the set of attributes, where each
a € A has a name and a data type dom(a), ET be the set of event types, and
C be the set of data classes. A system model is a tuple M = (ET,C), where
each class ¢ = (id, Az, Z.) € C is a tuple of an identifier id, a set of the class’s
attributes A. C A, and the states Z. that an object of the class can assume.

To evaluate a data object’s state in the context of a system model, a snapshot
of a system at a certain point in time is required. We call that a system instance:

Definition 2 (System Instance). Let Iy be the set of all system instances of
a system model M = (ET,C), such that each system instance i € Iy is defined
as a tuple i = (O, L, E,ts;) consisting of:

— a set of objects O where each object o € O is defined as a tuple o = (id,c, V)
being identified through an id, belonging to an object class ¢ = (id., A, Z.) €
C, and having a set of attribute values V : A, — dom(A.),

— an irreflexive relation of links between objects L C O x O,

— an event history E where each event e € E is defined as a tuple e =
(ts,et,O) with a unique time stamp ts so the event history is totally ordered,
an event type et € E'T, and a set of related objects O, C O, and

— a timestamp of the system instance ts; s.t. Ve € E : e.ts < ts;.

Note that we assume unique timestamps per event, i.e., that no two events
occur at the exact same time, and that multiple links between the same two
objects are consolidated in a single link. An example for a system instance can
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be found in Sect. 2. Figure2 describes the objects and links, while Table 1 lists
the occurred events.

As explained, an object can be in multiple states simultaneously, if it is
processed by multiple processes concurrently. To capture these concurrent states,
we formalize data object state definitions as individual functions f,;; € F. for
each state z € Z. of class ¢ € C. These states can be evaluated independently.
An object 0 € O, is in state z iff the state function f,[;) evaluates to true.

Definition 3 (Data Object State Definition). A data object state z € Z.
for a class ¢ € C in a system model M = (ET,C) is defined by the function
felz) : I X O — Boolean. The function describes the conditions an object o €
O, has to satisfy to be in state z given a system instance i € Ty of system model
M as a first-order logic expression. F,. denotes the set of all state definitions for
class c.

Since the above definition is very generic, the following paragraphs show its
application to the three dimensions according to the O2C process.

The first dimension covers conditions on the attributes of the specific class.
In the motivating example, the valid state of the order class can be specified
based solely on its total attribute, such that fo,qervatid)(,0) := o.total > 0.

The scope of influence on an object’s state extends beyond the object itself.
For example, the existence of a payment associated with an invoice affects its
state through the object link: once a payment is received, the invoice is settled,
transitioning it to state paid. Note that this interdependence becomes evident
only when considering object links. The following support functions are defined
to facilitate presentation.

l(i,01,092) := (01,02) € i.LV (02,01) € i.L
rL(i,c,0) :={o; € 1.0 | 1(i,0,0) A oj.c = ¢}

The function (7, 01, 02) checks whether a link exists between two objects 01
and og in a given system instance i. Utilizing that, rL(, ¢, 0) returns the set of
objects of class ¢ with which a given object o has a link in system instance i. Now
we can express the desired constraint that an invoice is in state paid iff it is linked
to exactly one payment: finyoicepaid) (i, 0) := [{p € rL(i, payment,0)}| = 1.

In the O2C process, the state of an order changes to paid when its associated
invoice is in state paid. Hence, the state depends not only on the object link but
also on the state of the related object. To model this, a helper function s(i, z, 0)
is introduced, which verifies whether a given object o satisfies a specific state z
by evaluating the corresponding state definition for that object in the current
system instance i, such that s(i,z,0) 1= f,.[.)(4,0) = true. Using this helper
function, the state paid for the order class can be specified as fo,der(paid) (i, 0) 1=
{o1 € rL(i,invoice, o) | s(i, paid, 0;) = true}| = 1.

Besides the data, events can also influence the state of a data object. For
example, Archive order is an activity that documents an administrative step in
which the order is printed and stored. This operation does not directly affect the
attributes of the order object or influence object links. Instead, an order is in
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state archived as soon as an event e of type e.et = “Archive order” occurs which
interacts with the respective order data object, such that forger(archived)(?,0) =
Jde€i.F:o¢€e.O,Ne.et =“Archive order”.

5 Evaluation

To evaluate the framework introduced, we show how different existing modeling
approaches can be compared with respect to their definitions of data states before
reporting on a prototypical implementation of the framework.

5.1 Evaluation of Unification

This section discusses the unifying nature of the framework by mapping a selec-
tion of analyzed approaches from Sect. 3 to the state definition and showing how
those approaches can be compared to each other. First, a mapping to object-
centric Petri nets with identifiers (OPIDs) [7] is presented formally. Thereafter,
we provide the intuition for mapping two additional approaches based on the
02C process introduced in Sect. 2. The selected approaches, MERODE [23] and
PHILharmonicFlows [14], support a mostly disjoint set of dimensions for their
state definitions, whereby in total all four dimensions are covered (cf. Table 2).

Figure4 shows an OPID as representative for Petri net-based modeling
approaches. Places have a data type, called color, and may hold tokens to cap-
ture the state of the net. Each token is assigned an identifier representing an
object. Hence, the token distribution for one identifier determines the state of
the according object. The color of a place may involve multiple object types, sig-
naling that only tokens holding tuples of the respective object types are allowed
on that place. For example, in Fig.4, tokens in yellow places represent orders
while those in orange places refer to Order x Item links. Double-lined arcs indi-
cate variable flows that can carry multiple tokens at once.

We simplify the definition of OPIDs by Gianola et al. [7] as follows. Let A
be a set of activities, OT be the set of object types, and C be the set of colors
consisting of all ot; x - -- X ot,, such that m > 1 and ot; € OT for all 1 <i < m.

Definition 4 (OPID). An object-centric Petri net with identifiers is defined as
a tuple N = (P,T,OT, color, label, F) consisting of:

—  finite sets of places P and transitions T with PNT = 0,
— a function color: P — C assigning each place a color,

- a function label : T — AU {7} labeling all transitions, and
- a flow relation F C (P x T)U (T x P).

To access the preceding and succeeding transitions of a given place, respec-
tively, the functions ep = {t | (t,p) € F'} and pe = {¢ | (p,t) € F'} are used.

Based on this formalization, OPIDs are mapped to the state definition pre-
sented in this paper. Given an OPID N = (P, T, OT, color, label, F'), we derive
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a system model M = (ET,C) with a set of event types ET = A correspond-
ing to the set of transition labels and a set of classes C containing an element
¢ € C for each ot € OT, such that ¢ = (ot, A, Z.). Since OPIDs do not support
attributes, for every class ¢ € C, the set of attributes A, is empty.

up .
P P Item L
[manufactured]

ord Manufacture | ° ° Deliver |o o Archive |o
. r gr | > —> —> —> >
finvalid] items order order
* + Order[ready] 74 Order[sent] + Order[archived]
o 0 <o,P> Zo0,P> o
Invalidate Order Order[paid]
order | [valid] Order x Item

0
0? ?o %ger[invoiced] 0?
o

v )
Receive | 2 o Validate |° Createand | ¥ i Process !
B —> > = = ‘ '
order order send invoice payment
Order[received] Order[valid] InvoiCE[seV Invoice[paid]
<o0,i> <0,i>

Order x Invoice

Fig. 4. O2C example in Fig. 3 modeled as an OPID. The color of a place indicates its
data type: Order (yellow), Item (red), Invoice (blue), and object links Order x Item
(orange) and Order X Invoice (green).

Before we can introduce the set of states Z., the definition of a system
instance i € Z); is required. According to Definition 2, a set of objects O, links
L, events F, and the timestamp ts; are required. O is the set of tokens in places
whose color is a single object type, each represented as a tuple (id,c,0) € O,
where id is its identifier, ¢ its object type, and () the empty set of attribute values.
L is the set of tokens in places whose color comprises exactly two object types.
This interpretation is limited to binary links. However, arbitrary n-ary (n > 3)
links can simply be refactored to binary links using association classes. For E,
we assume that the trace leading to the current state is available, including the
transition bindings. If timestamps are not available, we use logical timestamps
that preserve event ordering.

The state of an individual object depends on which places hold a token with
the respective object identifier. Hence, if we encode each place into a state, we
can capture the overall state. To do so, we create a separate state definition for
each place p € P. We differentiate between places whose color comprises either
one or two object types, as will be discussed below.

For any place p € P where |color(p)| = 1, we consider an object o to be in
state c[p] iff there is an occurrence of any directly preceding transition of p that
is not eventually followed by any directly succeeding transition of p. Formally:



270 M. Koénig et al.

fepp)(i,0) == 3(ts,et, O;) € i.E: 0 € Oc Aet € J,¢,,1abel(t) A
Ats',et',0,) €i.E: o€ O Net' € e, 1abel(t) A
et’ & U, coplabel(t) Ats < ts'

To visualize this definition, consider place Orderfready/ in Fig.4. In a given
system instance, we would look for an occurrence of Manufacture items that
is not eventually followed by Deliver order. In that case, a token would be in
place Order[ready] and the state definition would be fulfilled. Since we define
every place as a separate state, our definition also covers tokens with the same
identifier in multiple places, as they are evaluated independently.

For any place p € P where |color(p)| = 2, the place holds tokens representing
links between two objects, e.g., Order x Item. Therefore, the state definitions
for these places require at least one such link to be established. For every ot €
color(p) we define a new state feco10r(p) for the corresponding class ¢ € C' as:

fefcoror(py] (i,0) := 30" € 1.0 : 0'.c.id € color(p) A o'.c # ¢ Nl(i,0,0)

As defined in Sect. 4, I(i,01,02) checks whether a link exists between two
given objects. For place Order x Item, above definition requires an order to be
linked to at least one item to be in state [Order x Item] and vice versa. Based
on these state definitions, compound state definitions depending on events and
links can be created by combining the definitions for multiple places.

The above mapping demonstrates that our framework can be formally applied
to existing approaches. In the following, the intuition for two additional mappings
to different approaches is outlined.

Manufacture Deliver
items order

Receive Validate

Archive

order
Create and send Receive w
invoiceaymen

Fig. 5. Excerpt of a Harel statechart as employed by MERODE representing the life-
cycle of an order from the example in Sect. 2. We use the activities and events in Fig. 3
as transition labels.

Invalidate
order

In MERODE [23], object lifecycles are defined by statecharts [10]. The state
transitions are annotated with the triggering methods/events, which are further
specified using a constraint language inspired by the UML object constraint lan-
guage [19]. An example lifecycle for an order in the O2C process can be found
in Fig.5. The transition labels refer to the activities and events in Fig.3. We
added state received to capture the decision on validity that otherwise depends
on an order’s attribute values, which are not included in the lifecycle. Ver-
bruggen et al. introduce a means to extract data-aware object-centric event
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logs (DOCEL) [9] from MERODE applications [27]. A DOCEL contains object
types with attributes, objects with attribute values, and events with timestamps
and involved objects. Thereby, they include the required information for sys-
tem models and system instances as defined in Sect. 4. Based thereon, we can
derive the state definitions from the object lifecycles. A lifecycle, defined as a
statechart, only includes information on the events triggering state transitions,
without considering attributes or links for the state definition. Hence, we can
follow a similar pattern to the OPID mapping and define a state to be active if
one of its triggering events has occurred that is not eventually followed by an
event involving the same object that would leave the state. For example, given
a system instance i, state ready for an Order in Fig.5 would be defined as:

Jorderiready] (i, 0) :=3(ts, “Manu factureitems”,O.) € i.E : 0 € OcA
B(ts', “Deliver order” ,0.) € i.E : 0 € O, Ats > ts'

In contrast to MERODE, state definitions in PHILharmonicFlows [14] pri-
marily depend on attribute values and object links. A model excerpt for the O2C
process is provided in Fig. 6, depicting the order lifecycle (top) and a coordina-
tion process (bottom). Note that, since the approach cannot capture concurrent
object states, we assume the payment to happen before the delivery to reduce
model complexity. In the order’s lifecycle, states may depend on attribute values.
For example, state valid requires total > 0. The coordination process depicts the
interaction between different classes, meaning that, e.g., an invoice must be sent
before an order can be invoiced. We omitted the annotation of semantic rela-
tionship types [25] for readability reasons. PHILharmonicFlows models employ
a custom data model specifying classes of objects, attributes, and associations,
serving as the foundation for the system model. System instances then corre-
spond to the concrete objects, links, and recorded events in a running instance
of the model. For each data object state, its respective definition is the conjunc-
tion of the attribute requirements specified in the lifecycle (e.g., total > 0 for
valid), the directly preceding nodes in the coordination process (e.g., a linked
Invoicefpaid] before the Order can be in state paid), and event occurrences.

By comparing the application of our framework to these three approaches,
we can identify differences and overlaps in their state definitions. While OPIDs
and MERODE both rely on event dependencies and thus have similar state
definitions, only PHILharmonicFlows considers attribute values. This showcases
that our formal framework is applicable and unifies the notion of data object
states across different approaches, thus affirming research question (2).

5.2 Implementation

To strengthen the engineering contribution of the approach, this section reports
on a prototypical implementation that allows to model and evaluate data object
states in concrete data formats according to the proposed framework.
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Order Lifecycle:
received valid invoiced paid ready sent
total /[ ] --P[ ]--> [ ]--> [jeliveryD »} > [ ]
(>0 X
_* invalid

Coordination Process:

[ Order Invoice Order Invoice Order ltem ) Order ]

[valid] ] [ [sent] ] [[invoiced]] [ [paid] ] [ [paid] ] [manufactured] [ready]

Fig. 6. Excerpt of a PHILharmonicFlows model representing the O2C process. An
order lifecycle shows the object-internal behavior, the coordination process depicts
dependencies between different classes.

Determining the state of a data object requires its attribute values, links to
other objects, and relevant events as defined in Sect. 2. A suitable data structure
to capture this information is OCEL 2.0 as introduced in [3]. OCEL logs consist
of events, each with an event type, a timestamp, and a set of objects it interacts
with, and information about objects, including attribute values and links at
a point in time. Hence, an OCEL can provide information on all dimensions
required for a system instance as defined in Definition 2, meaning that it serves
as an adequate basis for the implementation.

Defining the conditions for each data object state as logical formulae would
pose a significant hurdle in the adoption of the approach. Since state definitions
resemble decisions repeatedly evaluated for an object in a system, we use a
tabular format inspired by DMN decision tables [20]. For each data class, a
separate table is created. The columns define the relevant dimensions for the
class’ state definitions, i.e., attribute values, links, and the event history, while
the rows represent the individual state definitions. If all conditions in a row are
satisfied, it returns the state specified in its output column. Empty cells indicate
unspecified conditions, which are treated as true. If a state definition includes a
disjunction, multiple rows may be required with the same state as output. We
use the DMN concept of a multi-hit policy, collect, to support concurrent states
by returning the set of all states whose rows evaluated to true. An example
showing the state definitions presented in Sect.4 can be found in Fig. 7.

The implementation does not yet support the full extent of the framework,
but limits constraints on links and the event history to expressions with a pre-
defined set of operators. For links, these include checks on the number of linked
objects (amount()) and their states (amount([state])), for the event history we
currently only support checking the number of event occurrences per event type
(amount([event type/)). The implementation is openly accessible!. Even with
the limited operator set, it is possible to accidentally create cyclic dependencies

! https://github.com/WilliamBrandt/Data-Object-State- Abstraction.
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between state definitions, since they can depend on each other. Our implemen-
tation detects these dependencies and asks the user to resolve them.

order Hit policy: Collect -

And And And Anc hen
<<attribute>> id <<attribute>> total <<link>> invoice <<link>> item events © state ¢

Any Any An, string

invalid

1= None >0 valid

amount() == 1 invoiced

amount ("paid”) == 1 paid

amount() >= 1 ready

~lolals]o v

amount(“Deliver order”) == 1 [sent

amount("Archive order”) == 1  [archived

Fig. 7. Decision table defining the states of an order in the O2C process. An order is
considered wvalid if its total is greater than zero, and it is considered paid if there exists
exactly one linked invoice that itself is in state paid. Additionally, an order is defined
to be archived if there is an event of type Archive order linked to it.

To illustrate the approach, consider the evaluation of the order object O1 as
described by the system state in Fig. 2 and Table 1. Applying the table in Fig. 7
reveals that O1 is in states valid, as its total is greater than 0, and sent, as event
Deliver order has occurred (e4). Assuming that invoice Inl is in state paid since
it is linked to a payment, O1 is also in state paid.

In addition to this simple example, we applied the tool to the order man-
agement log from the official OCEL website? by defining a set of states for the
order class and evaluating them on the whole log. Further details can be found
in the repository.

6 Discussion and Conclusion

This work analyzes existing process modeling approaches regarding their def-
inition of data object states. We have discussed that different notions of data
object states exist. While some approaches have precise definitions of data object
states, other works use states in a more abstract manner, leaving the actual
state definition implicit. The analysis shows the dimensions that contribute to
state definitions of a data object: (i) its attribute values, (ii) its links to other
objects, and (iii) the executed activities for the object, while (iv) allowing over-
lapping state definitions. Based thereon, we propose a unifying framework for
data object states. The paper argues that this definition subsumes the exist-
ing modeling approaches and allows a unified view on different existing notions
of data object states, even for procedural and declarative process models. A
prototypical implementation using OCEL and decision tables shows the tech-
nical feasibility of modeling our state definitions and applying them to system
instances.

2 https:/ /www.ocel-standard.org/event-logs /overview.
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Due to space constraints, we showcase only one mapping of a modeling app-
roach to the unifying state definition formally, while providing an intuition for
two others. Future studies need to provide accurate mapping rules for additional
approaches. The framework specifically aims to capture the identified dimen-
sions of object states. Hence, the formal state definition operates only on cur-
rent attribute values of objects. OCEL 2.0 also captures prior value changes,
which can be integrated into our approach in the future. Another extension
should introduce support for different types of links between the same objects.
As discussed for the prototypical implementation, our definition allows for cyclic
specifications of data object states. However, we show that they can be detected
before their evaluation. The prototypical state modeler utilizes decision tables
with a limited set of operators to evaluate constraints on object dependencies
and event histories. Hence, it is less powerful than the provided definitions and
needs to be extended and, finally, integrated with process modeling and execu-
tion tools. Still, the framework itself is not limited to decision tables and can be
implemented using other representations of state specifications.

In the future, this paper allows investigating the combination of multiple pro-
cess modeling approaches by ensuring a consistent notion of data object states. It
needs to be considered that the unifying definition of states lifts the assumption
of many approaches that one object is in exactly one state at one point in time.
This allows for more flexibility, but may affect the execution semantics of the
process models. Therefore, future work needs to allow for a formal analysis of
states to identify disjoint and overlapping state definitions. In the context of pro-
cess mining, explicit state definitions can be used to support process discovery.
Extending the work in [2]| to discover state definitions could reduce the manual
effort required to devise state definitions. Furthermore, the compliance of object-
centric event logs to state definitions can be checked. Empirical investigations
should apply the provided approach to real-world use cases.

In summary, this work provides the formal basis for a unified view on the
states of data objects in information systems, allowing to bridge the silos of the
existing modeling approaches.
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Abstract. We investigate declarative process specifications over event
data containing both discrete events and continuous data streams (e.g.,
from IoT sensors). For example, it might be desirable to check LTL-like
properties not only over event traces but also over sensor data streams,
e.g., a CO2 value not staying over a certain threshold for some period. As
existing LTL approaches are based on discrete state systems, they are
not suitable for this hybrid/continuous setting. Therefore, we propose
using Signal Time Logic (STL) for verifying temporal properties over
a mix of discrete and continuous behaviors. We show how important
topics from conformance checking can be expressed in terms of results
from signaling and thus be used to check temporal constraints over dis-
crete/continuous systems. In this context, we also introduce a catalogue
of Declare templates over STL, as counterpart to the traditional Declare
but for continuous settings.

Keywords: Declarative Process Specification - Signal Time Logic -
Conformance Checking + Continuous Data - Hybrid Traces

1 Introduction

Sustained interest in research fields such as Industry 4.0 [19] or the Internet of
Things (IoT) [17] has led to an increasing integration of various sensors into
disciplines such as business process management (BPM) or process mining [1,4,
17,25]. As opposed to more traditional settings of BPM systems, where events
are assumed to occur at discrete times and in discrete steps, a novel aspect of
sensors is that they may exhibit continuous behaviors — for example, a continuous
stream from a temperature sensor. Especially for Cyber-Physical Systems [27]
or Digital Twin settings [13], the integration of such continuous data will—as
we believe—play a pivotal role in the research and development of the recently
proposed Al-augmented Business Process Management Systems (ABPMSs) [11].
© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025
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Any ABPMS should be capable of (semi-)autonomously managing the pro-
cesses it supports, while working within predefined boundaries (referred to as
process frames). Here, the ABPMS should have mechanisms for detecting and
responding to situations where these boundaries would be violated [11]|. Espe-
cially the latter requires the ABPMS to be aware of, and to reason over, not
only the discrete states of the processes it supports, but also the state of the sur-
rounding environment and the relevant artifacts, both of which may be under-
going continuous change. For example, given a temperature sensor, an ABPMS
should be able to “detect the gradually increasing temperature in a cooling truck
and predict that it will have to undergo maintenance operations within the next
weeks” [11]. Other domain examples could be a continuous signal from a patient
monitor, with the need to verify properties such as “if the ozygen saturation
drops below 90%, the doctor should be notified if it remains low for more than
2min’”.

Clearly, such questions are fundamental and can impact the system behavior
as a whole. For example, if the temperature exceeds certain thresholds, other sub-
processes may have to be initiated. But verifying such properties over continuous
data cannot be handled well with current approaches such as Linear Temporal
Logic (LTL), as they are inherently reliant on automata with discrete state
systems and are thus not well-suited for capturing the nature of continuous
signals. Therefore, in this work, we place continuous data at the forefront by
using Signal Temporal Logic (STL) [21] for checking temporal properties over
continuous data. For example, we envisage to specify rules such as

—Fo,100)(x > 5) (“for the first 1005, x will not exceed 5)

i.e., rules that are real-timed and real-valued. We integrate the notion of discrete
events by faithfully encoding them as boolean signals, therefore enabling seamless
modeling of, and reasoning over, both discrete events and continuous sensor
streams. More specifically, we:

e present a syntax and semantics for a temporal logic on hybrid traces, which
allows specifying LTL-like constraints over discrete/continuous behaviors; fur-
thermore; introduce a corresponding set of modeling patterns, inspired by the
DECLARE modeling language [24], but with STL semantics;

e show how important tasks from conformance checking can be expressed
with results from the field of signaling. In particular; show how the confor-
mance of a hybrid trace with an STL specification can be checked both in a
binary and quantitative way, and;

e report on conformance checking experiments on a real-life IoT dataset con-
taining continuous data for COs, temperature, humidity, and light intensity.

The rest of the paper is structured as follows. Section 2 recalls crucial pre-
liminary notions. Sections 3 to 5 define, in order, hybrid continuous traces, the
corresponding temporal logic together with modeling templates, and the con-
formance checking task. Section 6 reports on conformance checking experiments.
Section 7 highlights related works. And finally, Sect. 8 concludes the paper.
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2 Preliminaries

In the following, we assume basic familiarity with LTL and the DECLARE mod-
eling language. We refer the reader to [8] otherwise. As it will be referred to
later, we briefly recall that LTL includes temporal operators to specify when
certain formulas should hold, in particular, X (at the neXt time point), F (at
some future time point) and G (at all following time points). Also, we recall
two concrete DECLARE templates that will be referenced in this paper, namely
RESPONSE(a, b) = G(a — Fb) and CHAINRESPONSE(aq, b) = G(a — Xb).

In a general sense, any temporal system is defined over a set of state variables
V = {V,..., V. }, each ranging over a domain DO;. Given a linear time domain
T, the behavior of the system is then a function that assigns every variable a
value at each instant in time. In our setting, the intuition is that we have two
different types of variables, namely discrete variables (for standard traces), and
continuous variables (producing continuous, real-valued signals, such as from
sensor data). The aim of this work is then to combine both types of variables to
allow reasoning over, what we call, hybrid behaviors.

In our setting, we are interested in modeling behaviors in real-time, e.g.,
to model real-time behavior of sensor streams. In turn, we consider a finite,
continuous time domain 7" of the form [0, m] C R, where 0 is the first instant in
time, m is the last instant in time, m > 0, and Vi € {0 < i < m},¢; < t;41. The
discrete and continuous state variables then evolve over this continuous time
domain together. To better specify the interplay of these variables, we define the
notion of hybrid continuous traces, which we introduce next.

3 Defining Hybrid Continuous Traces

We define the set of state variables as a pair V' = (D, (), where D is a set
of discrete variables stemming from traces (via traditional event logs) and C' is
a set of continuous variables stemming from data streams such as IoT sensor
data (see below). We then combine these two variables into, what we call, hybrid
continuous traces, which we explain in the following (cf. Fig. 1).

As a starting point, we consider a standard event log (1) and fix D as the
distinct activities in the log (2). From the log, we extract, for a case of interest,
a timed trace (3) of the form tr = ((d1,%1), ..., (dn, tn)), where each d; € D and
each ¢; is a point in the time domain 7. In other words, (d;,t;) represents a
timed event that witnesses the occurrence of d; at time ;.

For the continuous state variables, we consider as input a set of data streams,
which are continuous flows of data (think of COy data measured continuously
by a sensor). We fix C' as the set of streams (4), i.e., each data stream can be
thought of to be emitted by a continuous variable. In this sense, we consider
every data stream to produce a continuous output over the time domain 7' (5).!

! Streams, in an IT context, are usually not truly continuous in a mathematical sense
due to hardware limitations or sampling techniques. Yet, we will refer to such streams
as “continuous” to distinguish from the traditional LTL setting.
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Fig. 1. Construction of hybrid continuous traces.

A problem with discrete events is that they lack a continuous representation,
making it difficult to evaluate them over continuous time. Here, we propose to
construct, for every discrete variable, a boolean signal, which is a continuous
signal that remains true when the corresponding event is the last event that
occurred in a trace, and false otherwise.

Definition 1 (Augmented boolean signal for discrete variables). Let D
be a set of (discrete) state variables. For a timed trace tr over D, the augmented
boolean signal of each variable d; € D is defined as Sq, : T — {0,1}, where

S, (t) =

1 if d; is the most recent event in the trace up to time t
0 otherwise

In other words, whenever an event witnessing d; occurs in the trace, the signal
Sq, is set to 1, and all other signals are set to 0. The intuition is that each discrete
variable, resp. boolean signal, can be seen as a system state that remains active
over the time domain 7" until a different event (or state) is witnessed. This is in
line with the DECLARE-assumption, which states that the occurrence of events
(or states) is mutually exclusive for any given time point [14].

Ezample 1. Consider a timed trace tr = ((a,1), (b, 3), (a,4), (b,5)) (as shown in
Fig.1-(3)). Then, the corresponding augmented boolean signals S,, S are:

1 1
w @
0 0
1 2 3 4 5 6 1 2 3 4 5 6
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The proposed transformation approach allows for a uniform representation
that aligns the different variable types. Subsequently, as shown in Fig. 1, the
augmented boolean signals of the discrete variables (6) are combined with the
continuous data streams as a hybrid continuous trace (7).

Definition 2 (Hybrid Continuous Trace). Given a set of state variables
V = (D, C), a hybrid continuous trace w over V is a function w : T — RIPIHICI

That is, a hybrid continuous trace assigns to each variable (discrete or con-
tinuous) a value over each time instant of a continuous time domain (so the
time-axes of all signals are exactly aligned). Regarding the name, the considered
traces are hybrid, as they consider discrete and continuous state variables, and
continuous, as they are viewed over a continuous (real-timed) time domain.? For
any v € C'UD and a time ¢t € T, we denote v[t] as the value of v at time ¢.

Remark 1. Observe that the discrete events are considered mutually exclusive
via our construction mechanism (and so is the “true”™value of their boolean sig-
nals), but the data streams over the continuous variables can produce non-zero
values simultaneously (e.g., two IoT sensors capturing data simultaneously).

Based on the notion of hybrid continuous traces, we will now present a logic
for specifying temporal constraints on such traces.

4 Declarative Process Specifications over Hybrid Data

In this section, we introduce a temporal logic for hybrid continuous traces, which
is a variant of Signal Temporal Logic (STL). In general, STL is a logic for defin-
ing properties over real-valued signals. In our setting, we lift STL for expressing
constraints over a combination of discrete/continuous event data. We then pro-
pose an extension of the DECLARE modeling language for hybrid traces, where
the constraints can take predicates, time intervals, and real values as parameters.

4.1 A Temporal Logic for Hybrid Continuous Traces Based on STL
Syntax. The proposed signal time logic defines linear-time properties of hybrid
continuous traces. For this, let V' = (D, C) be a set of state variables over a time
domain T (with T of form [0,m] C R, and Vi € {0 < i < m},t; < t;y1). The
STL syntax is then defined via the following grammar:

¢ :=true | c[t] op k | dis(d[t]) | (=) [ (b1 Ap2) | (#1 Urs ¢2) (1)

where ¢ € C' is a data stream, op € {<,<,=,>,>}, k is a constant in Q, d is a
discrete variable in D, and I is a time interval in 7. The term c[t] op k is used
to define conditions over individual data streams, e.g., “c must be larger than
100”. The term dis(d[t]) is used to refer to discrete events. The interval I in the
U operator is used to express time bounds and will be explained below.

2 The term hybrid in this context has been coined by the authors in [3] (cf. Section 7).
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Remark 2. For the remainder, any value shown in a time interval is meant to be
in seconds. For any interval I = [a,b] we assume that 0 < a < b < m.

W.r.t. the grammar, we can define the usual boolean connectives (V, —) and
further usual abbreviations, in particular F (Future) with F;p = true Ujp, and
G (Globally) with G; = —=F;—p. A remark here is that the X (neXt) operator
from LTL is not suitable for our setting as the time scale is continuous and a
“next” point in time is therefore not intuitive. F; can be used instead.?

We continue with a short illustration of exemplary STL rules.

Ezample 2. Some exemplary STL rules are shown below (over a discrete variable
d and a continuous variable c¢).

e G0 (c[t] < 100) (For the first 10s, c is never above 100).
o G e0(c[t] > 50 — Fg5dis(d)) (For the first 60s, whenever the value of ¢
exceeds 50, somewhere within 5s thereafter d needs to occur).

We allow to specify intervals of the form [0,m] (using a placeholder m),
meaning “until the last instant in time”. For intervals of this form, we drop the
interval for readability, e.g., U = Uy -

Ezample 3. (Continued from Example 2)
e G (c[t] < 100) (c is never above 100 at any point in time).

Semantics. The satisfaction of an STL formula ¢ by a hybrid continuous trace
w is evaluated w.r.t. a time instant ¢ € T', denoted w, t = ¢. For any ¢, satisfaction
is inductively defined as follows:

w,t = true
w,t = c[t]op k iff c[t]op k
w,t = dis(d[t]) iff d[t] =1
witE e iff wt o
witE 1 Agg iff wt |=p; and w,t = ps
w,t = o1 U2 iff t +b < m and
It €[t +a,t+b] st w,t' = paA
vt" e [t t'] w, t" E o1
For continuous variables, the evaluation for any c[t] is simply the truth value
of the comparison with a constant k. This is used to verify whether the value of ¢
at t satisfies necessary conditions. For discrete variables, it is checked whether the
system is currently in the corresponding state, i.e., whether the discrete variable

is set to true at t. A further feature is a real-timed U operator. The evaluation of
U allows to specify a (strong) “until” condition with a given time-frame, in the

3 At a technical level, “next” could be used to reason on consecutive discrete samples
of a continuous data stream. However, this is out of the scope of the paper.
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sense that ¢1Urps needs to hold only within the interval I. By definition, this
also applies to F; and G; — e.g., Fyp implies ¢ must occur eventually within
I. Regarding the U operator, note that the shown semantics is meant for cases
where a,b of the interval are provided as numerical values. If the shorthand
notation [0,m] is used (see above), the semantics is to be understood s.t. ¢’ is
anywhere between [t 4+ a,m] (and t +a < m).

We say that a hybrid continuous trace w satisfies a formula ¢, denoted w = ¢,
if ¢ is true at time 0. Any w satisfies a set of formulas @ if w |= ¢ for all ¢ € ®.

It is worth noting that STL formulas may become unsatisfiable if they ref-
erence times “beyond” the considered time domain [0,m], i.e., formulas can only
be interpreted in a well-defined way if their future reach does not exceed m.*

Ezample 4. Consider a hybrid continuous trace w from [0,100] containing a con-
tinuous variable ¢, where ¢ produces a constant output of 1 over all time points
(a straight line). Then consider the formulas ¢; — ¢3 with

i1 = G(c[t] <2) ¢ = Gao,50) (c[t] < 2) #3 = Gio,200) (c[t] < 2)

Then we have that w = ¢1, w E ¢2 (@ remains < 2 from 0-100s), but w £ ¢3
(the interval in ¢3 goes beyond the last considered time point of w).

4.2 A DECLARE Extension for Hybrid Continuous Traces

We now propose an extension of the DECLARE modeling language for hybrid
continuous traces. The general idea is—as in DECLARE—to provide a set of
high-level templates, but with an underlying STL semantics. For this, some
template extensions are necessary. Take for example the DECLARE constraint
Response(a, b), which is designed for an LTL context. Here, a and b are assigned
to the Response template, where a is considered as the activation of the constraint
and b is considered the reaction. In our STL setting, further information is needed
for such a constraint, namely:

a) information on the values of a and b that should hold (as we deal with real-
valued inputs)

b) an interval for how soon the response b is expected to occur after a

¢) an interval for how long the constraint is expected to hold in general

So the intuition of our DECLARE extension for STL is that templates can receive
real-valued conditions over the (discrete/continuous) state variables, as well as
multiple intervals specifying the real-time aspects.

Definition 3 (DECLARE specification over hybrid continuous traces).
A DECLARE process specification over a hybrid continuous trace is a tuple M =
(P, V,C), where

* The future reach f(¢) of an STL formula ¢ is inductively defined via f(true) = 0,
fleiltlopk) =0, f(=¢) = f(¢), f(d1 A ¢2) = max(f(¢1), f(2)), and f($1Ur¢2) =
sup(I) + maz(f (1), f($2))-



284 C. Corea et al.

e P is a finite set of predefined templates (i.e., predicates) of the form
P, i (21, ..., zm) —over intervals i1, ..., 1, and variables 1, ..., Tm,.

o V= (D,C) is a finite set of discrete and continuous state variables. Fur-
thermore, define Oy as a set of terms over V, where every term ©; is of the
form ©; := c[tlop k| dis(d[t]).

o C is a finite set of constraints in form of tuples (P;, i (T1,...,Tm), T, @),
where Py, ;. (z1,...,Tm) is a template from P; T is a mapping assigning
every interval i; a time interval [a,b] C R (with a,b > 0); and o is a mapping
that assigns every variable x; with a term ©; in Oy. We compactly denote
such a constraint with P;, . ; (61,...,0m,).

In other words, a constraint is constructed by instantiating templates with
elements in Oy (which are conditions over the discrete/continuous variables), as
well as time intervals for activations and reactions of the constraints (cf. [8,28]).

Based on prominent DECLARE templates from the literature [8], we propose
an inital catalogue of templates, shown in Table 1.

Table 1. Modeling templates for hybrid event data.

Template STL Semantics
EXISTENCE(O) F:(0)
PERIODEXISTENCEY, 1,.(©) Fr, (G1,0)
RESPONSEy, 1,.(O1, O2) G, (61 — Fr1,.(02))
RESPONDEDEXISTENCE], 1, (©1, ©2) Fr,(01) — F1,.(02)
COEXISTENCE; (601, O3) Fr(61) < F1(602)
CHOICE; (O1, O2) Fr(6:1)V F1(62)
ABSENCE;[(O) -F;(0)
NOTPERIODEXISTENCE], 1, (©) -F,(Gr,.0)
NoOTRESPONSEy,,1,.(O1, O1) G, (01 — —F1,.(02))
NoTCOEXISTENCE[(O1, O2) —(F1(01) NF1(62))

Ezample 5. Some exemplary constraints based on Table 1 are shown below (over
discrete event d and data streams a, b).

EXISTENCEg, 10 (a[t] > 100) (within the first 10s, a will go over 100).
PERIODEXISTENCE[g 10,10 (a[t] > 100) (there is eventually a
period where a remains over 100 for 10s).

e RESPONSE[) m)[0,5](dis(d[t]), b[t] < 50) (whenever d occurs, b goes under 50
within 5s thereafter).
ABSENCE[g ) (a[t] > 100) (a never goes over 100).
NOTPERIODEXISTENCEg m][0,10] (a[t] > 100) (a never remains over 100 for
stretches of 10s (or more)).
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e NOTCOEXISTENCE[,,,j (a[t] > 100,b[t] > 100) (a and b never go over 100
together).

Remark 3. Based on the STL syntax, it is immediate that many templates based
on the X operator cannot be plausibly lifted to STL. For example, it is not
straightforward how to implement a ChainResponse constraint, which for LTL is
well-defined. For our setting, a suitable interval has to be chosen, and the change
between ChainResponse and Response is more gradual.

An important remark is that arbitrary combinations of discrete variables and
data streams can be applied as parameters, exemplified in Example 6.

Ezample 6. (over discrete event d, e and streams a, b).

e RESPONSE|y,m), (0,5 (dis(d[t]), dis(e[t])) (whenever d occurs, e occurs within
5s thereafter).

e RESPONSE[) ) (0,5 (@[t] < 50,dis(d[t])) (whenever a goes under 50, d occurs
within 5s thereafter)

e RESPONSE|y m),[0,5(a[t] < 50,b[t] > 100) (whenever a goes under 50, b goes
over 100 within 5 s thereafter).

The presented catalogue of templates allows to define many forms of con-
straints, with the complexity of STL hidden from the user. For example, recall-
ing the hospital example from Sect.1, the constraint of interest there can be
expressed as follows (over the oxygen saturation ox):

e NOTPERIODEXISTENCE[g, 0,120 (0z[t] < 90) (oxygen saturation should
never be below 90 for more than 2 min).

We comment on possible extensions to the catalogue in Sect. 8.
Based on the introduced specification techniques, we now show how to verify
whether a hybrid continuous trace satisfies such a specification.

5 Conformance Checking over Hybrid Continuous Traces

In this section, we focus on checking whether a given hybrid continuous trace
satisfies an STL specification. A direct question for conformance checking is
verifying whether/when a hybrid continuous trace satisfies an STL formula ¢.
This is referred to as a monitor. For reference, we define the following problem:

(¢-Conformance) Input: Hybrid trace w, STL formula ¢  Qutput: w = ¢ ?

A difficulty in our “continuous” setting is that standard automata-based tech-
niques are not suitable to determine ¢-conformance, as they rely on discrete state
representations (and the signals may be too granular for being represented with
such techniques). However, results from signaling can be used to define monitors
via secondary boolean signals. The intuition is that an auxiliary boolean signal
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B(¢,w,t) can be defined “on top of” the raw trace signal (in a dependent man-
ner), where the boolean signal transduces the signal of the continuous trace at ¢
into {T, L} (true (1), false (0)), depending on whether w,t = ¢ is true. In this
way, the boolean signal is a direct monitor for the continuous trace signal. For
a hybrid continuous trace w, this auxiliary signal w.r.t. ¢ can be defined via the
following satisfaction function B.°

Definition 4 (Boolean satisfaction function). Let a hybrid continuous trace
w over a set of state variables V. = (D,C) as before, a set of operators (as
before) and a constant k € Q. Then, the boolean satisfaction function B of an
STL formula ¢ w.r.t. w,t is inductively defined as

B(true,w,t) =T
B(c ]opkw t) = (c[t]op k)
B(dis(d[t]),w,t) = (d[t] = 1)
B(_‘(éaw t) ( (b’w t))
B(¢1 A ¢2,w,t) = min(B(¢1,w, t), B(¢2,w, 1))
B( (

3 "
$1Ur¢2,w,t) = max (min(B(fz, w, ), ,,Ig[ltr’lt,](B(él,w,t )

tr
[t
il

In other words, the boolean signal is such that w,t | ¢ < B(¢,w,t) = T.
Fig. 2 shows an exemplary trace w over a signal z, and two boolean monitors
for the formulas z[t] > 2, and Fz[t] > 2. Here, the (red) boolean satisfaction
signal is a dependent signal of = (over the same time), where the boolean signal
oscillates between 1 and T, corresponding to those points in time ¢ where w
satisfies the respective formulas. A boolean satisfaction signal for a set of STL
constraints can be obtained by checking their conjunction over w.

5 T 5 T
4 4
. 5 /\ . 3
2 2
1 1

s 1

1 2 3 4 5 6 1 2 3 4 5 6
Time Time

(a) Boolean monitor for z[t] > 2 (red).  (b) Boolean monitor for Fz[t] > 2 (red).

Fig. 2. Two examples: The same signal over = (blue) and two corresponding boolean
monitors (red) for two different STL formulas. (Color figure online)

The boolean satisfaction signals directly yields a monitor for conformance
checking (cf. e.g. [21,22]). However, in our setting, such a binary conformance
assessment may be too coarse, explained as follows: In our setting, we are dealing
with data streams, which may be naturally prone to noise. In this sense, one

5 For this, for every time point ¢ in T, let t + I denote the set {t +¢' | ¢’ € I}.
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may need to account for this noise to obtain a more meaningful assessment of
satisfaction. Consider for example Fig. 3, which shows three continuous signals
over a data stream of an accelerometer (speed value). Assume a simple STL rule
@speed, stating that the speed must never go over 100 (dashed line). Then we have
that: (a) clearly satisfies ¢speeq, but (b) went over the threshold. However, this
deviation may be due to noise of the sensor data and still within a threshold, so
(b) may still satisfy @specq “to some degree”. For example, it seems intuitive that
(c) violates ¢gpeeq “more” than (b). Thus, the given noisy setting may require a
more quantitative approach to determine satisfaction, which we introduce in the
following. This is also referred to as robust monitoring, i.e., a satisfaction degree.

Positive robustness Negative robustness More negative robustness

Speed
Spe

Time Time Time

(a) Trace fully satisfying (b) Trace “slightly” violating (c¢) Trace violating @speed
Pspeed- Gspecd - “more” than trace (b).

Fig. 3. Three exemplary traces (a)-(c) and their (quantitative) conformance to the rule
speed[t] < 100. (Images taken from [23]).

A quantitative semantics can be defined as an extension to the boolean sat-
isfaction signal. The idea is that again we define an auxiliary signal dependent
on the raw data, but this time the signal value is not boolean satisfaction, but
the distance (A) between the given and the expected value at every instant ¢.

Definition 5 (Quantitative satisfaction function). Let a hybrid continuous
trace w over a set of state variables V.= (D,C) as before, a set of operators
op = {<,<,=,>,>} and a constant k € Q. Then, the quantitative satisfaction
function A of an STL formula ¢ w.r.t. w,t is inductively defined as

o A(true,w,t) = o0

k—C[t] ifop:“<”|“§”
o A(c[t]op kyw,t) =< —(|k=c[t]]) if op =“="
C[t] —k Zf op = “ > 77|// >

dis(d[t]),w,t) = iooo ng£ﬂsze

° A(
(md,w,t) = —(A(d,w, 1))
E(ZSl A ¢27w t) min(A(¢lvw7t)aA(¢27wvt))

t in(A t/ A t/
¢1 U[a b)) Wy ) E[ﬂ%ﬁ«kb](mln( (¢27w7 ) ”Iél[%)nt’ (¢1aw )))

A
A
A
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In words, the quantitative satisfaction measures the distance between the
expected and actual value at every ¢t € T, where a distance A indicates that
w satisfies/violates ¢ at ¢ with degree A. An example is shown in Fig.4, for a
signal 2 and an exemplary constraint G o (z[t] < 3).

O = o W

Time

Fig. 4. Signal z (blue) and quant. monitor (red) for the formula Gg o) (z[t] < 3). (Color
figure online)

Remark 4. Tt is immediate that the sign of the quantitative semantics coincides
with boolean satisfaction (referred to as soundness [22]), in such that for any
o, w, t: Alp,w,t) >0 — w,t = ¢ (and vice-versa).

As we obtain quantitative semantics for every point ¢, various aggregations
can be defined on top of the individual ones to obtain a “global” measure of
conformance, for example, the average satisfaction degree, or a boolean value
depending on whether A was larger than 0 for all t € T'.

We are now able to check the conformance of hybrid continuous traces with
STL specifications; and in fact, ¢-conformance can be obtained via the quantita-
tive satisfaction semantics. Beyond conformance checking, a further advantage is
that the shape of the satisfaction signal can also be used for visual drift detection
[31], i.e., visually identifying gradual drifts or recurring patterns in constraint
satisfaction. An important remark is that the considered semantics focus on
space robustness, i.e., value deviations at time points (so to say, a “vertical”
perspective). The semantics do not assess by how much some signal should be
shifted “horizontally”, referred to as time robustness (cf. [5]).

To demonstrate the introduced techniques, we continue with experiments.

6 Experiments

We implemented our approach using the stlcg library [20] and performed exper-
iments on a real-life dataset. Our implementation takes as input a hybrid con-
tinuous trace and constraints specified with “DECLARE” as in Table 1, and then,
transforms these constraints to STL and computes the quantitative conformance
of the trace w.r.t. the constraints. All code can be found online®.

5 https://github.com/pwittlinger /STL-Experiments.
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We consider the data-set by Wibisono et al. [29], who collected data with real
IoT sensors. The data-set contains readings from different sensors for tempera-
ture (°C), CO; value (ppm), humidity (%), and light sensitivity (lux). The data
was captured in one-second intervals for a three-month period, yielding approx.
6M data points. After removing outliers, null values and filtering, around 2M
samples remained. As the data-set contains no discrete event data, one addi-
tional boolean column “breakdown” was added, indicating if the time between
two consecutive measurements exceeds a given threshold (§; > 1000). The data
was further enhanced with the gradient of the COs emissions, allowing us to
reason over rapid measurement changes (possibly indicative of a breakdown).

For our experiments, we considered 6 exemplary constraints and measured
the time for checking the conformance of the data with these constraints. As spe-
cific constraints, we chose 3 of the type ABSENCE and 3 of the type RESPONSE (cf.
Fig.5), where the complexity of the constraints was increased incrementally by
including additional data streams or nesting additional constraints. As parame-
ters for the experiments, a constraint and a number of observations nops (from
the data) was provided. As settings, we configured the number of observations
nows as [60,602,602 x 24, 602 x 242, 602 * 243,602 x 245, 60% * 247,602 * 2410, 10%]
(which correspond to 1min, 1h, 1 Day, ..., up to 1M observations, as the sam-
pling rate is 1s). For each setting, we measured the run-time 5 times (repeated
3x), producing 15 measurements per setting. The experiments were conducted
in Python 3.11 on a machine with 16GB RAM and an AMD Ryzen 4800U CPU.
Note that the stlcg library is based on PyTorch tensors, which includes automatic
differentiation of tensors. This option has been turned off.

Figure 5 shows the average run-time (in s) of the 6 constraints. Noticeably, all
constraints exhibit a linear trend in regards to the number of observations. The
last two ABSENCE constraints (e +e) have a runtime approximately twice of first
ABSENCE constraint (e), explained by the additional data-stream. There was no
significant difference in runtime between these constraints (p-value of 0.8068
using a two-sample Kolmogorov-Smirnov test). In fact, Leung et al. [20] show
that the run-time scales linearly with formula size. Similarly, the first RESPONSE
constraint (e) requires approximately half the time of the second constraint (e).
This could stem from including the discrete signal, the combination of two input

1) Absence Constraints 2) Response Constraints

—e— Absence[0,m](x(t] > 1000)
Absence[0,m](x[t] > 1000) A Absence[0,m](x[t] < 150)
50{ —e— Absence[0,m](x[t] > 1000) A Absence[0,m](y[t] > 40)

—e— Response[0,m],[0,m](x[t]>1000, x([t]<400)
Response[0,m],[0,1)(|x[t]| > 500, dis(bD)
1201 —e— Response[0,m],[0,60](h(t] < 40, G[0,10](x[t])>300)

Time in Seconds.
8
Time in Seconds

0 200000 400000 600000 800000 1000000 0 200000 400000 600000 800000 1000000
# Observations # Observations

Fig. 5. Runtime performance over various Constraints.
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streams, or from the change in intervals. The same applies to the third RESPONSE
constraint (e), however, the nested structure likely contributes to the runtime.

Overall, we deem conformance checking over hybrid continuous traces fea-
sible, given that we could monitor up to 1M observations on consumer-grade
hardware in a reasonable time-frame. The full details on each experiment can be
found in the code repository.

7 Related Work

This work is related to IoT-aware BPM [4,6,17]. Given the rising ubiquity of
sensors in cyber-physical systems—e.g., smart factories—, there is consensus that
integrating sensor data into BPM will be an important step in improving control
and analysis of processes [6,17]. So far, most research has been on the integration
of sensor concepts into already existing (imperative) modelling languages [4]. In
this work, we instead focus on declarative languages, adopting, from the outset,
a formalism explicitly designed for continuous data. Leveraging sensor data for
new forms of conformance checking, or combining discrete and continuous data,
has been called for in [17,26], and is addressed in this work. A novel contribution
here is that data is not discretized in our work (cf. e.g. [18]), which allows for
new forms of analysis such as checking constraints over IoT data directly.

From a technical perspective, this paper is related to works on declarative
process specification considering time. Different versions of declarative specifica-
tions over timed traces have been proposed in [2,5,28,32], mostly by means of
metric temporal logic over finite traces (MTL), which is a timed temporal logic
over boolean predicates. In this work, we extend timed logic with real-valued
predicates, which is needed for reasoning on the real-valued signals from sen-
sors. For example, we can faithfully include the data-domain, other than, e.g., in
variants such as MP-DECLARE, where data is a payload of an activity, meaning
that data cannot be updated or accessed independently of the activity perspec-
tive. Should, e.g., sensor readings be incorporated into a MP-DECLARE model,
an additional activity capturing the sensor measurements has to be added to
the model. The frequency of this artificial activity would be equal to the sample
rate of the sensor, which would substantially increase the trace length. Further-
more, even in this case, the data conditions in MP-DECLARE are not designed
for continuous data, making it impossible to, for example, represent gradients.

It is also worth noting that none of the above works consider a continuous
time domain, i.e., the number of states for formula interpretations in those works
is countable. In this work, we propose means for reasoning on formulas over a
continuous space in form of satisfaction signals. A related notion of quantitative
satisfaction has been proposed in a fuzzy LTL-setting in [9], though for a different
formalism and not considering the notion of timed traces.

The temporal logic and novel DECLARE templates considered in this work are
based on STL [21]. In this work, we integrate discrete events by encoding them as
boolean signals, which enables a uniform representation and comparative analy-
sis across the different variable types. An initial work in this direction is the STL
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MX dialect in [12], however that work provides only a logical description of the
language, focuses on digital clocks in order to express both dense- and discrete-
time properties and allows for the separation of the two time domains by utilizing
both a LTL and a STL monitor. A further related work is [3], who extend LTL
by incorporating first-order quantifiers, enabling model-checking of systems that
combine discrete and continuous dynamics. While [3] offers greater expressive-
ness, STL as applied in this work is better suited for checking the conformance of
real-time signal due to its direct focus on robust satisfaction measures, which are
essential for the considered settings where quantitative reasoning and tolerance
to perturbations are critical [10]. The idea of defining DECLARE-like constraints
over STL (STL MX* dialect) was proposed in the masters thesis by one of the
co-authors [30].

8 Conclusion

In this work, we have proposed a framework for checking specifications over
discrete-/continuous data using STL, enabling quantitative monitoring of hybrid
processes. This approach provides a foundation for improved process analysis
in IoT and CPS, supporting monitoring over real-valued and real-timed data
streams (and their relationships to discrete events). Furthermore, any DECLARE
specification created using the standard DECLARE templates analogous to the
ones proposed in this paper (cf. Table1) represents a subset of the behaviors
handled by our approach. For instance, EXISTENCE;(©) used on a discrete vari-
able (i.e., the boolean signal of an activity) over the entire duration of the trace
will be equivalent to the EXISTENCE template of standard DECLARE.

However, our approach is not suitable to capture durative actions or consec-
utive occurrences of the same activity. The latter is a consequence of defining
the boolean signals for discrete variables such that a signal remains true from
the occurrence of an event until the occurrence of some different event. A poten-
tial solution is setting all boolean signals to false in the immediate next time
instant after the occurrence of an event. However, this would complicate the
formal semantics, as earlier time instants of all signals would need to be checked
to determine which of them was the last to be true. This, along with durative
actions, will be addressed in future works.

In addition, encoding discrete events as boolean signals in a continuous time
domain seems promising for representing events that are not mutually exclusive
and truly in parallel. Handling such events would also require more complex
formal semantics and adjustment of the signals defined in this paper. This would
enable the addition of further types of constraints based on interval logic, such
as DURING (as e.g. in the HANFORPL [15] modelling language).

In the context of data conditions, we aim to add expressions such as arith-
metics. This could be used for expressing constraints such as: ABSENCE(z[t] >
y[t]) or ABSENCE((z[t] — y[t]) > 50). We also aim to investigate the relationship
to hybrid automata [16] (in short: FSAs with discrete and continuous dynamics),
which could allow to lift further BPM tasks—such as checking STL specifications
for consistency [7]—to hybrid systems.
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Abstract. This paper investigates the impact of restructuring knowl-
edge graphs (KGs) with well-founded conceptual models to improve
machine learning (ML) predictions, particularly in drug repurposing
applications. These conceptual models were developed using OntoUML,
which is grounded in the Unified Foundational Ontology, and were con-
structed following an established workflow for data FAIRification—a pro-
cess aimed at making data more Findable, Accessible, Interoperable, and
Reusable. We compared the performance of a Graph Neural Network
model trained on original public KGs with models trained on the same
restructured KGs. Our results indicate that while the ML model classi-
fication performance (measured in terms of accuracy and error metrics)
remains similar for both, the models trained on restructured KGs pro-
duce more consistent predictions, reducing variability across multiple
runs. These findings suggest that restructuring KGs using well-founded
conceptual models can enhance the reliability of ML predictions with-
out compromising model performance. We conclude by proposing future
research directions to further explore the potential of conceptual models
and FAIR principles in improving ML.
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1 Introduction

Machine learning (ML) models are often trained using large knowledge bases [6].
However, constructing such voluminous datasets is both resource-intensive and
time-consuming, as existing data is typically not prepared for reuse [15]. To
facilitate data reusability, the FAIR principles were introduced to guide the pro-
cess of making data and other resources Findable, Accessible, Interoperable,
and Reusable [31]. Since their publication in 2016, the principles have gained
significant traction across various fields [17]. Similarly, research and applica-
tions involving ML models have expanded rapidly in recent years [6]. However,
although these areas complement each other, there has been little research on
the specific impact of FAIR data on ML methods.

Jacobsen et al. [16] proposed a stepwise process of making existing data FAIR
(referred to as FAIRification). The generic FAIRification workflow is organised
in steps, starting with the identification of FAIRification objectives, followed
by the analysis of (meta)data, the design of semantic models for (meta)data,
and (meta)data restructuring, linkage, hosting, and assessment. In the semantic
modelling phase, a conceptual model [10] of the data elements (e.g. patient,
disease) and relationships (e.g. drug treats disease) is constructed. Since FAIR
promotes reuse by both humans and machines, the conceptual model is designed
to be as accurate a reflection of the data domain as possible [17]. In the data
restructuring step, the data to be made FAIR is reorganised to align with the
structure of the conceptual model, making it not only more understandable for
humans but also more easily integrated with other FAIR data.

In this work, we aim to assess the impact of this conceptual model-based data
restructuring on ML models. To conduct this experiment, we build on parts of
the pipeline developed by Perdomo-Quinteiro et al. [23], which reuses data from
public sources to create a knowledge graph (KG) for training a Graph Neural
Network (GNN) to predict drugs that can be repurposed to treat symptoms of
rare diseases. We replicate the data fetching process of Perdomo-Quinteiro et al.’s
pipeline (named rd-ezplainer) to generate an initial KG. Then, we restructure
the KG previously generated based on a conceptual model and compare the
performance and outputs of the GNN model when trained on both cases.

Our results highlight promising directions for future research, despite being
limited to a single domain and ML algorithm. Experimentation shows that mod-
els trained on the conceptual-model-based KGs (CM-based KGs) produced more
consistent predictions (i.e. less random), with variability in predictions across
different runs of the GNN being 29.91% lower compared to those on the orig-
inal KGs. Furthermore, the predictive performance of the GNN model trained
on the CM-based KGs did not show a significant difference from the original
KGs in terms of accuracy and error metrics. These findings suggest that further
exploration of CM-based KGs could yield valuable insights. Indeed, Perdomo-



Restructuring Knowledge Graphs with Conceptual Models 299

Quinteiro et al. note that reproducibility is an issue that needs further investi-
gation: “The known reproducibility issue of our explainer that may imply that
the explanations are different each time it is used, may reduce the confidence
and reliance on the explanations.” [23]

For the sake of clarity, it is important to note that the term “model” carries
multiple definitions depending on the research field. In the context of machine
learning, a “model” is a mathematical representation or algorithm used to make
predictions or decisions based on data [22]. Conversely, in conceptual modelling
research, a “model” serves as a structured framework that represents the concepts
and relationships within a specific domain, thus providing a formalised approach
to organising and interpreting information [10]. To maintain clarity, we differen-
tiate between these definitions using the wordings “ML model” and “conceptual
model” to define the different interpretations in each case, respectively.

The remainder of this paper is organised as follows: Sect. 2 provides a brief
overview of rd-explainer. Section 3 describes the method used in our explorations.
Section 4 presents our results, followed by a discussion in Sect. 5. Sections 6 and
7 address the limitations of our study and related works, respectively. Finally,
Sect. 8 concludes the paper.

2 The rd-Explainer use case

The experimentation described in this work builds upon the method presented
by Perdomo-Quinteiro et al. [23], which developed rd-ezplainer, an interpretable
ML method for drug repurposing. Drug repurposing identifies new uses for exist-
ing drugs, a cost-effective strategy particularly valuable for rare diseases with
limited pharmaceutical interest [24]. This technique has already been success-
fully employed in many health care domains, such as in cancer therapy (e.g. [2])
and rare diseases themselves (e.g. [26]). rd-explainer relies on aggregated data
sourced from three key public knowledge bases: the Monarch Initiative [27], Drug
Central [29], and the Therapeutic Target Database [7].

During the pipeline execution, data is initially retrieved from Monarch using
a disease code (from a ontology) as the starting point for constructing the initial
KG. The fetching script uses the disease code to identify the corresponding
disease node in Monarch, and subsequently fetches all nodes directly related to
it. The KG is then enriched with data from Drug Central and the Therapeutic
Target Database, incorporating information about drugs and their associated
treated symptoms. The data from these two additional sources is adjusted to
conform to the original graph structure defined by Monarch.

Subsequent to generating the disease-specific KG, a GNN model (Graph-
SAGE [13]) is trained on it. The output of this process is a ranked list of pre-
dictions, with each entry representing the probability of a link existing between
a drug and the target symptom. The higher the score, the greater the likelihood
of an actual edge existing between the two nodes, indicating a stronger potential
relationship between the drug and the symptom or disease. For more information
on rd-explainer, the reader can refer to Perdomo-Quinteiro et al. [23].
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3 Method

To restructure the KG produced by the rd-ezplainer, we followed relevant FAIR-
ification steps: identification of FAIRification objectives, data analysis, concep-
tual modelling, and data restructuring. Subsequently, we compared performance
and results of the GNN model when trained on the original KG and on the CM-
based one. An illustration of the method described in this section, along with the
detailed FAIRification objectives, the original KG metamodel, the conceptual
model, the data-fetching and training scripts, the performance measurements
and resulting predictions are available in the supplementary material [5].

Identification of FAIRification Objectives. The FAIRification objectives [4] iden-
tified in this step focus on making data reusable for drug repurposing applica-
tions. These include ‘identifying existing drugs that can be repurposed to treat
the symptoms of rare diseases’, as well as the sub-objectives ‘identifying drugs
that target genes associated (in)directly with a rare disease’ and ‘identifying
drugs known to treat phenotypes associated (in)directly with a rare disease.’

Data Analysis. In this step, the original KG constructed during the execution of
rd-explainer was analysed, and its schema was extracted to be used as a starting
point for conceptual modelling. An excerpt of this schema is illustrated in Fig. 1,
and its complete version is available in the supplementary material [5].

[ Drug | ™ is_substance_that_treats

>
> in_orthology_relationship_with v, " > is_causal_germline_mutation_partially_giving_rise_to has_phenotype
- - - argets

I | [ ]

> )
Gene contributes_to Disease

> has_phenotype

> causes_condition

> is_causal_germline_mutation_in

v, )
interacts_with
“is_allele_of

> is_marker_for

> pathogenic_for_condition

Y co-localizes_with

> contributes_to_condition

A has_affected_feature

> pathogenic_for_condition
Variant

* likely_pathogenic_for_condition

Fig.1. An excerpt of the original KG schema, showing the concepts Drug, Disease,
Gene, and Variant. Rectangles denote node types (rdfs:Class), and lines denote rela-
tionship types (rdf:Property).
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Conceptual Modelling. The conceptual model for the drug repurposing domain
was developed iteratively. This involved designing the domain model using Onto-
UML [12], a modelling language based on the Unified Foundational Ontology
(UFO) [11], which supports the creation of ontologically well-founded conceptual
models, ensuring semantic clarity in representing real-world phenomena.

The resulting model, designed with FAIRification goals in mind, underwent
validation through three rounds of expert review involving bioinformaticians and
ontologists. The expert group comprised postdoctoral researchers and PhD can-
didates, with two university professors also participating in the initial session.
All had prior experience in rare disease projects, and most had been involved in
drug repurposing efforts for over three years. Each review session included, on
average, eight participants. During sessions, the model was presented alongside
the FAIRification objectives, and experts were invited to ask clarifying questions
and assess the accuracy and relevance of the concepts and relationships. Sugges-
tions were discussed collectively, and those reaching consensus were incorporated
into the model. By the third round, the experts agreed the model was sufficiently
robust and ready for use.

* *

Ais substance that treats <<type>> ™ is substance that treats <<type>>
- | Drug - * | Phenotype

Ytargets

<<type>> > associated with phenotype ‘ <<role>>
Disease 1.* * \ Disease-Associated Phenotype

Yinvolved in
A contributes to
N N

<<type>> <<type>> <<category>>
Biological Process Gene Product Biological Entity | {complete,
’ * 1.*% disjoint}
Yis product of
1

A .
involved in ‘ ‘ <<memberOf>>
« NSl
- ha?:aftf::emd svariantin [ <collective>> | *
- L. Genotype
S “enables * *
. B
Moleu_:lar N - <<k"_‘d>> A has genotype
Function - <<memberOf>> Variant .
<<collective>> Jis allele of < has genotype
Gene 1.*
<<type>> | <is part of 1 * * i
Cellular N N - <_<k|nd_>>
oo 1. expresses gene BIATt(;fgalstal
«
[
- <expresses gene *

A colocalizes with *
o |

“interacts with

A in orthology relationship with

<<role>>
Ortholog | *

Fig. 2. Conceptual Model for the drug repurposing domain. The resulting CM-based
KG mirrors the structure of elements and relationships of the model.

An illustration of the resulting conceptual model is shown in Fig. 2. It rep-
resents key biological entities and their relationships within the domain of drug
repurposing and (rare) diseases. At the core, the model involves entities such
as Gene, Variant, Genotype, and Phenotype, which are fundamental to under-
standing genetic and phenotypic expressions of diseases. A Gene is a collective
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biological entity that may have interactions (e.g. it interacts with or co-localises
with other genes). An Ortholog, shown as a subtype of Gene, refers to genes
in different species that evolved from a common ancestral gene by speciation
and typically retain the same function, making them crucial for studying dis-
ease mechanisms across species. Variants are specific alterations in a gene, and
they can be part of a Genotype, which represents the complete set of an organ-
ism’s genetic information. The model shows how Variants and Genotypes express
Genes, impacting Biological Processes like Molecular Functions and Cellular Com-
ponents. Additionally, Drugs are connected to Diseases and Phenotypes through
their treatment relationships (is a substance that treats), thus targeting Gene
Products, which are produced by genes and influence disease-related functions.

To exemplify the model in Fig. 2, consider a rare neuromuscular Disease, XYZ
syndrome, caused by a specific Variant in the Gene XYZ1. This Variant is part of
the patient’s overall Genotype. The variant results into an altered Gene Product
that is no longer able to reach or function in its intended Cellular Component-
the neuromuscular junction-where it normally plays a role in transmitting nerve
signals. As a result, the corresponding Molecular Function is disrupted, leading
to the Phenotype of severe muscle weakness. Research reveals that XYZ1 also
has an Ortholog in mouse (xyzl), enabling scientists to model the effects of
the variant in vivo and study the Biological Process underlying neuromuscular
synapse formation across species. This helps, for instance, identifying a potential
Drug through repurposing efforts: it binds to the dysfunctional gene product and
partially restores its function, thus mitigating the Disease-Associated Phenotype
and offering hope for clinical treatment of XYZ syndrome.

Data Restructuring. Following the conceptual modelling step, the initial KG was
reorganised according to the elements and relationships defined in the conceptual
model from Fig.2. To achieve this, the data-fetching script from rd-explainer
was modified to generate the CM-based KG. The mapping from the original
to the CM-based KG was manually reviewed by one of the authors and an
external bioinformatician. All data used in this study were retrieved from the
September 2021 version of Monarch on 1 May 2024. Data from Drug Central
and the Therapeutic Target Database were also collected on 1 May 2024.

GNN Prediction and Performance Assessment. After constructing both the orig-
inal and CM-based KGs, we proceeded to train separate GNN models on each KG
type. This process was repeated ten times per KG type to collect performance
metrics that were averaged to ensure a balanced comparison (i.e. AUC-ROC [18],
which evaluates a model’s capacity to distinguish between classes, where a higher
score implies better classification; F1 score [14], which is the harmonic mean of
precision and recall; and Cross Entropy Loss [21], which measures the difference
between predicted probabilities and true labels, with lower values indicating a
more accurate model performance). At the end of this process, 20 prediction lists
are generated: 10 lists from the original KG and 10 from the CM-based KG.
Next, to assess the reliability of the ML models, we evaluated the consistency
of their predictions. This evaluation was motivated by Perdomo et al.’s obser-
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vation regarding the challenges of ensuring reproducibility in ML methods. For
instance, given the stochastic nature of some components of rd-explainer (e.g.
edge2vec [9]), running the same process multiple times can lead to different sets
of predictions. Therefore, a reliable model should produce consistent results that
are not heavily influenced by randomness. To measure this, we performed pair-
wise comparisons of the prediction lists separately for each of the two groups of
10 iterations from each KG type. For each pair of prediction lists, we calculated
the percentage of overlapping predictions, with a lower overlap indicating less
consistency across iterations and greater variability in the ML model’s outcomes.

Targeting a Rare Disease. As previously mentioned, the process described above
requires specifying a target disease (i.e. a disease code) when constructing the
KGs, meaning the GNN models are trained on disease-specific KGs. To gather
more comprehensive insights from our experiments, we applied our method to
three different rare diseases: Duchenne Muscular Dystrophy (DMD) [28], Hunt-
ington’s Disease (HD) [30], and Osteogenesis Imperfecta (OI) [25]. These diseases
have been chosen to maintain consistency in disease characteristics, as each has
a single causative gene, in contrast to diseases like Alzheimer’s Disease and
Amyotrophic Lateral Sclerosis, which were used in Perdomo-Quinteiro et al.’s
experiments. This process resulted in the construction of six distinct KGs-two
for each disease: one original KG and one CM-based KG-and enabled disease-
specific comparisons.

Duchene .
causes condition
muscular \ is a substance that treats =TT = S o

dystrophy 6315 DMD - Duchene ~

6612 . muscular \
associated
has __ HNF4A _j inter aprindine ’ ith oh dystrophy 1913 '
henot 6089 ] g arfhythmia  With phenotype \
phenotype interacts with 3697 1336 ]
with causes

has phen. K ™~ 1

global g~ \ CEZC;’Z causes / condition associated with

devélopmental PAK1 condition MYH6  phenotype !

. delay 6478 interacts / causes 3091 N

! 7687 ’ with COndItI‘T f |

DMD i
! targets 3310 < _lnteracts_ MYH6 in orthology levosimendan
\‘neratinibjg interacrs 2’2162 with 2835 @onship with 5262
1772 . -
with causes condition \
. causes condition

Gene Disorder I Congestive s a substance

WIth MYBPC3__ causes heart failure  that treats

Phenotype Drug 1850 condition 1660
(a) original KG (b) CM-based KG

Fig. 3. Illustrations of the knowledge graphs and associated predictions for DMD as
target disease. The dashed line represents the prediction itself, while the remaining
lines and nodes depict relationships that influence the prediction. Node types are dis-
tinguished by colour, as shown in Fig. 3a.
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For illustration, Fig. 3 shows an extract of the original and CM-based knowl-
edge graphs generated for DMD as the target disease. It is important to note
that assessing the correctness of these predictions is beyond the scope of this
paper, as doing so would require proper drug evaluation procedures.

4 Results

A readily applicable outcome of this work is the conceptual model developed
during our method (Fig. 2). Moreover, our assessments indicate that the GNN
models trained on both types of KGs achieved comparable performance in met-
rics such as AUC and F1 scores. More significantly, the comparison in terms
of output reliability reveals that models trained on CM-based KGs produced
more consistent predictions (i.e. similar prediction results). High-resolution ver-
sions of the figures presented next and the list of predictions are available in the
supplementary material [5].

4.1 The OntoUML-Based Conceptual Model is Reusable

The conceptual model designed in this work can be reused in other ML systems
and FAIRification processes, as well as be extended for other applications in
related domains. When comparing the original and restructured KGs (Figs. 1
and 2), it can be observed that the number of nodes increased from the original
KG to the CM-based KG. In contrast, the number of relationships decreased
significantly, as some concepts previously defined as relationships in the original
KG were transformed into concepts in the restructured version. For instance, the
has phenotype relationship in the original KG, which linked Gene and Disease,
was transformed into a Phenotype concept in the restructured KG.

4.2 Predictive Performance is Similar

The (averaged) training curves of the GNN models are illustrated in Figs. 4, 5,
and 6, for DMD, HD, and OI, respectively. Figures4a, 5a, and 6a display the
training metrics of the GNN models trained on the original KGs, while Figs. 4b,
5b, and 6b show the metrics from the training on the CM-based KGs. Each figure
presents the AUC-ROC scores and the Cross Entropy Loss (CEL) of the training
processes. When comparing the (a) and (b) versions of each figure, it is important
to note that the training curves differ in the total number of epochs as distinct
hyperparameter optimisation processes (random search) [3] were performed for
each of the six KGs—this is motivated by our aim to evaluate the impact of CM-
based restructuring on the entire process. The hyperparameters used in each
case are described in the supplementary material [5].

Overall, for all models trained on both the original and CM-based KGs, the
training process starts with a high AUC-ROC score for both the training and test
sets. However, the improvement from the start to the end of training is minimal.
The CEL curve exhibits varying behaviour depending on the target disease. For
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DMD, a more rapid decline in the CEL curve is observed when training on the
original KG compared to the CM-based KG. In contrast, the opposite trend is
seen for HD and OI, where training on the CM-based KG results in a steeper
decline.

Table 1 shows a summary of the average AUC-ROC and F1 scores for each
case and target rare disease. For DMD, both the AUC-ROC and F1 scores are
slightly higher when training the GNN model on the original KG, although the
difference is minimal. For HD, training on the original KG resulted in a higher
average AUC-ROC, while training on the CM-based KG resulted in a higher F1
score. For OI, the average AUC-ROC and F1 scores were higher when the ML
model was trained on the CM-based KG.

Table 1. AUC-ROC and F1 scores for training on original and CM-based KG, for each
target rare disease.

Disease DMD HD Ol

KG Type |OriginalCM-based|Original|CM-based|Original CM-based
AUC-ROC|0.977 [0.976 0.978 |0.967 0.9602 0.974

F1 0.933 0.906 0.896 0.934 0.812 0.915
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Fig. 4. Training curves of the GNN models using the original and CM-based KG as
input, for DMD. The blue, green and orange lines depict the variations of AUC values
among the 10 runs for the train, validation and test sets, respectively. The red line
describes the variation in Cross-Entropy Loss.
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Fig. 5. Training curves of the GNN models, for HD.
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Fig. 6. Training curves of the GNN models, for OI.

4.3 Predictive Consistency is Higher for CM-Based KGs

120

Figures 7, 8, and 9, illustrate the degree of overlap (expressed as a percentage)
between predicted drug-phenotype pairs across all ten runs for the original and
CM-based KG for DMD, HD and OI, respectively. Figures7a, 8a and 9a are
derived from the predictions of the GNN model trained on the original KG,
whereas those in Fig.7b, 8b and 9b are derived from the predictions of the
GNN model trained on the CM-based KG. The means and median of the over-
laps described in Figs.7, 8, and 9 are summarised in Table2. Given the mean
and median values of the overlap of predicted drug-phenotype pairs, it can be
observed a higher mean and median for when rd-ezplainer is applied to the
CM-based KG in the experiments conducted for all target rare diseases.
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Fig. 7. Heat map that shows pairwise overlap of predicted drug-symptom pairs of all
ten runs in percentages for each case, for DMD.
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Table 2. Summary of the consistency of predictions of all three experiments. The per-
centages in parenthesis represent the increase of the CM-based values when compared
to original KG ones (e.g. increase in mean from original to CM-based).

Disease DMD HD (01

KG Type Original CM-based Original CM-based OriginalCM-based
Consistency mean (38.97 |54.1 (+38.82%) 24.27 48.43 (+99.55%) [11.53 [39.61 (+243.54%)
Consistency median(39.29 |53.57 (+36.35%)(25.29 |52.87 (+109.05%)(10.61 |37.88 (+257.02%)
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5 Discussion

We extend our results to propose specific research questions (RQs) to guide
future studies. Within the context of FAIR and FAIRification, exploring these
RQs will enhance understanding of the benefits of FAIR principles for ML appli-
cations. Additionally, addressing these RQs will support gathering more data to
make the conclusions of our work more generalisable.

Training Data. When examining the Cross Entropy Loss curve for OI (Fig. 6),
it becomes evident that the curve of the ML model trained on the CM-based
KG is steeper than that of the ML model trained on the original KG. This may
suggest that the ML model trained on the CM-based KG “learned more” when
compared to the one trained on the original KG. Consequently, future research
should explore whether restructuring training data according to well-founded
conceptual models can enhance learning in ML models (e.g. GNN models) that
initially do not perform well when trained on current data. Thus, a related RQ
could be: “RQ1 - To what extent do better-structured data improve the predictive
performance of ML algorithms that underperform on current data?”

An example of an experiment to address RQ1 could involve identifying cases
where data scientists do not manage to further improve the performance of ML
models on specific datasets. In such cases, well-founded conceptual models of the
datasets’ subjects would be designed and used to restructure those datasets and
retrain the ML models.

Reproducibility. When comparing the consistency of predictions from ML models
trained on the original and CM-based KGs (Figs. 7, 8, and 9), it is observed that
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ML models trained on the latter produce more stable predictions than those
trained on the former, as indicated by the average overlap among the 10 lists
of predictions generated for each case (Table 2). This suggests that training ML
models on data structured according to well-founded conceptual models enhances
the consistency of predictions, thereby reducing the randomness of the results.
Thus, a research question related to this aspect could be: “RQ2 - To what extent
do conceptual model based data contribute to the consistency of predictions of
ML models?”

To address RQ2, it would be necessary to replicate the experiments conducted
in our study in a systematic manner, involving various algorithms and datasets.
This approach will ensure that the results are statistically significant and that
the conclusions can be generalised and reproduced across different scenarios.

Design of AI Systems. During the application of our method, it was observed
that conceptual models improved communication, understanding, and task exe-
cution among different stakeholders. A pertinent research question arising from
this observation is whether data scientists can enhance their performance in fea-
ture engineering, ML model selection, and parameter tuning due to a better
understanding of the domain data (provided by conceptual modelling tasks).
This leads to the final research question: “RQ3 - To what extent do conceptual
models support stakeholders in the design of Al systems?”

To test RQ3, a controlled experiment could be conducted in which one group
of data scientists and developers is tasked with directly designing and implement-
ing an ML pipeline, while another group is required to first create an OntoUML
model before proceeding with the design and implementation of the ML pipeline.
The results of these two groups would then be compared to evaluate the impact
of conceptual modelling on the design and execution of AI systems. Such an
experiment could also test whether the conceptual modelling task facilitates
communication between data scientists and domain experts.

It is expected that the conceptual models produced for the potential exper-
iments described above will be (i) constructed using a well-founded modelling
language or ontology as a foundation (e.g. UFO, OntoUML), and (ii) thoroughly
validated by domain experts. Finally, it is important to highlight that the RQs
described above are formulated from our initial explorations. While some are
based on subtle differences in the results (e.g. AUC curves), they remain valu-
able for further investigation, as they may reveal more significant and impactful
differences in other ML applications, particularly those involving large KGs.

6 Threats to Validity

Reproducibility and generalisability are the primary limitations of our results.
Reproducibility, a well-recognised challenge in ML [1], remains difficult in this
context. While our findings demonstrate that CM-based KGs lead to more con-
sistent GNN models, achieving identical results to those presented in Sect.4 is
challenging due, for example, to the inherent randomness in certain components
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of the rd-explainer pipeline. To mitigate this issue, we ran the training and out-
put generation ten times for each case and target disease, averaging the scores
to reduce the impact of variability.

Although we synthesised our findings into additional RQs to guide future
research, we have not yet tested our findings sufficiently to draw generalisable
conclusions. This limitation arises from the fact that our study focused on a
single type of ML method, used the same set of data sources within a specific
domain, and was constrained by limited computational resources. Therefore, it
is crucial to investigate the impact of conceptual models in different domains
and with other types of ML methods, as well as with different types of data.
For example, while our results may be relevant to graph data and AI methods
designed for such data, the application of our method to other data types may
not lead to meaningful differences in results.

Finally, an aspect not addressed in this paper but worth considering in future
work is the biological basis for the observed behaviours in the experiments.
For example, OI has a relatively homogeneous genetic profile, well-documented
phenotypic characteristics, and a well-established body of medical knowledge—
particularly in terms of phenotypic markers. These factors might simplify the
identification of meaningful patterns within the data, potentially contributing
to improved prediction accuracy and consistency.

7 Related Works

The use and impact of conceptual models and ontologies in Al has been a topic of
discussion in the literature. Various studies examine how these artefacts can be
applied in the field, such as to enhance outcomes and the design of Al systems.
At this stage, we view related works as complementary efforts toward a shared
ultimate goal: enhancing the understanding and application of ontologies in Al,
and vice versa.

Confalonieri & Guizzardi [8] outlined the different roles that ontologies and
ontology-based conceptual models can play for neuro-symbolic Al systems from
three key perspectives: reference modelling, common sense reasoning, and knowl-
edge refinement and complexity management. Similarly, Maal & Storey [20]
explored the benefits and synergies of integrating conceptual modelling with
ML and proposed a framework that uses conceptual modelling to support the
design and development of ML solutions.

Lukyanenko et al. [19] explored how conceptual modelling can address chal-
lenges in extracting insights from large datasets with machine learning. They
showed that conceptual modelling aids various ML project phases: defining
goals in the business understanding phase, modelling data and identifying qual-
ity issues in the data understanding phase, supporting attribute selection and
transformation in data preparation, enhancing ML algorithm effectiveness with
domain knowledge, improving result interpretability, and documenting process
changes during deployment.
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8 Final Remarks

This work presented an exploratory study to investigate the impact of restruc-
turing knowledge graphs using conceptual models—a step of FAIRification—on the
performance of a GNN algorithm. We tested the GNN model’s behaviour when
applied to both original and CM-based KGs across three different rare diseases
targeted for drug repurposing. The initial results provided valuable insights and
led to the formulation of additional refined research questions for future investi-
gation, focusing on areas such as supporting the ML design process, improving
predictive performance, and enhancing the consistency of predictions.

The most prominent results of this work relate to the consistency of the pre-
dictions. We evaluated the prediction lists generated across ten runs of the GNN
method on both the original and CM-based KGs for each target disease. This
evaluation involved pairwise comparisons measuring the overlap of predictions
in each list. In all cases, the prediction lists generated from training the GNN
model on the CM-based KGs were more consistent than those generated from
the training on the original KGs.

For FAIR and FAIRification, the initial findings herein presented serve as a
proof-of-concept of the benefits of applying the FAIR principles to ML appli-
cations. Our results demonstrate that FAIR data, structured using well-defined
conceptual models, have the potential to enhance the consistency of ML out-
puts without negatively impacting performance. Additionally, other elements of
FAIR further enhance ML design and deployment. For instance, FAIR metadata
improve resource discovery (e.g. finding data for training) and simplifies reuse
by clearly specifying the conditions under which the data can be reused.

ML and FAIR research are rapidly evolving fields. Our work contributes to
this progress by exploring synergies between conceptual models, FAIR principles,
and ML. As the next step, we aim to expand our research by applying our method
to new domains, diverse data sources, and a broader range of ML approaches
for more robust and generalisable results.
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Abstract. When considering risky events or actions, we must not down-
play the role of involved objects: a charged battery in our phone averts
the risk of being stranded in the desert after a flat tyre, and a functional
firewall mitigates the risk of a hacker intruding the network. The Com-
mon Ontology of Value and Risk (COVER) highlights how the role of
objects and their relationships remains pivotal to performing transpar-
ent, complete and accountable risk assessment. In this paper, we oper-
ationalize some of the notions proposed by COVER — such as parthood
between objects and participation of objects in events/actions — by pre-
senting a new framework for risk assessment: WATCHDOG. WATCH-
DOG enriches the expressivity of vetted formal models for risk — i.e.,
fault trees and attack trees — by bridging the disciplines of ontology
and formal methods into an ontology-aware formal framework composed
by a more expressive modelling formalism, Object-Oriented Disruption
Graphs (DOGs), logic (DOGLog) and an intermediate query language
(DOGLang). With these, WATCHDOG allows risk assessors to pose
questions about disruption propagation, disruption likelihood and risk
levels, keeping the fundamental role of objects at risk always in sight.

Keywords: ontology - logic - risk - COVER - fault trees - attack trees

1 Introduction

Risk assessment is a key activity to identify, analyze and prioritize the risk in a
system, and come up with (cost-)effective countermeasures [38]. This is true when
considering safety (i.e., the absence of risk connected with unintentional mal-
functions) and security (i.e., the absence of risk linked with intentional attacks)
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[35]. To perform transparent, complete and accountable risk assessment, it is
fundamental to explicitly account for the role objects play in Fvents (including
Actions) in which they participate, and for how their status affects safety and
security interplay: a door being locked causes the impossible escape event in
case of fire but simultaneously stops the action of a burglar entering your house
[23,27,36]. Formalisms widely employed in industry and academia to conduct
risk assessment — such as fault trees [31] and attack trees [34] — are not equipped
to explicitly reason about objects. Without an explicit representation of objects
at risk, it is impossible to evaluate their role in risk scenarios and to correctly
evaluate the overall risk imposed on these objects: e.g., what is the risk level my
car is subject to, considering that both its tyres can break (safety-related event)
and its onboard computer can be hacked (security-related action)?

Our objective here is to provide an ontology-grounded formal approach for
object-based risk representation and reasoning by combining and extending stan-
dard formalisms for safety (fault trees) and security (attack trees). To address
this lack of expressivity, two promising fields must be taken into account: ontolo-
gies for risk and model-based risk assessment. On the one hand, risk ontologies
— like the Common Ontology of Value and Risk (COVER) [33] — excel in pro-
viding a structured ground for reasoning about a specific domain of knowledge,
transparently and explicitly laying out key concepts and relationships needed
to reason about risk. While excellent for conceptualization and transparency,
ontologies are however not designed to enable quantitative and applied risk eval-
uations. On the other hand, specific model-based technologies from the field of
formal methods — like fault trees (F'TS) and attack trees (ATs) — excel in pro-
viding applicable, tried and tested instruments for rigorous and quantitative
risk assessment. These methods, however, sometimes rely on opaque conceptual
assumptions and, in particular, do not offer the expressivity needed to explicitly
reason about objects at risk. With WATCHDOG we propose a risk assessment
framework that enriches and extends the expressivity of vetted model-based
technologies — such as FTs and ATs — while grounding them in the conceptual
clarity of COVER.

Fundamental elements highlighted by the COVER ontological framework [33]
— such as the participation of a given object in a risk-related action/event or
the parthood relationship between different objects — are not expressible in clas-
sical risk assessment formalisms, such as FTs and ATs. We address this gap and
operationalize these concepts by presenting object-oriented DisruptiOn Graphs
(DOGsS), a new formalism that extends the strengths of classical FT- and AT-
based risk analysis accounting for the role of objects at risk (OaRs) in disrup-
tion propagation, likelihood and risk calculation'. Morever, to perform trans-
parent decision-making w.r.t. safety and security of systems, practitioners need
the ability to analyse their models in a meaningful and thorough way. To cater
for this need, we present DOGLog — a logic to formally query DOGs — and
DOGLang, an intermediate domain-specific language to ease the querying pro-

! We adopt these notions from previous work. For a more in-depth discussion on risk,
disruption, propagation, and their relation with risk propagation, see [12,35].
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cess. With DOGLog and DOGLang practitioners can query DOGs to learn mean-
ingful information about systems disruptions and risk levels. One could ask, for
example: Given that one of my tyres breaks, is my entire field trip compromised?
Is the probability of an attacker compromising the network larger/smaller than
p? Given an object at risk (e.g., my laptop), what is the most risky security
Action/safety Event in which it participates? What is the maximum risk level
imposed on my laptop, given all the Actions/Events in which it participates?
Finally, we showcase property specification in DOGLog and DOGLang on a DOG
model for a variant of small but well-known and representative example from
safety-security literature, modelling safety and security risks on a household
given the status of a door lock [23,27,36].

2 Baseline Research

Attacker
breaks in
house

Fault Trees (FTs) and Attack Tress (ATs)
constitute a sensible starting point as they
are popular technologies that already encode
key concepts highlighted in the Common
Ontology of Value and Risk (COVER) —
such as Fvents and Actions — and pose a
solid ground for model-based risk assessment.
Fault tree analysis (FTA) [31] is a widespread
technique to support safety risk assessment,
and the use of fault trees is required, e.g.,
by the Federal Aviation Administration, the
Nuclear Regulatory Commission, in the ISO 26262 standard [17] for autonomous
driving and for software development in aerospace systems. A fault tree (FT)
(see Fig.1, right) models Fvents that describe how component failures arise,
and propagate disruption through the system, eventually leading to system-level
failures. Leaves in a FT represent basic events (BES), i.e. elements of the tree
that do not need further refinement. Once these fail, the failure is propagated
through the intermediate events (I Es) via gates, to eventually reach the top level
event (TLE), which symbolizes system failure. When considering model-based
risk assessment of systems security — attack trees (ATs) are widely employed.
ATs (see Fig. 1, left) are hierarchical diagrams that represent malicious Actions
that can lead to a system being compromised [24,34]. ATs are referred to by
many system engineering frameworks, e.g. UMLsec [21] and SysMLsec [30], and
are supported by industrial tools such as Isograph’s AttackTree [19]. The TLE
of an AT represents the attacker compromising the entire system, and the leaves
represent basic attack steps (BASes): actions of the attacker that can no longer
be refined. As for FTs, intermediate nodes in ATs are labelled with gates.

The Common Ontology of Value and Risk (COVER) [33] is based on UFO
[16] — a foundational ontology. It embeds a domain-independent conceptualiza-
tion of risk, has been subject to validation and proper comparison to the liter-
ature of risk in risk analysis and management at large (e.g. [18]), and it is built

Fire +
impossible escape

A. enters door A. forces
left unlocked door

Door gets Fire breaks
blocked out

Lock gets | (Door stays
jammed locked

Fig. 1. An attack tree (left) and a
fault tree (right) for the locked door
example.
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upon widespread definitions of risk. This ontology has already shown its utility in
constructing formalisms for risk quantification and propagation [12], and embeds
several key assumptions about the nature of risk, which align with those in the
literature in risk assessment. Firstly, risk is experiential. This means that the
notions of “event” and “object” are deeply entangled and, when assessing the risk
an object is exposed to, one aggregates risks ascribed to events that can impact
the object. For instance, consider the risks your laptop is exposed to. To assess
them, you will need to consider: 1. which of your goals depend on your laptop
(e.g. work deliverables); 2. what can happen to your laptop such that it would
hinder its capability to achieve your goals (e.g. its screen breaking); 3. which
other events could cause these (e.g. you dropping it on the floor). Then the risk
your laptop (object) is exposed to is the aggregation of the risk of it falling
(event) and breaking (event), and so on. The second assumption is that risk is
contextual. Thus, the magnitude of the risk an object is exposed to may vary
even if all its intrinsic properties (e.g., vulnerabilities or states) stay the same.
To exemplify, let us pick one risk event involving your house door, namely that
of robbers breaking into it. Naturally, the properties of the door — such as having
a strengthened blocking mechanism — influence the magnitude of this risk. Still,
the tools used by the robbers can significantly increase how risky the breaking
event is. Lastly, another assumption that we derive from COVER is that risk
is grounded on uncertainty about events and their outcomes. This is a very
standard position — see [18] and [3] — which implies that likelihood is positively
correlated with how risky an event is. For instance, the risk of encountering a
bear is higher while walking in a forest than in an urban park, simply because
it is more likely in the former case.

In COVER, a RISk EXPERIENCE is a multifaceted hypothetical occurrence
that can be broken down into RISK EVENTS, further categorized into THREAT
EVENTS and Loss EVENTS. THREAT EVENTS are hypothetical occurrences
capable of precipitating Loss EVENTS, which, in turn, are incidents that under-
mine the objectives of a RISK SUBJECT, the AGENT whose viewpoint is under
scrutiny in the risk evaluation process. A L0osS EVENT might involve OBJECTS
AT RISK and RiSK ENABLERS. Dispositions of objects at risk and risk enablers
that can be manifested as threat and loss events are VULNERABILITIES. As dis-
cussed in [33] COVER accounts also for a numerical evaluation of RISK linked
to a RISK ASSESSMENT. We emphasise here that the quantification of risk is
applicable solely to anticipated scenarios that have the potential (though not
certainty) to materialize. The ontology tackles this concern by acknowledging
the feasibility of anticipated events, as discussed in [13].

In order to ground WATCHDOG in COVER, we make a number of design
assumptions, which are used in the construction of both the new proposed model
(DOGs) and logic (DOGLog). We further discuss how they relate to — and are
grounded in — the COVER ontology, their implications and limitations. Through-
out the paper, we highlight them with the assumption tag whenever they play
an active role. We distinguish between two types of assumptions: operational
and structural. Operational assumptions introduce constraints that are stricter
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than necessary due to the novel nature of this work, requiring a cautious and
incremental approach. Structural assumptions, on the other hand, directly derive
from the existing COVER ontology as-is. We elaborate on these in the sequel:

e Assumption 1 (structural): the attribution of impact on parent elements
in the DOG is independent of the attribution on children elements. COVER
grounds this assumption by clearly distinguishing the notions of probability,
impact, and risk. On DOGs we propagate disruption (i.e., attacks/failures
propagation in the system) and — quantitatively — their probability values.
In the case of disruption likelihood, the values assigned to each event depend
on those assigned to the other events to which they are related. Differently,
impact values are assigned independently to each single event. For example,
the probability value assigned to a “breaking laptop” event naturally depends
on the probability value of a possible related event such as “stumbling”. This
is not the case for what concerns the loss value (or associated impact) of the
two events (in itself, stumbling may not be a problem, while laptop breaking
represents something serious). Note that by distinguishing between probabil-
ity and impact values, we enable a clearer assessment of an event’s impact,
independent of the likelihood of its occurrence;

e Assumption 2 (structural): OaRs that can participate in parent elements
of a DOG are a collection of all OaRs that can participate in their children
elements, plus additional OaRs added by the risk assessor. This assumption
is in line with the representation of events in COVER. In this context, events
modelled as children of other events in the graph can be naturally taken as
parts of the parent event, and in a simplified view, this allows inferring that
objects that participate in parts (or sub-events) of an event, also participate
in the event itself;

e assumption 3 (operational): for each OaR that participates in an element
(event/action) of the DOG, we assume that its parts participate in it as well,
but the opposite does not hold. For instance, if Door participates in Door
stays locked also its part — namely, Lock — participates in it, but if Lock
participates in Lock breaking this does not imply that Door participates in
that event. This is, again, aligned with the theory about events, objects and
their parts encoded by UFO and inherited by COVER?;

e assumption 4 (operational): in computing risk values, we assume the
attacker already knows which failure occurred in the system before acting.
Looking at the conceptualization provided in COVER, this aligns with the
composition of the “risk experience” concept, which not only accounts for the
role of “passive” elements involved in the assessment of risk (e.g., “object
at risk”) but also for the role of the “active” elements involved (see, for
instance, the concept of “threat object” and related threat capability). This,
then, supports the two-step representation of the assessment process we pro-
pose, where, firstly, vulnerabilities in a system are identified and, secondly,
based on these, threats can be activated. This solution allows for simulations
that act as operationalizations of the concept of “risk experience”;

2 For a more detailed focus on this assumption we refer the reader to [14,15].
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e assumption 5 (operational): the attacker can adapt its strategy to the event
under consideration. E.g., when computing max total risk (Sect. 4) we assume
the attacker can maximise the risk level for each individual event in the graph
by choosing the best actions at each iteration. Operating in this way gives
practitioners the safest possible risk metric, as they are provided with a worst-
case upper bound when computing total risk. Also here, the assumption is
inspired by how the “risk experience” is represented in COVER, where the
“threat capability” of a “threat object” participating in a “threat event” is
always directly related to “loss events” and related risks.

3 Object-Oriented Disruption Graphs

~Operational_Sprinklers

Inhab_in_House A Inhabitant_Unaware

ILock,Hackemel Lock_Locked

~Lock_Locked
:

Fire breaks

out

0.15

A emers
H door left ! :
i unlocked J o5 : :
: Attacker Fire + :
breaks n impossible Boorsiars
biometric lock ] 0.25 house escape 0l locked
A. !orces Smart house 00, gets
door 1 blocked
A. destroys QQ e s
door 0.1 0.2 _jammed

| Inhabitant | | Door | |Smart sprinklersl
H 2 5

3 R
II ¢ [Lock_Jammed]
Biometric lock
4

Fig. 2. DOG for the smart house locked door example. (Color figure online)

Object-oriented DisruptiOn Graphs (DOGs) extend classical FT- and AT-based
risk analysis by integrating key concepts from COVER, i.e., adding needed con-
structs to reason about objects at risk during risk assessment. Figure 2 repre-
sents an object-oriented disruption graph that captures risks on a smart house.
This scenario extends the well-known locked door example, typical of safety-
security literature [23,27,36], with IS engineering specificities. On the left — in
red— Actions of an attacker are represented in an AT. On the right — in violet—
Events that can cause failures are represented in a FT. Root nodes in both the
FT and AT — the top level events (TLEs) — can be mapped to COVER’s Loss
Events. Each of the events/actions in the FT and AT is labelled with objects at
risk (OaRs) that can participate in it — a white rectangle on the corner, con-
taining numbers for objects that participate in the labelled event/action. These
numbers refer to the Object Graph — at the bottom, in blue- where arrows in
UML-like notation represent the parthood relationship between objects. Specific
combinations of properties of OaRs that are needed for events/actions to happen
— what we call conditions — are typeset in blue and linked to events/actions via a
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dashed line. For example, the condition ~Lock Locked is needed for the action
Attacker enters door left unlocked to happen. Finally, example probability values
are typed next to each leaf node in the FT/AT components. With this model,
one can ask ontology-aware questions that do not overlook the role of objects
at risk, e.g., 1. Given that an Attacker destroys the door and that the Fire does
not break out, are any of the two loss events happening? 2. Is the probability
of both successfully forcing the door and fire breaking out lower than 0.057 3.
What is the most risky event in which Inhabitant participates, assuming that
Lock is Locked? 4. What is the minimal risk level associated with the OaR. Door,
given all the events/actions in which it participates?

In Sect.5 we will formalize these queries via our logic (DOGLog) and query
language (DOGLang).

Definition 1 (Object-Oriented Disruption Graph). An Object-Oriented
Disruption Graph (DOG) G is a tuple (A, F,O, B) where A is an attack tree, F
s a fault tree, O is an object graph and B is a disruption knowledge base.

As mentioned in [35], ATs and FTs can be syntactically unified under the dis-
ruption tree (DT') model:

Definition 2 (Disruption Tree). A disruption tree (DT) T is a
tuple (N,E,t) where (N,E) is a rooted directed acyclic graph, and t
N—{OR, AND, LEAF} is a function s.t. for v € N, it holds that t(v)=LEAF iff
v is a leaf. Moreover, ch: N — 2V gives the set of children of a node and T
has a unique root, i.e., Rp.

We also define the set of intermediate events IE = N \ LEAF. Moreover, if
u € ch(v) then u is called a child of v, and v is a parent of w. Furthermore,
we employ only AND- and OR-gates in the AT/FT components of the model.
The behaviour of a DT T can be expressed through its structure function [31]
- fr: if we assume the convention that a LEAF has value 1 if disrupted and
0 if operational, the structure function indicates the status of the root node —
or top level event (TLE) — given the status of all the LEAVEs of T. Thus, for
each set of LEAVEs we can identify its characteristic vector b: we refer to this
vector as a scenario. We denote by .#p = 2LFAFT the universe of scenarios
of T. When further distinction is needed between ATs and FTs constructs, we
use (respectively) the subscripts _ 4, and _ p: e.g., we refer to a scenario on an
AT (resp. FT) as an attack scenario (resp. fault scenario), represented by ba
(resp. b r). As shown before, in FT- and AT-related literature nodes canonically
represent respectively events and attack steps: one might easily map attack steps
and events to the terminology chosen in the COVER ontology, for which nodes
Ny of an AT represent Actions and nodes Nr of a FT represent Events. From
this point on, we will use the general term elements to refer indistinctly to nodes
in FTs and ATs. To enrich ATs and FTs, we introduce Objects at Risk (OaRs)
that explicitly capture impacted objects in (safety and security) risk experiences.
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Definition 3 (Object Graph). An object graph (OG) O is a rooted directed
acyclic graph (No,Eo, OP,cOP) where: 1. nodes in Nop represent Objects at
Risk (OaRs); 2. directed edges in Eo C Np x No represent the parthood relation
between OaRs; 3. properties on OaRs are atomic propositions op € OP; and 4.
cOP: Np — 297 returns a set of atomic propositions of a node v € Np.

Moreover, ch: Np — 2™ gives the set of parts of a node and O has a unique
root, denoted Rp. As previously hinted, OaRs and the object graph (OG) are
represented by connected blue rectangles (see Fig. 2, page 6). Similarly to DTS’
evaluation, we need a way to evaluate properties of OaRs, thus:

Definition 4 (Evaluating Properties of OaRs). We let a configuration bo
be the Boolean vector assigning values to properties of OaRs in OP and we let
bH:B" x OP — B be a valuation such that f,(bo,op) = 1 iff the Boolean value

of a property op € OP equals 1 given bo.

Furthermore, we let € be the set of all possible con- ~Operational_Sprinkors
figurations. Finally, we introduce a Disruption Knowl- i e

edge Base (DKB) that establishes a formal relation ,

between elements in ATs and FTs and OaRs that can S e
participate in them. We also define attribution of an 0151 _ou

impact value to ATs and FTs elements and their pre-

conditions and conditions in the DKB. Preconditions Fig.3. An excerpt of
are relevant properties of OaRs that can participate in  Fig- 2-

a given event/action. These properties must be arranged in a specific way for
events/actions to happen: conditions express this arrangement.

Example 1. Consider the excerpt of the DOG of Fig.2 in Fig. 3: conditions for
the event Fire breaks out — in blue, connected with a dashed line — are encoded in
the Boolean formula —=Operational _Sprinklers A Inhabitant_ Unaware: in fact,
the OaRs Smart house and Inhabitant participate in the event Fire breaks out
and Operational _Sprinklers and Inhabitant _ Unaware are the relevant properties
of these participating objects at risk. These are exactly the preconditions for
event Fire breaks out and they must be set resp. to false and true in conjunction
for Fire breaks out to happen.

Definition 5 (Disruption Knowledge Base). A disruption knowledge base
(DKB) B is a tuple (D, Im, Pa, Pr) where:

1. D = Njs U Np U Ny is an entity domain where Na, Np and No are pairwise
disjoint

2. Im: NaUNp — Rxg is a function that returns an impact factor for each
element v € Ny U Np

3. Pa: NyUNp — 2% s g function that for each element v € Ny U Np returns
a set of OaRs that can participate in v

4. For each element v € Ng U Np, Pr: Ny U Np — 20F s q function that
returns the set of its preconditions Pr(v) = cOP(01)UcOP(02)...UcOP(o0y,)
with o; € Pa(v)
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5. For each element v € Ngy U Np, conditions on v are represented by a Boolean
formula Cond(v) over its preconditions Pr(v)

Do note that conditions naturally map to descriptions of situations in COVER.
Assumption 1: Moreover, we assume that attribution of impact on parent
elements (see item 2) is independent of the attribution on children elements.
Assumption 2: We also assume that OaRs that can participate in parent ele-
ments (events/actions) — being decorated with AND-gates or OR-gates in the
DT—- are a collection of all OaRs that can participate in their children elements,
plus additional OaRs added by the risk assessor (exactly what the Pa function
returns). As seen with properties of OaRs, we need a way to evaluate whether
conditions on a given DT element (it being an action or an event) are satisfied:

Definition 6 (Ewvaluating Conditions of Elements). We let fo,,q: B™ %
Form — B be the evaluation function for conditions — with Form being the
set of Boolean formulae — such that given a configuration l;o and conditions
Cond(v) for an element v, f,,4(bo, Cond(v)) = 1 iff the Boolean assignment
in bo satisfies Cond(v).

To summarize: for each element v we construct a Boolean formula Cond(v) over
the set of preconditions Pr(v), which are exactly the relevant properties of OaRs
that participate in v which are needed for v to happen. To do so, we collect the
n OaRs that can participate in v with Pa(v) and — for each of these objects
0; € {o01,...,0,} — we collect its properties via cOP(0;). Assumption 3: For
each OaR that participates in element (event/action) v, we assume that its parts
participate in v as well, but the opposite does not hold. The union of all these
collected sets cOP(0;) is exactly the set Pr(v) of preconditions on v. The Boolean
formula Cond(v) over preconditions in Pr(v) for v represents its conditions. It
is important to note that, in a practical setting, a user would iteratively be
asked whether 1. all participating objects in v and 2. all preconditions of a
given participating OaR are relevant for conditions on v. The ability to isolate
and compute separately both preconditions and conditions will be functional in
this setting. E.g., the property Lock Locked is relevant for preconditions of an
element v = Attacker enters door left unlocked, but Lock Hackable is not: thus,
it is not included as an atom in Cond(v). As hinted, understanding computations
on DOGs requires further attention on the interplay between Actions (resp.
Events) in ATs (resp. FTs) and their conditions. Since Cond(v) is a Boolean
formula over preconditions for v € Ny (resp. v € Np), for v to be attacked (to
fail) the entire Boolean formula composed by v A Cond(v) must evaluate to true.
To account for this, let us define an extended structure function for DT's where,
for v to be disrupted it would be necessary to have f;(l;, l;o, v) return 1, i.e., both
the node in question should be disrupted and its conditions must be satisfied.

Definition 7 (Extended Structure Function). The extended structure func-
tion of a disruption tree T is a function fp: B™ x B" x N — B that takes as input
a SCenario l;, a configuration l;o and an arbitrary element v € N. We define it
as follows:
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bi A frona(bo, Cond(v)) if v = v; € LEAF
b, b

B v) = \/( )ﬁ( b0,v") A foona(bo, Cond(v)) if v € IE and t(v) = OR
s > = § v/ €ch(v

A BO,60,Y") A foona(bo,Cond(v)) if v € IE and t(v) = AND
v/ €ch(v)

4 DOGLog: A Logic to Reason About DOGs

We construct our logic on three syntactic layers, represented with ¢, ¥ and .
Layer 1 formulae reason about disruption propagation: the atomic propositions
a in DOGLog can represent any element in an AT or FT, and any property of
OaRs, i.e., a € N4UNpUOP. Formulae can be combined through usual Boolean
connectives. Furthermore, we can set evidence to construct what-if scenarios:
@la — bool] sets the element a in ¢ to either 0 or 1, representing an event/action
taking place or an object property being true or false. Finally, DOGLog allows
reasoning about minimal risk scenarios (M RSs): minimal assignments on leaves
of the FT and AT, such that a formula is satisfied (e.g., such that an event/action
takes place). Note that M RSs are always evaluated by fixing a specific configu-
ration, i.e. a specific status of object properties. Layer 2 formulae reason about
disruption propagation probabilities. We can check whether the disruption prob-
ability of a given ¢ formula (e.g., a given event/action) is bounded by a selected
threshold — with our comparison operator < € {<,<,=,>,>} — and we can
also set probabilistic evidence, i.e., formulate scenarios where an event/action
e € Ny U Np is assigned a specific disruption probability ¢g. Combining layer 2
formulae with Boolean operators is also allowed. Lastly, layer 3 reasons about
safety- and security-related risk levels. One can ask what are the most risky
actions/events in which an OaR participates — with * € {A, F'} symbolizing
resp. AT and FT nodes, i.e., actions and events. Moreover, one can ask what
is the max/min total risk level to which an OaR is subject, aggregating risk
from both safety- and security-related events/actions in which it participates,
and what is the optimal configuration of object properties to minimise risk on
an OaR. Finally, one can also set evidence on object properties, i.e., forcefully
set them to true or false to create insightful what-if scenarios. Note that when
setting evidence we usually assign values to a € LEAVEs UOP in layer 1, and
to e € LEAVEs in layer 2. We can however assign values to I Es of ATs and
FTsif 1. a/e € No U Np is a module [10], i.e., all paths between descendants of
a/e and the rest of the AT or FT pass through a/e 2. and none of the descen-
dants of a/e are present in the formula. If so, we prune that (sub)AT or (sub)FT
(and relative conditions) and treat occurring I E's as LEAVEs. We can formally
define the syntax for DOGLog as follows:
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Layer 1: ¢ z=a| ¢ | ¢ A | ¢la— bool] | MRS(¢)
Layer 2: ¢ ==P(¢)<1p| ) | A | Yle — ¢
Layer 3: £ == MostRisky, (0) | Totrg!al)'\:isk(o) | TotalRisk(o) | OptimalConf(0) | £[op — bool]

5 Object-Oriented Risk Queries: DOGLog and DOGLang

To ease the usability of our logic, we present DOGLang, a Domain Specific Lan-
guage (DSL) for DOGLog. Defining languages and tools to specify properties and
requirements is common: in [9] the authors capture high-level requirements for
a steam boiler system in a human-readable form with SADL. Further controlled
natural languages for knowledge representation include Processable English
(PENG) [37], Controlled English to Logic Translation (CELT) [28], Computer
Processable Language (CPL) [7] and FRETish [8]. DOGLang is constructed by
adhering to the same design philosophy of LangPFL — a domain specific language
for FTs that was developed in the literature [25]. As for LangPFL, DOGLang is

Table 1. Risk queries for G (Fig.2) in natural language, DOGLog and DOGLang.

assume:
I Given that an Attacker destroys the door set ADD = 1
. TLE1vV TLE2
and that the Fire does not break out, are set FBO = 0
X [ADD + 1, FBO 0]
any of the two TLEs happening? check:

TLEL or TLE2

assume:
‘What are all the M RSs such that set LiL = 1
. [TLE1 N TLE2 X
both Loss Events happen, given that Lock i X set DiF = 1
) > . [LiL — 1, DiF — 1]].»
is Locked and Door is Frail? computeall:
MRS|TLEL and TLE2]
I Is the probability of both successfully assume:
forcing the door and fire breaking out Prob(AFD A FBO) < 0.05  check:
lower than 0.057 Prob[AFD and FBO] < 0.05
assume:
What is the most risky event in which ¢ LiL — 1
set LiL =
Inhabitant participates, assuming that Lock MostRisky - (Inhab.)[LiL +— 1]
X computeall:
is Locked? )
MostRiskyF|Inhab.]
I ‘What is the max risk level associated assume:
with the OaR Door, given all the TOtn?LEiSk(DOOT) compute:
events/actions in which it participates? MaxTotalRisk|[Door|
assume:
What is the minimum risk level on CLP -1
Door, assuming that OaR Look exhibits TotalRisk(Door)[LP +— 1] s¢
) min compute:
property Lock Pick-able? . .
MinTotalRisk[Door]
I What are the properties that all OaRs must assume:
exhibit, in order to minimise the risk N . set DiF = 1
K . . OptimalConf(House)[DiF +— 1]
level associated with the object House, computeall:

assuming we fix that Door is Frail? OptimalConf[House]
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inspired by the aforementioned languages for their ease of use and close proximity
to natural language. DOGLang expresses only a fragment of DOGLog. Notably,
nesting of formulae is disallowed: we retain most of the expressiveness of DOGLog
while making property specification easier. In DOGLang, DOG elements are
referred to with their short label and each operator in DOGLog has a coun-
terpart in the DSL: Boolean operators, not, and, or, impl...; setting the value
of DOG elements to Boolean or probabilistic values, set, set prob; minimal risk
scenarios MRSs , MRS]...] ; operators to check disruption probability thresh-
olds, Prob[...] ... (note that 1 € {<,<,=,>,>}); and to reason about risk
levels aggregated on a given object and about risky actions/events in which
this object participates, MostRiskyA[...], MostRiskyF[...], MaxTotalRisk]...],
MinTotalRisk]. . .], OptimalConf[...]. One can specify properties in DOGLang by
utilizing operators inside structured templates. Assumptions on the status of
DOG elements can be specified under the assume keyword. These assumptions
will be automatically integrated with the translated formula accordingly, e.g.,
set or set_prob will be translated with the according operators to set evidence,
while other assumptions will be the antecedent of an implication. A second key-
word separates specified formulae from the assumptions and dictates the desired
result: compute and computeall compute and return desired values, i.e., proba-
bility values, and lists of events/actions/configurations and MRSs respectively,
while check establishes if a specified property holds.

In Table 1 we exemplify some queries on the DOG for the smart house locked
door example in Fig. 2. These queries exemplify the expressive power enabled by
DOGs, DOGLog and DOGLang and are chosen to reflect the different Layers of
our logic. It is important to note that syntactically the DOG model does not
represent answers to these queries right away, so one cannot read them from Fig. 2
directly. Answers are computed as per semantics of both the model and the logic:
e.g., the A. forces door node is a composite element, and the computation of this
complex probability value follows probability composition on the structure of the
model in Fig. 2.

6 Enabling Risk Computations: DOGLog Semantics

To enable object-oriented risk computations and to ground the meaning of for-
mulae into the enriched model presented in Sect. 3, we define formal semantics
for DOGLog. For the first layer of the logic, formulae are evaluated on the fol-
lowing model .Z = <ER, 507 G) where a risk scenario I;R = (b1,...,bk) is defined
as ER = by U EF, Z;O is a configuration and G is a DOG. Formally:
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with a € Ny ff,(l;A,go,a) =1

M= a iff {withae Ny f(br,bo,a)=1
with a € OP }b(go,a)zl

M=~ iff A W

ME=PNP iff A ¢and A = ¢

with a; € Ny U Np 4" = ¢ with by = (b),...,b,) € .4,
b;:boolEBandb;:bj for j # 1

with a; € OP M= ¢ with by = (b),... b)) € .4,
b;:booleBandb;:bj for j # i

M = dla; — bool] iff

M= MRS(¢) iff by € [B].0

With [¢]., we denote the minimal satisfaction set of risk scenarios for ¢, i.e.,
the set of minimal risk scenarios by that satisfy ¢ given G. We define [¢] , as
follows: [¢]., = {br | (br,bo, G) £ & A Bop.br C bg A (b, bo, G) = ¢}. Note
that the set of all minimal risk scenarios for a given ¢ — i.e., [¢], — is always
computed by fixing a specific configuration I;O first.

Layer two formulae require the introduction of probabilities. First, we need
to decorate the leaves of the AT and the FT in G with probability values. To
do so, we let an attribution on G be a map «: LEAVEs — [0, 1]. With a slight
abuse of notation, we simply write ag for the probability attribution on both the
leaves of the AT A and the FT F in G. We then let p(¢) define the probability
of a given layer one formula ¢. Intuitively: given ¢ and a configuration I;O, we
consider every possible fault scenario b F € .YF on I and how that would impact
truth values of FT nodes in ¢. For each of these fault scenarios, we compute
the maximal probability of successfully attacking AT nodes in ¢ under the given
configuration l;o. Assumption 4: Note that — with this setup — we assume the
attacker already knows which FT nodes in ¢ failed. Consequently, we let:

p(¢a EO)A,F = Z PrOb(gF) X PA(Set(¢7gFagO))
bresr

where the probability associated to each fault scenario brp € Fp — with v as a
BE- is calculated via Prob(by) = Hle bi x a(v;) + (1 —b;) x (1 —a(v;)) and
where the maximal probability of successfully attacking ¢ is given by multiplying
attributions on BASes in every minimal attack scenario for ¢ — ba € [¢]a — to
then take the maximum between the resulting values of these attacks. Formally:

Pa(¢) = max H a(v)
bacé]la =

vEbA
This last step is coherent with a more general framework for multiple metric
computations on ATs previously defined in [24,26]. Finally, we account for how
every possible fault scenario would impact truth values of atomic propositions
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of FT nodes in ¢ by recursively defining Set(¢, bg, bo), with by € .

withae Ny a

Lo withae Ny 41 1 felebrbo) =1
Set(a, br, bo) = 0 otherwise
with a € OP Lo fO(a,’ bo) =1

0 otherwise
Set( ¢7vabO) = _'SGt(gZS, nggO)
Set(¢ A ¢/, br,bo) = Set(¢, by, bo) A Set(¢', br, bo)
Set(¢[a; — bool], b, bo) = Set(¢, bF, bo)[a7 — bool]
Set(MRS(¢), br, bo) = MRS(Set(¢, by, bo))

where 1 and 0 represent the true and false derived layer 1 formulae. Note that
— also due to Set — some occurrences can lead to the application of the Py
function to either true or false, i.e., when ¢ = 1 or ¢ = 0. In these cases, we fix
that P4(1) = 1 and P4(0) = 0. With € {<, <,=,>, >} and an updated model
M= (1;07 G, ag), semantics for layer two formulae can be defined as follows:

M P(6) = p iff p(¢,b0)ar bap; M~ iff M I~ 0
MEdAy i M= and M = ;
M = ¢le; — g iff M(aglwith a(v;) — ¢]) |E ¥, with v; € Ng U Np

Note that the model M for layer 2 formulae does not contain a risk scenario
bR this is because in computlng probabilities we already account for both 1.
possible fault scenarios b r and 2. possible attack scenarios b 4. Layer 3 formulae
require further attention on OaRs and the participation relation. To compute the
risk level associated with an OaR o, given a certain configuration — e.g., the risk
level of Door, given that Lock Locked is set to false — we first identify the set
of elements in which o participates, and for which a satisfying risk scenario plus
configuration exist. We can consider events/actions as layer one atomic formulae
a s.t. a € Ny U Np, and — with * € {A, F'}— formally define this set as:

(o) = {a € N, | o € Pa(a) A3b.,bo. £(b, bo,a) = 1}

Note that one might want to parameterize some elements of the given configura-

tion l;o to, e.g., compute optimal assignments to minimize risk on a given OaR.
To accommodate for this need, we let 6]op—p001) be the set of configurations that
could still be compatible with a partial Boolean assignment [op — bool]. E.g.:

Example 2 Assume we want to consider only the configurations compatible with
setting the evidence that Lock Locked is true, i.e., [Lock _Locked — 1] and that
we only have two other object properties to consider, the values of which are
still not assigned. The resulting partial configuration can be represented as bo =
(1,-,-), where - represents the unassigned values of remaining object properties.
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The set Clrock Locked—1] Would then contain all possible configurations whose
assignments are still compatible with bo = (1,,°): eg., l;(/) = (1,1,0) would be

in €lLock Locked—1], While l;g = (0,1,0) would be excluded from the set since
the value of the first object property is set to zero (against [Lock Locked — 1]).

We let objRiskVal = >~ ) . o) - (P(@, bo)a.r x Im(a)) represent the cumulative
risk value on a specific OaR o, given events and actions in which it participates.
Intuitively, we sum the risk values from each event/action in which o participates,
resulting from the probability of each event/action times its impact factor. Given
a set of configurations %, we let Valy define semantics for layer 3 formulae:

Valy (MostRisky 4 (0)) = argmax max (p(a, EO)A,F xIm(a));
a€(o) 4 bo€?

Valy (MostRisky - (0)) = argmax max (p(a, EO)A,F x Im(a));
a€(o)p boE?

Valg (TotaIRisk(o)) = max objRiskVal; Valg (Tota!Risk(o)) = min objRiskVal;
max bo€e? min bo€?
Valg (OptimalConf(0)) = argmin objRiskVal; Valy (§[op +— bool]) = Val%f[oprool] €3]
bo €€

Assumption 5: Note that with semantics as given, the attacker can adapt its
strategy to the node under consideration. E.g., when computing max total risk
we assume the attacker can maximise the risk level for each individual node in
the graph by choosing the best BASes at each iteration. We then sum risk levels
derived from each of these single-node worst-case scenarios.

7 Related Work

This paper directly relates to approaches that seek to combine ATs and FTs and
increase their expressive capabilities. In this sense, numerous works attempt com-
binations of FTs and ATs into joint safety-security models: these are collected
in a recent survey on model-based formalisms for safety-security risk assess-
ment [27]. Of the 14 selected formalisms in [27], 7 combine or extend FTs and
ATs: Attack-Fault Trees [2], Component Fault Trees [22], Extended Fault Trees
— also known as Fault Trees with Attacks [11], Boolean driven Markov pro-
cesses (BDMPs) [5], Attack Tree Bow Ties [1], Failure-Attack-CounTermeasure
Graphs [32], and State/Event Fault Trees (SEFTs) [29]. Of these formalisms,
only BDMPs and SEFTs explicitly integrate properties of objects by joining
FTs and Petri nets, expressing that certain disruptions can only happen in cer-
tain states. However, both BDMPs and SEFTs do not explicitly address how 1.
the parthood relation between objects and 2. the participation relation between
objects and events/actions can influence the propagation of disruptions and the
computations of risk levels. Furthermore, they do not allow for aggregation of
risk levels on a given object, nor do they allow to compute an optimal configura-
tion of states to minimize risk. Lastly, [20] presents Object-Oriented Fault Trees
(OFTs), where each FT node is described by an object with instance variables
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containing information such as the node’s parents, children and type. Despite
the name, OFTs do not account for objects participating in different events rep-
resented by FT nodes, nor can they account for risk aggregation on objects,
given safety- and security-related events/actions.

8 Discussion

To validate our approach, we intend to perform requirement elicitation from
users: we then plan to translate these elicited requirements into concrete queries,
modeled after those in Sect.5 that serve for now a simple exemplification pur-
pose. The effectiveness of our approach will be evaluated on the basis of the
types of queries we are able to capture. Additionally, we aim to conduct user
studies via the development of a mock-up implementation to further evaluate
the approach hereby presented. Ideally, we envision users to be risk analysts,
as our approach is a natural extension of models that they might already be
familiar with. Finally, as far as scalability is concerned, we expect to formulate
novel symbolic model-checking algorithms that encode presented computational
semantics in Binary Decision Diagrams (BDDs) [6]: BDDs are promising as they
have proven to be computationally successful and efficient already in the classical
setting of FT and AT analysis [4].

It is important to notice that in the case of operational assumptions — stricter
than the absolute necessary — we take care to never be incoherent with COVER:
i.e., we could lift or weaken these assumptions in future work, while remaining
still grounded in the COVER ontology. E.g., one could weaken assumption 3
to account for the principle of mereological expansion or assumption 4 — funda-
mental for risk computation — when considering a different ordering between fail-
ures and attacks, or again assumption 5 to model different types of attackers.
These diverse possibilities increase flexibility in modelling disruptive situations
while remaining grounded in COVER.

9 Conclusion and Future Work

We presented WATCHDOG, an ontology-aware framework for object-oriented
risk assessment that exploits both the strengths of model-based formal meth-
ods and ontologies: by combining ontologies with probabilistic risk quantifica-
tion models, we enriched the expressive power of FTs and ATs and presented
a more expressive ontology-aware model (DOGs), logic (DOGLog) and a query
language (DOGLang). We chose COVER for its domain-independent nature and
its foundation in a comprehensive analysis of existing work on risk ontologies.
However, our approach remains flexible and does not preclude the integration of
knowledge from other ontologies. Our research opens up interesting directions
for future work. First, one could allow a more nuanced notion of propagation
or of parthood, considering the parthood relationship of OaRs and mereology.
Furthermore, one could enrich DOGs by introducing new concepts from (the
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COVER) ontology, e.g., the notion of goal, or by introducing multiple risk asses-
sors viewpoints via multiple ATs and FTs components. Finally, one could con-
sider the effect of weakening assumptions, as discussed in Sect. 8.
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Abstract. Tutorial participants will learn how multi-level language
architectures significantly facilitate the design and implementation of
DSMLs and how they enable new application system architectures that
not only promote reusability and flexibility, but also foster user empow-
erment.

Keywords: language design + language architecture - multi-level
modeling

1 Goals

The tutorial aims at providing an inspiring introduction to the development and
implementation of DSMLs and applications with a multi-level language archi-
tecture. Based on a demonstration of how traditional language architectures like
MOF compromise the development of models, DSMLs and of self-referential
applications in general, the participants will learn how essential concepts of
multi-level language architectures help to overcome these obstacles - and why
they are especially suited for certain application areas including digital twins.
Examples and case studies serve the illustration of these advantages. They are
demonstrated with the freely available tool XModelerM“®©  which the partici-
pants may use during the tutorial.

2 Scope and Audience

This tutorial is appropriate for researchers and practitioners who want to know
what multi-level language architectures are all about. They will learn essential
features of these architectures and how they facilitate an efficient approach to
developing more expressive, executable DSMLs, models in general, and powerful
application systems that are integrated with models and languages at runtime.
Participants should have knowledge of conventional information modelling, as
exemplified by UML as well as of object-oriented programming.
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3 Structure

The tutorial consists of four parts. The first part focuses on basic language con-
cepts. They are motivated by examples that illustrate the substantial weaknesses
of traditional language architectures such as MOF. Further examples serve to
demonstrate the use of multi-level concepts within the language engineering,
modelling and execution environment XModelerM®©

The second part consists of two case studies. The first case study demon-
strates how a UML object model can be substantially improved by a multi-level
reconstruction with respect to reuse, integration, adaptability and integrity. To
that end, a short introduction to the inbuilt constraint language XOCL, which
is similar to OCL, is given. The second case study shows the development and
implementation of a DSML with the FMMLXand the XModelerM“© _ It includes
the specification and implementation of a domain-specific concrete syntax. Both
cases serve to make clear that the joint representation of model and program
makes the effort required for approaches to synchronize both representations
superfluous. In addition, it will be shown that corresponding application archi-
tectures empower users by allowing to navigate and eventually modify underlying
conceptual models during runtime.

The third part aims at those participants who are interested in specific
aspects of the underlying golden braid architecture. They are provided with
a brief overview of core concepts and references to more detailed documenta-
tion. In the fourth part, we will discuss strategies of how to smoothly migrate
from MOF like architectures to multi-level architectures. While multi-level lan-
guage architectures constitute a new paradigm, they do not necessarily require
to give up on existing models and architectures. The tutorial will be taught in an
interactive mode. Questions as well as critical comments are highly appreciated.

The XModelerM“©as well as videos, sample models and references are avail-
able at the project’s webpages (www.ledmm.org). That allows participants to use
the tool during the tutorial. Those who want to experience the flavour of multi-
level modelling without leaving known territory may start their journey with
UML-MX®, a UML model editor that is integrated with the XModelerMM®©
It features the common representation of classes and objects and allows the
execution of objects.
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Abstract. This tutorial equips information systems researchers and
practitioners with the knowledge and tools to manage vulnerabilities
systematically and enhance the security and resilience of their systems.
We introduce key cybersecurity knowledge bases and concepts, present
a structured approach to vulnerability management based on cross-
disciplinary interfaces, and explore the use of Artificial Intelligence in
this domain.

Keywords: Vulnerability management - Cybersecurity + Security
design

1 Tutorial Overview

Vulnerability management is a critical aspect of cybersecurity and information
security. While cybersecurity is often perceived as a specialized field, existing
cybersecurity bodies of knowledge provide a wealth of accessible content. Non-
specialists can draw on this material to design information systems for security,
provided they adopt a disciplined, integrative approach grounded in an informed
understanding of cybersecurity concepts and frameworks. In this tutorial, we
offer an overview of key security concepts and knowledge bases, highlighting
their role in shaping a sustainable view of systems’ security postures. We then
present a practical, systematic approach to managing the vulnerabilities of infor-
mation systems. Finally, we conclude by exploring the potential role of Artificial
Intelligence in vulnerability management.

1.1 Cybersecurity Bodies of Knowledge

In contrast to the prevalent “specialist” perspective on cybersecurity, we empower
the information systems community to address security concerns and engage in
meaningful discussions with security professionals. We do this by introducing
participants to prominent cybersecurity knowledge bases, explaining the core
security concepts they embody, the relationships among these concepts, and
other key security-related terms.
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We survey the following knowledge bases and frameworks: Common Attack
Pattern Enumerations and Classifications (CAPEC), Common Weakness Enu-
meration (CWE), Common Vulnerabilities and Exposures (CVE), and NIST
Special Publication 800-53 (Security and Privacy Controls for Information Sys-
tems and Organizations). The surveyed concepts include: vulnerability, weak-
ness, threat, attack pattern, software bill of materials (SBOM), asset, and secu-
rity control.

1.2 Vulnerability Management

We describe the vulnerability management problem and its underlying dynamics.
We establish a by-design mitigation approach as a marker of maturity, drawing
on publications from security agencies worldwide. We also discuss various mech-
anisms for vulnerability detection, including code reviews and SBOM scanners.

We then introduce a novel, systematic approach to vulnerability manage-
ment, which relies on a well-defined information-exchange interface between sys-
tems engineers and security leaders [5]. This enables integration of data from
various knowledge bases and supports automated reasoning [6]. We demonstrate
this approach using the open-source TRADES Tool [4].

Additionally, we explore complementary methods for vulnerability specifica-
tion, identification, analysis, and reasoning — e.g., [1-3] — as well as the use of
logic programming languages. We conclude by examining the potential bene-
fits and limitations of applying neuro-symbolic Artificial Intelligence to address
real-world challenges in vulnerability management.

Disclosure of Interests. The authors have no competing interests to declare that
are relevant to the content of this article.
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Abstract. In the contemporary digital landscape, achieving semantic interop-
erability is a key challenge for enterprise collaboration, knowledge sharing, and
system integration. This masterclass explores a holistic and innovative approach,
combining enterprise architecture (ArchiMate), domain ontologies (OWL),
product and process models, and Al-enhanced service architectures into a uni-
fied, interactive and composite hyper-modeling framework. By leveraging
semantic cartography, participants will learn how to explore knowledge, infor-
mation, data, and services in a flexible and interconnected manner, supporting
decision-making in networked enterprises.

Keywords: Semantic Interoperability - Polyglot hypermodel - Interactive
Knowledge Cartography

1 Description

This session provides both foundational principles and practical applications, covering
the nature of meaning, distinctions between data, information, and knowledge, and the
role of ontologies in facilitating shared under-standing across diverse systems. A par-
ticular focus will be given to polyglot hypermodels, enabling visualization and inter-
action across heterogeneous representations. Participants will gain hands-on experience
with OWL modeling, ArchiMate-based enterprise structures, and semantic graph-based
exploration using interactive tools. AI’s role in automating interoperability and
enhancing reasoning capabilities will also be discussed.

By the end of the masterclass, participants will be equipped with the necessary
knowledge and tools to apply se-mantic interoperability principles to real-world
enterprise challenges, fostering enhanced communication, integration, and digital
continuity within complex ecosystems.

The tutorial will rely on the usage of ArchiCG, a research demonstrator for
interactive semantic cartography.
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1.1 Goal

To equip participants with a comprehensive understanding of semantic interoperability,
enabling them to model domain ontologies using OWL, structure enterprise architec-
ture with ArchiMate, and create interactive semantic cartographies for enhanced system
integration and decision-making.

1.2 Scope

Intended Audience: Information systems engineers, enterprise architects, knowl-
edge management professionals, and researchers interested in semantic technologies
and Al-enhanced interoperability.

Prerequisites: Basic understanding of semantic concepts and enterprise modelling
is beneficial but not mandatory.

Topic Relevance and Novelty: Enterprises increasingly adopt Al, digital twins,
and knowledge graphs, requiring a new meta-approach to interoperability. This
masterclass introduces hypermodels as interactive and composite knowledge
structures, blending ontologies, enterprise models, and service-oriented architec-
tures into a seamless, navigable framework.

[\8)

Structure of the Content

Introduction to the Notion of Meaning

Understanding Knowledge, Information, and Data

Communication Challenges in Natural Language and Data
Introduction to Ontologies and Polyglot Hypermodels

Foundations in Logic and Set Theory

Semantic Modeling with OWL and Interactive Graph Exploration
Building Semantic Interoperability through Composite Hypermodels
Al-Augmented Interoperability and Future Perspectives

Conclusion

XN b LW~
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