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Abstract

One of the critical aspects of information security management is the security audit, both
internal and external audits. The fundamental challenge for organisations is the effective design
and implementation of the information security audits to better understand their information
security capability. In this paper, we present insights from an action design research (ADR)
project and propose a conceptual model to assess the maturity of security audit processes. The
results of this research can be used to create an improvement plan, which will guide
organisations to reach their target process maturity level. The maturity model proposed in this
paper was evaluated by way of feedback workshops in the target organization. The model
forms the basis for future work for generalising the research into a formal reference architecture
(involving models and principles) for audit process maturity.
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1. Introduction

The goal of information security is to ensure a sustainable and adequate level of security or protection
for information assets [1]. To understand security, it is critical for organisations to realise that security
is a process, and not a product [2]. Therefore, it is of prime importance to assess the maturity of
information security practices and procedures within an organisation. As defined by Whitman and
Mattord [3], security assessment means testing a system to determine its compliance with a security
model, security standard, or specific pre-defined metrics. In this context, organisations conduct
information security assessment via internal and external audits against standards or regulations. Hence,
the internal and external audit processes play a critical role in security assessment. Over the years,
information security audits have evolved from an exercise in “box ticking” and reporting faults, to
putting a much stronger emphasis on proactive risk management. However, the remaining challenge is
to determine if the audit process is keeping pace with rapidly changing areas of security risks such as
ransomeware, phishing attacks, cloud jacking, and deepfakes. Organisations with well-planned audit
process are better able to identify security related business risks and underlying systemic weaknesses,
take appropriate corrective actions, and ultimately support continuous improvement. Nevertheless, to
maintain and enhance information security audit’s credibility, its maturity must be measured and
continually improved [4].

An information security audit process involves questioning by an internal or external party, where they
seek implementation evidence for specific controls and processes. In practice, however, questions do
not reveal the facts regarding their implementation. As a result, while these questions are for the
betterment of all, audits frequently do not detect underlying issues. As such, they may even lead to a
false sense of security. In today’s digital world of ever-present cyber threats, it is unsafe for a business
to approach a security audit as a tick-box exercise; the stakes are too high [5]. Instead, the audit should
be used as an opportunity to build cyber resilience. Limited financial and human resources is an issue
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in establishment of efficient security program [6]. To ensure security, it is important to build security
into the process and adapt a security architecture which ensures that regular security related tasks, are
deployed correctly [7]. However, the challenge then becomes to assess the maturity of the audit process.
Process maturity assurance teams have traditionally relied on manual systems, including spreadsheets
and word processing applications, with reporting and communication on an infrequent or ad hoc basis
due to the effort required. They are, therefore, unable to track and respond to changes within the
underlying risk profile of the organisation, particularly in adapting the audit plan. This itself increases
organisational risk by compromising the accuracy of audits, impacting the integrity of organisation,
overlooking potentially significant risks, not informing the top management in timely manner, and not
identifying the needed improvements. This research narrows the gap between theory and practice for
information security management by following the process of audit maturity model and by identifying
the benefits of implementing a standard for organisation’s internal audit needs.

This research was conducted as part of a large action design research (ADR) project [8, 9], which was
performed through the collaboration with industry partner IDZ. IDZ provides electronic identity
verification services across the globe. In provision of its identity verification services, IDZ processes
personal information. The security requirements for organization processing personal information are
very stringent. To ensure compliance with these requirements, IDZ needs to ensure the efficiency and
maturity of security processes within the organization. As part of ideation and problem formulation,
IDZ highlighted that they do not have any method to assess the maturity of their information security
audit processes, and we must find a comprehensive method, one that is consistent with the IDZ
information security practices. Thus, the IDZ engaged University (coded name: UTX) researchers to
address the following important practice-oriented research question: RQ: How to assess the maturity of
information security audit processes?

As a first step, the project team was selected. This project team involved two researchers from UTX
who actively worked (ADR intervention) with the IDZ team to design the information security audit
maturity model (iISAM?) artefacts for solving the problem (RQ) at hand. The core of the IDZ team
members (5+) comes from business strategy (top management), project delivery (business analyst,
project manager and development team) and privacy & security (internal/external auditors &
information security manager) areas (see figure 1). As a result of initial research, the ADR team found
that there is no set criterion based upon which the maturity of audit processes can be measured.
Therefore, the initial phase aims to develop a conceptual model for iISAM? to assess the audit process
maturity. The conceptual model presented in this paper provides the foundations for future
development of logical and physical models for iISAM?.
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Figure 1. ADR Project Workstream

The remainder of the paper is organised as follows. We first present the literature review, based on
which we identify the research gap we aim to address. Next, we discuss the research approach used in
the study. We then present the iISAM? contextual and conceptual model that explains the key concepts
and relationships for assessing the maturity of audit process. The evaluation of conceptual model is
presented in section 6. Finally, we conclude the paper and present directions for future research.



2. Literature Review

The concept of maturity models is increasingly being applied within the field of information systems
as an approach for organisational development or as means of organisational assessment [10]-[12]. In
general, maturity models involve a systematic framework to benchmark an organisation’s performance
as well as continuous improvement processes [13]. The focus of our research is on the development of
a maturity model for information security audits. There are numerous studies that have been conducted
on information security [14]-[17]. Hengstler [16] and Siponen et al. [15] examine the factors related to
normative beliefs, threat appraisal, self-efficacy, and visibility that influence employees’ intention to
comply with information security policies in organizations. Ifinedo [14] assesses the social influence of
changing individual’s thoughts, actions, feelings, attitudes, and behaviors on information security
compliance in organisations. Kim et al. [17] investigate the factors that influence employees’
information security policy compliance behaviors using elements of their “Triandis model”. These
studies have focused primarily on understanding employees’ attitudes, and behavior on information
security in organisations. There is, however, lack of research in better understanding the impact of audit
process maturity on information security in organisations [18]. Information security audit process
maturity is the measure of how close the audit process is to being complete and able of continual
improvement through qualitative measures and feedback.

There are some model based initiatives. As an example, KPMG proposes a Cyber Maturity Assessment
[19] for providing an in-depth review of organisational capability to protect information assets and
preparedness against cyber-attacks. However, Cyber Maturity Assessment is focused on maturity of
overall security program not just one process. Saleh [13] developed an information security maturity
model which is intended as a tool to evaluate the ability of organizations to meet the objectives of
security. However, it seems to lack criteria to judge the trustworthiness and relevance of the results.
COBITS5 maturity model is introduced by the Information Systems Audit and Control Association [20].
Information Security Management Maturity Model [21] is used to evaluate the level of security maturity
in an enterprise information system, improve information systems by gap analyzing and prioritizing the
investment process. The Publisher’s Program Overview for Information Security Management
Assistance, known as PRISMA, was presented in 2007 by the NIST7358 [22]. The Information Security
Maturity Model is another popular maturity model introduced by Woodhouse in 2008 [23]. Another
security framework has been introduced by IBM called ISF [24]. The Cyber-security Capability
Maturity Model (C2M2) was presented in 2014 [25]. The model introduces five different dimensions.
A maturity model derived from ISO 27K [26], [27] is introduced by Brotby and Hinson [28], which
covers the 12 domains of this standard. The focus of above mentioned models is one of the following:
risk management [25]-[28], security policy and plan management [26]-[28], human resource
management [21], [23], [25]-[28], physical security management [21], [26]-[28], IT security
management [26]-[28], communication security management [25], security technology management
[21], [26]-[28], security event and incident management [21], [22], [25]-[28] or security audit and
compliance management [21], [22], [25]-[28]. To the best of our knowledge there is no model that
focuses on maturity of audit process. The iISAM2 takes a holistic approach to cover all aspects of
information security audit.

3. Research Gap

None of the above reviewed studies focuses on assessing the maturity of information security audit
processes. Hence, there is a need to develop such a model that can help organisations in implementing
the fundamentals of effective internal auditing regardless of industry or sector.

Assessing the maturity of audit process will help organisations obtain a better view of, and understand
the deviations from, the audit process workflow. This in turn will highlight the information security
risks that organisation might be facing, and how these can be remediated. The main objective of such
maturity model is to identify a baseline to start improving the audit process for quality improvement,
cost reduction and delivery-time reduction. The maturity model then is used in cycles to build
consensus, set the priorities of investment in information security, and finally measure the
implementation progress [29]. Some of the frameworks that we studied come with maturity model such



as COBIT and ISF. Some other frameworks do not have maturity model such as ISO 27001. Hence, in
this paper we build the foundations of iISAM? based on 1SO 27001. The reason for selecting 1SO 27001
is because it is an international standard, independent of any specific industry. Furthermore, IDZ is
already 1SO 27001 compliant and wanted to validate the model for 1SO 27001 as a starting point.
However, the approach proposed in this paper can be adapted to other standards, which is subject to
further research.

Theoretically, this study contributes to the information systems research by better understanding the
measures of maturity of audit process and how they can be used as a baseline for enhancing information
security in organisations. Practically this study informs information security auditors and policy makers
on the major institutional drivers for influencing information security in organisations. In addition to
implementation challenges, accomplishing best practices in the audit process is needed and it was
undertaken in this research in the form of a self-study that organisations would use to measure
effectiveness and efficiency of audit process.

4. Research Approach

This research project applied the ADR [8], [9] method for solving the practical design problem of
designing a maturity assessment model for a well-run information security audit. The starting point for
this research was IDZ’s interest in developing a comprehensive yet straightforward and adaptive
framework to address the above research question. We answered this vital practice-oriented research
problem by using the ADR method [8, 9]. This ADR project developed an overall blueprint of the broad
adaptive digital identity reference architecture framework, which is organized into three main
components: assess, design, and evolve [30]-[34]. Before designing the overall reference architecture
as a privacy enabler for identity verification process, IDZ wanted to know how mature their internal
audit process is to identify security risks and gaps accurately. Hence, this project commenced in
November 2018 at the IDZ, Sydney, Australia, and continued until Dec 2020. Researchers from UTX
were approached by the IDZ in 2018 to help in designing a secure digital identity verification
framework. This iISAM? is part of that broad framework for assessing the effectiveness and efficiency
of information security internal audit process.

y v

Build, Intervene & Reflection & Learnfing

Fjrﬁzllzrt?on —py  Evaluate ditd | p Formalisation
(BIE) T of Learning

T

Figure 2. Action Design Research Stages

The ADR method is formalized into four stages: problem formulation, build, intervene and evaluate,
reflection and learning, and formalization of learning. The project research problem was initiated by the
IDZ as a strategic initiative (practice driven). In the initiative stage, research problem for the project
was discussed during the research idea workshops and meetings with the IDZ. The idea of developing
the iISAM? was mutually explored by the IDZ and UTX. The IDZ had the known practical problem in
hand but no known solution. One of the IDZ’s internal review reports highlighted that “there is no off-
the-shelf mean to measure the effectiveness and efficiency of internal audit process”. Therefore, the
challenge is the design and implementation of the iISAM?2. Thus, the next step is the proposed iSAM?,
its iterative development and evaluation. In ADR, kernel theories (See Table 1) are used to provide
baseline generic elements for designing context-specific ADR artefacts. The kernel theories used in this
research are adaptive enterprise service system (AESS) [35], design thinking [36], ISO 27001 [1] and
a model-driven architecture approach [37]. The ADR team combining researchers and industry
professionals applied the AESS framework as a meta-framework in this research project. The AESS
was used because it provides a vendor-independent, layer-based digital ecosystem metamodel, which



was used to inform the development of the iISAM? for end-to-end digital ecosystem [30]. Figure 2 shows
the approach adopted for this research.

Tablel

Kernel Theories

# Item Description

1 1SO 27001-2013 Although iSAM? is not standard specific however IDZ’s client re-

quirement is that they should be ISO 27001 certified. Therefore,
we used I1SO 27001 as a starting point.

2 Adaptive enterprise service To design the iSAM?, we needed the reference meta-model. Thus,

system (AESS) we used the AESS, which provided an end-to-end digital ecosys-
tem view to design the iSAM?. The purpose of the iSAM? was to
design a reference maturity model with different maturity levels
considering security of humans, technology, facility, and environ-
ment. This has been further explained in detail in the paper (e.g.,
see Fig. 3).

3 Design thinking (DT) Design thinking offers a balanced approach or mindset of intuition
and analytical thinking, which was used for the continuous design
or re-design of the iSAM? in small iterations based on the feed-
back loop mechanism. Design thinking is clear in the four stages
of applied ADR.

4 Model Driven Architecture  Model-driven architecture provides a set of guidelines for the
structuring of specifications, which are expressed as models. The
iSAM? was organised and explained in terms of these layers.

5. Information Security Audit Maturity Model-Conceptual Model

The ADR team (See Figure 1) at the IDZ engaged in recursive adaptive cycles of design innovation and
mutual learnings among the project work streams at conceptual, logical, and physical architecture
design layers (Model Driven Architecture layers based on architecture kernel theory). The scope of this
research paper is limited to conceptual model only. The researchers from UTX largely contributed to
the conceptual design and mutual learnings through their knowledge of design theory and technological
advances (knowledge stream — Figure 1), while the IDZ practitioners including supporting organisations
largely contributed through their practical knowledge of IDZ work practices and the environment in
which the IDZ operates (integration of research and practice). Users were involved in all aspects of this
process. The knowledge stream (researchers) was mainly responsible for the conceptual iISAM?
architecture model. The information security stream (practitioners) was responsible for turning the
conceptual architecture into the logical iISAM? model, and the business, 1T and auditing stream
(practitioners) was responsible for turning the logical iISAM? into the physical iISAM? or implementation
(planning, fieldwork and reporting). These three streams also include users. The next section presents
the contextual and conceptual model for iISAM?,

5.1. Contextual Model (Level-0)

Figure 3 illustrates the iSAM? architecture context model (level 0) for the IDZ, which highlights the four
major architecture building blocks of the IDZ: audit, compliance, information security framework and
asset. This model shows that security compliance is based on information security framework and is
assured by security audit (both internal & external). Information security framework is developed and
maintained to make organisational assets (identity information in IDZ’s context) secure. Hence, it is
very important to have an efficient and effective audit process in place to measure organisation’s



security preparedness correctly. These four building blocks were detailed in terms of conceptual (level
1), logical (level 2) and physical models (level 3). In this paper, we present the details of contextual and
conceptual models as examples.

iSAM?

/N
: Uses
|

Audit

D
} Assured By Secures

Based On Information Security
Compliance ErRmEeErk Asset

Figure 3. i[SAM? Context Model (Level 0)

5.2. Conceptual Model (Level-1)

The iSAM? model is based on the theoretical AESS metamodel. In practice, an architecture is designed
using some relevant reference or metamodel; thus, in this project, we used the vendor independent
AESS metamodel as a reference model to develop the iSAM? architecture for the IDZ context.

This metamodel was used due to its higher relevance to IDZ’s identity ecosystem. The identity
ecosystem is a user-centric (HUMAN) online environment (ENVIRONMENT) — a set of processes,
technologies (TECHNOLOGY), policies and agreed upon standards that securely (PRIVACY &
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Figure 4. iSAM? Conceptual Model (Level 1: Security Classification) (Based on AESS)



SECURITY) supports transactions ranging from anonymous to fully-authenticated and from low to
high value based upon data stored in secure data centers (FACILITY) [38], [39]. This section discusses
the iISAM? conceptual architecture models for information security audit maturity.

Audit and compliance are both very essential functions in an organisation. Audit and compliance have
risen in importance, both signifying critical control components of information security. The compliance
function is meant to reasonably ensure that the company is complying with all applicable laws, rules,
and regulations, as well as internal codes of conduct, policies and procedures managed via company’s
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Figure 5. ijSAMZ2 Conceptual Model (Level 1: Concepts & Relationships) (Based on AESS)

information security framework. The audit function is designed to monitor and evaluate the company’s
internal control environment as to its adequacy, efficiency, and effectiveness. There are two types of
conceptual security models at level 1: security classification model (See Figure 4) and security concepts
& relationship model (See Figure 5). The information security building block is core to the security
architecture and was classified in terms of human, technology, facility, and environment security. The
security concepts and relationship conceptual model described the relationship between these layers.
There is a two-way relationship between human security, technology security and facility security. The
human, technology and facility security are dependent on environment security in which they operate.
The security of environment in turn is governed by multiple factors such as changing risk, information
security needs, external context, control objectives policies, laws, regulations, and compliance
requirements.



6. iISAM? Evaluation

The iSAM? model progressed through the contextual (Level-0) to physical model (level-3). Despite its
traditional linear design and post-design evaluation, iISAM? was iteratively built and evaluated. The
primary purpose of building and evaluating iSAM? in iterations was to enable progressive emergence
of the design (from contextual to the physical model) as each component is progressed through build,
intervene, and evaluate and reflection and learning iterations. Hence, the next step is to demonstrate
the indictive evaluation of iSAM?,

Following the definition proposed by Wynekoop and Russo [40], evaluation of a conceptual model is
described as the analysis of the conceptual model to verify its usefulness, effect or impact. For the
evaluation of conceptual model, we demonstrate the completeness, usefulness, and generalization (See
Table 2) of our model as the conceptual foundation to design a broader adaptive digital identity refer-
ence architecture framework. In this paper, we used feedback driven approach by conducting worksh ops
with all stakeholders.

Table 2

Evaluation Criteria

Metric Description

Completeness The number of concepts present in
the model corresponds to the num-
ber of concepts demanded by the
user in their requirements.

Usefulness iISAM?Z is useful for filling the re-
search gaps

Generalization iSAMZ? is general and is not attached

to one context or situation. Further-
more, it can adapt to multiple cir-
cumstances and be applied with dif-
ferent technology stacks.

During the workshop, the researchers presented the research problem and gaps identified by the
literature review. The presentation ran for 30 minutes. After the presentation, the researcher facilitated
a brainstorming session to identify the alignment between IDZ’s needs and the research problem for
this research project. Table 3 details the first design workshop together with the workshop objectives,
role and responsibilities and feedback and comments from the participants.

At the end of the design workshop all participants agreed that the concepts and relationships in the
iISAM? conceptual model fulfill the criteria of completeness, usefulness, and generalization. The overall
goal of this research was to develop and test design principles and practices to address the identified
research problem assessing the effectiveness and efficiency of the internal audit via maturity model
design and implementation. This paper only presents the details of first iteration of iISAM? development,
however as a result of feedback workshop two important design principals were emerged i.e., critical
asset identification and setting out clear information security objectives. The design principals will be
further evaluated on formalizing the learning and final feedback at the end of the project. The ADR
team is ready to start the next iteration of build, intervene, and evaluate and reflection and learning. the
results of further iteration will be presented as future work.




Table 3
iSAM2 Conceptual Model Design and Review Workshop

Organization: IDZ (coded name) is a leader in the elDV (Electronic Identity Verifica-
tion) industry with the capability to provide access to the widest,
most in-depth, reliable, and independently sourced identity data
throughout the APAC region.

Workshop Ob- To evaluate iISAM2 Conceptual Model

jective
Workshop Facili- The researcher of this project is responsible for explaining the
tator model concepts and relationships, educating, and facilitating the
design decisions, and documenting the feedback
Workshop Par- e top management
ticipants e business analyst
e project manager
e development team
e internal/external auditors
e information security manager
Main De- iISAM? Conceptual Model
sign/Evaluation
Component
Role/Responsi- Comment/Suggestion/Feedback Criteria
bility
Top Manage- “The existing audit procedure for IDZ, Usefulness
ment whilst efficient and seamless, must be  Applicability
improved in order to maintain and ex-
tend compliance status within the in-
dustry.”
Development “IDZ is seeking to harness the poten- Generalization
Team tial of new global technology trends
involving biometrics and blockchain.
Incorporating these technologies into
enhanced applications and efficient
operations that its’ clients can lever-
age will open doors for implementa-
tion of new global standards. The
model covers the foundational con-
cepts of mostly standards.”
Auditors “With changing technological and Usefulness

regulatory landscapes, the audit and Generalization
compliance requirements will change, completeness
the models covers all aspects of tech-

nology as well as environmental

changes including legal. Which im-

plies its adaptability.”




7. Conclusion and Future Work

In this research, we address a practice-oriented research problem by applying the ADR method for
assessing the maturity of information security audit process using Information Security Audit Maturity
Model (iISAM?). The scope of this paper is limited to the contextual and conceptual model of iISAM?.
The iSAM? is a novel concept in the area of process maturity assessment. The iSAM? will help in
identifying key concepts and their relationships to be considered when assessing the maturity of the
audit process. In order to assess the maturity of audit process, organisations can proactively identify the
risks associated with the key concepts and escalate through defined path to the stakeholders in coordi-
nation with external and internal auditors. This is research in progress paper, which sets the foundation
for further evaluation and formalization of the results into a reference model and principles for audit
maturity, which is currently a gap both in literature and practice. The results of this paper conclude that
for an audit process to be mature, it must be complete in its usefulness, reliable in information and
continuously improving. The conceptual model as presented in this paper was developed during first
iteration of ADR’s BIE (Build, Iterate, Evaluate) cycle (See Figure 2). Further iterations of BIE in this
project will be reported in future research communications.
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