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Preface

EDOC 2024 marked the 28th edition of the International Conference on Enterprise
Design, Operations, and Computing, continuing its tradition as a prominent forum for
researchers and practitioners in the field of Enterprise Computing. This year’s conference
took place from September 10—13, 2024, in the beautiful city of Vienna, Austria.

A significant highlight of EDOC 2024 was its co-location with the IEEE Conference
on Business Informatics (CBI), bringing together two leading conferences in a shared
program (which our local colleagues at the TU Wien branded as “BI Week 2024”).
This collaboration enabled extensive interaction between the two communities, fostering
enriched scientific discussions and a deeper understanding of the evolving landscape of
enterprise systems and business informatics. The joint program featured shared keynotes,
technical sessions, and social events, providing participants with a unique opportunity
to engage with cross-disciplinary insights in an intellectually stimulating environment.

The EDOC 2024 proceedings include 18 research papers selected from 70 submis-
sions, reflecting a rigorous selection process with an acceptance rate of 25.7%. EDOC
had two rounds of submissions: 2 research papers were accepted from 12 submissions
after an early call, and 16 from 58 submissions after the second call. Each submission was
thoroughly evaluated through a single-blind review process by at least three members
of the program committee.

This year’s EDOC conference covered a broad range of important topics in enterprise
computing. Key areas of focus included Enterprise Architecture, where novel meth-
ods for enhancing architectural frameworks and strategies were presented. The field
of Business Process Management (BPM) saw advancements in both process mining
and monitoring techniques, with a particular emphasis on improving decision-making
processes and addressing ethical considerations. Digital Twins were another topic,
with papers exploring their integration into enterprise systems to enhance operational
resilience and efficiency. In addition, several contributions focused on Sustainability
and Resilience, offering design principles and methods for improving sustainable prac-
tices within enterprises, aligning business processes with environmental compliance
frameworks. The conference also featured research on Artificial Intelligence and Data
Analytics, addressing their impact on decision support systems and enterprise innovation.

In contrast, the total of 41 papers presented at the joint EDOC+CBI sessions included
an additional 28 research papers from the CBI program plus 14 papers from the joint
Forum, thus reflecting an even wider range of topics covered across both conferences.

A novel feature introduced by the CBI community to the EDOC community was
the concept of the “Mini Dagstuhl Seminars,” which, over two days and across six
sessions, provided participants with focused, small-group discussions on cutting-edge
topics in enterprise computing and business informatics. These sessions were led by
senior members of the EDOC and CBI communities and allowed for in-depth exploration
of emerging trends, fostering collaboration and sparking new ideas.
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An important moment was the announcement of the Best Paper Award, given to
Sylvain Hallé for his outstanding paper “A Tree-Based Definition of Business Process
Conformance.” This paper was selected from a shortlist of six finalists, three from each
of the conferences. The paper stood out for its innovative contribution to the field and
was celebrated for advancing the state of research in enterprise computing and business
informatics.

Another noteworthy element in this year’s conference was a panel discussion on
“Revisiting the Business Model of Scientific Publishing,”, chaired by Tiago Prince Sales
(University of Twente, The Netherlands), where Ulrich Frank (Universitit Duisburg-
Essen, Germany), Peter Fettke (German Research Center for Artificial Intelligence,
Germany), and Erich Neuhold (University of Vienna, Austria) shared their insights and
sparked a lively and engaging discussion with the audience.

As in previous years, a separate post-conference volume will be published, featuring
papers from the EDOC Forum, along with contributions from workshops and other
tracks. This will provide a platform for continued dialogue and exploration of new ideas
and perspectives.

We are honored to feature the abstracts of invited talks from two esteemed, joint
CBI-EDOC, keynote speakers: Gregor Engels, Paderborn University on Taking Enter-
prise Architecture Engineering to the Next Level: Digital Twin-Based Future-Oriented
Enterprises, and Katja Hose, TU Wien, on Leveraging Knowledge Graphs for Enhanced
Business Intelligence: Bridging Data Silos and Unlocking Value.

We would like to extend our deepest gratitude to the organizing committees of both
EDOC and CBI for their tireless efforts in ensuring the success of this joint event. A
special thanks goes to the local organizing team at TU Wien, whose dedication made
the smooth execution of the conference and the warm atmosphere possible. We are
also grateful to our sponsor, the Mayor of Vienna, for their generous support, which
contributed significantly to the success of the event.

Finally, our heartfelt thanks go out to the authors, reviewers, and participants. Your
invaluable contributions and engagement made EDOC 2024 a memorable and impactful
event. We look forward to the ongoing discussions, collaborations, and innovations that
will arise from this year’s conference.

We hope that you find the proceedings of EDOC 2024 both informative and inspiring.

October 2024 Tiago Prince Sales
José Borbinha

Henderik A. Proper

Miguel Mira Da Silva

Marianne Schnellmann



Organization

General Chairs

Henderik A. Proper TU Wien, Austria
Miguel Mira da Silva University of Lisbon, Portugal

Program Committee Chairs

José Borbinha INESC-ID, IST, Universidade de Lisboa, Portugal
Tiago Prince Sales University of Twente, The Netherlands

Forum Chairs

Alessandro Gianola INESC-ID, IST, Universidade de Lisboa, Portugal
Georg Grossmann University of South Australia, Australia

Workshop Chairs

Monika Kaczmarek-Hef3 University of Duisburg-Essen, Germany
Kristina Rosenthal Niederrhein Univ. of Applied Sciences, Germany
Marek Suchanek Czech Technical Univ. in Prague, Czech Republic

Tools and Demos Track Chairs

Luiz Olavo Bonino University of Twente, The Netherlands
Mark Mulder TEEC2, The Netherlands

Industry and Case Reports Chairs

Pascal Ravesteijn HU Univ. of Applied Sciences, The Netherlands
Jiirgen Jung Frankfurt University of Applied Sciences,
Germany

Andreas Pirkner Erste Asset Management, Austria



viii Organization

Journal First Chairs

Asif Gill UT Sydney, Australia
Sérgio Guerreiro INESC-ID, IST, Universidade de Lisboa, Portugal

Doctoral Consortium Chairs

Oscar Pastor Universitat Politeécnica de Valencia, Spain
Jolita Ralyté University of Geneva, Switzerland

Proceedings Chair

Marianne Schnellmann TU Wien, Austria

EasyChair Meta-Chair

Birgit Hofreiter TU Wien, Austria

Tutorial Chairs

Dominik Bork TU Wien, Austria
Simon Hacks Stockholm University, Sweden

Website, Publicity, and Social Media Chairs

Aleksandar Gavric TU Wien, Austria
Fabrizio Fornari Universita di Camerino, Italy
ftalo Oliveira University of Twente, The Netherlands

Local Organization Chairs

Angela Edlinger TU Wien, Austria
Monika Malinova .
Mandelburger TU Wien, Austria



Steering Committee

Alan Wee-Chung Liew
Colin Atkinson

Dimka Karastoyanova
Georg Grossmann
Giancarlo Guizzardi
Henderik A. Proper
Jodo Paulo A. Almeida
Marten van Sinderen
Remco Dijkman

Selmin Nurcan (Chair)
Sylvain Hallé
Zoran Milosevic

Program Committee

Alan Wee-Chung Liew
Alexander Knapp
Alfred Zimmermann
Amin Beheshti
Andrea Marrella
Andreas L. Opdahl
Andrew Berry
André Vasconcellos
Aniruddha Gokhale
Artem Polyvyanyy
Asif Qumer Gill
Axel Korthaus
Barbara Weber

Ben Roelens

Benjamin Yen

Carlos Azevedo

Chiara Di Francescomarino
Christian Huemer
Christian Zirpins

Claudenir M. Fonseca
Claudio Di Ciccio
Colin Atkinson

Organization ix

Griffith University, Australia

University of Mannheim, Germany

University of Groningen, The Netherlands

University of South Australia, Australia

University of Twente, The Netherlands

TU Wien, Austria

Federal University of Espirito Santo, Brazil

University of Twente, The Netherlands

Eindhoven University of Technology, The
Netherlands

University Paris 1 Panthéon-Sorbonne, France

Université du Québec a Chicoutimi, Canada

Deontik, Australia

Griffith University, Australia

Universitdt Augsburg, Germany

Reutlingen University, Germany

Macquarie University, Australia

Sapienza University of Rome, Italy

University of Bergen, Norway

ResMed Inc, USA

INESC-ID, IST, Universidade de Lisboa, Portugal

Vanderbilt University, USA

University of Melbourne, Australia

University of Technology, Sydney, Australia

Swinburne University of Technology, Australia

University of St. Gallen, Switzerland

Open Universiteit, Belgium & Ghent University,
The Netherlands

University of Hong Kon, China

Federal Institute of Espirito Santo, Brazil

University of Trento, Italy

Vienna University of Technology, Austria

Karlsruhe University of Applied Sciences,
Germany

University of Twente, The Netherlands

Utrecht University, The Netherlands

University of Mannheim, Germany



X Organization

Cristine Griffo
Dimka Karastoyanova
Dominik Bork
Emilio Sulis

Fadi Mohsen

Fatih Turkmen
Fethi Rabhi

Flavia Santoro
Florian Matthes
Frank Leymann
Frederik Gailly
Georg Grossmann
Georg Weichhart
Giancarlo Guizzardi
Giuseppe Di Lucca
Guido Governatori
Hans Weigand
Hans-Georg Fill
Hiroshi Miyazaki
Irene Vanderfeesten
Irina Rychkova
ftalo Oliveira

Jaap Gordijn

Jan @yvind Aagedal
Jodo Moreira

Jodo Paulo Almeida
John Mylopoulos
Jolita Ralyté

José Barateiro

José Raiil Romero
Julio César Nardi
Julius Kopke

Lam Son Lé
Ljiljana Brankovic
Lorenzo Rossi

Luis Ferreira Pires
Madhushi Bandara
Manfred Reichert
Manuel Wimmer
Marco Montali
Maria Teresa Gémez Lépez
Maria-Eugenia Tacob

Eurac Research, Italy

University of Groningen, The Netherlands
TU Wien, Austria

University of Turin, Italy

University of Groningen, The Netherlands
University of Groningen, The Netherlands
University of New South Wales, Australia
Universidade Estadual do Rio de Janeiro, Brazil
Technical University of Munich, Germany
University of Stuttgart, Germany

Ghent University, Belgium

University of South Australia, Australia
Primetals, Austria

University of Twente, The Netherlands
University of Sannio, Italy

Central Queensland University, Australia
Tilburg University, The Netherlands
University of Fribourg, Switzerland

Keio University, Japan

KU Leuven, Belgium

Paris 1 Panthéon-Sorbonne University, France
University of Twente, The Netherlands
Vrije Universiteit Amsterdam, The Netherlands
Equatex, Norway

University of Twente, The Netherlands
Federal University of Espirito Santo, Brazil
University of Ottawa, Canada

University of Geneva, Switzerland
Universidade do Algarve, Portugal
University of Cérdoba, Spain

Federal Institute of Espirito Santo, Brazil
Alpen-Adria-Universitit Klagenfurt, Austria
Vietnamese-German University, Vietnam
University of New England, Australia
University of Camerino, Italy

University of Twente, The Netherlands
University of Technology Sydney, Australia
University of Ulm, Germany

Johannes Kepler University Linz, Austria
Free University of Bozen-Bolzano, Italy
University of Seville, Spain

University of Twente, The Netherlands



Marten van Sinderen
Mathias Weske

Mattia Fumagalli
Michael Rosemann
Michael Schrefl
Monique Snoeck
Nicolas Herbaut

Oscar Pastor

Paolo Ceravolo

Paulo Rupino da Cunha
Pedro Paulo F. Barcelos
Peter Bernus

Peter F. Linington
Peter Fettke

Pierluigi Plebani
Rainer Schmidt
Rajeev Raje
Remco Dijkman

Renata Guizzardi
Ronny Seiger
Riidiger Pryss
Ruth Breu

Sagar Sunkle

Said Assar
Schahram Dustdar
Selmin Nurcan
Simon Hacks
Stefan Tai
Stefanie Rinderle-Ma
Sylvain Hallé
Tiago Prince Sales
Ulrich Frank
Ulrik Franke

Uwe Zdun
Vinay Kulkarni
Wolfgang Maass
Yigal Hoffner

Zoran Milosevic

Organization xi

University of Twente, The Netherlands

HPI, University of Potsdam, Germany

Free University of Bozen-Bolzano, Italy

Queensland University of Technology, Australia

Johannes Kepler University Linz, Austria

KU Leuven, Belgium

Université Paris 1 Panthéon-Sorbonne, France

Universidad Politécnica de Valencia, Spain

University of Milan, Italy

University of Coimbra, Portugal

University of Twente, The Netherlands

Griffith University, Australia

University of Kent, UK

German Research Center for Artificial
Intelligence and Saarland University, Germany

Politecnico di Milano, Italy

Munich University of Applied Sciences, Germany

IU Indianapolis, USA

Eindhoven University of Technology, The
Netherlands

University of Twente, The Netherlands

University of St.Gallen, Switzerland

University of Wiirzburg, Germany

University of Innsbruck, Austria

Tata Consultancy Services, India

Institut Mines-Télécom Business School, France

Vienna University of Technology, Austria

Université Paris 1 Panthéon - Sorbonne, France

Stockholm University, Sweden

TU Berlin, Germany

Technical University of Munich, Germany

Université du Québec a Chicoutimi, Canada

University of Twente, The Netherlands

Universitidt Duisburg-Essen, Germany

RISE Research Institutes of Sweden & KTH
Royal Institute of Technology, Sweden

University of Vienna, Austria

Tata Consultancy Services Research, India

Saarland University, Germany

Shenkar College of Engineering and Design,
Israel

Deontik, Australia



xii Organization

Additional Reviewers

Aleksandar Gavric
Alessandro Gianola
Alessio Galassi
Alexandra Jager
Alexandra Klymenko
André Augusto

Angelo Casciani

Beate Wais

Bruno Fragoso

Daniel Lehner

Daniel Borcard
Dimuthu Gamage
Divya Neelagiri
Dominik Janssen

Ed Guy

Edoardo Marangone
Eduard Frankford
Fabian Muff

Fabian Stricker

Gabriel Glauber Morais
Janis Stirna

Jeewanie Jayasinghe Arachchige
Jessica Piccioni

José Antonio Peregrina Pérez
Juraj Vladika

Kerstin Andree
Klara Steflova
Laura Waltersdorfer
Leon Bein

Maria C. Borges
Mark Mulder
Maximilian Nebel
Nataliia Klievtsova
Nektarios Machner
Oliver Wardas
Pascal Ravesteyn
Peteris Rudzajs
Philipp Zech

Ralf S. Engelschall
Rebecca Morgan
Samira Khraiwesh
Seyyid Ciftci
Simon Staudinger
Simone Agostinelli
Syed Juned Ali
Thomas Pusztai
Tobias Pfaller

Tri Huynh

Valerio Goretti
VjatSeslav Antipenko



Keynotes



Taking Enterprise Architecture Engineering to the Next
Level: Digital Twin-Based Future-Oriented Enterprises

Gregor Engels

Paderborn University, Germany
gregor.engels@upb.de

Over the past decades, Enterprise Architecture Management has been established as
a core means to design and operate enterprises. It has been studied from a variety of
perspectives, both academically and industrially. This has led to established concepts of
architectural frameworks, model-based development methods, service-oriented system
architectures, business process modeling techniques, data and information modeling, and
cross-cutting concerns such as security or sustainability. More recently, the concept of a
digital twin has been added as a means of monitoring and analyzing ongoing enterprises.

The question is whether the pure integration of all these concepts together with a
sophisticated consistency handling will be sufficient to define, realize, and operate the
enterprises of the future. Or do we need to rethink all of this? Do we need to develop a
much more holistic restructuring and engineering approach?

The keynote will reflect on these questions and propose an engineering approach for
managing digital twin-based future-oriented enterprises. The talk is based on joint work
with Burkhard Kehrbusch (Kehrbusch Management Consulting).



Leveraging Knowledge Graphs for Enhanced Business
Intelligence: Bridging Data Silos and Unlocking Value

Katja Hose

TU Wien, Austria
katja.hose@tuwien.ac.at

In today’s data-driven landscape, seamlessly integrating and analyzing data from diverse
sources is crucial for maintaining a competitive edge. Yet, many organizations face chal-
lenges with fragmented data silos, limiting their ability to extract meaningful insights.
Knowledge graphs have emerged as essential tools for bridging these silos, enhancing
information sharing, and tapping into the wealth of knowledge available from various
sources, including the Web.

This talk will explore the architecture and principles of knowledge graphs, demon-
strating how they improve semantic interoperability and enable flexible querying of
integrated datasets, while also highlighting recent advancements, including the growing
role of artificial intelligence in this domain.
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AT Explainability Methods in Digital
Twins: A Model and a Use Case

)

Tim Kreuzer! , Panagiotis Papapetrou®, and Jelena Zdravkovic

Stockholm University, 16455 Kista, Sweden
tim.kreuzer,panagiotis, jelenaz;@dsv.su.se
panag J

Abstract. Digital twin systems can benefit from the integration of arti-
ficial intelligence (AI) algorithms for providing for example some predic-
tive capabilities or supporting internal decision-making. As Al algorithms
are often opaque, it becomes necessary to explain their decisions to a
human operator working with the digital twin. In this study, we inves-
tigate the integration of explainable AI techniques with digital twins,
which we termed XAI-DT system. We define the concept of XAI-DT sys-
tem and provide a use case in smart buildings, where explainable Al is
used to forecast CO2 concentration. Further, we present a core architec-
tural model for our digital twin, outlining its interaction with the smart
building and its internal processing. We evaluate five Al algorithms and
compare their explainability for the operator and the entire digital twin
model based on standard explainability properties from the literature.

Keywords: Digital Twin - Explainable Al - System Analysis -
Forecasting

1 Introduction

A digital twin (DT) is a virtual replica of a physical system, operating in real
time on the basis of a bidirectional data stream. The concept has recently gained
traction in research [26,31,33], and is increasingly applied in industrial scenarios
[4,38], mainly in the domain of manufacturing [34]. A DT mirrors the behav-
ior of its physical counterpart while providing further capabilities benefitting
the end-users of the system. This can be achieved by integrating artificial intelli-
gence (Al) methods with a DT, allowing thus performing complex predictive and
analysis functions based on the data it processes [17]. For instance, by employ-
ing AT algorithms, a DT can forecast the energy demand of a power plant [36]
or regulate the heating and ventilation of a smart building using a forecast of
temperature and COgy concentration [6]. This demonstrates that a digital twin
can benefit from Al-based forecasts, which can be made with various machine
learning techniques.

Digital twins frequently work in conjunction with human operators [9], who
receive feedback from the DT system and can act upon it. When integrating Al
with a DT, it is crucial to use explainable AT methods [16], as they can help the

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2025
J. Borbinha et al. (Eds.): EDOC 2024, LNCS 15409, pp. 3-20, 2025.
https://doi.org/10.1007/978-3-031-78338-8_1
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operator of the system to understand the output of the AT model and the mech-
anisms that lead to this output. As an example, in the case of a smart building, a
facility manager would want to know how a machine learning model came to the
conclusion that CO2 concentration would increase by a certain amount in the
next hour. In this scenario, the DT needs to work with explainable Al techniques
that are able to both make accurate forecasts and provide explanations for them.
As the explainability of an AI algorithm is highly context-specific [2], it depends
on the application domain and the problem at hand. With a smart building, for
example, an explanation could be based on a cyclic, reoccurring pattern where
CO5 concentration usually increases at 9:00 due to a regular meeting at this
time. Explanations can be more complex when more variables are involved: COq
concentration might be forecasted to rise due to a measured increase in the num-
ber of people in a meeting room, while the ventilation system is scheduled to
turn on only an hour later. Explainable AI can help provide such explanations
to operators of a digital twin.

Contributions. This paper investigates the problem of integrating explainable
AT techniques with digital twins. For this, the addressed research question is:
How can machine learning explainability methods be integrated with digital twins?
More concretely, we formally define the terms Digital Twin, AI-DT system, and
introduce the concept of XAI-DT system, combining explainable Al techniques
with digital twins. We present a real use case where explainable forecasting
methods are used within a DT of a smart building. Moreover, we introduce
a core architectural model of a DT for our use case, connecting the proposed
definitions with a realistic scenario. Finally, we validate the outlined DT by
comparing the performance and explainability of multiple AT methods based
on real-world data. We systematically assess explainability based on a set of
well-known explainability properties from the literature [23].

2 Background

Artificial intelligence has been employed for a multitude of tasks in digital twins
[17] such as optimization, classification, forecasting and outlier (i.e. anomaly)
detection; as well as in many domains [27] including manufacturing, medical
and transportation. Wang et al. [35] have, for example, introduced a traffic dig-
ital twin, replicating drivers, vehicles, and traffic, where Al is used to classify
driver types. Li et al. [18] have proposed a system for computing task offload-
ing using reinforcement learning in conjunction with digital twins of unmanned
aerial vehicles and mobile terminals. Matulis et al. [22] have used reinforcement
learning for movement optimization of a robotic arm, training the arm in a
digital twin-based environment.

Explainable AT (XAI) is a field that has recently experienced an increase in
interest [25]. Explainability in machine learning can be achieved with inherently
explainable models that are explainable due to their internal mechanisms without
any postprocessing. Alternatively, model-agnostic post hoc methods can be used
to explain black-box models that are not inherently explainable. Based on the



AT Explainability Methods in Digital Twins: A Model and a Use Case 5

work by Burkart and Huber [5], interpretable models (white-box models) include
linear models, decision trees, rule-based models, and Bayesian models. White-
box models, however, usually come at a cost of reduced accuracy, flexibility, or
usability [29].

In this work, we further follow the definitions of Molnar regarding explain-
ability and the properties of explanations [23]: Accuracy shows how well an
explanation predicts unseen data, which is only applicable when explanations
are used to make predictions. Molnar describes fidelity as the property that
measures how well an explanation reflects the prediction of the model, which is
a key property of any explanation. Consistency is defined as the similarity of
explanations for different models trained on the same task. Stability describes
how much explanations of a single model differ for similar data points. Fur-
ther, comprehensibility defines how well humans can understand an explanation.
Without a certain degree of comprehensibility, explainable AI techniques are
not practical. Certainty reflects the ability of an explanation to capture the
model’s uncertainty regarding its predictions. Novelty is connected to certainty;
it is high when an explanation can determine that a given data point is novel.
The degree of importance describes whether an explanation assigns importance
to the features of the data. Lastly, representativeness characterizes whether an
explanation covers a machine learning model as a whole or only an individual
prediction.

For the task of time series forecasting, models commonly work on the basis of
trend and seasonality and are, therefore, inherently explainable: the trend can be
represented with a polynomial of a small degree, while the seasonality is a peri-
odic function. Combining both can reveal the mechanism underlying the model’s
prediction. This approach is followed in N-BEATS [24] and D-Linear [37], two
deep learning architectures for forecasting which decompose their output into
trend and seasonality. Recently, transformer architectures have commonly been
used for time series forecasting [19,20,39], which are black-box models that are
not explainable. Other models, such as ARIMA [3], implement an autoregressive
approach, which, despite being statistical in nature, are not inherently inter-
pretable, as they are highly complex. Recent work has also explored the use
of large language models for time series forecasting [10]. To explain black-box
models’ predictions, methods like SHAP [21], have been used in past research
[8] to provide post hoc model explanations on a feature importance level. T'S-
MULE [30] is another method for post hoc explanations, assigning segment-based
relevance scores to an input time series. Other explainability methods include
counterfactuals [11], which suggest how the inputs should be changed to receive
different outputs.

Researchers have investigated the multidisciplinary topic of XAl and digital
twins, integrating the concept of explainable AI with a DT. Kapteyn et al.
[14,15] have used a decision tree, which is an inherently explainable model, for
classification within a DT of an unmanned aerial vehicle. Suhail et al. [32] have
presented a platform for a DT of a cyber-physical system, using SHAP to provide
explainability. A similar approach was pursued by Kobayashi et al. [16], who
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employ multiple post hoc approaches, including LIME and SHAP, to provide
explainable remaining useful life estimation based on a deep neural network.

3 Explainable AI in Digital Twins

This section describes the integration of explainable Al techniques with digital
twins. First, we give formal definitions of a digital twin, an AI-DT system, and
an explainable AI-DT system to define the elementary components for the model
presented in Fig. 1. Further, we illustrate the definitions with a real-world use
case based on the DT of a smart building, employing XAI methods to forecast
CO; concentration. We provide a pseudo algorithm for the internal processing of
the DT and showcase the process with an architectural model. Lastly, we com-
pare multiple ATl methods for use within the DT, comparing their performance
and explainability on the forecasting task.

3.1 Definitions

Definition 1 (Digital Twin). Let a digital twin D be a tuple, with D =
(I,C,0). A digital twin is a virtual replica of a physical system, represented
by a set of variables P. The physical system is a necessary contextual element
for the DT and provides a set of input streams I, which are connected to the
digital twin, so that I C P. Based on I, D can accurately represent the physical
system in its context. The components C within the digital twin can be of varied
nature and provide internal processing capabilities. With the output streams
O, the digital twin closes the feedback loop to the physical system, where each
output stream is either directly or indirectly related to the physical system.

To connect Definition 1 to a real-world example, we investigate a digital twin
of a smart building, further referred to as Dy, where the smart building is the
physical system in the context of the DT, which is represented by the set of
variables P;. The digital twin operates on the basis of sensors installed in the
building, measuring time-dependent values such as temperature, CO5 concentra-
tion, or ventilation. We further only consider a CO5 concentration sensor as the
basis for the digital twin. Internally, it processes the data, forecasting changes
in CO5 concentration for the next hour. The DT is connected to the ventilation
control system, adapting ventilation based on the results of the internal process-
ing. Further, a dashboard illustrates the current status of the system and the
forecast for a human operator.

Definition 2 (Input Stream). Given a digital twin D, an input stream i € I
s a time-dependent vector of data points i, where i = <iq,...,i;>. An input
stream originates from the physical system in the context of D and is updated in
real-time, with the time point t representing the most recent observation. Input
streams can have different data types, such as real numbers, images, or text.
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To illustrate Definition 2 in the context of a smart building, the data stem-
ming from an individual CO5 concentration sensor contribute to an input stream.
The sensor takes measurements at regular time intervals, resulting in a tempo-
rally ordered sequence of numeric values. When connecting this to a digital twin,
the COy concentration sensor acts as the source of the input stream ic while
the digital twin is processing the data.

Definition 3 (Component). Given a digital twin D, a component ¢ € C is a
function that processes an input x, resulting in an output y, where ¢ : x — y.
The input x of each component is based on a nmumber of input streams and a
number of outputs of other components. The output y can be one or more values
of multiple data types. Components have distinctive functionality, where each
component fulfills a specific role within D.

To process the previously outlined input stream of COs concentration data,
a preprocessing component ¢, is introduced. This component takes the input
stream ic as the only input so that x = {ic}. Internally, ¢, checks the input
stream for missing data and imputes them accordingly. If outliers occur within
ic, the preprocessing component records the number of outliers but does not
act on them. The output of ¢, is the preprocessed input stream, referred to as
p, and the number of found outliers k so that y = {p, k}.

Following the preprocessing component, a forecasting component c; makes
predictions based on the preprocessed input, where = {p}. It employs a
machine learning algorithm, such as N-BEATS [24], to make a forecast of COq
concentration for the next hour, referred to as f. The training phase of the
machine learning algorithm is not described here as it is preliminary. With the
forecast, the output of the component is defined as follows: y = {f}.

To visualize the internal activity of c,, and c; in the highlighted example, we
describe a dashboard component cq, taking the input = = {ic, f, k}. Based on
the observed values in i and the forecasted COs concentration f, a line chart of
past and predicted COy concentrations can be plotted. Additionally, the number
of detected outliers k, which is a possible indicator of sensor quality degradation,
is indicated in the dashboard. Finally, we define the resulting dashboard, which
is the output of this component, as y = {d}.

Lastly, a rule-based component ¢, is introduced for the regulation of the
ventilation control system based on the forecasted COy concentration. Its input
x = {ic, k, f} is processed, leading to an output y = {r} representing the control
sequence sent to the ventilation control system.

Definition 4 (Output Stream). Given a digital twin D, an output stream
o € O is a time-dependent vector of outputs o, where each output is based on
I and C. An output stream directly or indirectly affects the physical system P
in the context of the digital twin. Stmilar to input streams, the data type of an
output stream can vary depending on the application case.

With the input stream ic and the processing within the components ¢, cy,
and c¢q, the dashboard d is a resulting output. The dashboard is time-dependent,
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as it is based on the streamed COs concentration data, which change over time.
This output stream o4 connects the digital twin to a human operator who can
act on the information presented in the dashboard. o4 is indirectly connected to
the physical system P through the operator.

A second output stream o, directly connects the digital twin to the physical
system, streaming the control sequence r, resulting from c., to the physical
ventilation control system. This closes the feedback loop between Dy and P,
allowing the twin to influence the smart building based on its internal processing
and decision-making.

Finally, given the physical system Py of a smart building, the outlined digital
twin D, can be described as follows:

Ds = ({iC}7{vacfvcfhcr}a{odeT}) (1)

The digital twin of a smart building outlined in this section employs Al
algorithms to forecast COs concentration. This is an example where artificial
intelligence is integrated with a digital twin, forming an AI-DT system. In the
literature [1,12], similar terms to AI-DT system have been used to characterize
the concept of integrating Al with a digital twin, however, the term has not been
defined in the past, so we give a formal definition here:

Definition 5 (AI-DT system). We define an AI-DT system as a type of
digital twin where artificial intelligence algorithms are integrated with the DT so
that dc € C, where c is a component of the digital twin that employs artificial
intelligence to compute its outputs.

Definition 6 (XAI-DT system). Consider an AI-DT system with an AI com-
ponent c. When ¢ is based on inherently explainable Al techniques, we further
refer to the AI-DT system as an XAI-DT system. When c is not inherently
explainable and a second component c, provides post hoc explanations based on
¢, the AI-DT system can also be considered an XAI-DT system.

Expanding upon the smart building use case, Dy can be considered an AI-DT
system, as its forecasting component cy relies on a machine learning algorithm to
make CO4 concentration forecasts. Dy can further be considered an XAI-DT sys-
tem when using an inherently explainable AT algorithm for the forecasting task.
In this case, the output of c; additionally includes inherent explanations e; that
are displayed by the dashboard component for the human operator. When using
an opaque machine learning model that is not explainable, an additional post
hoc explainability component needs to be added to make D, an XAI-DT sys-
tem. This explainability component ¢, takes both the forecast and the machine
learning model itself as inputs so that @ = {f, M} where M represents the
machine learning model employed in c¢. Internally, c, uses a post hoc explain-
ability method such as SHAP, resulting in post hoc explanations ey, illustrating
the forecasting mechanism used to make the forecast so that y = {e,}.
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3.2 Use Case and Architectural Model

This section presents the overall architectural model of an XAI-DT system,
instantiated for our use case in smart buildings. Figure 1 shows the model while
using the previously outlined definitions.

XAI-DT system Dy

CO2 Vg c -
. ! P
concentration . c(r)i}:rz;zsnstl llg k
sensor | P L ic
E F b ; ‘f (o] O
' orecastin, Dashboard -
Affects ! k °
: component c¢ o component Cq | !
1 K3 1
' e f I :
: _\l/ \I/_ o €p ' Operator
Ventilation o, ' Rule-based Explainability || '
system : component C, component C, |
A : ;

Fig. 1. Architectural model of D, representing a digital twin of a smart building
Ps. This core model shows two possibilities for the integration of explainable Al: an
inherently explainable algorithm providing inherent explanations e; (pink) and a post
hoc explainability component (green) providing post hoc explanations e, for opaque
models. (Color figure online)

The physical system Ps represents the smart building in the context of the
DT, containing a COs concentration sensor that is affected by changes in the
ventilation system and the environment in the smart building. Measurements
from the CO9 concentration sensor are streamed to the digital twin Dy, result-
ing in the input stream ic that is used by the preprocessing, dashboard, and
rule-based components. Internally, the components of the digital twin are con-
nected, processing the CO4 concentration input, making a forecast, and counting
outliers, while ¢y provides explanations to the dashboard. For opaque machine
learning models, the figure also highlights the additional post hoc explainability
component ¢, (green) that provides explanations for the forecast made by the
machine learning model and forwards them to the dashboard. With the explain-
ability component and the forecasting component, D, is an XAI-DT system. The
output of the digital twin consists of two output streams: o4, which streams a
dashboard to the system’s Operator, indirectly affecting the smart building, and
secondly o,, which sends a control sequence to the ventilation system, directly
influencing Ps.
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Algorithm 1. Data flow and processing of D, with post hoc explainability
1: Receive i¢ from the COs concentration sensor in Py
2: Input: CO2 concentration data stream ic.
3: p,k — ¢p(ic); Preprocess the CO2 concentration data and count outliers.
4: f,M « c¢(p); Forecast CO2 concentration for the next hour with an opaque Al
algorithm.
5: ep < co(f, M); Provide post hoc explanations for the AI algorithm and its fore-
casts.
6: 04 — calic, f, k, ep); Create a dashboard from measured CO2 concentration, fore-
cast, number of outliers, and model explanations.
7: o, < cr(f, k); Create a ventilation system control sequence based on forecast and
number of outliers.
8: Output: Ventilation system control sequence o,, system status dashboard og4.
9: Send o, to the ventilation system in Ps.

Algorithm 1 shows the data flow within Dy in a sequential order. The COq
concentration data is streamed from the sensor in P; and used as an input
stream i for the digital twin. Next, the input data is preprocessed and outliers
are counted in ¢, resulting in p and k. Based on the preprocessed data, CO,
concentration is forecasted for the next hour using an opaque AI algorithm,
which does not provide explanations for its forecast. With the forecast f and
the model M, the post hoc explainability component generates explanations e,
for the forecast, which are used in the dashboard. The dashboard additionally
receives the input stream, the forecast, and the number of outliers, which are
shown to the operator. Finally, the rule-based component ¢, creates a control
sequence for the ventilation system based on forecast and the number of outliers,
resulting in the output stream o,. The control sequence is forwarded to the
ventilation system in Py, closing the feedback loop between the digital twin and
the physical system in its context.

3.3 Forecasting Methods

We conducted an evaluation of AT methods for the CO5 concentration forecasting
component cy, comparing their accuracy. This evaluation is relevant to present
because it aids in understanding which algorithms are effective for the proposed
digital twin, which is an essential quality parameter in addition to explainability
being needed for describing the mechanism leading to an output. We evaluate
the forecasting algorithms shown in Table1. Each algorithm providing some
form of inherent explainability is additionally categorized as Fzxplainable, which
is evaluated in more detail in Sect. 3.4. All inherently explainable algorithms are
categorized as explainable due to a decomposition-based forecast, which allows
for a more fine-grained interpretation of the forecast.

N-BEATS and DEPTS were chosen as they provide decomposition-based
explanations, while claiming high performance for the time series forecasting
task. The non-stationary transformer was evaluated, as it is a non-explainable,
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transformer-based method, offering high performance as a black-box model.
Lastly, ARIMA was benchmarked to compare a statistical approach with the
deep learning methods for time series forecasting.

Table 1. Algorithms evaluated

Algorithm name Reference|Approach Explainable
N-BEATS [24] Deep Learning|Yes
D-Linear [37] Deep Learning|Yes
Non-Stationary [20] Deep Learning No
Transformer (NST)

DEPTS [7] Deep Learning Yes
ARIMA [3] Statistical No

We are using historical COs concentration data from a smart building dataset
for the evaluation. The data consist of measurements of 106 sensors with a sam-
pling frequency of 5min that were gathered over a period of 10 days (for the
purpose of this study, we have found this timeframe as sufficient.... As the objec-
tive of the forecast is predicting COs concentration for the next hour, all evalu-
ated algorithms are trained to forecast the next 12 values. Because explainability
is the main focus of this study, we evaluated accuracy to compare the predic-
tive power of different algorithms without the aim of optimizing it. The results
of our evaluation of forecasting algorithms on the CO2 concentration data are
shown in Table 2. We compare the performance of the algorithms based on the
metrics mean absolute error (MAE) and root mean squared error (RMSE), as
defined in [13], where each metric represents an error, with lower values indi-
cating higher performance. N-BEATS shows the lowest error on both metrics,
showing that the algorithm performs best in our COs concentration forecasting
scenario. Non-Stationary Transformer and D-Linear show the second-highest
performance, while ARIMA and DEPTS have the highest errors.

From the evaluation it has become clear that N-BEATS is the most suit-
able Al algorithm for the forecasting component in our digital twin of a smart
building.

Figure 2 shows a sample of the dashboard d, showing the input stream of CO4
concentration data ic as well as the underlying ground truth for the next hour.
The figure does not represent the complete dashboard, as it does not display
the number of outliers £ and the model explanations e; or e,. In addition to the
input data, the forecasts made by the five evaluated algorithms are shown. As
the ground truth would not be available in a production setting with live data, in
this case, the dashboard would only show historical data and the forecast of the
employed forecasting algorithm. When using a non-explainable algorithm, the
forecast trajectory of COs (colored lines) is the only output of the algorithm,
as shown in the figure, while no further details are provided on “why” that
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Table 2. Evaluation of Al algorithm performance for the CO2 concentration forecast-
ing task. Best performing algorithm by metric highlighted in bold.

Algorithm MAE RMSE
N-BEATS|30.52/66.3
D-Linear [31.64 (70.37
NST 31.11 |68.79
ARIMA |35.53 (92.59
DEPTS |44.54 84.39

particular forecast has been made. On the contrary an explainable algorithm will
provide additional explanations on why the forecasted values follow a particular
trajectory. Such explanations can be to link the forecasted values to historical
values, patterns, or trends (e.g., upward-going or seasonal) that have occurred
in the past and are repeating in the future, such as the ones depicted in Fig. 3.

—

+ Ground Truth
— 550 f - N-BEATS
= [ - D-Linea:
—— - NST
[ - ARIMA
—— [-DEPTS

CO; (ppr

Oct-11 1149 Oct-1112:39  Oct-11 1329 Oct-1114:19  Oct-11 15:09  Oct-12 0049 Oct-12 04:44  Oct-12 05:34
Timestep

Fig. 2. Sample of the dashboard d showing the input stream ic, and forecast f made
by different machine learning models.

3.4 Explainability of Methods for Operator’s Dashboard

In this section, we investigate the explainability of the forecasting methods,
which can be either inherent to the AT algorithm or applied post hoc within the
DT model. We follow the definitions of Molnar [23] regarding explainability prop-
erties, characterizing them as applicable for each method. As the not inherently
explainable methods solely provide the numeric values of their output without a
rationale behind it, we apply TS-MULE [30], a post hoc explainability method
extending LIME [28] for time series data. The post hoc explainability method
represents the explainability component ¢, for opaque algorithms.

Figure 3 showcases the decomposition of the forecast by N-BEATS into trend
and seasonality elements. Trend provides a general direction of the data, show-
ing a long-term increase or decrease in value, while seasonality represents cyclic
patterns such as week-weekend cycles. The model’s forecast can be obtained by
adding the two elements of trend and seasonality. The visualization is based on



AT Explainability Methods in Digital Twins: A Model and a Use Case 13

the decomposition of the prediction as seen in [24]. The forecast is based on a
sample from the smart building CO2 concentration data we use for evaluation in
this section. Notably, both elements have a different scale, with the trend having
higher absolute values than the seasonality, while the seasonality shows more
change over time. This offers a higher degree of comprehensibility for a human
operator, different from a non-explainable forecast, where the prediction is solely
based on a nonlinear combination of neural network weights and intermediate
features. However, comprehensibility is hard to measure, and a qualitative analy-
sis based on human judgment would be necessary to make a conclusive statement
on this property. The explanation of N-BEATS is local, representing an individ-
ual prediction while not showing the model’s certainty or indicating novelty.
The fidelity of the explanation is high, as it represents a decomposition, which is
equivalent to the actual forecast of the model. However, as the explanation can
not be used to predict unseen data, this type of explanation offers low accuracy.
During our experiments, it became clear that the stability of N-BEATS is high,
as its explanations vary little when perturbing the input.

Trend Seasonality
604
£ 495 4
= ~70 1
Q
o
490 A
0123456 7891011 0123456 7891011
f - Timestep f - Timestep

Fig. 3. Inherent explanations e; provided by N-BEATS, decomposing its forecast into
trend and seasonality components.

Another kind of visualization for inherent explanations of the deep learning
algorithm DEPTS [7] is shown in Fig. 4, following the approach presented in the
original paper. Similar to N-BEATS, DEPTS provides prediction-based explana-
tions based on a periodic element (DEPTS-P) and a local element (DEPTS-L),
leading to a low degree of representativeness. Different from the visualization
of N-BEATS, the two elements are merged in this graph, sharing the same
scale, leading to a different visualization style. DEPTS shows a stable periodic-
ity, indicating that the data do not experience significant cyclic patterns. The
local component of DEPTS shows lower absolute values than the periodic com-
ponent. Overall, the decomposition-based explanation approaches of N-BEATS
and DEPTS are similar, basing their forecast on two elements that sum up to
the algorithms’ forecast. It can be argued that the visualization style of DEPTS’
explanations provides a lower degree of comprehensibility than N-BEATS, as
both positive and negative values are merged in one figure. Further, similar
to N-BEATS, the explanation does not provide certainty or novelty measures,
while keeping a high level of fidelity due to the decomposition-based approach.
The stability of DEPTS’ explanations is high, but it does not present feature
importance for the input.
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Fig. 4. Inherent explanations e; provided by DEPTS, decomposing its forecast into
periodic (DEPTS-P) and local (DEPTS-L) elements.

We apply the post hoc explainability method TS-MULE [30], which is a
generalization of LIME for time series, to the three best-performing forecast-
ing methods D-Linear, N-BEATS, and Non-Stationary Transformer, as seen in
Fig. 5. This represents the post hoc explainability component c,, which generates
post hoc explanations e, based on the forecast and the model used in c;. TS-
MULE uniformly segments the input data and assigns relevance scores to each
segment based on its influence on the prediction of the forecasting algorithm.
In the figure, darker segments indicate higher relevance for the respective algo-
rithm, while lighter segments indicate lower relevance. By integrating the post
hoc explanations with the dashboard, it acts as an interface for explainability,
providing explanations for the human operator of the digital twin.

Different from the inherent explanations of N-BEATS and DEPTS, TS-
MULE works on an input level, which provides a higher degree of comprehen-
sibility for the operator, as they can judge which past timesteps were critical
for the forecasting model, giving a degree of importance for each segment. How-
ever, as the relevance is assigned based on input perturbation, the fidelity of the
explanations is lower. As the explanations do not provide confidence intervals or
other uncertainty measures, TS-MULE does not provide a degree of certainty or
novelty regarding the predictions. Similar to N-BEATS and DEPTS, TS-MULE
has a low degree of representativeness, as it provides explanations for an indi-
vidual prediction and does not characterize the forecasting model as a whole. In
our experiments, TS-MULE was averaged over 100 runs, as the method has low
stability and can provide differing results for the same input.

Both D-Linear (5a) and N-BEATS (5b) have the highest relevance score in the
last segment of the input data, showing that the algorithms base their forecasts
on the most recent observations. Non-Stationary Transformer (5b) shows the
opposite behavior, as it reaches the highest relevance score on the first segment,
gradually giving less relevance to further segments, while the last two segments
receive the lowest overall relevance. In a production setting, the explanations
shown in Fig.5 are integrated with the dashboard d, which shows both the
forecast of the AI algorithm and the explanations, which are applied post hoc
by using TS-MULE.
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(¢) Post hoc explanations e, of Non-Stationary Transformer with TS-
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Fig. 5. Sample of post hoc explanations e, of the explainability component c;. The
algorithm TS-MULE [30] is used for segment-based relevance, where darker segments
indicate higher relevance of the data on the algorithm’s prediction.

4 Discussion

Usefulness of Explanations - In the previous section, we introduced an exam-
ple of a digital twin of a smart building, working solely on the basis of COq
concentration data from one type of sensor. The presented explainability meth-
ods, both inherent and post hoc, show in different ways how the respective Al
algorithms arrived at their projected forecasts. Whether these explanations are
useful to an operator depends on the domain and the use case and needs to be
evaluated on a case-by-case basis. Table 3 summarizes the explainability prop-
erties of the evaluated explainability methods. The usefulness of an explanation
is highly dependent on the comprehensibility of the explanation, as an incom-
prehensible explanation does not benefit the operator of the digital twin. As
comprehensibility is subjective, a degree of comprehensibility can be estimated
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with qualitative approaches involving human feedback. Further, the fidelity of
an explanation is key for the operator, as every explanation needs to accurately
reflect the underlying behavior of the model. The inherent explanations of N-
BEATS and DEPTS provided a higher level of fidelity than TS-MULE, as they
are specific to the model’s internal processing rather than calculated post-hoc
based on perturbations. We further characterized the properties of representa-
tiveness and certainty, and novelty, which were not fulfilled by both the inherent
explainability methods of N-BEATS and DEPTS and the post-hoc method TS-
MULE. However, it can be argued that these properties are not necessary for
explanations and only provide additional value when present. During our eval-
uation, We first benchmarked the accuracy of multiple AI algorithms, as that
is the primary quality measure important for a digital twin. In the scenario
where multiple algorithms yield comparable accuracy, inherent explainability
is key, making white-box algorithms with explainability properties preferable.
Additionally, we evaluated the stability of each explanation method during our
experiments, concluding that TS-MULE has a lower level of stability than the
other methods.

Table 3. Explainability properties of the evaluated explainability methods.*

Explainability Method|Inherent |Fidelity/Stability |Comprehensibility
N-BEATS Inherent High |High Subjective
DEPTS Inherent High |High Subjective
TS-MULE Post-hoc [Low  Low Subjective
Explainability Method|Certainty Novelty Degree ofRepresentativeness
N-BEATS Low Low  |Low Low

DEPTS Low Low Low Low

TS-MULE Low Low  |High Low

* Accuracy and consistency were excluded from the table, as they are
not applicable in our case

Architectural Model - The focus of this work is on the definitions and the
model of the proposed digital twin for establishing a formal and conceptual
basis for integrating explainable AI. Due to this, our evaluation covered the
AT component, comparing the accuracy of different algorithms as the essential
DT aspect, as well as focusing to the explainability aspect, for investigating
and integrating both inherent and post hoc explanations. The introduced rule-
based component, representing the feedback loop to the physical system, was
not investigated for explainability in this study as it does not work on the basis
of AI and therefore also does not have a connection to this quality aspect.

Real-World Setting Complexity - In the study, we limited the use case to
the analysis of a single variable (CO3), to emphasise the core contribution -
integration of XAl to the digital twin model. In a real-world setting, a digital
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twin of a smart building should include additional variables such as temperature,
humidity, occupancy, or light intensity. With access to more data, Al algorithms
perform better, allowing them to make more accurate forecasts, thereby improv-
ing the overall performance of the digital twin. As the complexity of the system
increases, the complexity of explanations also increases, requiring the explain-
ability methods to scale with the digital twin. In addition, the digital twin would
have more control over the physical system, for example, by adapting the heat-
ing system based on occupancy and projected changes in temperature. In this
case, an explanation could cover both trends in past temperature and occupancy,
providing a more detailed summary of the underlying patterns for the operator.

Generalizability - The architectural model of Dy presented in Sect. 3.2, even
specific to our presented use case on COs concentration forecasting in smart
buildings, it has been meant for avoiding further details to put forward gener-
alisation. Our proposed component-based notation can be generalized to digital
twins of any domain, a similar model can be created for any digital twin D. An
architectural model helps visualize the internal flow of information within the
DT while also delineating the capabilities of the different components. Still, it
is our intention to, in the future study, detail the presented core architecture
components by the means of a meta-model.

5 Conclusion and Future Work

In this study, we introduced the concept of explainable Al in digital twins, out-
lining a use case in smart buildings where an Al algorithm is used to forecast
COg4 concentration. To illustrate our digital twin, we presented an architectural
model of the system, showing its interaction with the smart building and a
human operator. For the proposed digital twin, we evaluated five Al algorithms,
comparing their accuracy in forecasting COs concentration. The deep learning
algorithm N-BEATS showed the highest performance in forecasting, indicating
that it is the most suitable candidate for our digital twin. We further investi-
gated the explainability of the evaluated AI algorithms, outlining both inherently
provided model explanations and post hoc explanations based on TS-MULE.

With the definitions given in this paper, we are planning to further investigate
the outlined use case, making use of more sensors and connecting the digital twin
to the physical system in real-time. In this more complex scenario, explainability
methods must be adapted to the available data showing correlations between
variables. To evaluate the practicality of the provided explanations for the DT,
we are planning to conduct a qualitative analysis based on operator feedback.

In future work, we are planning to empirically investigate machine learning
explainability in digital twins based on a user study. As explainability properties
are generally assessed qualitatively and some, such as comprehensibility, can be
subjective, a user study could contribute to this line of research.
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Abstract. LLM-powered Al agent systems are bringing new perspec-
tives to enterprise design, operations, and computing (EDOC), partic-
ularly in environments where agents can act autonomously and inde-
pendently, referred to as agentic systems. These capabilities unlock new
opportunities for automation, enabling agents to perform intellectually
demanding tasks that were previously reserved for humans, while still
allowing human oversight of key decisions. However, a critical chal-
lenge remains: ensuring clear accountability within these systems across
humans and AI Agents, which may involve complex chains of authoriza-
tion and delegation. As individual agents act independently, pinpointing
responsibility becomes increasingly difficult. This paper proposes a novel
solution to this problem: a domain-specific language (DSL) based on
the ISO ODP Enterprise Language standard, precisely defining the roles
and interactions between actors in the enterprise landscape. The DSL
is implemented using textX, a contemporary tool-chain which provides
rapid prototyping ecosystem. The aim is to provide user-friendly syntax
while following the precise semantics of ODP enterprise language.

Keywords: AI Agents - DSL - Policy  Responsible AI - Obligations -
ODP

1 Introduction

AT Agents, including Generative Agent systems [22] are transforming the
way enterprises function by automating complex tasks and enabling real-time
decision-making. By leveraging Large Language Models (LLMs), these systems
foster enhanced communication and collaboration between multiple intelligent
agents. This collaboration unlocks the potential for novel and efficient solutions
to complex enterprise tasks. However, a critical challenge remains: ensuring a
clear chain of responsibility within these multi-agent systems. As these systems
become more sophisticated, and individual agents exhibit increasing levels of
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agency (acting autonomously within their environment), pinpointing account-
ability for actions and decisions becomes increasingly complex.

While significant previous research has focused on communication protocols
and coordination mechanisms within multi-agent systems prior to their use of
LLMs [4,9], ensuring a clear chain of responsibility has received less attention.
Existing approaches often rely on centralized control structures or pre-defined
rules for task allocation, without considering the intricacies of social environ-
ment, such as accountability arising from the organisational or legislative rules.
These methods do not provide flexibility in adapting to the dynamic nature of
enterprise environments and the growing autonomy of agentic systems.

This paper addresses this critical gap by proposing a novel solution: a domain-
specific language (DSL) developed to support enterprise design and operation
activities, while placing special attention on the accountability concepts. This
DSL can be used to express accountability rules for the enterprise which includes
AT agents and multi-agent capabilities, and provide rapid implementation of
required monitoring and enforcing capability. This DSL leverages the precise
semantics of the ODP Enterprise Language (ODP-EL) standard [10], allowing for
a clear and unambiguous definition of roles, responsibilities, and decision-making
authority within a multi-agent system. The ODP-EL standard brings credibility
but also pragmatic approach to building interoperable distributed systems and
by utilizing this DSL, enterprises can design and deploy collaborative Al systems
with a well-defined chain of responsibility, fostering trust, transparency, and legal
clarity.

Next section provides an overview of related work. This is followed by a brief
introduction of multi-agent and agentic Al systems, Sect. 3. Key ODP Enterprise
Language concepts are outlined in Sect. 4. The description of our DSL implemen-
tation of related ODP-EL concepts is in Sect. 5. Section 6 provides an overview
of the integration of DSL tooling with one specific Al agent architecture and
discusses some challenges from our implementation. Conclusions and directions
for future work are summarized in Sect. 7.

2 Related Work

The problem of designing enterprise structure and behaviour has been subject
of many research and industry efforts. Much of the recent research contributions
come from various enterprise ontology efforts, the most prominent being a series
of proposals from the UFO community, of which UFO-L extension is particu-
larly related to this work [8]. Another example is Open Digital Rights Language
(ODRL) [23], which is used to represent permitted and prohibited actions over a
certain asset, as well as the obligations required to be met by stakeholders. These
ontologies and modelling languages provide an excellent conceptual foundations
for expressing key concepts and relationships related to enterprise structure, and
have provided insights into our current work.

Further influence comes from our earlier DSL efforts related to Business Con-
tract Language (BCL) [15,17], which was based on the previous version of ODP-
EL standard. BCL has similarity with our current DSL efforts, in terms of its
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focus on developing an implementable language. Current ODP-EL standard how-
ever provides more expressive set of concepts which includes a precise framework
of expressing delegations and obligations in a way which are more amenable for
the distributed system implementations. This, along with the increasing require-
ments to better modelling of policy frameworks in digital health, where much of
our recent industry efforts were involved, motivated us to use the latest version
of he ODP-EL as a source of our DSL.

Much of the work above is related to the enterprise objects that model key
entities in a system, of which computational agents represent subset of these. The
agentic Al solutions are recent development and much focus there was on how
to best structure an LLM-based application in terms of the roles undertaking
dedicated tasks, with limited current success in supporting planning and collab-
oration [21]. AI agent architectures are currently concerned with the structure
of single AI agents, leaving the communications among agents to the underlying
LLM and relevant tools, to support the expression of agent’s reflection, plan-
ning and collaboration, as demonstrated in the recent work on computational
software agents that simulate believable human behavior [22]. Some earlier work
has investigated the computational agents in a distributed environment, as for
example the Siebog Multi-Agent System [19] where agents can be specified using
ALAS DSL [24].

However, the problem of expressing policy constraints over agents actions in
distributed systems is currently not addressed and our contribution is to provide
architectural positioning of the formalism of deontic and accountability concepts
to be integrated with agentic developments, leveraging mature and pragmatic
framework from the ODP-EL.

3 Agent Al Systems

3.1 Agent AI Architectures

Agent Al systems have recently emerged as a vehicle of making better use of
LLM models in support of specific, Al enabled enterprise tasks. They allow com-
plex tasks to be decomposed into smaller units, i.e. actions, such as in complex
activities of writing software or providing financial or health related advice to
consumers. Each of these actions can in turn be implemented by a separate,
dedicated agent. The actions can include prompting of LLM models in an iter-
ative fashion, invoking tools for specific functions by a single agent, or multiple
agents. Some architectures, such as crewAlI [20] include mechanisms for delegat-
ing actions to other agents who would execute more specific tasks or for farm-out
other tasks for resource allocation reasons. A key new quality here is to replace
the current’s LLM’s zero-shot prompt with a sequence of steps undertaken by
a single or multiple agents, sometimes referred to as agent workflow, which as
experience shows, produces better results than the zero-shot approach. This
task decomposition also influences the properties of the agent AI architectures,
recently described in terms of the four design patterns [21]:
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Reflection, where a LLM examines its own work to come up with ways to
improve it, which may involve creating its own memory stream for this [22].
Tool Use, where a LLM exploits tools such as web search, code execution, or
other functions to help it gather information, take action, or process data.
Planning, where a LLM creates and executes a multi-step plan, e.g. writing
an outline for an essay, then doing online research, then writing a draft.
Multi-agent collaboration, where multiple Al agents work together, decom-
posing a complex task and discussing and debating ideas, to come up with
better solutions than a single agent would [22].

There are a number of variants of how these patterns can be implemented. In

some cases the focus is on their communication and collaboration, with limited
autonomy [20,26], while at the other end of spectrum is supporting autonomous
decision-making [22]. It should be noted that LLM-based AI agents are not yet
designed for distributed environments .

3.2 Policy Constraints Considerations

Ethical, regulatory, and policy considerations are crucial aspects to consider
when designing any Al system, including the Agent AI systems. These can be
summarised in the context of the following requirements:

Ethical Considerations

Bias and Fairness: it is essential to ensure Al systems are trained on unbiased
data and designed to avoid discriminatory outputs. Techniques like fairness
checks and diverse datasets are crucial.

Transparency and Explainability: this is referred to a need to understand how
AT systems reach their decisions; for example, in agentic workflows, this might
involve explaining the actions and choices of Al agents, and for generative
agents, transparency in content generation is important.

Human Control and Oversight: While agentic Al and generative agents
exhibit agency, it is crucial to maintain human control over their actions
and outputs. Clear guidelines and safeguards are necessary.

Regulatory and Policy Constraints

Data Privacy: The Agent Al systems might involve handling personal data.
Regulations like GDPR [5] need to be followed when collecting, storing, and
using such data.

Accountability: Assigning responsibility for the actions of Al systems is cru-
cial, such as identifying who is legally accountable for decisions made by
agentic Al systems or the outputs of generative agents.

Safety and Security: Security measures are essential to prevent malicious
actors from manipulating Al systems. Safety measures should ensure that
AT agents do not pose a risk to users’ physical or psychological well-being.
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Enterprise Design and Operations Considerations. FEthical considera-
tions, regulations, and policies should be integrated from the early stages of the
design process for agent Al systems, and the experience with the operations of
such system can also inform better integration of policy considerations [16].

Our approach to these requirements is to consider well developed semantics
from the ODP-EL in a technology neutral way so that it can be integrated with
various architecture approaches. While ODP standard has provided many inputs
to various distributed systems and architectures [13], less is known about the
expressive power of the ODP Enterprise Language [10], its foundation in deontic
concepts, and pragmatic translation of these into implementable software arti-
facts. Our approach is to express these foundational concepts in a programming
language independent framework using modern DSL technologies and tooling,
such as Xtext [27] and textX [3], as will be discussed in Sect. 5.

3.3 Human and AI Agent Interactions Tracing Accountability

As enterprise applications become more complex, they increasingly involve a mix
of human and automated actors, including AT agents, as introduced above. While
AT’s replacement of human actors may not change the essential behavioural char-
acteristics of the tasks performed, this integration raises critical accountability
questions, particularly regarding legal responsibility in human-Al interactions.

Humans can take on two roles in the world of AI [17]. They can be Al cre-
ators, designing agents to achieve specific goals and deliver value, as for exam-
ple developers structuring crewAl application. Alternatively, they can be users
who engage existing agents to perform tasks on their behalf, potentially even
delegating decision-making authority. Delegation is the first class concept in the
principal-agent relationship in economics and law, where one party hires another
to act on their behalf. We note that it is also possible for Al agents to delegate
their tasks to other Al agents, potentially passing authorisation that was created
by their originating principals.

The concepts of authorization, delegation, principal and agent are some of the
key accountability modelling concepts defined in the ODP-EL standard [10] and
built based on the precise expression of behavioural constraints over actions of
objects in the system, and we will use them as a basis for our DSL. We note that
the ODP-EL, as other ODP languages, are defined in an abstract way, without
commitment to any notation [13], although the ODP family of standards include
separate, UML based expression, referred to as UML profile for ODP [2]. Next
section provides a summary of some of the key ODP-EL concepts which we use
within our DSL.

4 Key ODP Enterprise Language Concepts

4.1 Community

The ODP Enterprise Language (EL) defines the organizational, business and
social context in which an IT system is designed, deployed and operated. The
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main structuring concept here is that of a community, which is a grouping
of interested parties to collaborate and satisfy their own and the objective of
the community. The objective is defined as a “practical advantage or intended
effect, expressed as preferences about future states” [10], emphasising the need
to express the objective in measurable terms.

Party is defined as an enterprise object modelling a natural person or any
other entity considered to have some of the rights, powers and duties of a natural
person [10]. Examples of parties include enterprise objects representing natural
persons, legal entities, governments and their parts, and other associations or
groups of natural persons. It is important to highlight that parties are responsible
for their actions and the actions of their agents.

Therefore, parties, such as I'T system providers, service providers and cus-
tomers, along with the automated systems that support their activities, can
participate in a community. Note that the ODP uses the term active enterprise
object to model an enterprise object that can be involved in some behaviour. So,
community is defined through a community contract, which specifies roles in the
community and their expected behaviour to be fulfilled by parties or IT systems
(i.e. active enterprise objects), along the constrains on that behaviour. These
constraints are typically expressed in terms of rules, such as permissions, prohi-
bitions, obligations and authorisations. There can be also rules that apply across
several roles in a community such as the constraints that support separation of
duty policies.

A complete enterprise language specification would typically involved several
communities, which can be nested or federated (this forming a larger community)
and parties can fulfill roles in a number of communities. The use of community
pattern supports design re-usability, so that many different parties can partici-
pate in the community in one or several instances of communities, instantiated
from the community contract (as a template). A community can also evolve, by
dynamically adding another role or policy rules.

4.2 Deontic Tokens

The ODP-EL considers obligations, permissions and prohibitions, known as
deontic concepts, as fundamental constraints over behaviour of parties. Their
semantics is grounded in the deontic logic and normative systems formalism
but the standard takes a pragmatic approach to handling these constraints, by
applying them to the actions of roles in the community, and thus the object that
fulfill them. This is done through bringing the concept of a deontic token which
encapsulates these deontic constraints as introduced in [14] and further specified
in the standard [10].

The holding of the deontic tokens by active enterprise objects constrains their
behaviour. This modelling approach provides a basis for manipulating deontic
tokens, for example, passing them between parties to model delegations, and
activation or de-activation of policies that apply to the active enterprise objects
interactions.
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Three types of deontic tokens encapsulate deontic constraints. These are
called: burden—representing an obligation, permit—representing permission,
and embargo—representing prohibition. In the case of a burden, an active enter-
prise object holding the burden must attempt to discharge it either directly by
performing the specified behaviour or indirectly by engaging some other object
to take possession of the burden and perform the specified behaviour. In the case
of a permit, an active enterprise object holding the permit is able to perform
some specified piece of behaviour, while in the case of an embargo, the object
holding the embargo is inhibited from performing the behaviour.

It is to be noted that some actions, referred to as performative actions, change
the state of the system, such as when one party has authorized another party to
do actions on their behalf. In ODP-EL, these actions are referred to as speech
acts, and they indicate when an action will modify the set of tokens held by
the enterprise objects in questions [10,14|. This supports the description of the
chain of obligations, permissions or prohibitions across the parties and active
enterprise objects, such as Al agents, which we are using in this paper.

Deontic tokens have similarity with the widely used security tokens imple-
mentations, such as access tokens in OAuth2.0, and with new OAuth 2.0 Token
Exchange specification [12] providing further capabilities for secure exchange of
tokens, including support for delegation, as will be discussed in Sect. 6.2.

4.3 Accountability Actions

While deontic constraints are important as a way of implementing constraints
over system actions, such as for example in access control, or monitor obligations
associated with contracts or compliance regulations, there is further benefit in
providing high level of abstraction that are more directly related to the expres-
sion of social or organizational responsibility. For that purpose, a family of con-
cepts for expressing responsibility is introduced, called accountability concepts.
They support traceability of obligations in the overlapping and interacting com-
munities that form the enterprise, allowing linking the rights and responsibilities
of parties to the individual system actions and their consequences [13].

The concept of party is introduced above and it is significant to note that
parties can have intentions and are accountable for their actions [10]. Those
actions that involve accountability, identified by ODP-EL, are listed next.

Authorization is an action indicating that a particular behaviour shall not
be prevented. Unlike a permission, an authorization is an empowerment. The
fact that an enterprise object has performed an authorization is expressed by it
issuing a required permit and itself undertaking a burden describing its obligation
to facilitate the behaviour.

Delegation is the action that assigns something, such as authorization,
responsibility or provision of a service to another object. The ODP-EL adopts
the language from agency theory to refer to the delegated object as an agent,
and to a party that has delegated something (e.g. authorization or provision
of service), as a principal. The agent is modelled as an active enterprise object
that has been delegated something by, and acts for, a party (e.g. in exercising
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the authorization, carrying out responsibility). A principal is responsible for the
actions of an object acting as an agent. We note that this object can in turn
further delegate to another object, if authorised by the principal, thus forming
another linked delegation. The first enterprise object in that chain of delegations
is the party that is the root of accountability.

Commitment is defined as an action resulting in an obligation by one or more
participants in the act to comply with a rule or perform a contract. This effec-
tively means that they will be assigned a burden. Examples include commitments
by clinicians to deliver safe, reliable and effective healthcare to patients.

Declaration is defined as an action by which an object makes facts known in
its environment and establishes a new state of affairs in its environment. This
can, for example, be performed by an Al system (or a party managing it), for
example, informing the interested parties about the result of some analysis.

Evaluation is defined as an action that assesses the value of something, which
can considered in terms of variables such as importance, preference, usefulness.

Figure 1 shows deontic concepts as primitive constraints over behaviour, and
the accountability concepts as an abstraction built on top of deontic concepts.

authorization party Accountability concepts principal delegation agent
obligation Deontic concepts Deontic token
burden permission
action activity Behaviour event it
hibiti — . iolati permi
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Fig. 1. Accountability and deontic concepts as behavioural constrains.
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5 ODP-EL DSL

5.1 Motivations

There are many different type of multi-agent architectures, but common to them
is the collaborative aspects of agents and their interactions. The reference archi-
tecture based on the ODP community template provides a precise framework for
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developing guidelines for enterprise design, operations and computing of com-
plex systems which integrate Agent AI components. This is because the ODP
community provides the expression of many type of organisational collaborations
and interactions, including federations, which can be specified through commu-
nity contracts. Such contracts also serve as a semantic foundation for a wide
range of constraints associated with policies as described in Sect. 3.2.

Further, the expression of roles in community supports the description of an
expected abstract behaviour to be fulfilled by entities with compatible behaviour.
Initially this can be a human, but at a later stage such a function would be
implemented by a system, modelled as an active enterprise object, such as an
AT agent (not necessarily a LLM agent). A good example of this is a situation
in pathology labs, where the pathology technicians analyse manually the blood
test results, but much of that can be delegated to a clinical decision support
systems (CDS).

This in turn allows for many different multi-agent proposals to be positioned
in relation to the reference architecture. Such a reference architecture, benefits
from the semantic precision and pragmatic decisions, developed through proven
international standardisation processes, and can thus bring confidence to prac-
titioners, system owners, architects and developers.

In our previous work we have proposed a computable policy framework for
supporting privacy consent in healthcare [17], using the concept of consent com-
munity. This paper uses that framework as a basis for experimenting with the
DSL to support a range of deontic and accountability concepts related to con-
sent. The consent use case was chosen as it often includes many complex security
level and (cross-)enterprise level rules which are important when designing and
implementing interactions across healthcare providers from different organisa-
tional domains, with potential use of third-party services from AT vendors, while
supporting policy preferences of consumers.

We begin with introducing general consent community, with the commu-
nity roles of Grantor, the individual whose personal data is being requested,
and Grantee, the individual or organization requesting access to data. The con-
sent community also includes supporting roles for consent management services,
including IT specific roles with no direct accountability (e.g. monitor) and policy
specific roles which have accountability (e.g. consent policy maker).

The main action by Grantee is to submit data access request to Grantor,
clearly stating the purpose of accessing data. The main actions by Grantor are
to review and understand data access request details, decide whether to grant or
deny access (i.e. authorization through issuing permits) and revoke (withdraw)
access to their data at any time, as needed.

5.2 DSL Tooling

In the development of the DSL presented in this paper we are using textX. textX
is a meta-language for building Domain-Specific Languages (DSLs) in Python.
From a single language description (grammar), textX builds a parser and a meta-
model (a.k.a. abstract syntax) for the language. Building on top of the Python
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dynamic nature, textX works as an interpreter. Both the parser and the meta-
model are built on the fly during run-time. This enables a quick round-trip from
the change in the grammar to the working application.

There are two approaches to designing DSLs:

— Meta-model first approach (or Abstract Syntax first). This approach, also
known as top-down, starts with the abstract syntax of the language, and
the concrete syntax (or syntaxes) is defined later. This route is followed by
so-called projectional editing environments where the Abstract Syntax Tree
(AST) is manipulated directly by the user through projections that map ASTs
to concrete syntaxes presented to the user.

— Concrete Syntax first. This approach, also known as bottom-up, starts with
the concrete textual syntax specified by the grammar from which the meta-
model is derived. This approach is popularized by the xText tool and is also
used in the textX tool which we use in our implementation.

Both approaches have their pros and cons. A good overview of these
approaches is given in [25]. We have chosen the second approach as we find
it more suited to our development style and background. Also, this approach is
directly supported by the textX tool.

5.3 Method

Our approach here is to design a generic consent architecture following the com-
munity contract template to specify key roles, such as grantor and grantee, and
use this as a starting point for extending and reifying this generic consent for
clinical care purpose and for clinical research purposes.

The approach is based on expressing the key ODP-EL concepts described
above in terms of language constructs familiar to the domain experts involved
in defining policy rules and constraints, see Listing 1. Ideally, this would involve
subject matter experts from the legislative domain but also security policy
experts, including those defining access control requirements.

In parallel, we developed the language grammar and meta-model using textX
tooling. The grammar and meta-model are based on the semantics of the ODP-
EL concepts as they were used in our consent use case, making sure that the
meta-model is compliant with the ODP-EL while also adopting certain pragmatic
decisions from the language designer perspective.

5.4 Results

This section shows parts of our DSL meta-model and fragments of our consent
model created using our DSL.

Listing 1 shows a community contract implementing a generic consent, which
is required in many different communities. This generic consent contract defines
the roles of the grantee (line 6), representing parties who ask for consent, and the
grantor (line 11), representing parties who are asked to give consent. Each role
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owns a set of actions that can be executed by a role filling object, if an associated
guard expression is satisfied. The guard expression is a logical expression written
inside square brackets.

Listing 1. Generic consent community contract

1 community contract genericConsent {

2 objective "Support consumers privacy consent preferences"

3

4 . <snip>...

5

6 role grantee {

7 action consent_request(data: ConsentRequestData)

8 emits consent_requested(data: ConsentRequestData)

9 }

10

11 role grantor {

12

13 action review_request(data: ConsentRequestData) [consent_requested(data)]
14 emits consent_reviewed(data: ConsentRequestData)

15

16 authorize give_consent (data: ConsentRequestData)

17 [consent_reviewed(data) && (now - data.subject.birth_date > legal_age)]
18 {

19 permit grant (consent: ConsentRecord) omn grantee [this.time + permit_valid]
20

21 burden RespectPrivacy(consent: ConsentRecord) on grantee

22 triggered by grant_trigger

23 discharged by [this.time + privacy_valid]

24

25 burden StoreConsentRecord(consent: ConsentRecord) on consentAuthority
26 discharged by storeConsent (consent: ConsentRecord)

27 }

28

29 declare withdraw_consent (consent: ConsentRecord) {}

30 }

31

32 }

When executed, an action can emit an event. For example, the action
consent_request on line 7 emits an event consent_requested carrying
ConsentRequestData. This event can be used inside a guard condition to
allow an action call only if a specific event has occurred previously. On line
13, we see that the grantor can call the action review_request only if the
consent_requested event has occurred.

In the body of an authorization action (lines 18-27), three deontic tokens
are created: a permit grant given to the grantee and valid for a duration
permit_valid, defined by the current policy setting; a burden on the grantee
to respect privacy; and a burden on the consent authority to store the consent
record.

Finally, the action of withdrawing consent is modelled as ODP-EL decla-
ration action, through which the grantor notify parties and their agents in its
environment about this decision (line 29).

In order to use this generic consent contract, the DSL has an import facility
whose meta-model is shown in Fig.2. Using the import feature, a community
can import generic consent and connect its roles and tokens with the roles and
tokens from the generic community contract.
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Fig. 2. Language support for community contract imports.

Listing 2. Importing generic consent to a community

1 community HealthCareConsent {

2 # Importing and specializing consent authorization for HC community

3 # Clinician and Consumer instantiate grantee and grantor respectively.

4 # EHR (Electronic Health Record) with patient clinical data is different
5 # from consentRecord

6 import genericConsent as consumerHealthConsent

7 Clinician fulfills grantee # healthcare provider

8 Consumer fulfills grantor # healthcare consumer

9 AccessEHR as grant # alias for grant permit
10 grant_trigger.envelope = {

11 one of [observation_performed, emergency_arrival]

12 }

13

14 ...<snip>...

Listing 2 is an example of an import statement that imports
genericConsent into HealthCareConsent, where the role of Clinician
fulfills the generic role of grantee, while the role of Consumer fulfills the
generic role of grantor. Additionally, AccessEHR is an alias for the generic
permit grant. In this community, we model a scenario under which healthcare
clinical research is conducted.

It should be noted that our DSL includes the expression of ODP policy con-
cept, as also indicated in this import. ODP policy concept supports the expres-
sion of variability of design choices, that can be anticipated at the design stage
and changed at a later epoch. The options available are captured through policy
envelope rules. Further details of policy concept are available in [10,13].
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Fig. 3. Accountability and deontic language concepts.

Listing 3. Passing deontic tokens using delegation

1 delegate permit AccessEHR (consentRecord: consumerHealthConsent.ConsentRecord)
2 to RecommenderService
3 [consentRecord.grantorPreferences.thirdPartySharing]

An example of delegation of permit token in a HealthCareConsent com-
munity is shown in Listing 3. This delegation is specified as a part of Clinician
role which makes the clinician a Principal in the delegation interaction. At
the same time, the receiver of the token, a Clinical Decision Support (CDS) sys-
tem named RecommenderService, becomes the agent of the clinician which
acts on their behalf while the responsibility of the agent’s actions are still on
the clinician which initiated the delegation (Fig.4). The role of the agent is an
action-level role, i.e. the role is valid only during the interaction between the
clinician and the CDS service.

The principal of the delegation has implicit right to withdraw the permit
token at any moment. This principal-agent relation is modelled by the agent
association between Delegation and CommunitRole concepts in the meta-
model in Fig. 3. The principal is implicitly the owner and initiator of the dele-
gation action, in this case the object fulfilling the Clinician community role.

Current version of the grammar/meta-model is available on GitHub under
MIT license (https://github.com/igordejanovic/ODP-EL-textX).
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Fig. 4. Token passing and chain of responsibility

6 Supporting Agent AI Architectures

The DSL proposed provides a generic approach to expressing deontic and
accountability constraints over the actions of humans and Al agents as special
type of active enterprise objects, and supports modelling chains or responsibility.

6.1 Integration Architecture

One way of integrating our DSL with AI Agent architecture is shown in Fig. 5.
Our DSL tooling includes a compiler which generates Python code from the DSL
specification, which then runs in a Python runtime supporting the management
of deontic tokens. This includes the monitoring of token passing and state change
as a result of speech acts performative actions.

On the other hand, the LLM based agent architectures bring their own con-
straints which determine the best integration approach with our DSL tooling.
For example, crewAl applications are concerned with structuring LLM applica-
tions in terms of Al agents which can collaborate, according to the constraints
stated in their configuration definition.

The crewAl Agents are tightly linked to the crewAl runtime and the Python’s
interpreter, performing their goal-oriented reasoning using LLMs interactions,
and actions using configured tools. Computational agents there are not aware of
deontic tokens and requirements imposed by our DSL and runtime.

This means that the best integration approach with our DSL is through the
use of our runtime created from the DSL to monitor the life-cycle of deontic
tokens (Fig.5). This is our generic approach to support deontic token function-
ality to other systems, which also requires exposing the deontic tokens manage-
ment via an API. This is also an approach we adopted in linking with the crewAl
system, where our API is accessed by crewAl Agents using a provided tool. This
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has required adding the tool functionality to crewAl system, to support querying
and handling of tokens through our token management APIL.

crew.ai Deontic token
P TP PP ~, Mmanagement

/ ODP-EL API tool ) API Python runtime DSL compiler

Query & management of tokens

1

1

1

1

1
27 R T

1

1

1

1

1

1

1

Fig. 5. DSL integration with Agent AI architecture: example

6.2 Discussions

Applying a generic DSL for ODP-EL to LLM-based agents presents several chal-
lenges. Firstly, their nondeterministic nature (that are dealt by agent architec-
tures through the mechanism of reflection and continual plan updates) would
suggest initial adoption of pessimistic enforcement strategy for violation of their
accountability actions. It is also possible to support optimistic approaches but
these would require sophisticated monitoring mechanisms, which are particu-
larly difficult when monitoring obligations [13]. These mechanisms may rely on
human oversight, in a similar way when monitoring behaviour associated with
obligations in business contracts [15], or use of Al explainability tools.

The nature of deontic tokens, reflecting their different deontic modalities,
requires different mechanisms for their handling in distributed systems. A permit
typically benefits its holder, who needs to keep and present it when accessing
resources that require possession of the permit. For example, a ticket to a football
game is issued to the buyer, who must present the ticket at the stadium entrance.
Thus, permit tokens can be distributed to their owners. It is to be noted that
permits have broader scope than access tokens developed for granting access
to specific resources or APIs in web applications, using OAuth2.0 authorisation
protocol, the specific example of which is JSON Web Token (JWT) [11].

On the other hand, burden and embargo tokens are associated with parties
that have no incentive to keep or present them. In fact, these parties have an
incentive to dispose of these tokens. A good example would be a traffic ticket.
Therefore, these tokens must be stored in a central repository where interested
parties with the appropriate credentials can verify whether the entities they are
interacting with are constrained by any of these tokens.

These general considerations need to be taken into account when integrating
with potential future distributed, agent AI architectures.
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7 Conclusions and Future Work

This paper proposes a new method for formalising and tracking responsibility in
complex enterprise systems involving both humans and Al agents. We achieve
this by creating a domain specific language based on ODP-EL concepts. This
standard-based language aims to support current and future AI architectures.

Our approach leverages the strengths of ODP-EL while utilizing modern DSL
tools for faster development, deployment, and ongoing management of the sys-
tem. Our emphasis on the precise expression and implementation support for
accountability constrains over actions of the parties, and the associated chain of
responsibility, is one of the first formal, yet pragmatic frameworks amenable to
the contemporary software engineering practices, including user-oriented expres-
sions of their requirements. We demonstrate its effectiveness by applying it to a
digital health privacy consent use case.

Our implementation efforts have identified several challenges, arising from
the stochastic properties of LLM systems as well as difficulties with monitor-
ing obligations in distributed systems. We will monitor future developments in
Agentic systems, and will accordingly update our DSL integration patterns with
such architectures.

Our current language supports a set of key ODP-EL concepts, as driven
by our digital health consent use case. Our plan is to implement several other
concepts such as evaluation and prescription and do a full evaluation with users
through several use cases. For example, we are considering applying our DSL to
specific industrial applications, including digital twins [18], while leveraging our
previous work on the monitoring of obligations in business contracts [15].

We also plan to develop integration of our DSL tooling with specific dis-
tributed architecture in health, such as FHIR [6,7]. This can be supported
through a Mediator component that would encapsulate the logic for interact-
ing with both the policy engine, which implements our policy language and the
FHIR server, which includes a FHIR Consent Resource, similarly to what we used
for integration with crewAl. We will also be investigating whether the deontic
and accountability concepts can be mapped onto various FHIR Resources and
workflow patterns, as a way of enhancing business process modelling with policy
constraints, in initiatives such as eRequesting in Australia [1].

Acknowledgements. We would like to express our sincere thanks to Peter Linington
for his thought leadership and generous support in shaping the semantics of ODP
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Abstract. Conformance checking is a process that typically produces a
binary pass/fail verdict. Yet, there exist situations where it is desirable
to qualify the extent to which the execution of a process satisfies or
violates a given condition. To this end, the paper proposes a relation on
event traces that compares the tree resulting from the evaluation of a
conformance condition on each of them. This relation neither requires
Boolean conditions to be rewritten or adapted, nor expects additional
information (such as weights) from the user.

1 Introduction

Conformance checking refers to the task of assessing whether the execution of an
information system satisfies a set of conditions stipulating its expected behavior
[17]; the process has at times also been labelled as compliance [12,22]. Under
different names, this concept can be found in a variety of situations; for instance,
it can be used to determine if a business process log follows business rules [3,7,
29,30], to check that the execution of a computer program is exempt from bugs
or security policy violations [5], or to verify that a web service is used according
to a specified protocol [10,20,33]. To a large extent, even the symbolic pattern
matching used by some types of intrusion detection systems can be seen as a
form of (anti-) conformance checking [36].

In its simplest form, the result produced by a conformance checking procedure
is a Boolean verdict. This all-or-nothing behavior has long been identified as a
limitation to the usefulness of such techniques in practice, due to the scarce
information provided to a user as to the cause of a violation, its location in the
execution of the system, and possibly the severity or impact of this violation
on the global operation of the system. Consequently, various approaches have
been proposed to complement or replace a true/false verdict with additional
elements aimed at facilitating diagnostics: aligning an execution to a process
model to identify points of discrepancy [37], identifying subsets of an execution or
a property that explain a violation [14,18], or replacing a conformance condition
with more general queries on a process log [34].

However, there exist situations where a user may not be interested in locating
the source of an error, but rather to assess to what extent a condition has been
satisfied or violated. For instance, a process that inverts the expected order of a
few operations a few times should be given lower troubleshooting priority than
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another that regularly performs operations out of order. In Sect. 2, we shall see
that a few approaches have been put forward to replace a two-valued verdict
with a finer-grained scale to which executions of a system can be mapped, and
thus ordered; for most of them, that scale is a closed interval of real numbers.
However, these techniques require one to explicitly define counters and fine-tune
user-defined thresholds, and the numerical result can be likened to a form of
“percentage of violation”, but its exact semantics is typically difficult to grasp.

After Sect.3 provides a formal model for expressing conditions on event
sequences, Sect.4 proposes an alternate approach to conformance based on a
different premise. Instead of attempting to assign a (seldom meaningful) num-
ber to each run of a system, it suggests the use of a relation that simply compares
two executions, stating whether one of the two is preferable to the other. It does
so by comparing tree structures resulting from the evaluation of a condition
written in LTL.

This evaluation procedure has been implemented into a tool that is described
in Sect. 5. Experiments show that the proposed relation can efficiently compare
executions in logs and on constraints extracted from real-world scenarios. This
opens the way to multiple applications and extensions of this principle, which
are discussed in Sect. 6.

2 The Need for Finer-Grained Conformance Verdicts

The execution of a system or process can be symbolically represented by a
sequence (also called a trace) of data elements representing different operations
or actions occurring at different times. A conformance property is a condition
on such an execution that is answered with true or false: either the sequence is
conforming, or it is not. For example, a statement such as “every received mes-
sage must be handled with a reply within 24 h” admits only two verdicts, since
a message is either dealt with on time or not, even if only by one minute. Such
conditions, formulated in this way, do not allow for a “gray area”. In this section,
we first illustrate situations where a notion of “partial satisfaction” would be
appropriate, and then survey the various works that attempted to tackle this
problem.

2.1 Motivation

It is important from the outset to clarify what is meant by the notion of “degrees”
of satisfaction or violation of a property, which can be confused with other situa-
tions. For example, one might think that a condition like “every received message
must be replied to within 24 h, with a maximum of one exception” admits multi-
ple degrees of satisfaction. However, this is not the case: it is indeed a property
that adds one exception to the rule stated above, but we remain in the Boolean
domain—either at least one message is replied to late, or not. There are no more
degrees of satisfaction of this condition than in the previous case.

The same applies to Service Level Agreements (SLAs), whose terms are
often expressed in the form of a series of levels describing the quality of ser-
vice promised to a consumer. Thus, one could define Tier 1 of a web hosting
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service as promising 99.9% uptime, while Tiers 2 and 3 would provide 99% and
90%, respectively. However, what appears to be degrees of satisfaction of a con-
dition is in reality simulated by the overlap of a chain of conditions, each being
Boolean in nature (either the service reaches the announced threshold or not)
and logically implying the next. What we seek to do is the opposite: state a sin-
gle condition, which at any moment is either true or false, but somehow manage
to distinguish multiple degrees of satisfaction or violation.

Fig.1. A BPMN diagram for a banking process; figure reproduced from [2].

As a running example, we consider the business process model taken from
[26], illustrated in Fig. 1. It describes the process of creating a new account for a
customer and making an initial deposit into it, following the banking regulations
imposed by the People’s Bank of China. The process has been used in past works
on business process conformance (e.g. [2,22]) and is subject to a wide array of
potential constraints; however for the purpose of this paper, we shall focus on
four such constraints, listed below:

1. No account must be open without first obtaining and verifying customer
information.

2. For VIP customers, an account should be open at most one week after the
request.

3. A manager must perform either the preparation of the documentation, the
opening of the account or the validation of the account.

4. A deposit must be immediately preceded by an evaluation of its amount.

An execution of the process violates Condition 1 either because it is missing
the obtain action or the verify action. However, one could argue that an execu-
tion where both of these activities are absent is an even greater violation of the
condition. Thus, if evaluating Condition 1 on the former produces the “false”
outcome, evaluating it on the latter should produce an even “falser” value. This
highlights the need for more than one verdict indicating the violation of a con-
dition.
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On its side, Condition 2 is violated when a VIP customer is not given an
account in the expected delay. Yet, missing the delay by one hour is probably
less detrimental than exceeding it by one week. Here again, multiple levels of
violation would allow making such a distinction. Conversely, the condition is
satisfied if the account if created on time; however, one could argue that the
quicker the account is created, the better; a client getting their account in one
day shows a higher quality of service than if their request is being answered at
the last possible moment.

Therefore, in addition to multiple degrees of violation, it is also desirable to
distinguish between multiple executions that satisfy a condition. The same idea
is conveyed by Condition 3, which ensures that at least one of three key activities
is conducted by a senior staff member. An execution of the process where more
than one of these activities is handled by a manager could be seen as exceeding
expectations, and thus be ranked higher than an instance where only the bare
minimum is done to comply with the regulation.

Finally, Fig. 1 reveals that Condition 4 can be satisfied in two different ways:
either substantially by evaluating and then allowing a deposit, or vacuously if
no deposit ever takes place. However, it can be argued that without additional
context, neither is a preferable way of satisfying the condition, although they are
essentially distinct. Thus, each should be associated with positive verdicts, but
without these verdicts necessarily being comparable. The same can be said, at a
higher level, of two non-conformant instances of the process violating a different
condition from the list. It would be ill-advised to arbitrarily declare one violation
to be worse than another —which highlights the need for uncomparable negative
verdicts as well.

2.2 Related Work

Early work has focused on the study of similarity metrics between event
sequences [13,31]. In this context, two sequences of events are more or less “simi-
lar” depending on the amount of edit operations that need to be applied in order
to turn one sequence into the other. However, similarity is blind to any notion of
correctness with respect to a condition; it is only possible to tell how far apart
are two execution sequences. Moreover, events are considered as atomic symbols,
so differences in parameters are not taken into account (except for the case of
timestamps in [31]).

The degree to which a trace satisfies a specific process description can first
be quantified by finding an alignment, which can be summarized as a mapping
between contiguous events of a trace and contiguous transitions in a process
model [37]. Discontinuities in an alignment (e.g. swapping, inserting or deleting
an event) indicate a discrepancy between the trace and the model, and such
discontinuities can be counted and used as numerical measure of deviation. A
similar approach consists of calculating the distance between a target event trace
with a set traces used as a reference [27].

On their side, grey security policies are conditions on a sequence of events
that produce a real value in the unit interval [35]. For example, a condition
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that states that every file that is open must eventually be closed would assign
a score to a trace depending on the number of open files that have not been
closed. However, conditions are expressed in an ad hoc manner using user-defined
counters or other devices providing a numerical outcome, which are specific to
each situation. TK-LTL attempts to resolve the issue by providing an extension
of Linear Temporal Logic that allows users to write assertions on the number of
times a given condition is satisfied [23].

Similarly, fuzzy LTL is an extension of LTL where the truth value of a propo-
sition is replaced by a real number between 0 and 1 [25]. However, non-Boolean
verdict is only obtained if the ground terms of an expression take a fractional
value; therefore, its measure represents imprecise observations, but not partial
satisfaction. Another real-valued semantics of LTL is proposed [4], in which, for
example, a temporal operator stating that a condition is always true is relaxed
so that it can be false “a few times” without compromising satisfaction. One
can also consider the conformance of an execution across multiple dimensions
(e.g. time, ordering, cost) and evaluate a user-defined metric on the unit inter-
val on each dimension; those values can then be aggregated to obtain a genral
conformance score [24].

When considering properties admitting compensation (such as the case of
deontic logic) one can distinguish between executions that are ideal (the main
condition is fulfilled), sub-ideal (the condition is violated, but the stipulated
compensation was duly executed) and non-ideal (a mandatory compensation
was not executed) [28]. The count of possible executions in a business process
model belonging to each category can form the basis of a numerical compliance
metric, again in [0, 1].

Finally, informativeness is a measure that is associated to a trace depend-
ing on the number of “non-essential events” it contains, i.e. events that can be
removed from a trace without compromising conformance [6]. It was introduced
in the context of process mining, in order to quantify the extent to which an
execution trace reveals information about optional paths in a process model.
However, it presents the downside of only applying to conforming traces, and
requires the user to manually assign weights to each event.

2.3 Limitations of Existing Approaches

All these approaches provide a way to quantify, or at the very least, allow some
degree of comparison between multiple event traces, and therefore offer a verdict
that is arguably more detailed than a simple pass/fail response. That said, they
come with several limitations, which we detail below.

With the exception of informativeness, the aforementioned approaches do
not distinguish between successful executions. Indeed, a conforming trace has no
discontinuity when searching for an alignment with a process model, and logic-
based formalisms producing a numerical truth value map all satisfying traces to
1. Yet, we have seen in the examples above that there is value in distinguishing a
process that barely conforms with a regulation from another one that largely ful-
fills expectations. Moreover, many of these approaches consider events as atomic
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symbols, or otherwise only focus on the order in which the events are observed.
This does not allow for measuring deviations from other types of conditions, such
as those related to the values of parameters that these events might contain.

In some cases, a condition that was originally expressed as a true/false asser-
tion must be rewritten by the user so that a more detailed verdict can be returned.
For example, in the context of TK-LTL, it is indeed possible to relax the condi-
tion “every opened file must be closed” to “there are no more than 1% of files
that are not closed,” but this is only achieved by replacing the original specifi-
cation with a completely different expression where the count of files and the
expected fraction are explicitly mentioned.

More surprisingly, it can also be considered a problem that these approaches
associate traces with numerical values, for several reasons. First, calculating
this value is generally complex and its precise meaning often eludes intuition.
Furthermore, mapping traces to numbers can lead to improper interpretations,
such as the fact that an execution obtaining a score of 1/4 is “half as true” as
another with a verdict of 1/2.

Finally, the last problem lies in the fact that the set of real numbers is subject
to a total order, which implies that for any two distinct traces, one of them is
always ranked lower than the other —even in situations where this comparison
is not appropriate. Consider for example the simple case of the statement a A b.
According to the semantics of existing works, an execution that satisfies a but not
b is equivalent (i.e. is scored identically) to an execution that does the opposite,
since both fail for “half” of their arguments. Manually defined weights can give
higher precedence to one of the terms, but the eventuality that these two types
of failures are simply distinct and incomparable cannot be accounted for.

3 Conditions on Event Sequences

We start by briefly describing the formal foundations of conformance used in
this paper. With the exception of evaluation trees (Sect. 3.3), these notions have
already been presented and used in past works about conformance, and thus this
section should be seen as a quick refresher.

3.1 Event Model

Let P be an arbitrary set of parameter names, and V be a set of values. An
event is modeled as a total function e : P — V| which maps every parameter
to a value. We reserve a special symbol # to represent the fact that no value
is assigned to a parameter (i.e. that it is absent from an event). Suppose for
example that P = {a,b,c} is the set of parameter names and their values are
natural numbers (i.e. V' = N). The fact that an event assigns the value 3 to a
and the value 1 to c, leaving b undefined, shall be denoted by {a — 3,c — 1}.
We suppose that the execution of a process produces a finite sequence of
events € = eg, ..., e called an event trace. We denote by £* the set of all finite
traces of events. Following conventions, the notation €[i] will designate the i-th
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event of € (indices starting at 0), €[i..] will stand for the suffix of € that starts at
index 4, while e[..7] will stand for the prefix of € that ends at index ¢. The length
of € is noted |e|, and e designates the unique trace of length 0.

3.2 Linear Temporal Logic

In order to express conditions on what constitute valid traces, we take up an
existing logical formalism called Linear Temporal Logic (LTL). A sequence of
events € is said to satisfy an expression ¢, noted € = ¢, if it follows the semantic
rules shown in Table 1. In this table, p denotes an arbitrary predicate evaluated
on concrete arguments 7y, ..., T,.

Table 1. The formal semantics of LTL with past operators.

eEp(r,...,m™)<p(r1,. .., m) holds in €[0]
eEEpeelp
eEpANYpoEeEEpande =9
eEXpoel.lEe
el Geeeli.] E o for every i € [0, [e] — 1]
eEYopeelle -2 Ep
eEHoepse|. i = ¢ for every i € [0, ]e] — 1]

Boolean connectives have their usual meaning. The temporal operator G
means “globally”. For example, the formula G ¢ means that formula ¢ is true in
every suffix of the trace, starting from the current event. The operator X means
“next”; it is true whenever ¢ holds in the suffix starting at the next event of the
trace. Operators H (“historically”) and Y (“yesterday”) are the past duals of
G and X: H ¢ holds for some trace € if ¢ holds in every prefix of €, while Y ¢
holds if ¢ holds for the prefix of € that omits the last event. The definition of the
remaining connectives and operators is obtained through the classical identities.
The presence of past-time modalities does not increase the expressiveness of the
language, but are sufficient to express the “until” modality using a mix of unary
future and past operators, since ¢ U1 can be rewritten as F(¢»y AH ). A specific
semantics needs to be specified for these operators in the case of an empty trace;
we follow conventional definitions assuming that e = G ¢, € = X ¢, and dually
for their past equivalents. This setup it is expressive enough for a wide range
of constraints, including temporal patterns for finite-state specifications [11], as
well as specification languages whose semantics is grounded in LTL, such as
ConDec [32] or DECLARE [1].

We can revisit the conditions of the bank process of Sect. 2.1 and express them
as LTL expressions. We assume that each event in the process has attributes
respectively representing the name of the activity being executed (a), the status

! Namely: oV = =(mp A1), p > =—-pVih, Fo=-G—p,and O p = -H-p.
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of the client in this process instance (s), the seniority level of the employee
performing the activity (¢), and the time elapsed since the reception of the
original request (7).

1. H(a = “open” — (O (a = “obtain”) A O (a = “verify”)))

2. s =“VIP” — (G (a = “open” — 7 < 2))

3. F (£ = “manager” Aa = “prepare”) VF (¢ = “manager” Aa = “open”) VF (£ =
“manager” A a = “validate”)

4. H (a = “deposit” — Y a = “evaluate”)

3.3 Evaluation Trees

The recursive evaluation of an LTL expression on a sequence of events induces a
tree structure that can be leveraged to compare two executions of a given process
or system, which we shall call the evaluation tree. In this context, an evaluation
tree node can be represented as a vector of the form t = (¢, [t1,...,t,]), where ¢
is an arbitrary textual label, and the ¢; are themselves tree nodes corresponding
to the children of ¢ (for a leaf node, the list is simply empty). Given a trace e
and an LTL expression ¢, the evaluation tree of ¢ on €, noted 7(p,€), is the
tree structure resulting from the recursive application of the rules specified in
Table 2.

Table 2. Definition of the evaluation tree for an LTL expression evaluated on a trace.

T(E&p(T1, ...y ) ={(p,[71, ..., Tn])
(e, ~p)=(~,[7(€, o))
T(@p1 A Apn)=(A[T(€ p1), ..., (€, @n)])
T@ @1V Apn)=(V, [7(€ ¢1), ..., 7(€ pn)])
(& Xp)=(X,[r(e[l.], )D
7(e,G ) =(G, [r(e[0..], ), T(e[1.],¢), ..., T(e[-1], ¥)])
T(€Fo)=(F,[r(e].[e| - 2],¢),7(€[1.],¢),...,7(e[-1],9)])
(e Y ) =(Y,[r(e[l.],¢)])
(e, Hop)=(H, [r(e[..[e] — 1],¢), 7(e[..[e] — 2], ¢), ..., 7(e[0], )]
7(e,0¢)=(0, [T(E[ e] — 1}7‘P)77(€["‘E| - 2]790 ) 7T(E[0}7‘P ]

The label of each node represents either the predicate, Boolean connective
or temporal operator. The children of the nodes correspond to the recursive
evaluation of the arguments. For example, in the case of a conjunction ¢ A

A p, children of the “A” parent are the evaluation trees resulting from the
evaluation of each ;. Temporal operators warrant further discussion; the case of
a formula of the form G ¢ conveys the general principle followed by the remaining
temporal modalities. The top-level node is labeled with G, and the children of
this node correspond to the evaluation tree of  for all non-empty suffixes of the
input trace e.
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Nodes can also be associated with a “color” that represents the truth value
of the LTL expression they stand for. The root node of 7(€, ) will be colored
either green or red, depending on whether € = ¢ or not. Since by construction,
the leaf nodes of an evaluation tree are concrete values given as arguments to a
predicate, and can be constants of any type, these nodes will be left uncolored.

{ar 1,b+ 0} {ar 1,br 1} {ar 0,br 0}

Fig. 2. An example of an evaluation tree. (Color figure online)

Figure 2 shows an example of such a colored evaluation tree, for the expression
G(a=0Vb =0). It is evaluated on a trace € of three events, the value of a
and b in each of them being shown at the bottom of the figure. As stipulated
in Table2, each suffix of the trace spawns a distinct subtree of the root node
labeled “G”, where the condition a = 0 V b = 0 is evaluated on the first event
of the suffix. The color of each node is assigned according to the satisfaction of
the corresponding sub-expression.

4 A Tree-Based Definition of Conformance

As with any other logic-based formalization of valid executions, the semantics of
Table 1 only outputs a pass/fail verdict. Based on the observations of the existing
multi-valued verdict definitions surveyed in Sect. 2.2, we set on to propose an
alternative notion of conformance with respect to a condition that addresses the
issues raised in Sect. 2.3.

Since the numerical value that these approaches associate with a trace gen-
erally carries little meaning in itself, its only legitimate use lies in the fact that
it can be used to compare two traces. Yet, to reach this goal, one can simply
establish a relation (in the mathematical sense of the term) that allows one to
determine, given two traces € and €, which of the two (if any) comes before
the other. Therefore, we propose an alternative notion of conformance that com-
pares the trees resulting from the evaluation of a condition. We shall first formally
define this relation, and highlight its key properties through simple examples.

4.1 Definition of a Comparison Relation

In the following, without loss of generality, we assume that an LTL condition ¢
is expressed in Negated Normal Form (NNF). For two evaluation trees, we then
define subsumption as follows.
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Definition 1. Let &; and €; be two event traces, ¢ be an LTL formula in NNF,
and t; and ty be the corresponding evaluation trees resulting from the evaluation
of ¢ through 7. We say that ¢ is subsumed by to, noted t; C to, if the roots of
both trees have the same label, and if the following rules are satisfied:

(a) if the root of ¢; is green, then 1) the root of t5 is green and 2) for every
green child #] of the root of ¢, there exists a distinct child ¢ of the root of
to such that ¢ C th;

(b) if the root of t; is red, then for every red child ¢, of the root of s, there
exists a distinct child ¢ of the root of ¢; such that ¢} C t5.

Intuitively, an evaluation tree 1 is subsumed by another tree ¢, if the latter
represents an execution of a process that is “more favorable” than the former
with respect to . If none of these conditions are satisfied, then ¢; is not subsumed
by t2; note however that, contrary to numbers, this does not imply the reverse
statement (i.e. that to is subsumed by ¢1). We shall note ¢; C ¢ when ¢; C ¢y
but to [Z t1. We also note t; = t5 when both t; C t5 and to C t1; this is possible
even when t1 # t5. Let us now illustrate the consequences of this definition on a
few simple examples.

Boolean Connectives. First, let us consider the property ¢ defined as a =
0V b = 0. It imposes a condition on two attributes of the first event of an
execution. Figure 3a shows the evaluation tree for two traces made of a single
event: the first is such that a = 0 and b = 1, and the second has a = 0 and b = 0.
Both of these traces satisfy ¢, and thus produce trees with a green root.

tl tZ

far 0,b 1} {ar 0,br 0} far 1,be 1} far 0,be 1}

(a) V satisfied (b) A violated

Fig. 3. Two examples of subsumption for the A and V connectives. (Color figure online)

We can apply Definition 1 and conclude that t; C t,. First, condition a.l is
obviously satisfied. For condition a.2, one must exhibit a mapping between the
(single) green child ¢} of ¢, and some child #, of t5, such that ¢} C t. The purple
arrow shows the only possible mapping. Recursively, one can apply Definition 1
again and observe that ¢} is indeed subsumed by ¢} (the conclusion is direct in
this case as the two trees are identical). However, it is not possible to conclude
that to C t;. Since t has two green nodes, by Definition 1, it is impossible to
subsume each of its green subtrees by a distinct subtree of t. These conclusions
match the intuition: ¢ stipulates that an execution is valid whenever a or b is null
in the first event; t represents the case where one of these conditions is fulfilled,
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while ¢’ represents the case where both are fulfilled. In a way ¢ C ¢’ illustrates
the fact that, while the two executions satisfy the property, the second exceeds
the expectations compared to the first.

The reverse argument can be made for two executions that violate a property,
as is shown in Fig. 3b. This time, ¢t; C t5 holds because every red subtree of to
can be associated to a subtree of ¢; that is subsumed by it (purple arrow). By
a symmetrical argument, reversing the order of the trees does not satisfy the
subsumption relation. The fact that ¢; C 5, in this case, illustrates the fact
that while both executions violate the condition, the first violates it by a larger
margin.

Note however that subsumption is not merely a matter of counting how many
terms of a connective are satisfied or violated. As an example, consider the trees
of Fig. 4, for the property ¢ defined as a=0V (b =0Ac=0). Although ¢; C ¢y
and t; C t3, we have that neither t5 nor t3 subsumes the other. The conjunction
fails in to because b # 0, while it fails in t3 because ¢ # 0; by condition (c)
of Definition 1, no subsumption relation exists between these subtrees. This
is in line with the observation made previously that violating a property for
two distinct “reasons”, even though each represents a single failure, should not
immediately be deemed equivalent.

b t

cC C

@@@ %@ @ © S)
© © ®O 0O

fab 1,be 1 e 1} fam 1,be 0,ck 1} far b 1,ce 0}

Fig. 4. Three evaluation trees for the property a =0V (b = 0 A c = 0). (Color figure
online)

Temporal Operators. So far, the mapping involved in conditions (a.2) and
(b) of Definition 1 has amounted to a direct association between children at
matching positions in both trees. However, this is not always the case, as can be
seen in the handling of conformance requirements involving temporal operators.
Figure 5a shows two evaluation trees for the property F(a = 0). The first tree,

14
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{am 1}, {ar 0} {am 0}, {far 1}, {am 1}, {am 0} {arm 0}, far 1}, {am 1}, {a- 0} {arm 1}, {am 0}

(a) F satisfied (b) G violated

Fig.5. Two examples of subsumption for the F and G temporal modalities. (Color
figure online)
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t1, corresponds to a trace of length 2 where a = 0 in the second event, while the
second tree, t9, corresponds to a trace of length 4 where a = 0 in the first and
fourth events. One can observe that t; T ty; however, this time the mapping
between the second child of ¢; associates it to the first child of ¢s.

This example highlights a few characteristics of Definition 1. First, note that
the mapping between children of both trees is not unique. Second, the position
in the trace where trees are associated is irrelevant —provided that these trees
satisfy the subsumption relationship. In other words, two traces that satisfy a =0
exactly once will be deemed equivalent regardless of the actual index of the event
where a = 0. As with Boolean connectives, the dual reasoning can be made on
executions that violate a temporal property. Figure 5b shows an example for the
condition G(a = 0) and the same two traces as before.

4.2 Properties of C

The previous examples have shown that the subsumption relation addresses some
of the issues leveled at related works on the topic. First, it works directly on a
condition producing a Boolean pass/fail verdict, and does not require it to be
somehow rewritten in order to allow a finer-grained verdict. Rather, it extracts
additional information from the evaluation of the condition to determine if one
trace ranks higher than the other, if any. In the same way, no additional informa-
tion (in the form of user-defined weights, aggregation functions, external coun-
ters, etc.), is required to calculate this ranking. The subsumption relation can
thus be retro-fitted on any pre-existing set of conditions expressed in a notation
that is covered by LTL.

In addition, its relatively simple expression makes it possible to formally
establish properties of the relation. For instance, we can show that this compar-
ison relation is “well-behaved”, in the sense that it forms a preorder over the set
of evaluation trees (the proof is relatively simple and is omitted due to space
limitations).

Theorem 1. (Preorder). Let ¢ be a condition, €;,€s,€3 be three traces and
t1,to, t3 be their respective evaluation trees. Then: 1) t; C t1; 2) if ¢; C ¢9 and
tQ E t3, then tl E t3.

Finally, one can remark that in the case of a green root, only green children
need to be subsumed by some child of the other tree. This entails that, in the
case of Fig. ba, an execution € where a is null in 2 out of 4 events will be ranked
higher than another € where a is null once out of 2 events. The reasoning behind
this behavior is that in the case of to, changing an event where a = 0 for another
value still results in a conforming execution, as a remaining occurrence of a = 0
still ensures that the property is satisfied. In contrast, in ¢1, conformance hinges
on the single occurrence where a = 0. There is, therefore, a stronger support for
the satisfaction of ¢ in t5. Note that this notion is not appropriately conveyed if
one were to express conformance through a ratio of true to false terms (which,
in that case, would rank €’ equal to €).
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4.3 Handling Numerical Conditions

The conditions given as examples so far were limited to asserting the equality of
certain parameters to constants; the fact that these values were numbers was not
considered relevant. However, as seen in Sect. 2, there are scenarios where events
can contain numerical values from measurements (timestamps, prices, etc.), and
the satisfaction of a constraint may be modulated by the distance from the
observed value to a certain reference value.

Although our model based on evaluation trees is entirely discrete and involves
no arithmetic calculations, it is still possible, to a certain extent, to model this
notion of numerical distance. Consider, for example, the property stating that
a = 4. One might wish to view values close to 4, although they represent a
violation of the condition, as still preferable to more distant values, as shown at
the top of Fig. 6.

e e e
012345678

Fig. 6. Subsumption for a condition involving a numerical value. (Color figure online)

It is possible, without changing the definition of subsumption, to achieve such
behavior by replacing the original condition with an expression like d(a,4) <
0Ad(a,4) <1A6(a,4) <2, where § is an auxiliary function defined as 6(z,y) =
| — y|. The trees t; and ¢5 in Fig. 6 show the result of evaluating this condition
for two events, the first where a = 2 and the second where a = 5. In the first case,
only the last inequality is satisfied, while the last two inequalities are satisfied
in the second; as a result, t; C ts.

Note that it is not necessary for the property provided by the user to be
directly written in this way. Instead, one could consider that a numerical equality
be accompanied by the definition of one or more distance intervals, and that
the transformation into a series of inequalities be performed automatically in
the background. Also observe that the same “trick” can be used in reverse for
satisfaction: one could express the condition that a lies between 2 and 6, and
rank traces higher as the value gets close to 4.

4.4 Subsumption for a Set of Traces

The fact that C is a preorder entails that, given a LTL property ¢ and set of
event traces £ = {e1,...,€,}, one can define the equivalence class of €;, noted
[€:], as the set {€ € E : € ~ €;}. The ordering relation on traces can be lifted to
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equivalence classes; we have that [g;] C [¢;] if and only if €; C ;. Given a LTL
property ¢ and a set of traces F, it is possible to characterize the structure of F
by considering its Hasse diagram [9]. This diagram is defined as a graph whose
vertices are the equivalence classes of E, and for every pair of classes [e], [¢], a
directed edge from the former to the latter exists whenever [€] covers [¢'] —that
is, [e] C [€’] and there does not exist a distinct [€”] such that [e] C [€”] C [€].

As an example, consider the property ¢ defined as G(a = 0) V G(b = 0)
against the set of all traces of length 3 where, in each event, a and b take either
the value 0 or 1. This corresponds to a total of 64 distinct traces. Figure 7a shows
the Hasse diagram of this set with respect to . Each node in the diagram is
labeled with the number of distinct traces in the equivalence class it corresponds
to. Following convention, the direction of edges is from bottom to top; thus the
bottom node labeled “1” corresponds to the single trace where a=0and b =0
in all three events. This trace is directly subsumed by two disjoint set of traces,
namely those where a is never null and b = 0 exactly once (to its top left), and
the reverse (to its top right).

(a) Original (b) Sample log (c) Service Level Agreement

Fig. 7. The Hasse diagram with respect to the property G(a = 0) V G(b = 0). (Color
figure online)

The diagram presents a very regular structure, due to the simple and symmet-
ric nature of the underlying condition; more complex formulas induce diagrams
with less regularity. One can observe that, due to Definition 1, there exists a
clear segregation between conforming (green) and non-conforming (red) traces.
In other words, while the subsumption relation admits a form of comparison
between execution traces, it never blurs the border between satisfaction and
violation.

Figure 7a shows a diagram for a complete set of traces of given length, con-
sidering all possible assignments of parameters in all events. In reality, a log
of a given process is very unlikely to have this characteristic. Thus, it may be
instructive to compute the Hasse diagram of an actual set of logs for a given prop-
erty, and to compare it to the “abstract” version covering all possible behaviors.
Figure 7b shows what such a diagram could look like for a hypothetical log with
respect to property ¢. Most executions are conforming; however almost all of
them do so by satisfying only one of the two temporal conditions: either a is
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always null but b never is (node labeled “12”), or the reverse (node labeled “6”).
Ounly two traces (the two green nodes “1”) satisfy one condition and the other
partially. Moreover, the violations observed (red nodes) are still “not too far”
from a correct execution: in both cases they have an immediate neighbor that is
green.

As one can see, the analysis of this diagram can provide insight in the exe-
cution of a process with respect to a conformance condition ¢. It allows one to
qualitatively assess the degree to which the condition is satisfied or violated by
each trace in a log, but also to identify common reasons for a violation —since
all traces in the same equivalence class can be seen as sharing similar behavior
with respect to ¢. Approaches that associate a numerical value to each trace
have the result of flattening the whole set on a linear scale that cannot reveal
such structures.

5 Evaluating Tree-Based Conformance

The formal definition of conformance introduced in Sect. 4 has been implemented
in the form of a stand-alone tool. In this section, we discuss this implementation
and present preliminary results of the application of the subsumption relation
on sample traces.

The implementation takes the form of a stand-alone Java-based library that
is available under an open source license?. In addition to the objects it defines
and which can be manipulated directly in a Java program, another possible
use is as a command-line tool, where one can read traces from local files and
compare their evaluation tree with respect to a given LTL conformance property.
For example, to compare traces from two XML files against an LTL property
contained in text file phi.1ltl, one would write:

$ java -jar tc.jar compare -—-property phi.ltl filel.xml file2.xml

If n trace filenames are provided, the output of the tool is an n x n matrix,
where entry (i, ) is 1 if the trace in file ¢ is subsumed by the trace in file j, and
0 otherwise.

If compare is replaced by the action draw-trees, an image of the evaluation
tree is produced for each of the traces provided, and saved to a local file in the
same folder. Finally, the last supported action is draw-hasse, which generates
the Hasse diagram of the set of traces given as arguments. A command line
option allows each evaluation tree to be drawn to a file, with an indication of
the node in the Hasse diagram it belongs to.

We proceeded to an experimental evaluation of the performance overhead
induced by the evaluation of this relation, for sample LTL conformance proper-
ties on sample logs. In addition to the banking example discussed in Sect. 2.1,
the scenarios considered are:

2 https://github.com/liflab/shaded-conformance.
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— Beep Store: a set of logs from a web service implementing shopping cart
manipulations similar to Amazon’s ECS [19].

— CVC Procedure: operations recorded from multiple instances of a medical
procedure, from the Conformance Checking Challenge 2019 [15].

Table 3 summarizes the results for each scenario. For each, the length of the
traces considered, the size of the corresponding evaluation trees, and the time
required to compare two trees is reported; this time includes the generation of
the evaluation trees and the evaluation of the subsumption relation. The T/O
(timeout) column indicates the number of tree pairs for which the evaluation of
the relation exceeded the predefined timeout of 3s. In addition, we report on the
number of pairs of traces that have been compared, and the number of times
the subsumption relation held between two traces.

Table 3. Summary of experimental results.

Scenario Property Trace size Tree size |Pairs/Time (ms)T/O|SubsumedRefin.
Min. Max.Min. Max.

Beep Store Search item once |10 [100 |4 |91 1770 2.27 0 802 1712
Max shopping carts[10 100 |8 |183 [1770 2.96 0 1023 1657

CVC Procedure Max. duration 26 |59 16 66 (190 [13.2 0 193 140
Procedure lifecycle 26 |59 |565 [1291 (190 |106 0 113 73

Bank Condition 1 13 21 679 159945 |585 33 |13 11
Condition 2 13 21 16 |66 45 |53.7 0 |45 0
Condition 3 13 21 |277 |445 45 (133 0 29 39
Condition 4 13 21 102 150 |45 [52.2 0 38 15

Interestingly, the last column indicates the number of times the subsumption
relation provides more refined information than the simple Boolean evaluation
of the condition on each of the two trees ¢t and ¢’ considered. This occurs when
both executions either violate or satisfy the conformance condition, but the
subsumption relation still manages to distinguish between them (i.e., t; C to, or
vice versa). We can see that in most cases, the subsumption relation provides
added value for a significant proportion of the tree pairs.

6 Conclusion

This paper presented a new relationship that allows the comparison of two exe-
cution traces relative to a conformance property, inducing a form of gradation in
the level with which a trace respects or violates the said property. Unlike existing
approaches that typically associate each trace with a numerical value, we saw
that the so-called subsumption relationship relies on the tree structure resulting
from the evaluation of a temporal logic formula for a given trace. This relation-
ship can accommodate the comparison of numerical values, and the examples
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illustrate that the ordering of the traces it produces can be explained intuitively.
In this sense, it is an effective and versatile technique for analyzing the level of
conformance of a set of traces.

This basic idea opens the way for several applications and extensions. Firstly,
the Hasse diagrams produced by a log and discussed in Sect.4.4 can form the
core of a new diagnostic method to identify the reasons why a process meets or
violates a requirement. This diagram could also be used in the context of Service
Level Agreements (SLA). An SLA could be stated in the form of a Boolean
condition, but be equipped with different levels of service corresponding to strata
in the Hasse diagram corresponding to the property, as is shown in Fig. 7c.

Finally, although LTL is sufficient to model a large number of conformance
constraints, it would be desirable to extend the subsumption relationship itself to
more expressive specification languages, such as logics including the possibility
of compensation for a violation [16].
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Abstract. Process models may be automatically generated from event
logs that contain as-is data of a business process. While such models
generalize over the control-flow of specific, recorded process executions,
they are often also annotated with behavioural statistics, such as exe-
cution frequencies. Based thereon, once a model is published, certain
insights about the original process executions may be reconstructed, so
that an external party may extract confidential information about the
business process. This work is the first to empirically investigate such
reconstruction attempts based on process models. To this end, we pro-
pose different play-out strategies that reconstruct the control-flow from
process trees, potentially exploiting frequency annotations. To assess the
potential success of such reconstruction attacks on process models, and
hence the risks imposed by publishing them, we compare the recon-
structed process executions with those of the original log for several
real-world datasets.

Keywords: Reconstruction Attacks - Process Analysis -+ Model
Play-out

1 Introduction

Under the umbrella of process mining, event logs that have been recorded by
information systems facilitate the analysis of qualitative and quantitative proper-
ties of business processes [27]. Event logs support information systems engineer-
ing through the discovery of process models [1], which are useful for understand-
ing the flow of the process and, once annotated with performance characteristics,
help to identify performance bottlenecks and improvement opportunities.

Discovery algorithms generalize and aggregate the behaviour recorded in an
event log. As a consequence, individual process executions are not directly repre-
sented, when publishing the model [18], e.g., to an external party for the purpose
of process certification, staff training or consulting. However, in practice, pro-
cess models are not limited to the generalized control-flow of a process. Rather,
they also contain summary statistics about the behaviour, most prominently
execution frequencies or branching probabilities [3,4,10].
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Fig. 1. (a) A log of patient treatments and three process models for it: (b) a ‘flower
model’ describing any set of traces; (¢) a ‘trace model’ enumerating all traces; (d) a
model offering some generalization, potentially annotated with frequencies.

Once a process model is enriched with behavioural statistics, it may be a
target of a reconstruction attack. That is, similar to reconstruction attacks in
machine learning (ML) [12,14,23], which strive for a characterization of the
data used for training the ML model, such an attack aims at deriving insights
about the original process executions. Even if the exact reconstruction of the
executions is not possible, which would yield severe privacy risks for process
stakeholders [28], it is problematic: The combination of the control-flow of a
process model with behavioural statistics may facilitate conclusions on confiden-
tial information about the underlying business process. For instance, one may
reconstruct dependencies between activity executions and behavioural patterns,
which reveal internal decision procedures that may be exploited for malicious
purposes.

Consider the event log in Fig. 1a, which contains three traces of patient treat-
ments in a hospital. The impact of the generalization adopted in a process model
on revealing insights on the original process executions is illustrated by two
extreme cases: Fig. 1b shows a ‘flower model’ that represents any log of traces
comprising executions of the respective activities and, hence, does not enable any
conclusions. Figure 1c shows a ‘trace model’, which models a lossless representa-
tion of each recorded trace variant, but has no information on their probability
or frequency. The model represents an infinite number of possible event logs with
different frequencies of those traces. Nonetheless, all possible logs include all steps
of all process executions for this procedure in the hospital. A middle ground is
offered by the model in Fig. 1d, which enables control-flow reconstruction to some
extent. In particular, annotating the model with frequency information reduces
number of event logs modeled by this model and reveals certain insights on the
treatments: We conclude that (i) antibiotics have been given at least twice to a
single patient, (ii) all release types appear to be equally likely, and (iii) there is
at least one patient, who returned after receiving intravenous (IV) liquid. These
insights are shared across the control-flow of all possible logs that this model
represents.
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In this paper, we study reconstruction attacks on process models and anal-
yse how the information contained in process models influences one’s ability to
reconstruct the control-flow of process executions. We formulate reconstruction
attacks as play-out strategies that for process models given as process trees will
generate new event logs with the goal of incorporating control-flow that should
be as close as possible to the control-flow of the original log.

In our experiments with real-world data, we measure the distance between
the reconstructed control-flow and the original control-flow, and thus the recon-
struction success in four dimensions: 1) the ability to reconstruct identical traces,
2) the ability to reconstruct traces with similar activity sequences, 3) the abil-
ity to reconstruct relations between activities and 4) the ability to reconstruct
traces of the same length. Our results indicate that frequency-annotated models
of structured processes are particularly vulnerable.

Below, we first review related work (Sect.2), before defining preliminary
notions (Sect. 3). We then present our approaches to control-flow reconstruction
(Sect. 4), report on our evaluation (Sect.5), and conclude (Sect. 6).

2 Related Work

Any attempt to reconstruct the original process executions from a process model
is related to privacy risks, which received much attention in recent years. How-
ever, we notice that existing work on the quantification of privacy risks in process
mining [28] and the development of a large number of related privacy-preserving
techniques [11,13,21,22] has focused primarily on event logs. As such, there is a
reasonable level of understanding of these risks and possible mitigation strate-
gies.

The risks induced by process models discovered from event logs, in turn,
have been described only recently in [18]. Here, the authors quantify the re-
identification risk in frequency annotated block-structured process models with
a two-step approach: First, a play-out strategy is used to reconstruct event logs
from the process model. Second, the measures proposed in [20] are used to quan-
tify the re-identification risk in the reconstructed log, to then assess the re-
identification risk of the original log caused by the release of the process model.
However, this approach is only feasible if there is a strong similarity between the
reconstructed logs and the original log. This aspect is not further studied in [18§],
though, which is a research gap that we close with our work.

Play-out strategies and the comparison of the obtained output with a ground
truth are also studied in other process mining settings: Conformance checking [6]
relates the behaviour described by a process model with behaviour in an event
log. Yet, often we cannot fully trust both our model and the source event log,
as indicated in [25]. In our context, missing or extra behaviour in the process
model as assumed in conformance checking would further impair the chance
of a successful reconstruction attack. As such, we assume the process model
to be a good representation of the observed process behaviour, which presents
the worst case for any attempt to derive insights on the underlying business
process, as it simplifies the reconstruction.
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Moreover, in conformance checking, measures for precision quantify how
much of the control-flow present in the model does not appear in the log from
which the model was discovered. Hence, when a model has high precision, recon-
struction might become easier, since the amount of behaviour in the model that
is not representing any behaviour of the original event log is smaller.

Both process simulation [5] and stochastic process mining [3] aim to more
accurately capture the underlying process observed in process executions. These
streams of research investigate how close simulated process executions [7] or
the probability distributions in stochastic process model executions [16] are to
the actual observations. Unlike our work, however, these approaches do not tar-
get the reconstruction of the original log, but on representing the general process
behaviour including possible future process executions.

3 Preliminaries

Below, we summarize essential notions for event logs and process trees that are
used in the remainder of the paper.

Event Log. Let A be the universe of activities. A trace t € A*, where A* is the
set of all finite sequences over A, is a sequence of activities. In such a trace, each
activity a denotes the recorded event of the execution of a well-defined step in a
process. 7 = A* denotes the universe of traces. A trace t € 7 is represented as
t = (a1,as,...,a,), where ay,as, ...,a, € A. With |t| we denote the length of a
trace t € T, i.e., the number of activities in the trace. Denoting with B(X) the
set of all possible multisets over X, let £ = B(7T) be the universe of event logs.
An event log | € L is a finite multiset of traces.

Process Tree. In this work, we consider process trees as the formal model to
capture business processes. A process tree represents a process in a hierarchi-
cal (block-structured) way [4,15]. Process trees can be transformed into models
of other languages for business processes, such as Petri nets or BPMN mod-
els [27]. As such, the ideas outlined in the remainder are not limited to process
trees. In general, a process tree denotes a process as a rooted tree. Its leaf nodes
represent activities and all other nodes represent operators. Following the afore-
mentioned references, we formally define a process tree as follows:

Definition 1 (Process Tree). Let A € A be a finite set of activities and let
T & A denote the silent activity, which cannot be observed in a trace. A process
tree @, is defined recursively as:

— Ifae AU{r}, then Q = a is a process tree.

-Ifn>1, Q1,Q2,...,Q, are process trees, and ® € {—, x,A}, then Q =
B(Q1,Q2,...,Qy) is a process tree.

- Ifn>2,Q1,Qs,...,Q, are process trees, and & =0,
then Q = ®(Q1,Qo, ...,Qn) is a process tree.
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Fig. 2. Visualization of the process tree Q = — (A(a, X (b,¢)), O (d,T)).

A process tree might be annotated with information about probabilities or fre-
quencies of the recorded behaviour. We capture such information by a weight
w € R that is assigned to a process tree (), which is denoted by @ : w.

Consider Fig. 2, which shows the process tree Q = — (A(a, X(b,¢)), O (d, T)).
The — operator refers to the execution of the child nodes in sequential order,
i.e., the execution of A(a, x (b, c)) is followed by the execution of & (d, 7). The A
operator defines the execution of all of its child nodes in any order, while the x
operator specifies an exclusive choice. The (9 operator has at least two children,
the first being the “do” part of a loop; all other children representing “redo” parts.
The “do” part is always executed; execution of the “redo” part is optional and
only one of the “redo” parts is executed, before the “do” part is executed again.

To formalize the semantics of process trees, we need the following auxiliary
operators for general sequences [27]:

Definition 2 (Auxiliary Operators). Let 01,05 € A* be two sequences over
A and let S1,859,...,5, C A*. We define two operators as:

— Concatenation: oy - 09 € A* concatenates two sequences. The concatenation
operator can be generalized to sets of sequences by S1-Ss = {o1-02 | 01 € S1A
o2 € So} and (Oy<;<,, Si = S1-S2--- S, concatenates an ordered collection
of sets of sequences.

Shuffle: o1 009 € A* generates the set of all interleaved sequences. The shuffle
operator can be generalized to sets of sequences by S1 ¢ Sy = {01002 | 01 €
S1 Aoz € Sa} and O1<i<nSi = S1-S2--- Sy shuffles an ordered collection of
sets of sequences.

Given two sequences o1 = (a,b) and oo = (¢, d), the operators yield oy - o9 =
(a, b, c,d) as well as 01009 ={{a, b, ¢,d), (a,c,b,d), {c,a,b,d), (a,c,d,b), {(c,a,d,b),
(¢,d,a,b)}. Furthermore, we define the language of a process tree as follows.

Definition 3 (Language of a Process Tree). Let Q € Q be a process tree
over a set A. L(Q) denotes the language of Q, i.e., the set of traces that can be
generated. L(Q) is defined recursively:

(@
)={(a)}, fQ@=a€ A,
)={0} ifQ=r,

) = @ <i<n (Q’L) ZfQ = (Q17Q2a" '7Qn>7
) = Ulgzgn (QZ) ZfQ = X(QlaQQa"'aQn)7
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Fig.3. The three common scenarios how a model discovered from log L =
[(a,b,d), {a,c,d),{c,a,d,d,d, d,d)?, (b a,d, d,d)] can be released.
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Based on the definition above, we see that L£(O (Q1,Q2,...,Qn)) =
LO (Q1,%(Q2,...,Qn))), ie., a restriction to a single “redo” child does
not lower the expressiveness of the model. As a consequence, without
loss of generality, we assume that an (O operator has only one “redo”
child in the remainder, to simplify the presentation. Turning to Fig.2,
the language of @ is unbounded due to the loop operator, ie., L(Q) =
{{a,b,d), {a,c,d),(b,a,d),{c,a,d),{a,b,d,d),{a,c,dd)...}.

4 Control-Flow Reconstruction

As illustrated in our initial example in Fig.1, process models may facilitate
conclusions on the event log from which the model was discovered. We therefore
formulate the respective control-flow reconstruction attacks as five different play-
out strategies that, given a process tree, generate a reconstructed event log.
We will compare in Sect.5 the control-flow of the reconstructed log with the
control-flow of the original log. The strategies are motivated to reflect the three
common ways a process model can be released, see Fig. 3, and how they utilize
this information to reconstruct the control-flow. This enables us to analyze the
impact different kinds of additional information, as well as different usage of this
information, have on the reconstruction success. We first introduce our play-out
strategies in Sect. 4.1. Next, in Sect. 4.2, we discuss specific issues related to the
handling of loops.

4.1 Play-Out Strategies for Process Trees

In essence, a play-out strategy defines a particular traversal of the process tree
according to the control-flow structure defined by it.



66 H. Kirchmann et al.

Definition 4. Given a process tree Q, a play-out strategy p is a function that,
applied to Q, returns an event log L, C B(2£(@)),

Before we formalize the individual aspects of each play-out strategy, we define
some general rules that guide all strategies and apply to any traversal of a process
tree, i.e., the generation of a single trace based on the process tree:

Ry Start the traversal with an empty trace.

Ry If a non-silent leaf node (i.e., not 7) is encountered during the traversal,
the respective activity is concatenated to the current trace.

Ry If a silent leaf node (7) is encountered during the traversal, the current
trace remains unchanged.

R3 Once the traversal considered all children of a node @, it returns to and
continues with the parent node. If @ is the root node, the reconstructed
trace will be added to the result.

Similarly, we provide some general rules for the play-out of process trees that
relate to the operators for sequential composition and parallel composition. R
does not apply to the SOTA Strategy [18].

R_, When Q = — (Q1,...,Qy) is encountered, the traversal continues with
the child nodes @1, ..., Q, in the respective order.

R, When Q = A(Q1,...,Qy) is encountered, all Uy, ..., U, sub-trees are
executed until all sub-trees reach a leaf node or @ again, then it is cho-
sen uniformly at random which leaf node is executed. This is repeated
until all sub-trees are completely executed and back to @. Thus, true
parallelization of activities is achieved.

Based thereon, we define a first basic play-out strategy that is not based on any
additional information on frequencies.

Strategy A. This strategy considers only the semantics of the operators in
a process tree. For the exclusive choice operator and the loop operator, the
respective control-flow choices are taken uniformly at random:

R’;‘ When Q = x(Q1,...,Q,) is encountered, traversal continues with one
child @;, 1 <7 < n, chosen uniformly at random.

Ré When @ =0 (Q1,Q-2) is encountered, traversal continues with the child
Q1. Then, a choice between executing child @3 and then child @ or
ending the traversal of ) is made. This decision is made with probability
1/2, until the option to end the traversal of @Q is taken.

Strategy B. This strategy interprets the weights assigned to nodes as fixed
branching probabilities. These probabilities will be derived from frequencies. For
notational purposes, we let the strategy compute these probabilities using the
actual frequencies. But the derived fixed probabilities that are computed and
used by this strategy correspond to the probabilities a probability-annotated
model would have:
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REZ When Q = x(Q1 : wy,...,Q, : wy,) : w is encountered, traversal contin-
ues with one child @;, 1 < i < n, chosen with probability wi/21<j<n w; -

Rg When Q =0 (Q1 : w1, Q2 : ws) : w is encountered, we follow the approach
from Ré, but adopt the probability of 1 —*/,,, for the option to continue
with children Q2 and @1, and “/,,, for the option to end Q’s traversal.

Further strategies leverage the actual frequencies and interpret them in absolute
terms. That is, traversal changes the respective counts, which is captured by the
following rule that applies to all remaining strategies:

R4 Upon traversal of a node @ : w, the value of w will be decreased by one.

Based thereon, we distinguish two strategies to incorporate the absolute frequen-
cies in the traversal of nodes that model control-flow choices.

Strategy C. This strategy takes control-flow choices related to exclusive choice
operators and loop operators, with probabilities that are determined based on
the leftover frequencies:

Rg When Q = x(Q1 : wi,...,Qn : wy,) : w is encountered, traversal contin-
ues with one child @;, 1 < i < n, chosen with probability wi/21<j<n w; -
Note that this rule differs from the one of Strategy B, since the weights
w; are continuously updated during traversal, as mentioned above.

Rg When @ =0 (Q1 : wy,Q2 : ws) : w is encountered, traversal first con-
tinues with child @;. If after this, w; = ws holds, traversal iteratively
continues with children @2 and @i, until w; = 0. Intuitively, such an
approach collects all leftover frequencies with the last trace that is gen-
erated. Otherwise, if w; # ws, we distinguish w; = 0, in which case
traversal of @ ends, and wy > 0, in which case traversal iteratively con-
tinues in the loop as in Strategy B, with probability 1 — */,,, for the
option including the children Q2 and @1, and */,,, for the option to end
traversal.

Strategy D with Variance v. This strategy denotes an adaptation of Strat-
egy C. While it also takes all control-flow choices with probabilities that are
determined based on the leftover frequencies, it includes a normal distribution
to decide on the number of loop iterations. As usual, by N (u,0?), we denote a
normal distribution with mean p and variance o2. Then, the strategy replaces
the rule of Strategy C for the loop operator by the following rule:

Rg When @ =0 (Q1 : w1,Q2 : wa) : w is encountered, traversal continues
the same way as in Rg. All rules apply, except for the case when wy # ws
and wy > 0. In this case, we will traverse the loop, i.e., children ()2 and
Q1 a total of min(||z||, wy)-times, where z is randomly sampled from the
normal distribution, 2 ~ N'(%2,v). To get a positive integer, we compute
[|z|]. Our experiments have shown that rounding up or concatenating the
functions in different order had no measurable impact. We return to the
parent node after we traversed the loop min(||z|], w2)-times or w; = 0.
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Fig. 4. The distribution of the average trace length when playing out 100 traces using
each play-out strategy from O (a: 10000, 7: 9000): 1000, along with the distribution
of the original log L = [(a, a, a, a, a, a, a, a, a, a)'°"°].

State-of-the-Art (SOTA) Strategy. This strategy was introduced in [18].
It traverses a process tree like Strategy C' but does a sequential play-out for the
parallel composition, hence R°7T4 = R_, , and for the exclusive choice operator:

R5OTA When Q = x(Q1 : wy,...,Qy : wy,) : w is encountered, consider the child
nodes @1, ...,Q, in their respective order. Traversal continues with the
first child Q; with a positive weight, i.e., w; > 0.

4.2 Reconstructing the Number of Loop Iterations

Next, we discuss the motivation for the approach presented in Strategy D that
determines the number of loop iterations upfront, instead of relying solely on
branching probabilities.

As an illustrative example, consider the process tree O (a: 10000, 7: 9000):
1000 discovered from event log L = [{a, a, a, a, a, a, a,a, a, a)*°"]. Figure 4 shows
the trace length distribution of L and the normalized trace length distribution of
100 play-outs, each containing 1000 traces for each play-out strategy. The major-
ity of traces produced by all strategies except Strategy D are much shorter than
the traces of log L. The reason is that these play-out strategies, and modelling
techniques such as [24] or partly [4], capture the execution of the “redo” child
of a loop operator with some probability p. Suppose p is fixed, like in Strategy
A and B. In that case, each iteration is a Bernoulli trial with the number of
iterations being a geometric variable [4]. Because in Strategy C' and the SOTA
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Strategy, the probability changes at each loop iteration, the sequence of itera-
tions is not a sequence of Bernoulli trials. Nonetheless, our experiments show
that the resulting distributions of iterations are actually close to a geometric
distribution.

To reconstruct traces with consistently more loop iterations, one must decide
on the number of loop iterations upfront. When playing out a process tree QQ =0
(Q1 : w1,Q2 : we) : w, we know that the traces of the original log, took in w
(-executions, on average “2/,, loop repetitions. In our example, traces took,
on average, 7°°° /1000 = 9 loop repetitions. Strategy D uses this information to
set the mean of the normal distribution to “2/,,, each time we execute the O
node. Here, the choice of a normal distribution is motivated by the fact that,
in each process execution, multiple choices on (re)entering the loop are taken.
Once these choices can be assumed to be independent and identically distributed
(i.i.d.), the observational error is expected to tend to a normal distribution. Even
in the absence of knowledge on the variance parameter v of the distribution, we
expect it to provide a suitable representation of the number of loop iterations
per process execution.

Compared to Strategy D the other strategies will perform worse when number
of loop iterations is distributed such that the values are large and the variance is
low. Strategy D performs worse when the number of loop iterations is distributed
with large variance and the values are not centered around the chosen mean.

5 Experimental Evaluation

In this section, we evaluate how well our proposed play-out strategies can recon-
struct the control-flow of logs from their discovered models. We present our
experimental setup in Sect.5.1, and discuss evaluation measures in Sect.5.2.
Then, we describe our results in Sect. 5.3 and discuss them in Sect. 5.4.

5.1 Experimental Setup

Experimental Pipeline. We use the inductive miner without noise filtering to
discover the process trees. The lack of noise filtering results in a perfect fitting
process model, a necessary condition to be able to fully reconstruct the log from
the model. In our setting, it is impossible to reconstruct control-flow information
about the event log that is not present in the model. To determine the frequency
of nodes, we replay each trace of the original event log on the process tree. Each
time we visit a node, we increase its weight by one. For each strategy, we do
100 play-outs of each process tree to obtain the evaluation logs. For Strategy A
and Strategy B, we fix the number of traces generated to the number of traces in
the original log. Hence, our results for these strategies are an upper bound for
the reconstruction risks, since usually the number of traces is not known to the
adversary, when the model is not annotated with absolute frequencies.

Dataset. We evaluate the play-out strategies using four real-world event logs:
the BPIC 2015 Municipalities log [9], the BPIC 2017 log [8], the BPIC 2013
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Closed Problems log [26], and the Sepsis log [19]. In Table1 we show certain
characteristics of the logs. The logs range from unstructured (BPIC 2015) to
structured (BPIC 2013) and also differ drastically in the number of their activi-
ties. In addition to different levels of structuredness, we also considered different
trace lengths, since longer traces are potentially harder to reconstruct. The logs
differ from having relatively short (BPIC 2013) to very long traces (BPIC 2015).

Implementation. Our implementation is available on GitHub!. We used the
inductive miner and earth mover’s distance of PM4Py [2]. The runtime of our
implemented play-out strategies is fast. On a machine with an AMD Ryzen
5600G a play-out of the BPIC 2013 log is generated in under one second and in
30s one play-out for the BPIC 2017 log.

Table 1. Descriptive statistics of the event logs.

Trace Length

#of  F#of yorvariams — = F#of
Event Log Traces Variants # of Traces Min, Avg. Max. Activities
BPIC 2017 31509 15930 0.505 10 38.1 180 27
BPIC 2015 Municipalities 1199 1170 0.975 2 435 101 399
BPIC 2013 Closed Problems 1487 183 0.123 1 44 35 5
Sepsis Cases 1050 846 0.805 3 144 185 17

5.2 Evaluation Measures

Trace Length Distribution. We look into the trace length distribution to
investigate the impact of how different play-out strategies handle the ) oper-
ator. We plot the normalized distributions of each play-out strategy and the
distribution of the original log as histograms for the BPIC 2017 log. The plots
for the other event logs can be found in our appendix®. We calculate the sim-
ilarity of the distributions using the normalized histogram intersection for all
logs:

Definition 5. (Normalized histogram intersection (NHI) size). Let I
and M be histograms, each containing n bins, and let I; respectively M; denote
the number of elements in bin j of I respectively of M. The normalized histogram
intersection size is defined to be

NHI(I, M) = ST
j=1*"j

! https://github.com /henrikkirchmann /Control- Flow- Reconstruction.
2 https://github.com/henrikkirchmann /Control-Flow-Reconstruction /tree/main /
Appendix.
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Earth Mover’s Distance (EMD). We compare the reconstructed logs with
the original log through the earth mover’s distance (EMD) introduced in [17].
The EMD measures the distance, by the Levenshtein distance function, between
the trace variant distributions of the event logs. Through the EMD, we can
measure the difference between the logs in terms of their control-flow of each
trace. This allows us to see if the play-out strategies produce logs that have
similar control-flow to the original log, without the need for traces to be the
same.

Normalized Multiset Intersection (NMI) Size. The multiset intersection
size between two event logs represents the count of traces from the original
log that are completely and successfully reconstructed. The normalized multiset
intersection size, denoted by NMI(Ly, L2), is defined as the sum of the minimum
occurrences of each trace ¢ in both multi sets Ly and Lo divided by |L;]|. For
example, given the event logs L1 = [{a,b)?, (a,b,c)?] and Ly = [(a,b)3, (a,b,b)],
we have NM (L1, Ly) = 2 /4. Through this metric, we can determine if the play-
out strategies create traces that are exactly the same as the traces of the original
log.

Reconstructed Eventually Follows Relations. To check how many depen-
dencies between activities we can reconstruct, we compare the eventually follows
relations of the reconstructed logs to the original log. An eventually follows rela-
tion between two activities a and b, can be one of three types: (i) The relation
between a and b is of type always follows when in all traces of the log activity
b will occur eventually after a; (ii) sometimes follows when in some but not all
traces of the log b will occur eventually after a; (iii) never follows when in no
trace of the log b will eventually occur after a. To quantify the differences between
the predicted eventually follows relations of our play-out strategies and the ones
of the original log, we calculate the Fj-Scores, as the harmonic mean of precision
and recall.

5.3 Results

Trace Length Distribution. Table 2 shows the NHI size with higher values,
meaning better reconstruction of the trace length distribution. We can observe
NHI values above 0.7 for 3 out of 4 of the event logs, with the exception being the
BPIC 2015 log. Therefore, we can conclude that it is generally possible to mimic
the trace length distribution and to rediscover general control-flow properties.

Considering the results in more detail, the success of the reconstruction might
depend highly on the handling of loops. This aspect can be seen by the difference
between the different settings for Strategy D. For BPIC 2015 the worst setting
(Strategy D with Variance 0.5) reached a NHI of 0.19, while the best setting
(Strategy D with Variance 5) led to a NHI value of 0.44. In Fig.5, we can see
that, compared to the other strategies, Strategy D with Variance 0.5-3 creates
considerably fewer traces of length below 20.
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Fig. 5. The trace length distributions for the BPIC 2017 log.

Earth Mover’s Distance. Table 2 shows the EMD. Smaller values, correspond
to higher similarity between the control-flow of the play-outs and the original
log. Unfortunately, computing the EMD for the BPIC 2017 log was not feasible.
We can observe that for the BPIC 2013 log, it is possible to generate logs that
can be very close to the original event log. However, the BPIC 2015 log shows
that this might not be possible for all logs. We can observe that the difference
between the logs is significantly larger than between the strategies. This lets us
conclude that specifics of the process itself determine the chance of success for
the adversary. Strategy A that has no additional information about the control-
flow performs the worst but is followed by the SOTA Strategy, despite having
knowledge about the absolute frequencies. The other Strategies reconstruct the
control-flow of the original log with similar success in terms of the EMD.

Normalised Multiset Intersection Size. For all logs except the BPIC 2013
log, the NMI Size was below 0.01. The values for the BPIC 2013 log are shown
in Table 2. This strongly suggests that the adversary might often not be able to
generate the specific traces of the original log. However, for the BPIC 2013 log,
we can see that Strategy A performs worse than the strategies with knowledge
about frequencies. The results indicate again that knowledge about relative or
absolute frequencies in process models can significantly increase the reconstruc-
tion success. Also, differences between the different settings of Strategy D can
be significant.

Reconstructed Eventually Follows Relations. Table 3 shows the Fj-Scores
of the reconstructed eventually follows relations. Regarding the reconstruction of
always follows (AF) relations, all strategies perform similar, except for A, which
performed the worst, and the SOTA Strategy, which is the second worst. Notably,
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Table 2. NHI size, EMD and NMI size of 100 play-out logs and the original log.
Higher NHI/NMI values and lower EMD values denote higher reconstruction success,
the values that indicate the highest reconstruction success are bold.

BPIC17 BPIC13 BPIC15 Sepsis | Average
Strategy NHI EMD NHI EMD NMI NHI EMD NHI EMD |NHI EMD
A 0.55 - 0.66 0.35 0.19 0.17 0.93 0.50 0.74 [0.47 0.67
B 0.49 - 0.83 0.10 0.59 0.43 0.87 0.70 0.52 [0.61 0.50
C 0.49 - 0.83 0.11 0.59 0.43 0.87 0.70 0.51 |0.61 0.50
D Var. ¥ 0.61 - 0.60 0.22 0.37 0.19 0.86 0.54 0.51 [0.48 0.53
D Var. 1 0.68 - 0.66 0.18 0.44 0.22 0.86 0.61 0.50 |0.54 0.51
D Var. 3 0.70 - 0.88 0.10 0.59 0.38 0.87 0.61 0.51 |0.64 0.49
D Var. 5 0.54 - 0.76 0.17 0.51 0.44 0.87 0.51 0.53 |0.56 0.52
SOTA [18] 0.27 - 0.83 0.14 0.52 0.38 0.92 0.69 0.62 [0.54 0.56
Avg. for Log  0.54 - 0.75 0.17 0.47 0.33 0.88 0.60 0.55 |0.55 0.53

the Fi-Scores of SOTA are by far the lowest in 3 out of 4 evaluated logs. For the
sometimes follows (SF) relations, the SOTA Strategy again performs the worst,
despite having access to absolute frequency information, that is not available to
strategies A and B. Strategy B outperforms D, despite having only knowledge
of branching probabilities and the number of traces to generate. In the case
of never follows (NF) relations, the performance of all strategies, except for A,
which performed the worst, is again very similar.

Overall, we observe a significant level of variance in the Fj-Scores, reaching
from cases where no reconstruction is possible to values as high as 0.89. While
it is expected that the highest values are obtained for the never follows (NF)
relations, since they relate to behaviour that shall not be generated according
to the process model, we also observe relatively high Fj-Scores for the always
follows (AF) relations. Those can be interpreted as invariants on the presence of
activity executions, and hence, are particular interesting from a reconstruction
point of view. With F}-Scores around 0.6, we conclude that a good share of these
relations are reconstructed successfully.

5.4 Discussion

Comparison of Play-Out Strategies. Overall, Strategy A performed the
worst of all play-out strategies. This is expected, since Strategy A lacks informa-
tion about probabilities or frequencies in the process model. We conclude that
it is indeed harder or even impossible to successfully reconstruct much of the
control-flow of the original log the un-annotated process model was discovered
from.

The play-outs from Strategy B and Strategy C' were almost similar in our
evaluated statistics. Knowledge of each node’s left-over frequency did not help
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Table 3. Average Fi-scores of 100 play-outs for the reconstructed always (AF), some-
times (SF) and never follows (NF) relations. Higher values denote higher reconstruction
success, the highest values are bold.

BPIC17 BPIC13 BPIC15 Sepsis ‘ Average
Strat. AF SF NF AF SF NF AF SF NF AF SF NF‘AF SF NF

A 0.40 0.38 0.39 0.69 0.63 0.00 0.03 0.16 0.81 0.23 0.46 0.02{0.34 0.41 0.30
B 0.52 0.54 0.470.75 0.80 0.87 0.20 0.48 0.71 0.52 0.60 0.33|0.51 0.61 0.60

C 0.55 0.55 0.470.75 0.79 0.85 0.20 0.49 0.76 0.49 0.60 0.32{0.50 0.61 0.60
D % 0.64 0.54 0.46 0.64 0.52 0.87 0.22 0.48 0.800.59 0.61 0.36|0.52 0.54 0.62
D1 0.64 0.52 0.46 0.63 0.50 0.890.23 0.47 0.79 0.57 0.60 0.35|0.52 0.52 0.62
D3 0.61 0.43 0.45 0.61 0.43 0.86 0.23 0.44 0.770.59 0.60 0.30/0.51 0.48 0.60
D5 0.62 043 0.46 0.61 0.43 0.860.23 0.43 0.76 0.56 0.57 0.25]0.51 0.47 0.58

SOTA 0.16 0.30 0.570.71 0.71 0.41 0.01 0.06 0.86 0.14 0.34 0.53‘0.44 0.35 0.59
Avg. 0.51 0.46 0.47 0.67 0.60 0.70 0.17 0.36 0.78 0.46 0.55 0.31‘().48 0.50 0.56

Strategy C to make better reconstruction decisions than Strategy B, when Strat-
egy B knows how many traces to generate. This indicates that when a log with
branching probabilities and the number of how many traces the original log con-
tains are released, the model will reveal nearly the same amount of control-flow
information as it would have done when released with absolute frequencies.

Strategy D with Variance v was unable to consistently outperform Strategy
C or Strategy B. In our experiments, we could observe that setting the variance
value between 1 and 3 led to good results. A limitation of this strategy is that
an attacker does not know what variance to pick. When we sample from the
normal distribution with a large variance, like in Strategy D with Variance 5 we
generate traces that took numerous loop iterations. The longest trace we gener-
ated with Strategy D with Variance 5 for the BPIC 2017 log was 863 activities
long. Those long traces consume much of the frequency weights, thus forcing the
other reconstructed traces to be shorter.

The State-of-the-Art Strategy [18] performed worse than Strategy B despite
knowing the left-over frequencies of each node. This indicates that we should not
execute X and A nodes sequentially if we want to reconstruct the control-flow
from the original log. We saw for example that this results in many false positive
always follows relations and hence low F}-scores.

Assessment of Reconstruction Risk. In our experiments, we observed that
we were able to reconstruct control-flow properties (trace length distribution).
Additionally, we were also able to generate logs with a small distance to the
original log for one process and a reasonable distance for another. However, we
were only able to reconstruct concrete cases from one log. Finally, we illustrated
that information on the eventually follows relations of the underlying process
may be reconstructed to a significant extent, revealing co-occurrences of activity
executions and their mutual exclusiveness.
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However, we acknowledge that, in practice, an attacker also always faces
uncertainty about the reconstructed information, i.e., if a reconstructed trace
was actually part of the original log. This, in general, hinders the operational-
ization of the insights obtained through a reconstruction attack. This leads to
the following assessment in terms of the reconstruction risk of process models:
In general, it is possible to retrieve traces from process models. However, this
is not possible for all process models. Therefore, reconstruction risks of process
models need to be considered and taken seriously, but their risk should not be
overstated. Instead, it should be considered that while process models might
not lead to the reconstruction of complete traces, even partially reconstructed
information might be exploitable for an adversary.

6 Conclusion

To mitigate confidentially risks, one may resort to publishing a process model
instead of an event log for operational analysis. In this paper, we argued that
such an approach also potentially incurs risks, since some information about
the original process executions may be reconstructed from the released process
model. We studied this risk and formulated reconstruction attacks as play-out
strategies for models given as process trees. We conclude from our experiments
that the reconstruction risk for process trees modelled by the inductive miner
from complex real-world event logs is very low. However, there is a considerable
reconstruction risk for more structured event logs. The annotation of process
trees with frequency information increases the reconstruction risk considerably.
Compared to the state of the art, our approaches can consistently provide better
results, even with less background knowledge.

In future work, we plan to shift our focus from the quantity of information
that can be reconstructed to a more nuanced analysis. This will involve examin-
ing the specific types of information that can be reconstructed and the associated
uncertainties from an attacker’s point of view. Our goal is to develop algorithms
capable of answering questions such as: given a process model, which traces can
be reconstructed that occurred with absolute certainty in the original log.
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Abstract. The rapid increase in e-waste poses significant environmental chal-
lenges. Most disposed Electrical and Electronic Equipment (EEE) products,
including computers, mobile phones, and household appliances, are currently
recycled for materials rather than reused, due to perceived low residual value.
This approach conflicts with circular economy goals, which emphasize extend-
ing products’ lifetime. Many disposed EEE items are “end-of-use” rather than
“end-of-life,” indicating potential for reuse after refurbishment or repair. How-
ever, effective lifetime extension is hampered by inadequate data sharing and
complex data systems within the EEE sector. This research addresses the data
sharing problem, which is essential for circular strategies and improving EEE
lifetime extension. Digital transformation, particularly through the Digital Prod-
uct Passport (DPP), can facilitate comprehensive product life cycle management,
supporting sustainable practices. We propose an EEE ecosystem modelling app-
roach to compare traditional and circular business models through e3-value mod-
els, focusing on washing machines. We investigated the applicability of DPPs to
aid decision-making for lifetime extension at collection points.

Keywords: Circular Ecosystem - Lifetime Extension - Digital Product
Passport - E-Waste - Electrical and Electronic Equipment

1 Introduction

The waste flow from disposed Electrical and Electronic Equipment (EEE), or e-waste,
is one of the fastest growing waste streams'. EEE refers to products such as heaters
and coolers, computers, screens and monitors, mobile phones, lamps, white goods, and
household appliances. According to the Global E-waste Monitor 2024 [1], the amount
of e-waste worldwide was 62 billion kilograms in 2022 and is expected to increase to
82 billion kilograms by 2030. Most disposed EEE products are treated as e-waste with

1 https://environment.ec.europa.eu/topics/waste-and-recycling/waste-electrical-and-electronic-
equipment-weee_en.
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little residual technical and economic value to justify reuse. Materials recycling is the
preferred strategy for handling the e-waste stream.

Product lifetime extension of EEE is a critical lever to diminish e-waste and utilize
the residual value of disposed EEE. However, the current focus on materials recycling is
at odds with the ambition of governments to work towards a circular economy promoting
product lifetime extension [2]. A critical factor that complicates lifetime extension is that
disposed EEE devices are currently treated as “end-of-life” products. Such products are
considered as obsolete [3]. In many cases, however, it is questionable whether a disposed
EEE product is functionally and technically obsolete [4]. Consumers tend to stop using
a product if they can afford a new product with better performance, more functionality,
or higher visual attractiveness. The disposed product in these cases is often “end-of-
use” rather than “end-of-life”, and lifetime extension could initiate a new use cycle with
another user until the product reaches the next end-of-use (or ultimately, end-of-life).

Lifetime extension implies a decision that the residual value of a product justifies
another use cycle, possibly after necessary refurbishment or repair. However, obtaining
the necessary data for easy and objective decision-making is hampered by characteristics
of the EEE sector, including lack of data sharing across supply chains and complex data
systems [5]. The goal of this paper is to address the problem of data sharing for circular
strategies in the EEE sector and especially for improving lifetime extension of EEE.

A business barrier for data sharing is the lack of business incentives for making data
available. Due to the absence of an EEE ecosystem perspective that provides insights
in new circular business models based on collaboration, individual EEE businesses are
reticent when it comes to making investments regarding data sharing that make such col-
laboration possible. Collaboration between different actors in an ecosystem is necessary
to develop a joint circular value proposition [6—8]. Therefore, we propose in this paper
an EEE ecosystem modelling approach to represent and compare traditional and circular
strategy business models based on collaboration between various actors. We focus on
washing machines as a specific EEE sector in which the lifetime extension of goods is
important, yet currently at best only partially successful. We aim to address some of
the issues behind the slow progress in this sector, especially the current lack of residual
value recognition of disposed goods by collection agents (i.e., organizations that offer
e-waste collection services at some physical locations).

Next to the business barrier, technical barriers exist with respect to data sharing in the
EEE sector. Not only are data systems within and across EEE supply chains incompatible
[5], there is also no clear roadmap on deciding which data to share, how to share the data,
and how to use the data for circular strategies including lifetime extension. Digitalization
and digital transformation are important enablers of making better and more efficient use
of (digital) data, but these developments do not necessarily lower the technical barriers.
One application enabled by digital transformation, namely the digital product passport
(DPP), might help to develop a focus on choosing, sharing and using data in the EEE
sector. A DPP collects and makes available product data throughout the product’s entire
life cycle, which can facilitate sustainable product life cycle management in a circular
value chain [9]. In this paper, we investigate the applicability of a DPP for the EEE sector.
Again, we focus on washing machines as a specific EEE sector and we look at the use
of DPP data to support decision-making for lifetime extension of washing machines at
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collection agents. As a source of inspiration and to acquire a baseline for required data, we
also study the current practice of lifetime extension of washing machines. Furthermore,
we suggest to use an ecosystem perspective, e.g., as supported by our EEE ecosystem
modelling approach, as a starting point to identify required data for desired collaboration
in a selected business model. Based on this, we propose information categories to include
in the DPP and a decision process blueprint that could be implemented at collection
agents.

Figure 1 shows the overall approach that we followed for the research reported in
this paper. It also shows how this is related to the structure of the paper: Sect. 2 provides
background on the economic and technical topics related to the e-waste problem; Sect. 3
discusses an ecosystem perspective on the washing machines sector that allows analysis
of the current value chain and projecting circular alternatives; Sect. 4 presents results of
field studies on lifetime extension of washing machines in current practices; Sect. 5 pro-
poses a digital transformation based on a digital product passport for washing machines
and decision support at collection points; Sect. 6 relates the results to an ecosystem of
the future, while identifying the need for a suitable infrastructure to support data sharing;
and Sect. 7 presents our concluding remarks.

Method Literature Design Field study Design Case studies
study
As-is and Data and Data
Data .
. Back- proposed . process for sharing .
Topic sharing Conclusion
ground EEE eco- . lifetime infra-
baseline
system extension structure
)
Address Address techmcal barriers
business
barrier
Section S2 S3 S4 S5 S6 S7

Fig. 1. Overall research approach

2 Background

2.1 Circular Ecosystems

Long-term collaborative relations with partners in a network and transparency of infor-
mation across supply chains greatly facilitate the implementation of a circular economy
in the EEE sector [5]. Nonetheless, a circular economy requires an ecosystem innovation
based on circular principles that address circular strategies [7]. Collaboration between
different actors in such a circular ecosystem is necessary to develop a joint circular value
proposition from a product life cycle perspective that integrates lifetime extension.

A circular ecosystem is “a co-evolving, dynamic and potentially self-organizing
configuration, in which actors integrate resources and co-create circular value flows in
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interaction with each other.” [10] A circular ecosystem aligns the multilateral depen-
dencies and complementarities among actors in a value network in order to maximize
a collective value proposition where the whole acts as one unit [6, 11]. Thus, ecosys-
tem actors achieve joint circular strategies and goals because their activities are jointly
coordinated; they act interdependently and carry them out together [7].

Digital technologies and data play a crucial role in circular ecosystems [8]. They
are enablers of data integration and sharing, which in turn support informed decision-
making and value creation [10]. Orchestration and governance mechanisms can be used
to structure the data sharing, collaboration, and value sharing amongst circular ecosys-
tem actors. The vitality and innovation of circular ecosystems does not only depend
on technology enablers and business motivation, but are also affected by factors such
as initial context of the ecosystem, legislation, environmental pressures, trust among
ecosystem actors, and product properties [12].

2.2 Circularity and Lifetime Extension

Circularity can be realized by slowing, narrowing, and closing resource loops [13-15].
‘Slowing’ is achieved by designing long-life products and by product lifetime extension,
‘narrowing’ by reducing the use of resources, and ‘closing’ by recycling components or
materials for use in a new product life cycle. Here, product lifetime is understood as “the
useful life of a product; the time during which the product remains integer and usable
for its primary function for which it was conceived and produced” [16].

The concept of circular economy relates closely to the waste hierarchy of ‘4Rs’:
Reduce, Reuse, Recycle, and Recovery [17]. These Rs play the role of circular strategies,
which have to be prioritized and properly ordered to make an efficacious circular econ-
omy ecosystem [18, 19]. As part of slowing resource loops, product lifetime extension
aims to prolong the useful life of products [16]. The Reuse strategy and sub-strategies,
such as Repair, Refurbish and Remanufacture, aim to extend a product’s lifetime and
its parts [20]. Maximizing lifetime by designing long-life products and encouraging the
reuse of products, parts, and materials ensures that the economic and environmental
value of EEE products is preserved for as long as possible and prevents unnecessary
value destruction. The product lifetime and the extension of EEE depends on various
product-related, use-related, service-related and circumstantial factors. These factors
need to be considered when defining lifetime extension assessment criteria. For exam-
ple, the lifetime of washing machines depends on factors such as mechanical stress,
abrasion, performed maintenance activities, new technologies, aesthetics, energy effi-
ciency, and environmental conditions [21, 22]. EEE’s repairability also affects lifetime
extension. Repairability is the ability and ease with which a product can be repaired
during its life cycle [23]. The corresponding repairability score is determined by infor-
mation provision, product design for repair (e.g., modular and standardized design, ease
of disassembly), and supportive services (e.g., spare part supply) [24].

An environmental impact assessment should be carried out to assess the possible
extension of the lifespan of energy-using EEE products [25]. For washing machines,
water and energy efficiency determine environmental impact highly [26]. Therefore, a
life cycle analysis is required, assessing the environmental impact of EEE on quantified
CO2 emissions for the whole life cycle [27-29]. Another consideration is that Internet of
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Things technologies are a driver for circular innovation of the washing machine industry
ecosystem [30, 31].

2.3 Digital Product Passport

The EU Green Deal Action plan sees digitization of product information throughout the
entire product life cycle as an enabler towards a circular economy [32]. A DPP contains
unique product identifiers allowing data storage, retrieval, and sharing by various value
chain actors throughout the product life cycle [33]. Consequently, DPPs can support
sustainable product life cycle management and value retention in a circular value chain
[34, 35]. DPP is a promising instrument to gather and share product data for decision-
making [36, 37] and addressing currently existing information asymmetries [34, 38,
39].

A common definition of DPP is “a product-specific data set, which can be electroni-
cally accessed through a data carrier to electronically register, process and share product-
related information amongst supply chain businesses, authorities, and consumers” [40].
The information in the passport relates to the product’s environmental sustainability
and is, therefore, relevant for resource-efficient, sustainable, and circular production and
consumption systems [41, 42]. DPPs support end-of-use circular strategies [40]. The
reuse of products can be determined more accurately because the data in a DPP will
objectify the residual value of the products. Repair and maintenance can be better pre-
dicted and programmed over time. Detailed technical, repairability, product, usage, and
spare parts information contribute favorably to lifetime extension services provided by
repairers and maintenance service providers [33].

Recently, several DPP initiatives were introduced for specific product categories [35],
such as electric vehicle batteries [9], textile products [43], and construction products [44].
However, many DPP initiatives emphasize an individual stakeholder in a value chain
or an industry instead of assuming an integral ecosystem perspective that involves all
stakeholders [35]. The fragmentation of the desired data across multiple value chain
actors and data sources hinders DPP creation and handling [37]. Therefore, the DPP
orchestration should be positioned in a Digital Product Passport Ecosystem that enables
different DPP applications for different stakeholders in value networks [45, 46]. Such
a DPP ecosystem requires an underlying digital infrastructure and standardized data
governance requirements that enable data sharing among stakeholders in the ecosystem
[47].

3 Electrical and Electronic Equipment Ecosystem

Several actors can be identified in the current EEE ecosystem. Forward supply actors
such as manufacturers and retailers strive for operational efficiency, technical prod-
uct innovation, and profit maximization by selling new EEE. Consumers mainly strive
for low prices. After usage, they want to dispose their EEE efficiently. Consequently,
EEE lifetime extension is not a key driver of these actors, resulting in a large flow
of low-quality EEE. Affected by the extended producer responsibility, manufacturers
and retailers delegate reverse supply chain activities to Waste Electrical and Electronic
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Equipment (WEEE) management centers. As part of the reverse supply chain, collection
agents and WEEE management take care of reverse logistics and the collection, sorting,
dissembling, and administration of discarded EEE. Subsequently, recycling companies
focus on materials recycling. A fixed fee based on the weight of collected EEE favors
materials recycling. On a minor scale, repair facilities realize reuse of disposed EEE. We
developed a current and envisioned EEE ecosystem specialized for washing machines
using the e3-value modeling language. e3-value is a language to build and analyze value
networks [48]. An e3-value model represents a value network in which actors exchange
value objects, resulting in a perceived benefit for each actor. The set of value transfers
in a value network results in a collective value proposition that meets customer needs.
Figure 2 presents the e3-value model of a value network corresponding to the cur-
rent washing machine market. In short, the e3-value graphical notation used in the
models presented here includes: actor (square), value activity (rounded square), value
exchange (connector), value interface (two opposite arrows within an ellipse), customer
need (circle with dot) and boundary element (circle with ‘x’). Figure 2a) shows how a
customer need motivates a collection of value exchanges to satisfy the need. The finan-
cial and product-related value exchanges encourage consumers, retailers, manufacturers,
materials and component suppliers to participate in the value network.
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Fig. 2. Value network of current EEE ecosystem: a) Satisfying the need of a consumer of having
a functioning washing machine; and b) satisfying the need of a second-hand material supplier to
have second-hand (components and materials of) washing machines that can be offered for sale.

Figure 2b) shows that a customer need of a material supplier for second-hand mate-
rials motivates financial and material value exchanges among second-hand material
suppliers, recyclers, collection agents, and consumers. Our model shows the value net-
work of the current washing machines market as two separated parts, emphasizing that
second-hand material suppliers generally purchase materials that are not reused in wash-
ing machines but applied for other recycling purposes. The value network clarifies that
the value exchanges between actors are only economically attractive to them when selling
new EEE or recycling materials. Value exchanges based on product lifetime extension
are not economically attractive to them. A collective circular value proposition aiming
to extend the lifetime of EEE is hampered by several factors, most importantly the lack
of EEE ecosystem orchestration, poor capabilities to identify EEE’s residual technical
and economic value, and inadequate digital data sharing.
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Lifetime extension of discarded EEE is a collective task of the actors in the ecosystem.
To tackle the abovementioned issues, we propose an e3-value model of a future EEE
ecosystem that favors more lifetime extension of disposed washing machines (see Fig. 3).
We choose the perspective of a collection agent who has a critical role in identifying the
residual value of collected EEE and harvesting spare parts suitable for reuse. Information
sharing is critical to keeping products and materials in the product life cycle as long as
possible [49]. Therefore, we introduce a DPP manager who is responsible for the creation
and handling of DPPs.

Furthermore, the value network is modeled based on the assumption that all actors
involved make their data available to the DPP and collectively contribute to a circular
value proposition that favors EEE lifetime extension. The data in the DPPs support the
collection agent in assessing collected washing machines. The content of the DPP and
a related data-driven process diagram are described in Sect. 5. We also introduce the
business roles of repairer and spare parts supplier in our model to enable the lifetime
extension of washing machines. The logistics of EEE and materials have no direct added
value for our circular task and have, therefore, been ignored. We omitted materials
recycling in our model since we wanted to focus on lifetime extension to enable reuse
of EEE.
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Fig. 3. Proposed future e3-value model

The customer need for a new or second-hand washing machine triggers the value net-
work. In our model, we assume that manufacturers still produce new washing machines
but that retailers, influenced by growing second-hand markets, sell second-hand wash-
ing machines in addition to new ones. The demand for second-hand washing machines
requires a value network in which the value activities and the mutual value transfers
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between consumers, retailers, repairers, spare parts suppliers, collection agents, and dis-
posing consumers are economically attractive. Another possibility is that compliance
directs actors to perform a value transaction, such as sharing data in DPPs. The model
shows that a DPP manager who takes care of DPP management supports the circular
value activities of a collection agent. A cloud provider can execute the DPP manager’s
role. Furthermore, in our value model, harvested parts are identified and registered by
recording associated data in the DPP. Although these data are valuable for spare parts
providers and repairers when repairing collected washing machines, it falls outside the
scope of our value model.

4 Field Studies

The repairability of a washing machine largely determines the extent to which lifetime
extension is possible [24, 50]. The repairability in turn is strongly affected by diagnosis
time, ease of disassembly, repairability time, and repair expertise [51]. We conducted
semi-structured interviews with four professional repairers to gain further insight into
factors that are decisive in practice for assessing whether lifetime extension is possible.
Repairers indicated that most failure modes in non-functioning washing machines can
be traced back to electronics, bearings, door, pump, pump filter, shock absorbers, carbon
brushes, and foreign objects. According to the repairers, washing machines’ bearings and
electronics have a poor to moderate repairability. Failure modes with a high repairability
are the door, pump filter, inlet valves, heating element, shock absorbers, and foreign
objects. The repairability of switches and the detergent system varies but on average is
moderate. The mapping of failure modes into repairability levels closely matches the
findings of a washing machine study by Tecchio et al. [22], indicating that electronics
and bearings generally have a low repair rate. Our study further indicated that failure
modes with low repairability must be identified early in the assessment process.

We also conducted participatory observations at three collection agents in the Nether-
lands. These agents indicated that there are a limited set of indicators for lifetime exten-
sion and criteria with high predictive value. However, to be applicable in practice, the
criteria should be verifiable in a limited time frame. The observations made clear that the
current restrictions on access to data and brand-specific software applications to retrieve
stored usage data in washing machines hamper automated, data-driven assessment.

We initially identified 34 potential indicators that assessors can use to determine
whether lifetime extension is feasible. Structured observations at two collection agents
clarified that experts assess washing machines mainly on brand, visual condition, com-
pleteness, quality of bearings, age, and product type. Usage information is normally not
directly available, but it can be indirectly derived from visual inspections of washing
machines. The lack of cross-brand standardization of product labels hindered the under-
standability of product-specific information, such as product year and model number.
Therefore, information on product labels was usually rejected as input for cross-brand
lifetime assessment. Potentially useful information for assessment, such as initial cat-
alog price and year of construction, were also rejected as indicators because data was
not always available. Observations revealed that the experts’ valuation of indicators was
affected by the availability of repair facilities and the harvesting of spare parts for reuse
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in repairable washing machines. Furthermore, assessing lifetime extension of washing
machines depends highly on the expert’s tacit knowledge, which hampered objective
identification of useful indicators and criteria.

Based on these findings, a simplified set of ten indicators for washing machines’
lifetime extension was determined and validated in subsequent structured observations
at collection agents: washing machine type, brand, condition of bearings, dents, rust,
housing completeness, control panel completeness, soap tray completeness, door com-
pleteness, and door construction quality. Some indicators are proxies for other relevant
information which is not accessible or available. For example, according to the inter-
viewed experts at collection agents, the brand is a proxy for a washing machine’s product
and material quality, repairability, energy and water consumption, and expected market
demand.

The indicators were operationalized in procedures for establishing their data val-
ues. A distinction was made between primary and proxy indicators. Primary indicators
directly refer to aspects of a washing machine relevant for objectively assessing lifetime
extension. Proxy indicators indirectly refer to such aspects and often have a subjec-
tive component. Suggestions have been made for possible information sources to verify
criteria in terms of these indicators. Acceptance standards were linked to the selected
indicators and criteria in coordination with collection agents and professional repair-
ers. For example, a practical criterion for accepting the lifetime extension of a washing
machine was that the washing machine has a German brand and has functioning bearings.

The study provided valuable insights on lifetime extension in current practice, includ-
ing the lack of access to data related to relevant information for lifetime extension, the
use of less desirable proxy indicators for this reason, and the coarse-grained data values
that could be obtained for selected indicators. We believe that DPPs can alleviate if not
eliminate some of these disadvantages.

5 Digital Product Passport and Decision Support

We conceptualized a DPP? for washing machines to support decision-making across the
EEE ecosystem during the product life cycle. For this purpose, four use cases have been
developed for EEE manufacturers, retailers, collection agents, and repairers to explore
the practical relevance and content of the DPP. Due to the focus of this study on life-
time extension assessment, in this paper, we only present the use case of a collection
agent. This use case was created based on ecosystem analysis (see Sect. 3) and a semi-
structured interview with a collection agent. Central to the use case is the business role
change of collection agents from distribution and sorting centers to value assessment
centers, where the pursuit of high-quality reuse options for collected washing machines
is pivotal. As noted in Sect. 3, this requires collection agents to be able to recognize and
quantify the residual value of washing machines and their spare parts. Such a circular
role for collection agents is only possible if they have sufficient information and data.

2 The documentation of the DPP information categories, generic lifetime extension assessment
process, and the DPP application are openly available in: https://github.com/jonimoreira/dpp/
tree/main/Stiksma_2024_Disposed_washing_machines.
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DPPs support collection agents to perform the residual value assessment. Product infor-
mation, technical information, product health, historical usage and repair information,
and information about expected ecological impact of lifetime extension are, among other
things, necessary to arrive at an informed decision regarding lifetime extension.

In line with the conceptualization of the digital battery passport [9], our DPP consists
of four information categories: (1) Washing machine product, (2) Value chain actors,
(3) Status, diagnostics, and performance, and (4) Sustainability and circularity proper-
ties. Each information category is further structured into subcategories and finally into
properties for which concrete data values can be provided (similar to the indicators for
lifetime extension identified in Sect. 4).

When assessing returned washing machines, it is first essential to gain insight into
the product characteristics as the foundation of the assessment process. Therefore, the
first information category provides decision-makers with information on product identi-
fication, product support information, and product properties. The product identification
of a washing machine ‘refers to, among others, the brand, the product type or model, the
Global Trade Item Number, and the serial number. Identification of collected EEE enables
value chain actors to access product data, such as product specifications and spare part
numbers. The product support information refers to the documents that provide insight
into the product features of a washing machine and support the technical repair process,
such as failure diagnostics codes and product manuals. Product characteristics include
specifications (e.g., washing machine type and load capacity) and performance. The per-
formance category quantifies various performance indicators, such as energy and water
consumption, noise level, and washing results.

The second information category “Value chain actors” provides transparency into
ecosystem actors who have interacted with a device at any point during the product life
cycle of a washing machine, e.g., during manufacture, sale, use, disposal, collection, or
repair. The information on ecosystem actors covers general actor information, log data,
and chain of custody. The general actor information contributes to the identification of
involved value chain actors, their role in the value chain, their status, and their location.
Log data refers to the collection and storage of data during the product life cycle of a
washing machine. Such historical records provide actors insight into the data, status,
and activities carried out by different value chain actors during a washing machine’s
life cycle. This might include the production date, repairs, upgrades, error messages,
transport movements, and the location of the collection point where a washing machine
has been discarded. Information concerning the chain of custody clarifies the actor’s
responsibilities, e.g., regarding the physical washing machine itself and its sustainability
and circularity performance [9]. This information explains which value chain actor has
been responsible for a washing machine product or part during a defined period.

The third information category “Status, diagnostics, and performance”, is relevant
for determining whether a washing machine can still be used for a potential second
life phase after its disposal. This information category responds directly to the need
for product and usage information to objectify whether lifetime extension is feasible
or not, based on technical parameters. Information on the washing machine’s health,
such as its physical condition, failure diagnostics, usage history, and residual lifetime
is crucial. Information about maintenance history provides insight into the maintenance
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and repair activities that have taken place during a washing machine’s product life cycle.
The washing machine’s performance may decrease during a life cycle. Information in
the DPP therefore provides insight into the current performance of a washing machine,
including its residual lifetime and energy and water consumption.

The fourth information category “Sustainability and circularity” is becoming rel-
evant for actors in circular ecosystems. Actors are increasingly requested to objectify
their sustainable and circular performance. Life cycle analysis methods and calcula-
tions play a significant role in the quantification of this information [52]. Information
about sustainability-related properties in the conceptualized DPP provides insight into a
product’s environmental and social impact [9]. This environmental impact information
relates to categories of impact, performance indicators, indicator calculation methods,
inventory data, and impact assessment methods. The social impact can theoretically be
operationalized in information related to working condition properties. The informa-
tion on circularity-related properties relates to circularity performance and the product
design-related properties of washing machines. Circularity performance can be opera-
tionalized in a similar way to information about sustainability properties. The underlying
information refers to resource efficiency, materials used, increase in durability, and the
useful lifetime of washing machines [9]. Circular performance assessments and provi-
sion for underlying information play a central role in this [53]. The information on the
product design of washing machines provides insight into the applied circular product
design strategy and the reparability of a product.

Based on the DPP conceptualization, we designed a generic assessment process
where DPP data support the lifetime extension assessment process. The following
assumptions directed the design of the assessment process:

i. Digital Product Passports for EEE are implemented in 2030 [54].
ii. Discarded washing machines are, to a large extent, still collected and assessed by
collection agents.

iii. By 2030, a large part of collected washing machines will incorporate digital tech-
nologies such as Internet-of-Things, allowing insight into historical usage data and
allocation of washing machines’ generated data to the cloud.

iv. All data in the DPP are assumed to be available and accessible by collection agents.

v. The information systems in the EEE ecosystem are highly automated. Information
sharing across EEE ecosystem actors is commonplace.

vi. When designing the process diagram, it was assumed that the intake of washing
machines and their lifetime extension assessment at a collection point take place
as a one-off assessment.

vii. Despite future digitalization initiatives in the EEE ecosystem, lifetime extension
assessment also requires manual visual inspections, e.g., to assess the inside quality
of a washing machine, to confirm previous data-driven diagnoses, and to identify
root causes.

viii. Parallel to a data-driven assessment of washing machines, we assume that a decision
support system (DSS) is available to check the data properties values in the DPP
against acceptance standards. Due to the explorative character of the assessment
process, the standards have not been defined yet and specification of the type and
architecture of DSS fall outside our study’s scope.
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The assessment process tests in six steps whether the DPP data values associated
with a washing machine pass the criteria for lifetime extension of that washing machine,
i.e. meet the acceptance standards applied by the DSS (see Fig. 4). In step 1, a collected
washing machine arrives at a collection point and is registered. By scanning a machine-
readable optical label, the washing machine’s identification data are extracted from the
DPP. In step 2, the lifetime extension assessment of the washing machine starts. At the
product level, a washing machine is assessed for generic factors. These generic factors
relate to product characteristics, technical performance, market demand, and ecological
impact. The assessment is based on the information in the DPP, whereupon relevant
property values are compared to the standards in the DSS. If a washing machine does
not meet these standards, it is not eligible for lifetime extension. In the case of acceptable
values, the washing machine is diagnosed in step 3. This diagnosis focuses on the washing
machine’s status and health. During the diagnosis, the washing machine is assessed for
physical condition, technical condition, product usage status, and maintenance and repair
history. If the relevant property values in the DPP are acceptable, a washing machine
is visually inspected in step 4, such as completeness, rust, dents, and usage marks.
This process step can be partially automated, for example, using photograph analysis.
However, we assume, an internal inspection of the washing machine still requires a
technical employee’s involvement. In step 5, a final diagnosis of the washing machine
is performed based on the assessment results in steps 3 and 4. The current status of the
washing machine, as recorded in the DPP, is used in a ‘diagnosis-recipe’ approach by the
DSS to determine which possible repair activities must take place to extend the washing
machine’s lifetime. Based on the estimated repair activities, the economic, technical,
and ecological feasibility of extending the lifetime is tested in step 6. If this data-driven
assessment meets the standards set in the DSS, the assessed washing machine qualifies
for a lifetime extension. The feasibility test results in this process step are recorded in
the DPP. If a washing machine is not eligible for lifetime extension, the DSS suggests
whether parts or materials can be harvested from the washing machine.

The assessment process described above suggests that the DSS can make the lifetime
extension assessment of a washing machine based on applying criteria or standards to
data (values) representing the history, status and context of the washing machine, all of
which are extracted from a DPP, and on a visual inspection. However, sometimes data
from the DPP is not enough. For example, to test economic feasibility, often additional
digital instruments and calculation methods are required for this purpose. We don’t
consider such instruments and methods further, since they are not addressed by a DPP
and therefore outside the scope of this paper”.
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In previous sections, we discussed how DPPs for washing machines support the lifetime
extension assessment performed by collection agents. This role of DPPs to share neces-
sary data for decision-making in circular EEE practices should be harnessed by a reliable
infrastructure that can address the concerns of data providers, enhance the trust of con-
sumers, and facilitate compliance with regulatory standards. A notable ongoing initiative
is the International Data Space (IDS), led by the International Data Spaces Association
(IDSA). IDS aims to create a secure and trustworthy data ecosystem for data sharing
and collaboration with emphasis on data sovereignty. The IDSA is a global network
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of organizations working together to develop and implement IDS. This initiative pro-
motes decentralized architectures, standardized data models, and secure data exchange
protocols to ensure data sovereignty, privacy, and trust. By adhering to these princi-
ples, the IDS framework enables seamless and controlled data sharing across various
organizations, sectors, and countries.

In our prior work [55], we identified a research challenge while investigating the
DPP implementation in manufacturing supply chains. It appears that product data from
external partners are commonly missing in the value chain, especially if these partners
are from different legislation areas (e.g., different countries) or if they are also com-
petitors. One reason for this is a lack of appropriate interfaces for data exchange, the
other is unwillingness to release data outside controlled and trusted environments. IDS
is highlighted as the most appropriate solution direction to address this problem, but
the criticism from manufacturers still reflect a lack of business cases where all involved
parts can improve their profits. We believe that, by leveraging on our value network
models presented in this paper, relevant business cases within the EEE ecosystem can
strengthen the adoption of IDS-based solutions for integrating DPP systems. In this con-
text, we believe that Environmental Management Systems can facilitate the widespread
implementation of IDS-based DPPs, since this kind of system is specifically designed
to address some directives on research and policy-making in this domain, such as the
Corporate Sustainability Reporting Directive (CSRD) [56], established by the European
Parliament to standardize sustainability reporting.

We have been collaborating with IDSA to address research needs related to IDS.
Recently, we developed an IDS Connector Store [57], serving as a broker system to
facilitate the discovery and selection of IDS connectors, data sources, and participants
(actors) active in a data space. This effort resulted in the definition of an IDS architecture
[58] that encompasses the primary IDS objectives, which can be extended with new
elements and specialized for a specific domain within the IDS ecosystem, such as for
the processes and actors covered by the DPP value models introduced in this paper.
Therefore, a future direction of research is to exploit the relations between DPP and IDS
actors, and how they can play overlapping roles, such as the DPP manager also playing
the role of a data broker. This can represent a way to find optimized solutions, along with
their service offerings, that allow all involved parties to improve their profits in future
value exchange practices of manufacturing supply chains.

7 Conclusion

This paper addressed the current problem that data sharing in the EEE ecosystem is
not common place, and that the lack of data sharing is an obstacle for facilitating life-
time extension of disposed EEE products after end-of-use. We discussed how the DPP
concept can enable data sharing across EEE ecosystem actors. Specifically, this paper
explored how future DPPs have the potential to support collection agents to perform
lifetime extension assessment for washing machines. We conceptualized the DPP and
proposed a generic data-driven assessment process that includes DPP data. Our study
demonstrated that a lifetime extension assessment of collected EEE requires a systemic-
holistic perspective [59]. The necessary data for conducting such assessments within a
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DPP must be generated and utilized across the entire product life cycle. This requires
the coordination of data sharing between actors within a circular ecosystem and the
establishment of shared standards among participants, which underpin the data sharing
in a future international data space. Our contributions address several issues but are
insufficient to overcome the described problem in full. For instance, though the role of a
DPP and DSS has been explored in a generic data-driven assessment process, a practical
demonstration is required. Moreover, digital technologies in washing machines enable
continuous monitoring, but it is not practical nor feasible to stream all data in real-time
to a DPP. Instead, selected information should be sent to the DPP in order to update
dynamic properties at a rate that makes sense. How this should be done remains a topic
for future research. However, how additional dynamic properties should be defined in
the DPP for washing machines remains a topic for future research. Furthermore, our
results are based on an analysis of one specific sector, the washing machine market. Our
assumption that the data in the DPP for washing machines are accessible and available
for collection agents depends on its adoption by the EEE sector and final legislation and
regulations to reinforce this. Such adoption depends on the economic attractiveness of the
value transactions between EEE ecosystem actors. For this purpose, future research also
focuses on quantifying the proposed future e3-value model in various market scenarios
to test the sensitivity of the value network to different market conditions. Nevertheless,
we believe that our contributions and results can inspire extensions and generalizations
beyond the mentioned issues and specific sector of washing machines.
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Abstract. In most enterprises, the speed at which information technology (IT)
is delivered becomes increasingly important. Lately, many enterprises strive to
increase the speed of IT delivery, e.g. through the establishment of a bimodal or
fast IT. However, research and practice lack a grounded understanding of how this
speed can be defined or measured. This paper advances the understanding of how
to measure the speed of enterprise IT while also considering the interdependence
with IT quality, resources, costs and business value of IT. We categorize the speed
of enterprise IT according to the phases plan, build and run. In our case study,
we identified 10 activities to estimate and measure speed of enterprise IT in a
very large enterprise based on expert interviews. We describe how the speed of
enterprise can be measured in practice and identify factors that can speed up or
slow down IT delivery. The findings identify options for increasing the speed
through adapting the IT delivery in digital transformation (DT) projects as well
though enterprise architecture management (EAM).

Keywords: Speed of Enterprise IT - Enterprise Architecture (EA) - Digital
Transformation - IT Delivery - Fast IT - Bimodal IT

1 Introduction

Technological and strategic decisions force organizations to change their value creation
paths as part of their DT [1]. Changing these paths requires to acquire the needed
expertise, to introduce new technological solutions and to improve business and IT
processes for addressing the new or changed requirements and challenges. While DT
encompasses significant changes in the technological domain, it also requires quickness
and flexibility within the organization in order to recognize changes in requirements and
to react to changes of customer and market demand in time. Organizations need to be
agile in order to react to them promptly by further developing existing or innovating new
products and services [2]. Research uncovered that enterprises that use DT to innovate
business models and develop new IT products or services often create new business units
as fully agile structures [3].

For enabling this agility, the management of a company must redesign the IT orga-
nization in order to be able to implement changes quickly and flexibly while ensuring
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stability and effective provision of IT at the same time [2]. As a reaction to this chal-
lenge, many companies see the need of establishing a new “digital IT” (or “fast I'T”) unit
or of shifting responsibility for IT systems to the business units to foster decentralized
decision making. These changes should allow the business to be better informed, more
flexible, and faster in adapting its IT as well as its [T-enabled services and products to
market opportunities and customer needs [5]. Therefore, the introduction of agile prac-
tices and structures is required not only in IT, but also in the business units in order to
increase the flexibility and speed of the entire organization [3].

Customer value becomes the focus of strategic and operational planning and devel-
opment, both of business and IT [2]. As a result, strategies and plans are increasingly
aligned with customer value [2]. In addition, more and more organizations are aligning
their corporate structures along the value streams of their customers by adapting internal
services, processes, and the underlying IT landscape. [2]. As digital products and ser-
vices are inextricably linked to the underlying IT infrastructure, organizational agility
depends on the agility of IT and the IT function [2]. However, IT departments are often
neither structurally nor procedurally prepared to fulfill this new role [4].

To accelerate business and IT within the enterprise, the operational level is empow-
ered to increasingly make (semi-) autonomous decisions, both business- and technology-
related [2]. If companies establish a fast or bimodal IT as a part of their DT, they need to
align this new IT with the existing IT and with the business. [5]. If they fail to react faster
than their competitors, they risk losing their competitive advantage [5]. As technology
change accelerates and new digital solutions emerge, many companies feel the pressure
to perform a DT and to increase the speed of IT delivery [5].

A high degree of diversity in the goals and requirements of DT in projects and in the
design of IT architectures and services influences business architecture and business IT
alignment in multiple ways [6]. As EAM promises to support the alignment between IT
and the business, it is required to purposefully accompany DT projects [7]. Additionally,
EA aims to provide organizations with various benefits like improving organizational
agility [8]. Anincreased organizational agility is an essential capability for organizations
and a necessity to be able to respond and adapt to the rapidly changing environment
[8]. Therefore, many organizations seek to leverage their EAM function to increase
agility [9]. Previous studies [8, 9] based on the dynamic capabilities view explain how
EAM investments lead to increased agility and how agility is promoted by strategic
alignment. In this context, the EAM function holds a central role for supporting digital
transformation in cross-functional issues for delivery teams and services [6].

Hence, our study addresses the following research question: How do large enterprises
measure the speed of enterprise IT by considering an EA perspective?

This article is structured as follows. The following section summarizes the related
research. The third section explains the research approach including the data gathering
and data analysis. The fourth section presents the results of our study. The final sections
of this article comprise a discussion and a conclusion.
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2 Related Research

The following sections describe the theoretical foundations of DT and enterprise IT, the
role of fast IT and EA in supporting DT projects, and existing approaches for measuring
the speed of enterprise IT.

2.1 Theoretical Foundations of DT and Enterprise IT

The understanding of DT in this study in grounded on Wessel et al.’s study [10], which
distinguishes between digital and IT-driven transformation. DT leverages digital tech-
nologies to (re)define an organization’s value proposition, while IT-driven organiza-
tional transformation (ITOT) adopts digital technologies to support the value proposition
[10]. DT is about creating a new organizational identity, while IT-driven organizational
transformation is about improving an existing organizational identity [10].

In a conceptual sense, DT and ITOT can be divided into two types: First, into trans-
formation activities for DT, where digital technology (re)defines the value proposition,
and for ITOT, where digital technology supports the existing value proposition [10]. The
result of DT is the emergence of a new organizational identity, while the result of ITOT
is the emergence of a strengthened organizational identity [10].

Most of the digital technologies are not inherently revolutionary, but rather develop
their innovative power through greater efficiency, significantly improved connectivity,
and widespread adoption and use [4]. Legner et al. [11] describe the change in digitization
in waves: The first the wave of technologies aims at the automation of work processes,
the second wave focuses on the Internet as a global communication infrastructure, and
finally the third wave is created by converging technologies with increasing computing
power, storage capacity, and communication bandwidth.

The trend towards digitalization has increased the importance of IT due to its inherent
focus on technology and increased the expectations towards IT functions in companies,
making business activities not only more efficient but also inconceivable without IT [12].
Flexible and rapid adaptation of information systems is therefore of great importance in
the digital age [12]. Based on experience with the development of corporate IT, it is not
surprising that IT departments are often not optimally prepared for the challenges of DT
[12].

To face the challenges of digitalization, the IT function needs to continuously trans-
form and reorganize itself and adopt new forms of collaboration and integration with
the business [12]. In this context, concepts such as cross-functional digital teams, IT
innovation management and bimodal EAM can be seen as precursors of the ‘new IT
function’, which is transforming IT from a service provider to a consultant, enabler and
innovator [12]. The increasing importance of the IT function in DT raises questions
about its effectiveness but also about how its speed can be measured.

2.2 Fast IT and EA as Support for DT Projects

Due to the fact that IT plays an important role in enabling the perceptiveness and
responsiveness of organizations, IT is a key agility-enabling (or restricting) factor [15].



104 O. Kanin and P. Drews

IT functions still primarily follow the business by having the main task of provid-
ing IT services with a high level of stability and compliance and effectively managing
increasingly complex IT infrastructures [2]. In many organizations, the IT function is still
focused on efficiency and the provision of reliable, scalable and secure IT services [13].
Therefore, a new balance is needed between providing and maintaining (new) digital
services [4], optimizing existing IT-enabled products, services and business models for
customer needs, and securing the underlying IT architecture for optimal service delivery
by the IT function [2].

This means that organizations must (1) decide on a desired form of the IT function
and its integration into the overall organizational design, and (2) continuously assess
the status quo and desired goal [2]. As a result, many companies have started to scale
agile values and methods in their software and product development [2]. However, as the
transformational journey towards agility affects the corporate way of how to do business
at its core, agility involves (re)evaluating the organization as a whole — business and IT
strategies, business models as well as organizational and IT structures, IT architectures,
and methods [2]. Therefore, it is important to find ways to deal with change, speed
and flexibility with their strategies and business models, organizational structures and
business processes as well as IT infrastructure and IT architecture [2]. With bimodal
IT functions, existing processes that encompass traditional and agile IT must also be
reconsidered and changed, as otherwise there is a risk that traditional and agile IT will
hinder each other [14].

Both IT and EA are seen as important factors in supporting DT projects regarding
cost and technology decisions. For this reason, it makes sense to examine the role of
IT not only in terms of cost savings, but also as an enabler of speed in supporting DT
projects.

2.3 Measuring the Speed of Enterprise IT

To understand how enterprise IT speed is defined and how it can be measured, we
conducted a systematic literature review (SLR) [16]. The review revealed, among other
things, that there is no common understanding of speed of enterprise IT and of how it
can be measured. The literature mentions several heterogeneous influences on the speed
of enterprise IT, but its conceptualization is still weak [16]. However, from a practical
point of view, measuring the speed of IT delivery in DT projects can bring several
benefits in managing the various activities and measures [16]. We also identified the
potential direct or indirect impact of these activities on enterprise IT and its speed. The
results of the SLR showed that this research topic is largely unexplored and that a better
understanding could support the collaboration and expectation management between the
IT and business functions [16].

3 Research Approach

The following sections describe the research method, the data gathering process and the
data analysis.
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3.1 Research Method

To answer the research question, we conducted an explanatory, interpretive case study ina
very large enterprise [17]. In the case study, we empirically investigated the phenomenon
of “speed of enterprise IT” by exploring the details of this concept in practice. The
selected very large enterprise is a prime candidate for such a study as it runs many
DT projects and initiatives and also has a decade-long established EAM function. The
company has a few hundred thousand employees, is technology-oriented, has well-
established IT processes and widely uses standardized EA frameworks and agile methods
in IT projects. The focus of the study is to understand the definition of the speed of
enterprise IT and to investigate the measurement of the speed of enterprise’s IT to
support IT delivery.

3.2 Data Gathering: Qualitative Expert Interviews

We conducted 10 expert interviews with staff in different positions and working areas
to develop a better understanding of the meaning of “speed of enterprise IT” and the
challenges of measuring speed of enterprise IT. The qualitative expert interviews were
developed, planned and conducted based on Kaiser’s [19] data collection method. The
interview guidelines were developed for experts in the fields of EA, DT projects as
well as strategy. The interview guidelines were written as scripts for semi-structured
interviews [18].

We created the interview guidelines for the experts in the work areas of EA, DT
projects and strategy and adapted the questions according to the roles. The interview
guideline for people working in EA, DT projects and strategy included qualitative ques-
tions on the speed of EA review of DT projects, the response to EA changes, the correct
or incorrect IT delivery of DT projects, the evolution of the speed of enterprise IT, the
role of IT complexity on the speed of enterprise IT, the speed of IT architecture in rela-
tion to IT platforms, the measures to increase or decrease the speed of enterprise IT, the
interactions between the speed of enterprise IT and IT architecture, and the resources
and their influence on the speed of enterprise IT, ways to increase or decrease the speed
of enterprise IT, interactions between the speed of enterprise IT and IT architecture,
resources and their influence on the speed of enterprise IT, practical ways to objectively
or subjectively measure the speed of enterprise IT, and the estimation of the speed of
enterprise IT by business units. We have supplemented the guidelines for DT projects
and strategy with questions on the degree of automation of project management and
the strategic relevance of speed in the implementation of DT projects. As planned, the
interviews lasted an average of 60 min, some of them ten or fifteen minutes longer than
planned, with 12 questions for the EA business unit experts and 14 questions for the
project level experts and the EAM experts.

Experts were selected for voluntary interviews on the basis of their position, sta-
tus, knowledge and experience. Other criteria for selecting experts were knowledge of
relevant functions, ability to provide accurate information and availability for interview
[19]. The expert interviews were conducted in accordance with the principles of protec-
tion of personal data, informed consent, anonymity, integrity and objectivity. The inter-
views were conducted continuously during the fourth quarter of 2023. The interviews
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were fully transcribed and analyzed with the help of MaxQDA. For further analysis,
directly identifying features such as interviewee names were replaced with function and
position descriptions. For pseudonymization, respondents were assigned consecutive
alphanumerical codes.

We selected the candidates for the interviews on the basis of working areas such
as EA, DT project or strategy. To obtain relevant information and gain access to the
functional knowledge of the experts, we also selected candidates with experience in one
of the three areas of work DT projects, EA and strategy. Around 50% of the respondents
deal with EA in their respective DT projects and business areas, a further 40% of the
business experts work in the area of DT projects, and the remaining 10% of respondents
are EAM managers. The interviewed experts have different positions and functions with
regard to DT projects and EA. The experience of the interviewed experts related to
project management and EA equates to several years of professional activity in their
enterprise. Table 1 lists the experts’ positions by alphanumeric code.

Table 1. Positions of the experts in the enterprise.

Expert Position Working area
El Enterprise and technical architect EA

E2 Enterprise and technical architect EA

E3 EA consultant EA

E4 Enterprise and technical architect EA

ES5 Enterprise and technical architect EA

E6 Project manager DT project
E7 Project manager DT project
E8 Product owner DT project
E9 Product owner DT project
E10 Enterprise architect EAM

The experts working in the areas of project-related functional architecture, project
management and EAM have shown particular interest in the findings of this case study,
which relates to defining and measuring of speed in enterprises IT in order to measure
their performance, improve the quality and timeliness of IT delivery and avoid time loss.

3.3 Data Analysis: Qualitative Content Analysis of the Expert Interviews

The general and basic information on IT processes in EA, IT delivery in DT projects
and the company’s EAM strategy, as well as the central EA tool, were taken from expert
interviews. Relevant information was derived from the expert interviews according to
qualitative content analysis to Mayring [20]. From this amount of relevant information,
findings and results were developed in the form of core statements and classified accord-
ing to their significance for the importance of IT in the company. The core statements
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were compiled and categorized according to the areas of DT projects, EA, business and
IT processes, degree of IT automation and strategy, as well as according to the measure-
ment activities. The further subdivision of the core statements was based on the model
of an IT organization in a company. In the core statements, we observed various activ-
ities in the conception and organization of IT. The observed activities were classified
deductively as plan, build and run.

In a systematic process, we analyzed the key statements according to the information
from the interviews in terms of source, area, description, reason, possible solution and
evaluation. We further analyzed this information to measure the speed of enterprise IT.
We categorized the information into activities, areas, factors that slow down or speed
up IT, what to measure and how to measure, for measurement within the enterprise.
In addition, the selected key statements were discussed with and verified by the EAM
expert.

The identified key messages present new challenges or new questions that are relevant
for measuring of speed in enterprise IT and IT delivery in the enterprise, and which
activities can influence the speed of enterprise IT. The findings also show that the speed
of enterprise IT is related to the context of quality, resources and cost, as well as to the
business value of IT.

4 Results

We present the key findings from our case study in the form of a concept of the speed
of enterprise IT, which will enable DT projects, IT department and the EAM function
to work with a joint understanding for measuring the speed of enterprise and improving
IT delivery.

Definition: Based on the findings of our study we propose that measuring the speed of
enterprise IT cannot be done objectively but only subjectively. The speed can only be
measured subjectively for two reasons: Firstly, different people may arrive at different
measurements based on their experiences and expectations, and secondly, the measure-
ment is subjective because subjectively defined plan values are used as a benchmark for
evaluating the IT as ‘fast’ or ‘slow’. In certain contexts, the speed of enterprise IT can also
be determined in relation to external reference values (benchmarks). If the realization of
compliance requirements is not achieved by a certain deadline, it can be concluded that
the IT was ‘too slow’” compared to this reference value. Where appropriate, the business
strategy can also quantify certain targets as benchmarks in terms of lost business value,
which can also have an impact on future IT value.

The measurement of the speed of enterprise IT is based on the subjective estimation
by various stakeholders by judging on the difference between the expected delivery time
in relation to reference values such as planned, target, expected and actual delivery time.
This measurement can be grounded on one or more interactions with the IT deliveries
in plan, build and run. We consider the speed of enterprise IT in the context of factors
such as the quality of IT, resource utilization, the cost of IT delivery and the potential
benefits of enterprise IT. Speed must therefore be measured in relation to the available
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resources (high speed might require additional resources), the quality (high speed might
lead to low quality) and the business value of IT (high speed might be required to realize
business value).

The experts suggested measuring speed based on various data and information that
can stem from different IT tools or other enterprise IT sources. In particular, data and
values from IT or EA tools, process indicators, data-driven project documentation, cus-
tomer reviews and survey tools are used as a source for objectively measuring the speed
of enterprise IT. But the objective measurement of the speed of enterprise IT from these
potential objective metrics is limited because the potential measures of experts are based
on subjective benchmarks and subjective plan values. While one could measure that a
project meets the expected delivery time of one year and is being perceived as “fast
enough” by one person, another person could have the expectation that this project
could be done within six months resulting in an evaluation as being “too slow”. Another
reason for the limited objectivity is that there is no uniform definition of the speed
of enterprise IT (neither in the literature nor in the investigated company). Therefore,
the subjective interpretation of the measurements is more important to people than the
objective measurements.

For this reason, we divide the measurement of the speed of enterprise IT into two
parts. One part is the subjective measurement of the speed of enterprise IT, and the second
part consists of the sources of objective measures related to the speed of enterprise IT.
Figure 1 shows a visual representation of the definition.

. Measurement
Stakeholders Estimation of based on

(business users, the speed of stakeholder's
EAM, EA, projects) enterprklse 1T expectations Ressources
[ Reference value }—
Comparison .
Business
I value of IT

Source of the
objective
measures

based on data
IT-/EA Tools

Fig. 1. The visual definition of the approach to measuring the speed of enterprise IT.

[ Data, Values, Indicators, Retrospectives, ... ]

Based on interviews with experts, we have developed a definition for the speed of
enterprise I'T focusing on the project perspective: In general, we understand the speed of
enterprise IT as the workload of a project divided by time. By the specific project-related
speed of enterprise IT, we mean the correct deployment and delivery of IT according
to defined time schedules based on planned resources while adhering to the target EA
and otherwise constant conditions. Figure 2 shows the general definition of the speed of
enterprise IT.
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Speed of Workload of project
enterprise IT = ;
(general) Time

Fig. 2. The definition of the speed of enterprise IT in general.

Regardless of the distinction between traditional and agile projects, all DT projects
go through the following three modes: they are planned, they built solutions and they
run systems and services. We refer to these modes as plan, build and run [21]. For plan,
build and run, the speed of enterprise IT means something different. In general, speed
of enterprise IT in plan mode is measured by the time it takes to plan a project or an IT
product. In build mode, speed of enterprise IT is measured by the time it takes to develop,
implement or improve IT. In run mode, speed of enterprise IT is measured by how fast
the IT service processes (e.g. incident management, time-to-recovery, etc.) work. In
a product-oriented organization, development and IT operations (DevOps) teams are
formed to perform these tasks. Since all tasks in DevOps teams, especially in build and
run mode, are performed by one team, the separation between plan, build and run IT
should be understood as functional and not organizational.

Although it is not possible to measure speed of enterprise IT objectively, it is possible
to measure the speed of enterprise IT subjectively in a regulatory and indicative way. For
this approach, we were able to use the key findings to identify the potential activities that
directly or indirectly affect the speed of enterprise I'T. We extracted the measurement
objects from the results as well as the reference and real values as indicators with
corresponding sources to measure or estimate the speed of enterprise IT. In addition, we
identified delay factors or speed-up factors for speed of enterprise IT. Figure 3 provides
an overview of the approach to measure the speed of enterprise IT related to of the
activities used to measure enterprise IT speed and in terms of the delay and speed-up
factors.

speed of enterprise IT

y

Reference value ]- Meaguring Real value
object l

/\

[ Delay factor J [ Speed-up factor ]

[ Activity for measuring the }

Fig. 3. Overview of the approach to measure the speed of enterprise IT.

We have identified the following 10 key activities for measuring the speed of enter-
prise IT (see Table 2). The activities are categorized according to the respective modes
and working areas.
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Table 2. Measuring activities by working area and mode.

No | Working area | Activity Mode
1 |EA Measure speed of enterprise IT through measuring IT complexity | Run
2 EA Measure speed of enterprise IT through processing of the EA Plan
review
3 |EA Measure speed of enterprise IT through the specification and Plan
quality of requirements
EA Measure time required to implement an IT requirement Build
DT project | Measure speed of enterprise IT as a function of waiting times Plan
6 | DT project | Measure speed of enterprise IT based on the realization of IT Build

delivery in projects

7 | DT project | Measure speed of enterprise IT based on speed on databases and Build
technical resource consumption

DT project | Measure speed of enterprise IT based on the quality of IT delivery | Build

9 | Strategy Measure speed of enterprise IT based on the complexity of strategy | Plan
implementation of IT guidelines and architecture principles

10 | Strategy Measure delayed IT deliveries Build

The activity (1) measure speed of enterprise IT through measuring IT complexity
in run mode can be used to evaluate synchronous or asynchronous communication as a
measure of coupling between systems and/or applications. The experts mentioned that
the coupling of synchronous or asynchronous communication is an important reference
value that is often seen as a response to functional requirements that lead to more or
less coupling. The experts also explained that the speed of enterprise IT is negatively
impaired by a highly complex application landscape.

Coupling refers to the degree of interdependence between software modules [22].
Coupling is used to measure the degree of interdependence between software modules
[22]. High coupling indicates tightly coupled modules that affect each other as a result
of changes [22]. Low coupling indicates independent modules, where changes in one
module have little effect on other modules [22]. High coupling indicates higher com-
plexity, says the expert. Due to the thousands of applications in large enterprises, a low
degree of coupling enables faster changes of the related systems as fewer other systems
are affected by the change.

Experts say that the focus of IT has traditionally been on applications. Applications
support specific business functions. The applications are usually ordered by a department
or are created indirectly and are usually delivered as departmental monoliths to support
the department’s employees in many roles. To support multiple business processes,
multiple applications from different departments need to be integrated. The employees
involved in the business process operate certain of the applications involved on a role-
specific basis via the user interfaces of these applications.
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When the IT support for a business process is changed, at least one application in
such an IT landscape must be changed. In the case of the departmental monolith, this
means that a function or part of the user interface must be changed, but the technical
dependencies of many other parts of the application must also be taken into account. This
makes the change more difficult than if the application only contained parts that belong
to the context of the change. Due to the size of the monolith and the dependencies, several
teams usually must work closely together. This requires additional communication and
coordination across team boundaries.

As reference values, the experts mentioned the number of interfaces between sys-
tems or applications, e.g. master data, personnel planning, bookings, complaints. These
interfaces can be read out as real values both visually in system context diagrams in M'S
Visio, Enterprise Architect, draw.io tools and in text form in asset management tools.
Other reference values are IT infrastructures that are to be designed as IT commodities
and modular IT as a measure of elastic and faster IT with few redundancies. Factors
such as rigid and non-modular IT, limited coupling and slow response to new business
requirements delay IT responsiveness and contribute to IT complexity. Better control of
IT complexity can be achieved through speed up factors, such as improving communica-
tion coupling, creating flexible IT in the sense of modularizing IT, providing the technical
basis of the EA architecture as a scalable capability, developing small-scale IT infras-
tructures into I'T commodities through EAM, using of automated IT, production-oriented
IT, flexible EA as well as creating smaller IT.

To (2) measure the speed of enterprise IT through processing of the EA review
in plan mode, the measurement objects such as the duration of the EA review in days,
the quality assurance of the projects reviewed by EA, the duration of the inventory,
the duration of the creation of the target EA and the gap analyses can be applied. The
following reference values are used for assessing the speed: date of project receipt until
the date of project approval, difference number of EA reviewed projects and rejected
project proposal, date of contract approval to date of contract conclusion. The real values
for this can be obtained from MS Project or the central EA tool. Factors such as the lack
of automatic information capture for EA reviews, significantly increased IT security
requirements, increasing demand for more EA support for analysis, manual data input
and output in the central EA tool, no automatic review of EA principles and guard rails
in EA reviews in projects delay the processing and speed of EA reviews. To improve the
speed of the EA review, the experts mentioned speed up potential such as prioritizing the
review of only critical requirements of the DT project to quickly deliver the first review
results from the review, automatic creation of EA documentation using EA tools as well
as the use of automatic EA templates for EA reviews in projects.

(3) Measuring the speed of enterprise I'T through the specification and quality of
requirements in plan mode is based on the understanding of IT requirements by devel-
opers, business engineers, EA architects and business experts. The error rate for incorrect
requirements, the number of unclear requirements, the avoidance of time lost due to clar-
ifications, the reduction in the number of changes such as change or new requests, the
avoidance of IT false developments and additional costs were mentioned from experts
as reference values. Corresponding real values from tools such as MS Project, JIRA and
Enterprise Architect are used for comparison. The creation of specifications by customers
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as non-IT specialists rather than IT developers and the lack of functional requirements
engineering from the outset, delay the creation of requirements and degrade their quality,
as implementation project specialists often do not understand the customer’s require-
ments properly. A lack of standardization of requirement documentation also leads to
case-by-case reviews and delays in project work. In order to improve the specification
and quality of requirements, and to avoid additional time needed for clarification, the
experts mentioned speed up factors such as creating requirements specifications with
the help of the project’s IT specialists, performing early specification of requirements,
using standard solutions, specifying requirements using checklists, creating a back-end
system to manage interactions between all partners in order to respond quickly to new
requirements.

How long does it take until the requirement is in production? How much testing is
required? Is test automation (TA) available as a basic requirement? These questions can
be answered by (4) measuring the time required to implement the IT requirement
in build mode. The experts suggested to take the following values as reference values in
build mode: time of response to new requirements, means date of receipt of requirement
until start of implementation, time span between date of processing and date of actual
solution, scope and type of testing, frequency of delivery cycle, time to market. According
to the interviews there are numerous real values in tools like MS Project, JIRA and ALM
Explorer. Lack of test automation (TA), rigid delivery cycles, low delivery frequency,
lack of transparency in the implementation of architecture and IT security requirements
at department and IT service level, unclear requirements even in agile projects at the
beginning of the project and a lack of standard solutions for requirements significantly
delay the implementation of IT requirements. Experts call for more responsibility to
be given to project managers or product owners to optimize release management. In
addition, they recommend a flexible delivery cycle with a net release time of 2 weeks
compared to a gross release time of 4 weeks. Two IT deliveries per day is a benchmark
for flexible delivery. TA must be included in all deliveries and the TA should always be
extensible.

Activity (5) measure speed of enterprise IT as a function of waiting times in plan
mode is designed to answer questions such as: How long do approvals for personnel,
funding and IT take? How long does it take for the introduction of new technologies to
be approved? Waiting times and additional costs were named by experts as key reference
values that need to be measured and reduced. Experts claim that the time in days for
approval by the works council committee and the estimate of costs and lost benefits
for the customer in MS Project can be used as real values for these reference values.
Additionally, the experts cited long approval procedures for the introduction of new
IT in the project as a delaying factor. By shifting approval decisions to DT projects
and shortening long procedures, approvals for the introduction of new technologies, for
personnel deployment and for financial decisions need to be accelerated, according to
the experts.

Enterprises can (6) measure speed of enterprise IT based on the realization of
IT delivery in projects. The realization rate of requirements and the delivered stories
in agile IT projects compared to project costs, resources and quality can be measured
in build mode. The experts suggest using the period from project start to project end,
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the resource consumption such as personnel costs in days and the costs per month
or the number of completed stories per sprint as reference values. The experts can
access collecting the real values for this from JIRA, MS Project and retrospectives with
customers. The main delay factors for delayed IT development mentioned by the experts
are a lack of customer retrospectives and target/actual comparisons, long planning and
review processes, too few resources, especially IT staff, lack of skills/competences, too
much manual work in reviewing extensive approval bases and security requirements
and no possibility of automatic review, lack of EA review of projects and delays in
clarification. In addition, the highly complex management structure delays decisions
and project meetings can be too complex. At the end of the project, top management
can cause unexpected changes in IT delivery. The factors recommended by experts to
speed up IT delivery are to conduct weekly or monthly retrospectives with the customer
during IT delivery and at the end of the project. It is important to implement shorter
cycles, work closely with the customer, create a minimum viable product, use an agile
mindset for product testing with customers and bring the DevOps team into the tasks
earlier. The interviewees recommend to transfer decision rights to the side with more
knowledge and increase the power of the project manager and the DevOps team.

The activity (7) measuring the speed of enterprise I'T based on speed of databases
and technical resource consumption in build mode can compare resources in terms of
costs and quantities between providers (hyperscalers like AWS, Azure, IBM Cloud) as
measurement objects, according to the expert. As reference values, the experts suggest
analyzing the information in the AWS and Azure accounts (quantity, licenses, etc.) and
checking the invoices for product consumption on a monthly basis. To compare reference
values with real values, invoices should be evaluated as real values for the product in
order to check consumption and comparison and find favorable providers. Inefficient
use of service resources and unused licenses and costs hinder and delay the use of
technical resources in projects. Experts suggested increasing the transparency of the use
and efficiency of hyperscalers databases, accelerating IT services, predicting the costs
of software development and enabling the use of faster databases. The expert explained
that technical resource consumption is of great importance when measuring the speed
of enterprise IT, as the use of faster databases means that required data or relevant
information can be searched for and found more easily and quickly, or customers’ IT
requirements can be met more quickly thanks to faster IT services.

Using the activity (8) measure speed of enterprise IT based on the quality of IT
delivery in build mode, objects such as software components, modularization, time con-
sumption, costs, functionality can be measured. Experts suggest to consider the extent
of modularization of software components, time spent on software development, costs
and functionality as reference values. As real comparative values for this, delivered soft-
ware should be recorded and time and money contracts with the business units should be
checked. As the main causes of delayed IT deliveries, the experts cite software monoliths,
long and extensive projects, too few EA reviews of DT projects and customers’ rough
ideas and specifications regarding requirements. The experts suggest that the delivery
of high quality IT can be improved by making software solutions more modular, by not
delivering software monoliths and by organizing projects in smaller and shorter time
frames. A balance should also be struck between time and quality.
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The activity (9) measure speed of enterprise IT based on the complexity of strat-
egy implementation of IT guidelines and architecture principles in plan mode can be
used to answer the following questions. How complex is the strategy? How long will it
take to implement the strategy? How self-interested is the mindset of the business units?
The number of planned activities, the implementation period and the mindset of the busi-
ness units should be used as reference values. The real values for this can be collected
with the central EA tool and the use of survey tools. The experts named the following
as the main delaying factors: uncertain process for the functioning of the architectural
principles, reworking of the EAM strategy, long agreement on the implementation of
the strategy due to business units interests. In addition, local ways of thinking about the
use of resources, budgets and personnel make strategy implementation more difficult.
According to the experts, speed up factors such as executing the strategy more effec-
tively, analyzing whether the strategy is being implemented too slowly or the activities
are inappropriate, deriving the connection between activities and target achievement,
aligning the strategy for IT technologically with the future and defining a strategic EA
target for the next few years help to master the complexity of strategy implementation.

The activity (10) measure delayed IT deliveries in build mode is used to measure
the loss of benefit due to a delayed IT delivery. Business value is selected as the measure
object. The impact on the operational benefit of business units due to delayed IT deliveries
can be applied as a reference value. Real values from the central EA tool, MS Project,
retrospective with customers can be taken to compare the impact on the operational
benefit. The delay factors are a lack of contract transparency and lost benefits due to
delayed IT deliveries. By creating more transparency in contracts, delayed IT deliveries
can be reduced, according to the experts.

5 Discussion

The results presented in our case study focus on the development of a concept for
measuring the speed of enterprise IT. This approach can help to increase the speed of
enterprise IT, reduce time to market and strategically leverage the impact of IT in the
enterprise.

In this case study we have identified and described 10 specific activities used in the
case company to measure and evaluate the speed of enterprise IT. This article describes
the measurement objects, the reference and real values as well as the delay and speed
up factors for each activity based on the experts’ responses. We also highlighted the
role of different IT and EA tools for supporting these activities. These tools are specific
to the 10 described activities and contain matching data, values or information, which
are considered in the activities. With these 10 specific activities we advance research
on measuring the speed of enterprise IT by providing a set of empirically grounded
activities.

For example, if a change shortens the average time for an architecture review for
DT projects while maintaining quality or deliberately accepting minor compromises in
quality this change can increase the speed of enterprise IT in the plan mode. An increase
in the speed of enterprise IT could also be achieved through additional staff or fewer
review tasks. In the case of fewer review tasks, the quality of the EA review might be



How to Measure the Speed of Enterprise IT? 115

reduced. If a project is delayed because the IT infrastructure takes a long time to deploy,
this causes a negative impact on the speed of enterprise IT and IT delivery is slowed
down. If measures are taken to eliminate the causes, IT can be delivered more quickly.

The main goal of this case study was to determine how the speed of enterprise IT
is being measured in practice. With regard to this question, our study provides five
major insights: (1) The speed of enterprise IT cannot be measured objectively, but only
subjectively. (2) In certain contexts, the speed of enterprise IT can be determined in
relation (relatively) to external benchmarks (like meeting a deadline for fulfilling a legal
requirement). (3) The speed of enterprise IT must always be considered in the context of
resource consumption, cost, quality and the future business value of IT. (4) In general,
high speed is considered desirable and worthwhile as long as it is not achieved at the
expense of quality or excessive resource consumption. (5) Achieving a high speed of
the enterprise IT is not an end in itself. It helps to maintain and improve the enterprise’s
competitive position, to differentiate itself from the competition, to meet internal and
external customer expectations early, and to meet regulatory requirements on time.

EAM plays a significant role in enterprises for connecting IT with the business and
for achieving the best possible implementation of the business strategy. This has been
evident in many organizations for several years [23]. By virtue of its role, EAM is obliged
to support DT projects in these tasks. With regard to EA/EAM, our study provides
the following results: (1) The extensive planning and monitoring of DT projects by
EAM can be time-consuming and may slow down project progress. However, proactive
and strategic architectural planning can accelerate future projects by identifying and
implementing necessary architectural measures early on. (2) Architectural approaches
such as microservices can help to increase the speed of enterprise IT by enabling (sub-)
components to be developed, tested and deployed as independently as possible. (3) The
high cost and duration of EA reviews of project proposals can be reduced by prioritizing
the review of only the critical requirements of the DT project and using automated EA
templates to quickly deliver the initial review results. New EA approaches can increase
the speed of enterprise IT by enabling the development of (sub-)components or small
IT deliveries of SW.

For DT, the implications of our study are fourfold: (1) In DT projects, a great deal
of emphasis is often placed on speed in the conception and prototyping phase, which is
at the expense of architectural conformity, stability, security, etc. (2) Delays occur when
these are to be integrated into the regular IT infrastructure and scaled. (3) DT projects
often have to be subject to fewer restrictions in the conception and prototyping phase
which helps to be fast. (4) Continuous monitoring of DT projects by the EAM fosters
the convergence between project activities and architectural requirements.

For strategy, we see two major implications: (1) The successful implementation of a
strategy requires that the organization’s IT department is able to deliver IT products and
services quickly, in high quality and with low resource input. (2) As major changes to the
IT architecture or the IT department may be required, these changes must be included in
the strategy to ensure that they are sufficiently targeted and supported with the necessary
resources.
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6 Conclusion

This study contributes to research by improving the understanding of the estimation and
measurement of speed of the enterprise IT and IT delivery in projects.

The findings were empirically investigated and based on a single case study in a large
enterprise, using data from qualitative expert interviews. This paper provides results in
the form of a structured approach to activities for measuring the speed of enterprise
IT, identifies factors that increase or decrease the speed of enterprise IT, and outlines
strategies for advancing IT in terms of quality, resources and costs, business value of IT
and management of IT complexity. In this study, we found that the speed of enterprise IT
can be made measurable based on objective measures. However, within the organization,
the subjective interpretation and evaluation of these measures were more important than
the objective values which were measured.

Our findings highlight the relevance of a subjective understanding of the speed of
enterprise IT. While it is possible to objectively measure time and resources used for
a project as well as if the intended scope and features are delivered, the results can
still be interpreted as “(too) slow”, “as expected” or “fast” based on subjective plans
or benchmark values. In our data, we could see a heterogeneous understanding of the
speed of enterprise IT. Different people are involved in different activities and evaluate
the speed of enterprise IT based on these activities.

The main findings of the case study can be described as follows: (1) Subjective
measurement: IT speed is evaluated based on individual perceptions and experiences.
(2) Benchmark comparison: IT speed can be measured against industry standards and
external benchmarks. (3) Comprehensive metrics: IT speed should be measured in
terms of resource consumption, cost, quality and the future value of IT investments. (4)
Balanced speed: Delivering at high speed is beneficial as long as the required quality
is ensured and an excessive consumption of resources avoided. (5) Competitive edge:
A high speed of the enterprise IT is critical to remaining competitive, meeting customer
expectations and ensuring regulatory compliance.

While our findings are based on a single case study, we assume that similar measures
of the speed of enterprise IT can be found in other large enterprises. However, due to
its methodological limitations, our study does not claim to be applicable to all large
companies. Subsequent case studies may show that other organizations can identify
similar or different activities for measuring speed of IT in enterprises. In the future,
further case studies on this research question could be conducted in other large enterprises
as well as in small in medium-sized companies.
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Abstract. In current IT landscapes, there is a trend towards deploy-
ing multiple services each incorporating its own identity management
system. When implementing role-based access control (RBAC), each sys-
tem might utilize different roles adjusted to its own domain. We consider
inter-domain role mapping as a solution to this problem. In contrast to
most of the existing work, we focus on synchronizing multiple access con-
trol systems used by a single organization. Therefore, we first introduce
a framework as well as requirements for the successful implementation of
role mappings from one central, organizational domain to various target
domains. Next, we conduct a systematic literature review and show the
current state-of-the-art in inter-domain role mapping. Finally, we com-
pare the contents of the analyzed literature with our requirements to find
open issues for effectively managing RBAC in hybrid cloud environments.

Keywords: Inter-Domain + Role Mapping + Interoperability - RBAC -
Access Control - Hybrid Cloud - SaaS - Systematic Literature Review

1 Introduction

Role-based access control (RBAC) is one of the most popular models for access
management. For example, RBAC is the preferred choice for managing the secu-
rity of electronic health record systems [1]. Today, organizations tend to not
just use a single software, but a hybrid landscape consisting of multiple ser-
vices. For example, current research in the field of ERP system design deals
with the question of how to successfully integrate on-premise infrastructure and
software-as-a-service (SaaS) products [2]. Such implementations correspond to
the definition of hybrid clouds which can, for example, consist of a private cloud
hosted on-premise and several public or community cloud-based extensions [3].
As interoperability is a requirement for identity management systems [4], hybrid
cloud deployments require companies to synchronize the roles of various inde-
pendent RBAC units.

If, on the other hand, an organization views their access control systems
independently of each other, there is a risk that it will lose track of its user
authorizations. The IRBAC 2000 model [5] aims to bring interoperability to
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RBAC by adding inter-domain role mappings. Such mappings connect roles of
different domains and thereby specify which permissions a user of a certain role
has in each other domain. There are many research papers expanding the IRBAC
2000 model by deep-diving into various aspects of inter-domain role mapping.
However, conducting role mappings is not trivial: Security officers always need
to keep in mind that unwise mappings could result in the violation of security
guidelines. To the best of our knowledge, an overview of existing work is miss-
ing. This hampers researchers to quickly find open issues or answers to cross-
literature questions. Also, an overview would allow security officers to conduct
role mappings according to state-of-the-art guidelines.

In this work, we are interested in the question whether role mapping is suited
for hybrid cloud architectures consisting of several distributed domains that all
belong to the same organization. Therefore, we conduct a literature review on
the topic of role mapping and aim to answer the following two research questions:

RQ1: What is the current state-of-the-art in inter-domain role mapping
research?

RQ2: What are open challenges in inter-domain role mapping research, especially
in regards to hybrid clouds consisting of several stand-alone domains?

Whereas our literature review directly answers RQ)1, we propose a more com-
plex method for answering RQ2: First, we propose a hybrid cloud role mapping
framework which is based on the IRBAC 2000 model. In contrast to the original
model, our framework maps roles between domains that all belong to the same
organization. Also, our mappings are unidirectional and connect central, organi-
zational roles with domain-specific roles. Next, we introduce several requirements
which an organization needs to consider when mapping roles in such a setting.
Finally, we compare these requirements to the results of our literature review
and thereby find open challenges which current research does not address.

The following paper contents are structured as follows: Sect. 2 presents back-
ground knowledge necessary to fully understand our research contribution. In
Sect. 3, we propose our hybrid cloud role mapping framework and the corre-
sponding implementation requirements. Section4 explains the methodology of
our scientific literature review. Afterwards, Sect.5 shows the outcome of our
literature review as it summarizes the different concepts found. In Sect. 6, we
answer our research questions as previously explained, mention the limitations
of our contribution and show a future research agenda. Finally, we conclude our
findings and summarize our research in Sect. 7.

2 Background

In this section, we consolidate fundamental concepts required for understand-
ing the following contents of this research paper. Subsection 2.1 summarizes key
features of RBAC, an access control model that utilizes roles for granting permis-
sions to users. Afterwards, Subsect. 2.2 presents the IRBAC 2000 model which
introduces role-to-role mappings between different domains. Finally, Subsect. 2.3
explains hybrid hierarchies and the inter-domain role mapping (IDRM) problem.
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2.1 Role-Based Access Control (RBAC)

Ferraiolo et al. [6] propose a NIST standard for Role-Based Access Control
(RBAC). In our summary, we do not address every single element of their RBAC
model, but rather explain the concepts which are generally used in inter-domain
role mapping research; the core RBAC concepts are depicted in Fig. 1.

Operations
OoP
Objects
OB

Permissions P

Roles R

User Assignment
UA

Permission Assignment
PA

Fig. 1. The interaction between users, roles and permissions in RBAC.

— Users U are human persons, for example employees or guests, who need access
to at least one object.

— Roles R are the key concept of RBAC. In a simplified example, a company
could use their job positions as roles.

— Objects OB are use-case dependent, access-restricted resources. For example,
an object could be a text file, an executable program or a database table.

— Operations OP are executed by users on objects. For example, reading or
writing to a text file (object) are operations.

— Permissions P = 2(OBxOP) g16 a set of all possible authorization subset com-
binations including the empty set and the full set. The Cartesian product
OB x OP includes all combinations of object and operation elements.

— The user assignment UA C U X R is a many-to-many relation between users
and roles. This means, that a user can be assigned to multiple roles and a
role could be granted to different users.

— The permission assignment PA C P x R is a many-to-many relation between
roles and permissions. This means, that a role could be assigned to multiple
permission elements and a permission could be granted to different roles.

The authors define general role hierarchies H as partial orders on the role set
R, thus H C R x R. If (z,y) € H (also written as x > y), then the role x is an
ancestor of y and inherits all permissions granted to the successor role y. Figure 2
shows a small example in which R = {Administrator, Consultant, Developer}
and H = {(Administrator, Consultant), (Administrator, Developer)}. This hier-
archy follows, that users of the ancestor role Administrator have all permissions
assigned to the successor roles Consultant and Developer.

Core RBAC also includes sessions S, which allow RBAC systems to distin-
guish between assigned and activated roles. More precisely, a session is a mapping
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Administrator

Fig. 2. A simple example of a general role hierarchy.

between a user and some of their assigned roles, namely the active roles. Each
session therefore describes a time frame in which only some roles are active.
During a session, users can only use permissions of currently active roles. Next,
we propose two security principles which have to be maintained in RBAC.

Principle of Least Privilege. Sandhu et al. [7] describe the Principle of Least
Privilege as an administrative security approach which grants users only those
rights which they actually need to perform their job, and no more. In regards to
RBAC, assigning this minimized set of permissions works by defining a proper
user and permission assignment.

Separation of Duty. Simon and Zurko [8] define Separation of Duty (SoD) as a
security approach tackling fraud by requiring multiple people for the completion
of certain tasks. The authors differ between two variants: Static Separation of
Duty prevents a user from being a member of conflicting roles. Dynamic Separa-
tion of Duty allows users being assigned conflicting roles if certain conditions are
met. For example, users may not activate conflicting roles in the same session.

2.2 TRBAC 2000 Model
Kapadia et al. [5] propose the IRBAC 2000 model and extend RBAC by adding a

role mapping framework for collaborative environments. To be more precise, the
authors consider two different administrative domains Dy and D1, each having
their own role set Ry, R; and hierarchy Hy, H;. The organizations now decide
to work together and give users of domain D; access to domain Dgy. Therefore,
let us assume any roles x € Ry and y € R;. In the following, we represent
these role set assignments as xg, or respectively yg,. An association ygr, — g,
implies, that there is a role translation and users of role ygr, in domain D; are
now considered as of role xr, in domain Dy. Figure 3 shows an example.

In this setting, the company of domain D; sends human resources to a project
in domain Dy. The administrator of domain Dy conducts a role mapping (shown
as dashed arrows) from H; to Hp. If a translation is marked with NT, it is
non-transitive. Otherwise, role mappings are transitive. If our exemplary role
mapping yr, — Tg, is transitive, it follows that Vz € Ry, if zg, > yg, then zp, >
ZTR,- This means, that all ancestors zr, of role yg, inherit its role translations
and are implicitly mapped to the role x g, of domain Dy. For non-transitive role
mappings, this property does not hold.
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Ho H1

Administrator Administrator

In-House
Developer

_____________ Student
1

Fig. 3. A simple role mapping example between two hierarchies Hy and Hj.

Figure 3 includes a transitive role mapping WorkingStudentr, — Internp,.
Thus, all users of domain D; which are not only a Guestg,, have at least the
same rights as an Interng, in domain Dy. There is also a non-transitive role
translation Consultantr, — nT Developerg,. Thus, all Consultantr, users of
domain D; have the same access rights as a Developerg, in domain Dy. However,
users of role Managerg, or Administratorg, in domain D; are still considered
an Interng, in domain Dy.

2.3 Role Mapping in Hybrid Hierarchies

The Generalized Temporal Role-Based Access Control (GTRBAC) model
extends RBAC by putting emphasis on temporal constraints for role activa-
tions [9]. In [10], Joshi et al. distinguish between three types of role hierar-
chies which are suitable for working with the GTRBAC model. For simplicity,
we only introduce the unrestricted version of each hierarchy. In an I-hierarchy,
the permission-inheritance known from the previously introduced general role
hierarchy holds. Therefore, users who activate an ancestor role can also use
the permissions actually assigned to successor nodes. An A-hierarchy relies on
activation-inheritance, which means that users who can currently activate a cer-
tain ancestor role can also activate the corresponding successor roles. Finally, in
an IA-hierarchy, both of the previously explained concepts apply.

Du and Joshi [11] define a hybrid hierarchy as a role hierarchy whose relation
set can contain any relation that belongs to one of the three hierarchy types
just introduced. They show that in a hybrid hierarchy, the complexity of finding
the minimum role set that fulfills the permissions requested by a user is NP-
complete. This issue is referred to as the Inter-Domain Role Mapping (IDRM)
problem. The IDRM problem aims to fulfill the principle of least privilege for
role mappings based on collaborative permission requests in hybrid hierarchies.
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3 Hybrid Cloud Role Mapping Framework

In this section, we propose a centralized role mapping framework for hybrid
clouds that connects one central domain to multiple target domains. Each target
domain provides services for a cross-domain application and includes an own
RBAC unit. The central domain does not contain a service, but is crucial for
synchronizing the target domain role sets. Figure 4 shows an exemplary model.

SaaS Domain D3 SaaS Domain D4

Operations
OP4
Objects
OB4

Operations
OoP3

Objects
OB3

Permission
Assignment
PA4

Permission
Assignment
PA3

Permissions P3 t /' Permissions P4
I /
1 4
4
I Ve
t v
On-Premise Domain D1 1 w,’ On-Premise Domain D2
1 Operations
Hierarchy H1 -- Hierarchy H2 OP2

Organizational
Roles R1

Permission
Assignment
PA2

@ User
Assignment UA1

Fig. 4. Our centralized role mapping framework for hybrid cloud infrastructures in a
simplified setting which consists of one central domain and three target domains.

Objects
0B2

Permissions P2

As all domains belong to the same organization, there is only a single set of
users U stored in a central user database. These users require different permis-
sions P,, P3 and P in the target domains Dy, D3 and D,. In theory, it would
be possible to consider all target domains independently of each other and only
work with three user assignments U As, UAs and U A4. However, this method
could result in a security hazard as the overall access control structure would be
difficult to trace, especially when there are more than three domains.

In our example, domain D; includes the central user database and thus we
refer to it as the central domain. Therein, the user assignment U A; directly maps
the users U; to organizational roles R;. Since it is important to have full con-
trol over the user database, D1 is an on-premise domain. Just as in the IRBAC
2000 model, role mappings (shown as dashed arrows) between the role hierar-
chies determine which technical roles in Rs, R3 or R, are assigned to the users
U;. In contrast to the original model, our framework only allows unidirectional
mappings from H; to the other hierarchies Hy, H3 and H4. Thereby, we intend
to simplify the user management and bring interoperability to the distributed
access control systems. After all, the mappings unify the technical roles of all
target domains based on which organizational role(s) the users are assigned to.

Depending on the organization design, different role sets and role hierarchies
may be more or less similar, which makes the creation of role mappings more
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or less difficult. Cloud services could have a similar role structure to on-premise
services if the company only uses them as replicas. For example, cloud backups
can be used for disaster recovery [12]. However, different domains often comple-
ment each other and therefore deploy different services, each with its own role
structure. Based on our framework, we present six requirements for successfully
conducting role mappings in a hybrid cloud consisting of heterogeneous domains.

— REQ1: Liu and Huang [13] mention that role mapping is limited to a coarse-
grained user-role assignment as it only allows exact mappings between roles
of different domains. The authors state that in a more realistic scenario,
organizations could prefer to only map some users of a certain role to another
role. Similarly, we state that organizations might also prefer to only map parts
of the permissions assigned to a role. Both issues correlate to the principle of
least privilege and thus follow that non-requested permissions granted by role
mappings should be minimized.

— REQ2: Role mappings between different domains may generate conflicts in
the access control structure. In [5], Kapadia et al. already mention some
security issues as well as possible resolutions. However, the authors do not
mention how to guarantee separation of duty. We require that there are no
role mappings that allow a user to activate conflicting roles at the same time.

— REQ3: Due to the increased complexity and workload faced when integrating
various, rapidly changing cloud-based identity management systems, gener-
ating role mappings should be automated as much as possible.

— REQ4: Li et al. [14] state that changing the role of a user might lead to unau-
thorized access and could even have cascading effects. In our case, modifying a
user assignment may have major consequences for their assigned permissions
in all other domains as the mappings for the new role directly apply. Thus,
it is important that security officers can effectively monitor role mappings as
well as their impact.

— REQS5: Usually, each target domain is managed by an own designated admin-
istrator who is specialized in the respective domain topic. Thus, establishing
role mappings from the central domain to each other domain involves both
the target domain administrators and the security officers who create the
mappings. As a result, mapping roles is a highly collaborative task which
needs to be easily understandable for each actor taking part.

— REQ6: Our role mapping framework synchronizes role-based access control
across different domains. However, there is a need for assuring that only
trusted domains participate in this process. In the worst case, a foreign domain
that belongs neither to the own organization nor to a known collaborating
company would be able to map their roles to the local infrastructure.

4 Research Methodology

Our goal is not only to find the current state-of-the-art in inter-domain role map-
ping, but also to examine the emerging challenges in hybrid cloud environments.
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Therefore, we compare the requirements introduced in Sect.3 against results
from a concept-centric literature review according to Webster and Watson [15].

In April 2024, we began to search for suitable articles by systematically query-
ing the Scopus database. Thereby, we only included work having the exact term
role mapping written in the paper abstract. Also, we limited our search by only
including journal articles and conference papers. In this process, we could gen-
erate 124 hits. Similarly, we queried the ACM Digital Library, the AIS eLibrary
and the IEEFE Xplore database. When analyzing the results of searching the
ACM Digital Library and IEEE Xplore, we found that the hits were a subset of
our Scopus search results. Querying the AIS eLibrary resulted in two new hits.

Besides Scopus, the Web of Science Core Collection is another world-leading
source for academic work [16]. Thus, in August 2024, we also queried this
database and found 65 hits. When comparing the results to our Scopus hits,
we noticed that the search in the Web of Science Core Collection resulted in
four new hits.

In total, we could generate 130 unique hits. We first read the abstract of each
paper and if we afterwards still had doubts whether the article is relevant for our
research, we continued to look into the paper contents. As for inclusion criteria,
we classified a hit as relevant if it contributes to expanding the research field of
inter-domain role mapping presented in our background Sect. 2. Also, the article
had to be available to us in any online library. After analyzing all hits, we found
44 relevant sources. Finally, we also performed a backward and forward search,
which resulted in four more relevant publications. This means, that we include
a total of 48 papers in our review. Table 1 provides an overview of the scientific
literature search we just proposed in this section.

Table 1. An overview of our scientific literature search to the topic of inter-domain
role mapping between April and August 2024.

Database Limited to Search String Hits|Relevant
ACM Digital Library RESEARCH-ARTICLE, ARTICLE Abstract:(“role mapping”) 2 |2

AIS eLibrary Journal, Conference, Series abstract:“role mapping” 2 0

IEEE Xplore Journals, Conferences (“Abstract”:“role mapping”)32 |19
Scopus Article, Conference Paper ABS(“role mapping”) 124 43

Web of Science Core Collection Article, Proceeding Paper “role mapping” (Abstract) 65 |26

Sum (Unique) 13044
Backward & Forward Search 4

In Total 48

5 Results

When scanning the documents in more detail, we assign each article at least one
concept and thereby group publications topic-wise. In the following subsections,
we further explain each concept and focus on mentioning the respective contri-
butions of each article. Table 2 shows our concept matrix with columns ordered
according to the concept sizes. Overall, we can find six different topics.
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Table 2. Concept matrix resulting from our systematic literature review.
Authors Article| Concept
Conflict ResolutionPrinciple of Least Privilege/Trust M: ion Project|/Cloud Computing/Automation
Abdelfattah et al. |[17] . .
Abdelfattah et al. |[18] . .
Chen and Crampton|[19] .
Chen and Crampton[20] . .
Chen et al. [21] .
Chen et al. [22] .
Deng et al. [23] .
Deng et al. [24] . .
Diao et al. [25] .
Du et al. [26] .
Fan et al. [27] .
Fan et al. [28] .
Geethakumari et al. |[29] .
Ghosh et al. [30] . .
Guo et al. [31] .
Hu et al. [32] . .
Hu et al. [33] .
Hu et al. [34] . .
Huang et al. [35] . .
Huang et al. [36] .
Kamath et al. [37] . .
Kun et al. 38] .
Lict al. 39] . .
Li et al. [40] . . .
Liet al. [41] .
Lv et al. [42] . .
Pan et al. [43] . .
Shafiq et al. [44] . .
Shehab et al. [45] . .
Solanki et al. 46] .
Sun et al. [47] .
Tang et al. [48] . .
Tang et al. [49] .
Unal and Caglayan |[50]
Wang et al. [51] .
Wang et al. [52] .
Wang et al. 153] .
Wang et al. [54] . .
Xia 55] . .
Xiang et al. [56] . .
Yang et al. 157] . .
Yu et al. [58] .
Zhang and Joshi [59] . .
Zhang and Joshi [60] .
Zhang and Li [61] . .
Zhang et al. [62] .
Zhang et al. 163] .
Zuo et al. [64] .

5.1 Conflict Resolution

The largest subset of role mapping research is concerned with the algorithmic
resolution of associated conflicts. There are particularly many articles resolving
separation of duty conflicts. We find research about both assuring static SoD
[23,24,26,32-34,49,52,54,55,64] and dynamic SoD [43-45,48,59]. In terms of
static SoD, some authors directly mention to work with constraints for Static
Mutually Ezxclusive Roles (SMER) [23,24,26,32-34,49,64]. In [33] and [34], the
authors also discuss the possibility to adjust the RBAC policies of the target
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domain in order to enable interoperation. Determining whether a static SoD
problem can be solved is NP-complete [20].

When it comes to dynamic SoD, Zhang and Joshi [59] propose and solve
the User Authorization Query (UAQ) problem which describes the issue of find-
ing sufficient roles which can be activated during one session. Solving the UAQ
problem is NP-hard [20]. Research also suggests to conduct role mappings based
on activation-inheritance when connecting conflicting roles in a hybrid hierar-
chy [43]. This also applies to the case where two users are not allowed to activate
the same role at the same time [48]|. Shehab et al. [45] examine multi-domain
access paths based on role mappings in order to resolve constraints for Dynamic
Mutually Exclusive Roles. It may happen, that the joint use of two role mappings
leads to a SoD conflict. Shafiq et al. [44] show how to formulate integer programs
that efficiently decide which mapping should be removed.

Besides examining separation of duty conflicts, focus also lies on resolving
cyclic inheritance [21,36,39,40,42-45,52-54,56,58]. This issue describes a situa-
tion in which cyclic role mappings across different domains map a successor role
to a higher-ranking ancestor role from the same domain. As a result, users which
are actually assigned to the successor role can now also use the rights assigned
to the ancestor role. Lastly, some contributions [28,37,44,57] resolve semantic
conflicts when creating a global access control policy based on role mappings.
For example, different local policies may differ in naming conventions.

5.2 Principle of Least Privilege

Our results show that examining the principle of least privilege is another large
subset of role mapping research. For example, we find solution approaches based
on rules [54], also allowing direct permission assignments [32], creating new
roles [17,18] or splitting existing roles [43,44,48,62]. Latter technique maps for-
eign roles to new subsets of local roles which are created based on the requested
permissions. In [48], the authors also utilize request-splitting and thereby cre-
ate subsets of permission requests. This approach is helpful if not all requested
permissions can be acquired in the target domain.

Huang et al. [35] use a greedy approach for mining a minimal role set in a
role mapping scenario. We find various articles proposing greedy algorithm(s)
for solving the IDRM problem [19,30,55,56,59]. In [19], the authors state that
their solution approach is based on an availability point of view which aims to
find a minimal role set being assigned the requested permissions but only a min-
imized set of additional permissions. In contrast, the safety perspective is about
finding a minimal role set granting the maximal set of requested permissions,
but no other permissions. Similarly, Zhang and Joshi [59] also differ between
an availability and a least privilege-based approach. Latter option is similar to
the safety perspective introduced in [19]. In terms of computational complexity,
the IDRM-availability problem is NP-hard, but the IDRM-safety problem is in
P [20].

Ghosh et al. [30] solve the IDRM-availability problem and use various evalu-
ations metrics for showing that their approach outperforms [11] and [19]. In [55]
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and [56], the authors improve the greedy algorithm introduced in [11]. In [60],
Zhang and Joshi introduce the role-based domain discovery problem which is
about finding domains that contain all resources correlating to a set of requested
permissions. For fulfilling the principle of least privilege, the authors use one of
the greedy algorithms presented in [59].

5.3 Trust Management

Before mapping roles from foreign domains to the local infrastructure, companies
have to define trust relationships with the requesting organizations. After all, no
untrusted users shall access the own systems. In relation to this topic, we find
that most articles suggest [51] or use [22,27,31,38,40] a Public Key Infrastructure
(PKI) for their authentication framework. In [22], the authors show research
about role mappings in different circles of trust. Each cycle deploys its own
PKI, which already connects different identity providers. When defining a trust
relationship between identity providers of different trust cycles, these exit points
require certificates of both PKIs associated with the two trust domains. Other
articles do not directly mention PKIs, but also utilize private and public keys
for secure communication between domains [39,45,47].

In [39] and [40], there is a central server connecting collaborating domains.
When conducting role mappings, participating domains are never linked directly
but the mappings always pass through a virtual role hierarchy. In [29] and [42],
a central server is used for defining a global ranking system of domain-specific
roles. In contrast, we also find research focusing on a distributed approach: Zhang
and Li [61] only deploy a client-side and a target-side authentication module.

Some articles look at the topic of trust from a perspective other than authen-
tication. Deng et al. [24] consider the migration of SMER constraints between
collaborating domains. The authors state that the domain migrating a constraint
needs to trust the other domains to understand and not manipulate the trans-
ferred constraint. In the architecture provided by Hu et al. [34], each domain
implements a monitor module for evaluating the risk of an incoming request.

5.4 Implementation Project

Some research articles present practical projects that implement inter-domain
role mappings. For example, Sun et al. [47] use a blockchain to make role map-
ping rules readable for the public. Some authors [28,29,40,43,57,61] mention
to use XACML for defining access control policies. SAML is used to define role
memberships [40] or general authentication mechanisms [57,61]. Both technolo-
gies are markup languages based on XML. Zuo et al. [64] use XML to define
role mappings between domains. The authors structure their XML document as
follows: Each domain contains its roles as sub-elements and, in turn, each role
contains the roles to which it is mapped as sub-elements. Kamath et al. [37]
use X-RBAC [65], which is a XML-based language for defining RBAC policies
in multi-domain settings. Unal and Caglayan [50] introduce an own XML-based
language for inter-domain access control including role mappings.
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Besides the technologies used, we consider two projects to be especially useful
for security officers who need to define role mappings: Fan et al. [28] develop
a tool that automatically detects conflicts which are based on role mappings.
The tool also summarizes the conflicts in corresponding analysis reports. Pan et
al. [43] present a tool for visualizing multi-domain RBAC policies and illustrate
in-between role mappings by connecting roles from different domains.

5.5 Cloud Computing

Due to our research question, we are especially interested in how role mapping
is applied in cloud environments. We find that most research assumes different
organizations which collaborate by sharing a cloud service [17,18,30,46]. Some
articles [17,18,46] directly mention the multi-tenancy of cloud products and
focus on role mappings between the tenants. In [46], Solanki et al. introduce a
super tenant which holds a mediaton role for the final mapping specifications.
Ghosh et al. [30] assume that the provider domain conducts all role mappings
based on the requests of the remote domains. In [40], the authors mention that
there is a trend towards building a central, virtual server for connecting private
and public cloud resources.

Even if not directly mentioning cloud computing, we also assign articles that
focus on web services to this topic [35,61]. In our understanding, web services
are an equivalent to SaaS products. In [35], Huang et al. consider a composite
web service which is similar to our hybrid cloud model consisting of multiple
domains. Just like our considerations in Sect. 3, the authors mention that there
are two options when granting employees access to a new domain: Either the
organization creates additional users for all employees in each new domain (this
correlates to extending the user assignments) or a single sign-on mechanism
based on role mappings is implemented.

5.6 Automation

Zhang et al. [63] propose an algorithm for calculating the semantic similarity
between two roles in a single role hierarchy. Therefore, the authors consider
both the distance between the roles and their similarity in terms of assigned
permissions. Similar to this approach, Diao et al. [25] and Li et al. [41] introduce
inter-domain role mapping recommendations based on semantic similarities. This
means that the latter two publications focus on the similarity of roles in differ-
ent hierarchies. As for recommendation criteria, both articles use the following
factors:

— Similarity of concept sets: The concept set of a role consists of various
properties such as for example its name, its permissions and its description.
When comparing concept sets between two roles, not only the actual terms
but also WordNet-based synonyms are taken into consideration.

— Similarity based on role hierarchy: The position of a role within a hier-
archy and its relationships to the other roles are also important factors to
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consider. To give a simple example, two roles from different domains may be
very similar if both only have successors but no ancestors.

Other research aims to automate role mappings based on attributes [37,57].
In [37], roles are considered more similar if the respectively assigned users share
similar attributes. The authors also consider the synonyms of the attributes.
Yang et al. [57] first translate attributes to numerical values and thus also prevent
the issue that different domains may have assigned unequal terms to their roles.

6 Discussion

In this section, we interpret our results from Sect. 5. First, Subsect. 6.1 shows
a state-of-the-art in inter-domain role mapping research as we map the require-
ments from Sect.3 to the concepts shown in Table2. If we cannot map each
requirement to an existing concept, we discover open issues that have not yet
been addressed in scientific publications. In Subsect. 6.2, we briefly mention the
limitations of our research contribution. Finally, in Subsect. 6.3, we conclude our
discussion by showing our concrete future research directions.

6.1 Main Findings

Our literature review shows that existing work is very theoretical in its approach.
Most research (see Subsects. 5.1 and 5.2) aims to find algorithmic solutions for
separation of duty conflicts or for the fulfillment of the principle of least privi-
lege. We map both concepts to our requirements REQ1 and REQ2. However,
we have further remarks for applying the principle of least privilege: First, the
original IDRM problem aims to find sufficient roles for a single user request.
As to our understanding, however, it is possible to apply shown solutions for
role-to-role mappings if entire user groups (sharing a common role) require cer-
tain permissions in another domain. Secondly, in contrast to approaches such as
role splitting, solutions to the IDRM problem never create new roles and there-
fore prevent a role explosion. However, each variant of the IDRM problem also
has disadvantages: Solving the IDRM-availability problem can lead to a solution
which grants users additional, non-requested permissions and thus does not fully
comply with the principle of least privilege. When solving the IDRM-safety prob-
lem, users may not be provided with every permissions needed. The bottom line
is that security officers have to decide on a particular course of action, but would
maybe prefer a trade-off between fulfilling the principle of least privilege and not
generating a role explosion while still granting all permissions as requested.
Next, Subsect. 5.3 shows how to set up a role mapping environment that
only allows trusted domains to join a collaboration. We map this concept to
our requirement REQ6 which corresponds to this topic. Existing sources focus
on PKIs but in [34], the authors also mention to evaluate the risks of foreign
requests. We believe that such approaches are important because role mappings
could contain errors. False mappings would allow users to exploit roles which they
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actually should not be assigned to. In order to prevent such issues, we recommend
to investigate fraud detection mechanisms in inter-domain role mapping.

REQ3 states that role mappings should be automated as far as possible.
We map this requirement to the corresponding concept that describes current
automation approaches. As Subsect. 5.6 shows, these are based on semantic simi-
larity or attribute mappings. Both methods are not based on permission requests
and are therefore difficult to reconcile with the principle of least privilege. How-
ever, we suggest to investigate a specific use case: Organizations may rent various
cloud infrastructure platforms and thus use several, predefined roles provided by
different cloud vendors. We wonder if roles predefined by different cloud vendors
are similar and, if so, whether those can be mapped semantically.

REQ4 emphasizes the importance of efficiently monitoring role mappings.
In found literature, there is only one approach which visualizes inter-domain role
mappings [43]. We see this project as a first step in the right direction, but could
not find an article which focuses on monitoring large role mapping architectures,
whose impact may be difficult for humans to track. Thus, we do not consider this
requirement to be met. Subsection 5.4 summarizes used technology stacks behind
practical projects which implement role mappings. Researchers in the fields of
security or software architecture can use this knowledge and build monitoring
solutions which reduce the risk of losing track of complex mapping structures.

REQS5 states that conducting role mappings is a collaborative task and
should therefore be easy to understand for everyone involved. However, we can-
not find guidelines that explain how to proceed in a realistic setting. As said,
most of the found sources are theory-based. Thus, current research cannot fulfill
this requirement. Subsection 5.5 summarizes existing publications dealing with
role mappings in cloud environments. However, current research does not focus
on practical cloud computing examples in enterprise structures. Rather, cloud
computing serves as a more modern example for role mapping algorithms due
to its multi-tenancy capabilities. We suggest to extend this research domain by
showing how to implement role mappings in a corporate cloud setting.

6.2 Limitations

First of all, it is important to mention that this article only considers RBAC.
As already mentioned in the introduction, the reason for this is that RBAC is a
popular choice for access control. Also, many systems support its implementa-
tion. However, there are also other access control models, such as Attribute-Based
Access Control (ABAC) [66]. In contrast to RBAC, ABAC does not use roles but
attributes and policies to decide on authorization requests. In complex environ-
ments with multiple domains, the use of ABAC would therefore prevent security
officers from having to manage a large number of roles.

Secondly, our literature review only includes role mapping research. When
creating inter-domain role mappings based on permission requests, role mapping
research assumes that both collaborating domains already contain role sets. Even
if the role sets in target domains can be manipulated by splitting roles or adding
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new roles, the question remains as to how an organization should restructure
their unified access control systems or build a solution from the ground up.

6.3 Future Research Agenda

Given the users U, the permissions P and the permissions each user requires,
the basic Role Mining Problem (RMP) aims to find roles R, user assignments
U A and permission assignments PA while minimizing the number of roles and
matching the requested permissions with the permissions obtained by assigning
the proposed roles [67]. For example, mining roles can be based on cluster-
ing [68], an unsupervised machine learning technique. In [67], the authors
not only present the basic RMP, but also several of its variants, such as the
Minimal Noise Role Mining Problem (MinNoise RMP), which fixes the num-
ber of roles while minimizing the difference between required permissions and
actually assigned permissions. The number of roles can therefore be considered
as an input parameter which influences how well the output correlates to the
principle of least privilege. Referring to our findings in Subsect. 6.1, role mining
thus allows security officers to find trade-offs between only assigning required
permissions and generating a reasonable number of roles. Also, now referring to
the limitations outlined in Subsect. 6.2, role mining outputs the entire role set
and its assignments to users and permissions. Role mining therefore suits the
(re-)organization of role structures from the bottom up.

We are interested in examining how the RMP can be applied to a multi-
domain environment. In particular, we aim to find a solution for the framework
we presented in Sect. 3. Therefore, we propose a bottom-up approach which first
mines the technical roles of the target domains and then creates the organiza-
tional roles. The procedure below describes this algorithm in more detail:

1. For all target domains Do, D3 and Dy, find out which permissions in Ps, P3
and P, each user in U; requires (or does not require anymore).

2. Decide on a value for an input parameter that determines whether the subse-
quent mining processes focus more on fulfilling the principle of least privilege
or on generating a reasonable number of roles.

3. For all target domains Dy, D3 and Dy, solve some variant of the RMP.

4. For the central domain Dy, apply an algorithm which mines the organizational
roles Ry and the user assignment U A;. This algorithm must take into account
that UAs, UA3 and UA,4 can be replaced by adding role mappings between
the hierarchy H; and the target domain hierarchies Hy, Hs and Hy.

5. If not satisfied with the outcome, go back to step 2 and re-run the algorithm
with a changed input parameter.

After reviewing existing literature on the topic of role mining, we will further
develop the proposed algorithm and test whether it is suited for realistic settings.

7 Conclusion

In this paper, we show two major research contributions: First, we define a
hybrid cloud framework for inter-domain role mappings. In contrast to most of
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the existing literature, we assume role mappings between different domains that
all belong to the same organization. We highlight several requirements which
an organization should consider when implementing role mappings in such a
distributed environment. Secondly, we conduct a systematic literature review
and present the current state-of-the-art in the field of inter-domain role mapping.
Our results show that existing research is mainly concerned with algorithmic
solutions and less with practical examples in the field of cloud computing.

Finally, we combine our two contributions by mapping the requirements for
our framework to the different concepts we found in existing literature. In doing
so, we reveal various open challenges which future researchers can address to
further improve the feasibility of a hybrid cloud role mapping framework. For
example, current role mapping research lacks a direct comparison between fulfill-
ing the principle of least privilege and generating a reasonable number of roles.
We consider role mining as a suitable solution for filling this research gap. Thus,
our next step is to further develop a multi-domain role mining algorithm.
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Abstract. Since the rise of Enterprise Architecture (EA) in the first decade of this
century, three surveys about the perceived contribution of EA have been conducted
in the Netherlands. This paper compares these three surveys mutually and with the
international literature about EA benefits. Developments in the perceived contri-
bution of EA over time are analyzed using a set of 31 categories where benefits of
EA can be expected, called the EA benefit areas. We found a set of 12 EA benefit
areas (which we have called the core EA benefit areas) that are mentioned in most
of the literature about EA benefits and score (relatively) high in all three surveys.
We also found a notable increase in the perceived contribution of EA in the second
and third surveys compared to the first, indicating that generally EA is assessed as
auseful discipline nowadays. The analysis further shows that over time, the focus
of EA has extended from an internal orientation to include the environment of the
organization. From the observed evolution in EA benefit areas, we conclude that
the areas where a contribution of EA to the organization is perceived are not static
but have increased over time. Based on recent developments in and around EA,
we have extrapolated where changes in the perception of the contribution of EA
may be expected in the future. The results of this research may support architects
in optimizing the value they contribute to their organization.

Keywords: Enterprise Architecture - Enterprise Architecture Value - Enterprise
Architecture Value Survey - Longitudinal Research

1 Introduction

In the literature, many benefits of Enterprise Architecture (EA) can be found, but most of
these claims are not supported by empirical evidence [1-4]. To illustrate: Shanks et al. [2]
found in 2018 only 12 publications with empirical evidence about EA benefits, among
them 8 surveys, and in 2021 Ahleman et al. [4] counted 13 surveys about EA benefits, EA
practices, and EA success factors. To obtain more empirical evidence about EA value,
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we conducted a survey in the spring of 2021 into the perceived contribution of EA in the
Netherlands. Including this survey, since 2010 three surveys tailored to the perceived
contribution of EA in the Netherlands have been conducted: in 2010 by Foorthuis et al.
[5], in 2014 by Plessius et al. [6, 7], and, as already mentioned above, in 2021 by
Plessius et al. [8]. These three surveys divide the discussion about the contribution of
EA in timeframes. In this paper, we look at changes visible across these timeframes,
both in the international literature about EA value and in the outcomes of the three
surveys. A challenge in comparing these three surveys is that no commonly accepted
classification of EA benefits exists [1, 9-11] and as a result, the constructs used in the
three surveys are different. To overcome this problem, we used the classification from
[8] and defined a mapping procedure to represent the benefits of the other two surveys
in this classification.

This research contributes by providing insight into the changes in the areas where a
contribution of EA to organizations is perceived and in which direction these changes
may continue in the future. The research question addressed is: How has the perception
of the contribution of EA in the Netherlands evolved over time? In a practical sense, this
research highlights the areas where the expectations about the contribution of EA are
greatest and supports architects in choosing which areas to focus on to create maximum
impact.

The paper is structured as follows. In the next section, we discuss the background of
the classification used, followed in Sect. 3 with the research approach chosen, including
the mapping procedure. In Sect. 4, the results of the comparison can be found, which
are analyzed in more detail in Sect. 5. In Sect. 6 we look at the areas where in the future
EA contributions may be expected. Section 7 closes the paper with a discussion of the
results and the conclusions.

2 Background

2.1 The Three Surveys

In the first survey [5], 18 questions were asked about EA benefits, divided into questions
about EA benefits for the organization as a whole and EA benefits for projects. The
outcomes were mainly positive, but a distinct difference was found between EA creators
(for example enterprise architects) and EA users (for example project members and line
managers) where the first group scored higher than the second group. They also found
that compliance of projects with EA is a crucial factor in organizational performance.

In the second survey [6, 7], a difference was made between creators, implementers
(for example solution architects and project managers) and users of EA. The questions
were tailored to each of the three groups, and the survey questions were categorized
in the four perspectives of the balanced scorecard [12]: Financial, Customer, Internal
processes and Learning and Growth. The outcomes showed a notable increase in the
perceived contribution of EA compared to the previous survey and were again mainly
positive, except for questions in the Customer perspective where hardly any benefits
of EA were perceived (in the first survey [5], no questions about this perspective were
asked).
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In the third survey [8], the same three respondent groups as in the second one [6, 7]
were discerned. To categorize the survey questions a subdivision of the four perspectives
of the balanced scorecard was used. The outcomes are comparable to those in the second
survey [6, 7], but most questions from the Customer perspective scored higher, indicating,
according to the authors, a shift towards a more ‘outside-looking-in’ attitude of the
architects [8].

We expected that differences in questions and outcomes of the three surveys could (at
least partly) be explained by changes in the perception of EA as expressed by Lapalme
[13] in his three schools of thought: Enterprise IT architecting, Enterprise integrating,
and Enterprise ecological adaptation:

1. Enterprise IT architecting: the scope is the I'T/IS within the organization and the main
goal of EA is aligning the I'T/IS of an organization with the enterprise strategy. “EA
is the glue between enterprise and IT”.

2. Enterprise integrating: takes a holistic view on the enterprise and is concerned with
all aspects of the enterprise, including the I'T/IS. “EA is the link between strategy and
execution”.

3. Enterprise ecological adaptation: considers the organization in its environment and
as a consequence, puts adaptation and organizational learning central. “EA is the
means for organizational innovation and sustainability”.

2.2 The EA Benefit Areas

For a benefit to be credited as a contribution of EA, it is important that this benefit
can (at least partly) be attributed to the activities of the EA function and is relevant,
which in previous research [14] we have defined as contributing to the goals of the
organization. These two properties are used in [14] to define a classification of EA
benefits: by organizational goal and by activity of the EA function: “an EA benefit is
the positive contribution from (one or more) EA activities towards the desired state of
affairs for an organization as stated by some goal of that organization (based on the
definitions given by Renkema and Berghout [15])”.

In a Delphi study [16], with the help of 13 Dutch EA experts, a set of 31 categories
were discerned that together cover the organizational goals where a contribution of EA
may be expected: the EA benefit areas. In Table 1 these areas are summarized by keyword
and categorized in the four perspectives of the balanced scorecard [12], the starting point
for this classification. The full description of the EA benefit areas can be found in the
Appendix of this paper. For example, the keyword ‘Costs’ stands for the benefits of EA
concerned with goals related to the reduction in expenses made by the organization.

This classification was used in the most recent survey of Plessius et al. [8]. In the
questions of this survey the EA benefit areas ‘Costs’ and ‘Revenues’ were combined and
the areas ‘Procurement’ and ‘Technology (non-IT)” were left out as no EA benefits were
found in the papers consulted by the authors [8]. With these adaptations, the classification
is used as a ‘common denominator’ to compare the three surveys mentioned in the
Introduction.
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Table 1. The EA benefit areas: goal areas where a contribution of EA may be expected [16]

Balanced scorecard perspectives

Financial and

Customer and

Internal processes

Learning and growth

accountability partnerships

Costs (Customer) Logistics Competences
Revenues experience Procurement Culture

Investments (Customer) Business (production) Communication and
Compliance relationships processes knowledge mgt
Governance Product position | Marketing and sales Alignment

Risk management Market strategy | Service delivery Agility

Societal
responsibility

Ecosystem

Data management
Information mgt

Technology research
Evaluation and re-use

Technology (non-IT)
General management
Quality management
HRM

Innovation

3 Research Approach

The three surveys mentioned in the previous sections were conducted from October 2009
to May 2010 [5], December 2013 to January 2014 [6, 7], and April 2021 to May 2021
[8]. These surveys define three timeframes:

1. Up to 2010, including the survey of Foorthuis et al. [5].
2. From 2010 until 2014, including the survey of Plessius et al. [6, 7].
3. From 2014 until 2021, including the survey of Plessius et al. [8].

To be able to compare the three surveys, they must be (made) comparable. This
encompasses the background characteristics of the respondents and the questions asked
in the surveys. In all three surveys, a 5-point Likert scale was used but the questions
about the contribution of EA turned out to be quite different in the three surveys. To
make the questions and outcomes comparable we used the classification from Table 1.
These EA benefit areas were already used in the third survey [8] but for the other two
surveys [5] and [6, 7], a mapping was defined. As far as we know, no fixed method exists
for such mappings and we had to devise our way of working. As such a mapping is many
to many, meaning that a survey question may map on more EA benefit areas and several
survey questions may map on the same EA benefit area, two decisions had to be made:

1. A ‘cut-off’ limit. If a survey question maps marginally on some EA benefit area, what
is the limit beyond which this mapping can be neglected?
2. An arithmetic. How to weight the various mappings on the same EA benefit area?

To reduce the subjective nature of these decisions, we had the mappings done twice,
once by one of the authors of this paper and once by one of the creators of the original
survey. To decide whether the mapping of a survey question on an EA benefit area can
be neglected, we used the following criteria:
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1. Do the survey question and the definition of the EA benefit area (see Appendix) cover
some common ground’?
2. Is the mapping necessary or desirable in the context of the question?

If both experts answer the questions posed above with ‘yes’, the mapping is included,
but if a question is answered with ‘no’ by both experts, it is not included. If the experts
disagree or have reasonable doubt about an answer, a decision is made in mutual
agreement.

An example from the survey by Foorthuis et al. [5] is the question: EA turns out
to be a good instrument to integrate, standardize, and/or deduplicate related processes
and systems. It is not a priori clear which processes are included in the survey question.
After a discussion, it was decided that the question is related mainly to the definitions
of the EA benefit areas ‘information management’, ‘data management’, ‘and ‘business
processes’, and it seems at least desirable to include these EA benefit areas. While there
is some overlap with processes in EA benefit areas such as ‘logistics’ and ‘marketing
and sales’, these mappings were found neither necessary nor desirable, to avoid giving
this question too much weight in those areas.

Ideally, the weighting of various questions on the same EA benefit area should
balance the contribution of these questions to that EA benefit area. However, we found
no way to balance the various contributions, so we decided after consulting the authors
of the original surveys, to weight all mappings on the same EA benefit area equally and
average the scores given. Both the mapping procedure and the weighting method chosen
are debatable so the numbers derived in this way are an indication and should not be
interpreted as absolute. However, as the mapping and the weighting of all questions are
done in the same way, the numbers derived can be used for ranking.

As the questions in the surveys are based on benefits found in the literature, we
decided to compare the surveys with the literature referenced in the corresponding study.
Second, to highlight possible changes over time, we decided to use only papers published
in that timeframe. In the third place, to make the scoring uniform, we wanted to use the
same number of papers in each timeframe. In the last study [8] there were only five
papers that met these restrictions, so we selected, based on our earlier research into the
literature about EA value [8, 14, 16], the same number of papers from the first two
studies ([5] and [6, 7]). The benefits mentioned in the papers were mapped in the EA
benefit areas in the same way as the mapping of the questions in the surveys. But while
in the surveys a valuation is given to the benefits, in the papers they are only listed.
While some contributions were mentioned in only one paper consulted, others were
mentioned in several, and sometimes all, papers. To qualitatively reflect the degree of
agreement between the various papers, we used the following rating: if an EA benefit
area is mentioned in one of the papers, it is scored with a * +’. If it is mentioned in two or
three papers, we rate the area with a ‘“++’ and if it is found in four or five papers, we rate
that area with a ‘+++’. By this rating a * 4’ corresponds with: ‘has been mentioned’, a
‘++’ with: ‘has been mentioned several times’, and’+++’ with ‘is mentioned in (almost)
all papers’.
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4 Results

4.1 Background of the Respondents

In Table 2, we have listed the number of respondents in the three surveys, together with
the calculated error margin for a confidence level of 95%. The error margins in the first
two surveys are comparable, but the error margin in the last survey is greater, due to a
(much) smaller sample size.

Table 2. Survey size and calculated margin of error

2010 survey [5] | 2014 survey [6, 7] | 2021 survey [8]

Number of respondents 293 287 105
Margin of error (in percentage points) * | 6%pt 6%pt 10%pt

*) Confidence level 95%

In Table 3 the economic sectors of the respondents are listed.

Table 3. Distribution over economic sector

The organization I work for can be classified in | 2010 survey [5] | 2014 survey [6, 7] | 2021 survey [8]
the following economic sector:

No answer 0% 0% 0%
Agriculture, fishing, forestry and mining 1% 2% 0%
Industry and construction 6% 3% 13%
Energy, water and waste processing 5% 5% 4%
Education and research 2% 6% 7%
Health and community work 3% 5% 11%
Government (including Defense) 31% 24% 28%
Financial and insurance services 30% 35% 14%
Information, communication & recreation 12% 6% 7%
Trade, transport and other services 10% 13% 15%

In the first two surveys, we see comparable numbers while in the third survey, the
percentage of respondents in the industry sector is higher and the percentage in the
financial and insurance sector is much lower. In [8] this is explained by the fact that the
sector’Financial and insurance services’ has diminished considerably in the Netherlands
in the last decade. However, considering the error margins (Table 2), the differences could
also be explained by the uncertainty in the outcomes.

As a final reference point, we looked at the reported organizational size in the three
surveys. As Table 4 shows, the percentage of organizations with less than 2000 employees
has increased over time, which in [8] is explained by the fact that EA has become more
generally implemented since 2010, even in smaller organizations (of which there are
more than larger companies). Again, different explanations are possible here.
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Table 4. Organizational size

Number of employees 2010 survey 2014 survey 2021 survey
[5] (6, 7] (8]
<2000 28% 38% 50%
2000-5000 27% 23% 22%
>= 5000 44% 38% 29%

We conclude that because all three surveys are considered representative [5—8] and
differences in the background of the respondents can be explained, they are mutually
comparable. However, it should be taken into account that the third one, due to the lower
number of respondents, has a greater error margin.

4.2 First Timeframe: Up to 2010

The results of all timeframes can be found in Table 5 where empty cells mean that no
references to that EA benefit area were found in the literature consulted or that there are
no survey questions that could be mapped into that EA benefit area.

For the first timeframe, we collected EA benefits from the papers by Morganwalp
and Sage [17], Ross et al. [18], Niemi [9], Kappelman et al. [19] and Slot et al. [20]
and mapped these on the EA benefit areas as discussed in Sect. 3. From these papers,
we learned that EA benefits in this timeframe are mainly found in the Financial and
Accountability perspective, in the EA benefit areas concerning business processes, IT
and management of the Internal processes’ perspective, and in the EA benefit areas ‘align-
ment’, ‘agility’, and ‘communication and knowledge management’ from the Learning
and Growth perspective. Areas related to the environment of the own organization are
hardly mentioned as a source for EA benefits which is most obvious in the Customer
and Partnerships perspective. This is in line with the objectives of EA practice in that
timeframe: flexibility, adaptability, and reliability [21] or alignment, agility, interoper-
ability, and standardization [22]. It is also consistent with the Enterprise IT architecting
and Enterprise integrating schools of Lapalme [13] in which EA is focused on internal
business and IT processes, not on the interaction with the outside world. In the sur-
vey that ends this timeframe [5], for each EA benefit area we added the percentages of
respondents who scored high in that area (scores 4 and 5 on the 5-point Likert scale).

Table 5 lists these high scores, together with the middle scores (a 3 on the 5-point
Likert scale). The high and middle scores together indicate the percentage of respondents
who find there is at least some contribution of EA visible in that EA benefit area. The
survey follows the papers selected for this period and no questions were asked concerning
the customer or the market. It follows that no conclusions can be drawn about the
perceived importance of these areas.
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In the high-scores column, the relatively low scores in the EA benefit areas ‘costs and
revenues’, ‘ecosystem’, ‘culture’, and ‘agility’ stand out. The low importance given to
‘costs and revenues’ may be explained by the fact that in this timeframe, EA is arelatively
new discipline and has in most organizations not yet produced tangible results. The low
evaluations of ‘ecosystem’, ‘culture’, and ‘agility’ are in line with the focus of EA in
this timeframe [13]: internally oriented and mainly concerned with aligning business
and IT. The other EA benefit areas are evaluated as average (mid scores) to important or
very important (high scores), supporting the attention of EA to ‘internal affairs’ in this
timeframe, but no scores stand out particularly.

Table S. Importance of the EA benefit areas in the literature consulted and in the surveys

Ma BSC perspective Timeframe 1 Timeframe 2 Timeframe 3

Goal area Lit | %h %m Lit |%h |%m Li %h |%m
Financial and accountability

Costs and revenues +++ |[134 |494 |+++ |37.6 365 | +++ |51.5 |24.6
Investments ++ +++ ++ 59.6 1242
Compliance +++ |55.6 |31.0 |+++ |519 |38.7 |++ 83.0 |114
Governance +++ [52.7 |31.3 |+++ |723 |23.6 | +++ |575 |24.0
Risk management +++ |51.1 |43.1 |++ 46.8 224 | ++ 63.9 | 27.8
Societal responsibility + 40.0 |30.0
Customer and partnerships

(Customer) experience ++ 32.1 593 |++ 61.6 |19.3
(Customer) relationships + ++ 53.6 (346 |++ 56.9 |23.6
Product position ++ ++ 429 |53.7 | ++ 23.8 123.0
Market strategy + ++ 50.1 | 13.7
Ecosystem + 282 |559 |++ 69.2 |273 |+++ [59.2 175
Internal processes

Logistics + + + 49.7 1239
Business processes +++ 556 |31.0 | +++ |503 (459 | ++ 65.7 219
Marketing and sales ++ + 323 337
Service delivery ++ 48.8 |27.0
Data management +++ [55.6 |31.0 |++ 68.0 1299 |++ 684 | 17.1
Information management | +++ [55.6 |[31.0 |+++ |61.5 |356 |+++ 643 21.6
General management +++ 562 |244 | +++ |52.8 [40.7 | +++ [52.0 |283
Quality management +++ |38.7 |444 |+++ |514 399 | +++ |574 |227
HRM ++ ++ 429 1439 |+++ 553 |332
Innovation ++ ++ 555 369 |+++ 509 |28.7

(continued)
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Table 5. (continued)
Ma BSC perspective Timeframe 1 Timeframe 2 Timeframe 3
Goal area Lit %h |%m |Lit %h | %m |Lit %h | %m
Learning and growth
Competences ++ +++ [67.6 |31.9 |+++ |60.9 |19.3
Culture + 28.5 464 | +++ 622 |345 | ++ 645 |153
Alignment +++ |574 |30.8 |+++ |754 220 |+++ [65.1 |23.8
Agility +++ 253 |50.2 |+++ |57.1 |33.1 |+++ [60.1 |243
Technology research + 35.1 |40.1
Communication and KM | +++ [46.2 |40.1 |+++ 429 [33.1 |+++ [53.6 |289
Evaluation and re-use ++ +++ [38.2 |60.0 |++ 33.6 1299

Lit: the relative importance of the EA benefit area in the papers selected for that timeframe
% h: the percentage of respondents who considered the contribution of EA as (very)
important (4 or 5)

% m: the percentage of respondents who considered the contribution of EA as average (3)
Empty cells: no references found in the literature selected/ no question asked in the survey

4.3 Second Timeframe: From 2010 Until 2014

For the second timeframe, we collected EA benefits from the papers of Boucharas et al.
[10], Tamm et al. [23], van der Raadt [24], Lange et al. [25], and Wan et al. [26]. In
these papers we discern, compared to the first timeframe, an increasing agreement that
EA benefits can be found in areas related to the outside world. The increasing interest
to include the outside world in the EA is evident in the Customer and Partnerships
perspective (see Table 5). It seems that EA has started to look ‘outside in’, possibly
influenced by the interest in customer journeys [27] which connect the outside world with
internal business processes and IT, areas that were already recognized as EA benefit areas.
Also, in the Learning and Growth perspective, EA benefits are mentioned more often
than in the preceding timeframe, marking a beginning transition towards the Enterprise
ecological adaptation school of Lapalme [13].

The increased attention to the outside world is reflected in the survey of Plessius
et al. [6, 7] that ends this timeframe and in which most EA benefit areas in the Cus-
tomer and partnerships perspective are present (albeit with a relatively low percentage
of respondents who score the contribution of EA to the customer experience as high).

Noteworthy is the still low importance given to the EA benefit area ‘costs and rev-
enues’. While the area is deemed more important than in the previous survey, it is only
in the third timeframe that EA seems to pay out. On the other hand, very high evalua-
tions are given to the EA benefit areas ‘governance’ and ‘alignment’. The scores in the
high-scores column of most areas in the Learning and Growth perspective are among
the highest given in this timeframe, which is in line with the increased interest in this
perspective in the selected papers. This perspective scores better than in the first time-
frame — an increase that persists into the third timeframe. The exception is the EA benefit
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area ‘evaluation and reuse’ which is evaluated quite low. An explanation may be that
in practice there often is no time for evaluations because the next challenge is already
presenting itself.

4.4 Third Timeframe: From 2014 Until 2021

For the third timeframe, we used the EA benefits that can be found in the publications
by Jusuf and Kurnia [28], Niemi and Pekkola [29], Gong and Janssen [3], Kurnia et al.
[30] and Saleem and Fakieh [11]. In Table 5 we see that in these papers the agreement
about the importance of some areas in the perspective of Financial and Accountability
has decreased. The EA benefit areas ‘service delivery’ and ‘technology research’ are
mentioned for the first time in the literature consulted and the increase in the EA benefit
area ‘innovation’ stands out, which may indicate the contribution EA can make to digital
transformation.

The increased interest in digital transformation in these papers is not reflected in the
outcomes of the survey that ends this timeframe. Looking at both the high and middle
scores the EA benefit area ‘innovation’ evaluates lower than in the survey of the second
timeframe and the evaluation of ‘technology research’ is also not very high. It seems that
the contribution of EA to digital transformation is not yet recognized by the respondents.

In the survey that ends this timeframe [8], almost all EA benefit areas are present,
and in many areas we see outcomes that are a bit higher than in the previous timeframe.
Striking exceptions with a decrease of 10%pt or more (considering the error margins of
Table 2) are found in the EA benefit areas ‘governance’, product position’, ‘ecosystem’,
and ‘alignment’.

The increased perceived contribution of EA in the EA benefit areas ‘costs and rev-
enues’ and ‘customer experience’ is interesting. In both EA benefit areas, the trend from
previous timeframes is continued. A very high evaluation is given to ‘compliance’, but it
is not clear why; maybe regulations have become stricter. Furthermore, in the survey, a
new area, not mentioned in the papers selected for this timeframe, is included: ‘societal
responsibility’ — in line with the increased interest in sustainability in society.

5 Analysis of the Results

In the previous section, we have shown that in the selected papers about EA benefits
some EA benefit areas are almost always mentioned which is reflected in a ‘+++’ or
‘++’ in Table 5. We will call these the core EA benefit areas (Table 6).

Except for the areas ‘costs and revenues’ and ‘agility’, as discussed in the previous
section, the core EA benefits score high in all three surveys. They also reflect the internal
orientation of EA in the early days as discussed above and are comparable to the EA
goals identified by Lange and Mendling [31]. The absence of questions about customers
and markets in [5] is in line with this internal orientation.

Starting in the second timeframe, we see an extension of the areas where benefits
are found, both in the selected papers and in the outcomes of the surveys. On the other
hand, there are no areas that disappear; it seems that more is expected from EA. Over
time, enterprise architects are becoming more focused on the Customer and partnerships
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Table 6. Core EA benefit areas

Financial and accountability

Internal processes

Learning and growth

Costs and revenues Business processes Alignment
Compliance Data management Agility
Governance Information management Communication and

Risk management

General management

knowledge management

Quality management

perspective as the starting point for their modeling [32] which is reflected in the perceived
importance of the areas where EA benefits are found. As a result, we also see an increase
in the scores for ‘agility’.

In the third timeframe, we see a further extension of both internal (‘competences’,
‘culture’) and external (‘technology research’, ‘innovation’, ‘service delivery’, ‘societal
responsibility’) oriented EA benefit areas. A driving factor behind the extension in the
internal areas mentioned may well be the rise of agile implementation methods in organi-
zations [33]. The extension into more externally oriented areas may be driven by digital
transformation which asks for a much more flexible and externally oriented approach to
EA [34].

% (very) high
s P ® Financial and Accountability
‘_' __________ = Internal processes
———————— . 4 Learning and Growth
50% J *Customer and Partnerships
40% *
ﬁ> timeframe
| | |

1 2 3

Fig. 1. Evolution of the contribution of EA over time in the Netherlands

In Fig. 1 we have averaged the high scores of the surveys in the four perspectives of
the balanced scorecard and plotted these against the timeframes. In the first timeframe,
we left out the Customer and Partnerships perspective as almost no questions were
asked in the corresponding survey [5]. Overall, we see a clear increase from timeframe
1 to timeframe 2 indicating that the contribution of EA is much more appreciated. From
timeframe 2 to timeframe 3 the image is more diffuse, in some perspectives there is a clear
increase (Financial and Accountability), but other perspectives stay more or less equal
(Customer and Partnerships, Internal processes) or show a small decrease (Learning and
Growth). However, these small variations may be due to the error margins (Table 2) in
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the original surveys. An interesting outcome of the last two surveys is the high score in
the Customer and Partnerships perspective — areas from this perspective are not found
in the core EA benefit areas (Table 6). This outcome clearly shows the importance of an
external orientation of EA.

In the last two timeframes, the high scores averaged by perspective are given by 50%
or more respondents and we conclude that starting in timeframe 2, a distinct contribution
of EA to organizations is perceived by the respondents.

6 Outlook

From the above outlined evolution of EA benefits, we conclude that the areas where
a contribution of EA to the organization is perceived are not static, but are influenced
by the role expected of EA. Undoubtedly, this will continue in the future and based on
current trends in and around EA [35, 36], we expect the following changes in the benefits
expected of EA:

1. In many organizations, software development takes place in agile teams. The prolifer-
ation of agile practices in organizations has revived the discussion about the usefulness
and value of Enterprise Architecture [37, 38]. The outcome of this discussion may
well be that EA has to reinvent itself: from a prescriptive role to a supporting role
[33, 39]. This may imply that the core EA benefit areas become less important, while
the areas in the Learning and Growth perspective and the Customer and partnerships
perspective become more important.

2. Under the influence of the worldwide attention to sustainability, the contribution of
EA to ‘societal responsibility’ will become more important. This area has already
been indirectly mentioned by Jusuf and Kurnia [28] and is explicitly incorporated as
a trend in Gampfer et al. [40].

3. In the discussion about the consequences of the developments in artificial intelli-
gence, an important topic is its ethical impact [41], which is included in the area
‘societal responsibility’ (see definition in the Appendix). In our opinion, this should
influence the role of EA to explicitly include ethical aspects when new technologies
are introduced.

4. In IT, new technologies emerge at an increasing pace and enterprise architects are
expected to advise on the usability of new technologies [3] such as cloud, big data,
internet of things, and blockchain in the recent past and currently artificial intelligence
[42, 43]. We expect that this will make the EA benefit areas ‘technology research’
and ‘innovation’ more important as forecasted by Gampfler et al. [40].

5. The trend towards using real-time data to support decision-making [44, 45] may lead
to reporting benefits in the EA benefit area ‘technology (non-IT)’ as these data often
originate in the (technical) production process.

6. A major concern for many organizations is their IT security. Cybersecurity is not only
an operational challenge but should start on a strategic level [46]. This has led to a
sub-domain of EA: Enterprise Information Security Architecture. IT security is in the
current set of EA benefit areas included within the area of ‘Information management’
but with increasing interest, it may become an area in its own right.
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7. A final but important development we want to mention is the increased role of EA
in digital transformation. This transformation will quite often disrupt the business
processes in an organization including their supporting I'T/IS. EA can take a lead-
ing role in the process [29, 34, 47]. In the current set of EA benefit areas, aspects
of digital transformation are spread over various areas, for example, ‘business pro-
cesses’, ‘information management’, ‘innovation’, and ‘agility’ and it may be worth-
while to introduce an EA benefit area ‘digital transformation’ in which these aspects
are gathered.

7 Discussion and Conclusion

The comparison presented in this paper has its limitations. First of all, there is the
restriction to the Netherlands as the surveys are conducted there. On the other hand, the
literature used is international and both the literature and the surveys support each other.
Moreover, in international surveys [48, 49] we see the same EA benefit areas, so we
tentatively conclude that our conclusions are valid outside the Netherlands as well.

A much more fundamental limitation is how we have constructed Table 5. In the
first place, we have interpreted the questions in the various surveys when mapping these
into the EA benefit areas. For example: in the first two timeframes no questions are
mapped into the area ‘logistics’, but this topic may be implicitly included in survey
questions that are mapped into the area ‘business processes’. The same goes for the area
‘investments’ which may have been implicitly included in survey questions about ‘costs
and revenues’. Second, in averaging the results of the various questions mapped into one
area, we have given them equal weight, which may not have been the intention of the
survey constructors. However, by involving some of the original creators of the surveys,
we have tried to minimize mapping errors.

Finally, the number of papers selected for the various timeframes is limited, but based
on our previous research into the literature about EA value [8, 14, 16], we were able to
select a representative range of papers from the literature cited in the papers about three
surveys. However, to obtain a more in-depth validation of the results, we plan to discuss
the outcomes of this study with a group of experts.The research summarized in this
paper shows that the perception of the contribution of EA in the Netherlands has notably
increased since 2010. EA nowadays is generally appreciated for its contribution. We
also found that there exists a set of 12 core EA benefit areas which are mainly internally
oriented. Over time, the focus of EA has become more externally oriented which is most
clearly reflected in the Customer and partnerships perspective. We expect that under the
influence of agile implementation methods, to maintain the current high appreciation,
EA may move from a directive and prescriptive attitude towards a more supportive role.

Appendix
The EA Benefit Areas

In Plessius and van Steenbergen [16] a set of 31 areas is discerned, that together cover
all organizational goals where a contribution of EA may be expected. These EA benefit
areas are validated in a Delphi study by 13 Dutch experts. In Table 7, brief descriptions
of these EA benefit areas are given.
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Table 7. Brief descriptions of the EA benefit areas

Main goal perspective

EA benefit area

Brief description
(Goals related to ...)

Financial and Accountability

Costs?

... the reduction in expenses
made by the organization

Revenues?

... the increase in income that
an organization generates
from its activities

Investments

... the commitment of capital
to a resource with the
expectation of obtaining
additional revenues in the
future

Compliance

... how the organization
operates in accordance with
laws and regulations as well as
internal standards

Governance

... how rules, norms and
actions are structured,
sustained, regulated and held
accountable in the
organization

Risk management

... how risks are identified,
minimized, prevented and
controlled by the organization

Societal responsibility

... the moral justifiability to
society of the processes,
products and services of the
organization (includes
sustainability)

Customer and Partnerships

(Customer) Experience

... how customers experience
their interactions with the
organization (at all stages of
the customer journey)

(Customer) Relationships

... how (current and future)
interactions with customers
are structured by the
organization

(continued)
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Table 7. (continued)

Main goal perspective

EA benefit area

Brief description
(Goals related to ...)

Product position

... how the products and
services of the organization fit
in the marketplace and how
these are distinguished from
the products and services of
competitors

Market strategy

... the long-term plan(s)
chosen by the organization to
approach markets and
customers

(Business) Ecosystem

... the network of partner
organizations that are involved
in the delivery of products and
services of the organization to
customers

Internal processes

Logistics

... managing the storage and
flow of products and services
into, within and out of the
organization (extends from
supplier to customer)

Procurement?

... finding and acquiring
materials and services from
external sources

Business (Production)
processes®

... the tasks and activities with
which the organization creates
its products and services

Marketing and sales

... the processes responsible
for promoting, pricing, selling
and delivering the products
and services of the
organization to customers

Service delivery

... the supporting activities
around the products and
services to internal and
external stakeholders
(customers)

(continued)
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Main goal perspective

EA benefit area

Brief description
(Goals related to ...)

Data management

... the processes and resources
used that store, maintain,
retrieve and safeguard data
important to the organization

Information
management

... the processes and resources
used to define, collect,
organize, manipulate, store
and distribute information by
the organization

Quality managementd

... ensuring that outputs and
the processes by which they
are delivered, meet the stated
requirements and are fit for

purpose

General management

... deciding on the strategy of
the organization and
coordinating the efforts of the
employees to accomplish the
goals of the organization

Human Resource Management
(HRM)

... the recruitment,
management, deployment and
development of employees in
the organization

Innovation

... the implementation of ideas
that result in the introduction
of new or improved products,
services and processes in the
organization

Technology (non-IT)

... the (non-IT) techniques,
skills, methods, resources and
processes used in the
production of the goods and
services of the organization

Learning and Growth

Competences

... developing and utilizing
the potential of individuals to
perform tasks within the
organization

(continued)
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Table 7. (continued)

Main goal perspective EA benefit area Brief description
(Goals related to ...)

Culture ... the system of shared
assumptions, values, and
beliefs, governing how people
behave in the organization

Communication and ... how information and

knowledge knowledge are gathered and

management (KM) shared between individuals
and groups

Alignment ... arranging components of a

business to best support the
fulfilment of its long-term
goals

Agility ... the ability of the
organization to respond to
changes in its environment or
initiate changes for
competitive advantage

Technology research ... evaluating the possibilities
of (new) technology for the
organization

Evaluation and ... the systematic

re-use determination of the value of

processes and results, using
criteria governed by a set

of standards and indicating for
re-use artifacts that comply
with these standards

Notes:

) Because costs and revenues are — from an EA viewpoint - mirror images of each other, they
are combined in one EA benefit area: Costs and Revenues

b) Often combined with Logistics in one EA benefit area: Logistics and Procurement

©) Called Production in the original paper [16]

9) Includes project management
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Abstract. Many enterprise software systems provide complex Graph-
ical User Interfaces (GUIs) that need robust architectural patterns for
well-structured software design. However, popular GUI architectural pat-
terns like Model-View-ViewModel (MVVM) often lack detailed imple-
mentation guidance, leading GUI developers to inappropriately use the
pattern without a comprehensive overview of design variants and often-
mentioned trade-offs. Therefore, this paper presents an extensive review
of MVVM design aspects and trade-offs, extending beyond the stan-
dard MVVM definition. We conducted a multivocal literature review
(MLR), including white and gray literature, to cover essential knowledge
from blogs, published papers, and other unpublished formats like books.
Using the standard MVVM definition as a baseline, our study identifies
(1) 76 additional design constructs grouped into 29 design aspects and
(2) 16 additional benefits and 15 additional drawbacks. These insights
can guide enterprise application developers in implementing practical
MVVM solutions and enable informed design decisions.

Keywords: Model-View-ViewModel - MVVM - Graphical User
Interface (GUI) + GUI Architectural Pattern

1 Introduction

Graphical User Interface (GUI) architectural patterns like Model-View-
Controller (MVC), Model-View-Presenter (MVP), or Model-View-ViewModel
(MVVM) play a central role when building robust and complex GUIs for enter-
prise applications. Many developers use the MVVM pattern, which promises
high testability and helps to decouple the GUI from the business logic. While
Microsoft originally introduced the pattern for the Windows Presentation Foun-
dation (WPF) application development, in recent years, the pattern has also
gained more prominence for mobile development [16]. For example, ViewModels
are part of the suggested architecture for Android apps [14], while it is also pop-
ular in i0S development [11]. The origin of the MVVM pattern is often defined
in Martin Fowlers PresentationModel, which describes the idea of separating the
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presentation state from the View in a dedicated observable data-structure and
aims for a Humble View [7,8].

However, while MVVM is prominently used, it is a set of a few guidelines,
and standard MVVM definitions leave many design decisions open. For instance,
MVVM does not specify how to structure the GUI at the dialog level [6]. Many
developers have their interpretation of the pattern and use specific variants in
their implementations. This comes with architectural risks: (1) developers select
certain MVVM implementations without having an overview of which design
alternatives they could consider. (2) MVVM has implicit trade-offs, which devel-
opers often do not know in advance.

While significant research exists on MVC and various GUI architectural pat-
terns, no comprehensive literature study explores design variants and additional
trade-offs regarding MVVM. Specifically, gray literature and books often con-
tain essential aspects about the usage of MVVM, which has not been covered by
white literature so far. The lack of a systematic review that integrates diverse
sources leaves a critical void in the literature. Therefore, many developers and
researchers might miss a complete overview of MVVM.

To fill this gap, this paper presents a Multivocal Literature Review (MLR),
including a qualitative analysis of a broad amount of white and gray literature.
The MLR focuses on the conceptual level of the MVVM pattern and does not
analyze specific GUI framework implementation details since, in our perspective,
GUI frameworks do not implement or even enforce a specific MVVM design
variant. Therefore, we guide the MLR by the two research questions:

‘RQl: Which design variants do developers use when implementing MVVM? ‘

‘RQ2: Which trade-offs do developers mention when applying MVVM? ‘

As a result, we extracted 76 additional design constructs, 16 additional ben-
efits, and 15 additional drawbacks, which go beyond the MVVM standard defi-
nition. We synthesized 29 design aspects to categorize those design constructs.
Therefore, this paper gives an overview of MVVM design variants and trade-offs
to help developers make informed decisions when implementing MVVM.

The paper’s remainder is structured as follows: Sect. 2 describes the MVVM
standard definition and trade-offs. Section 3 outlines the MLR, process. Section 4
discusses the results. Section 5 details design variants. Section 6 handles threats
to validity. Section 7 covers related work. Section 8 concludes the paper.

2 Standard Definition of Model-View-ViewModel

A central element in our MLR is a standard definition about MVVM, which
we use as the baseline to identify design deviations, extensions, or additional
trade-offs. Our standard definition relies mainly on the definition and trade-
offs that John Gossman originally introduced in Microsoft blog posts [16,17].
Additionally, we regard an often cited definition of Josh Smith on a Microsoft
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blog post and two further official documentation sites of Microsoft about
MVVM [25,26,33].

MVVM is a GUI architectural pattern derived from MVC, where the View-
Model replaces the controller and uses a general data-binding mechanism. It
specializes Fowler’s PresentationModel [7]. Figure 1 shows the three components:

Databinding >
View < » ViewModel Model

Notification

Fig. 1. The Standard Model-View-ViewModel Architectural Pattern.

Model: As in MVC, the Model contains the data and business logic completely
independent of the GUI. The concrete design of Model classes has almost nothing
to do specifically with the MVVM pattern.

View: Also similar to MVC, the View consists of visual elements (like buttons,
windows, or graphics) and uses one-way' or two-way? data-binding to View-
Model fields to obtain information to visualize. The View can be data-bound
directly to Model elements or by further elements defined by the ViewModels.

ViewModel: The ViewModel handles the presentation logic like data transforma-
tion, acts as the “Model for the View”, and provides information by data-binding.
It exposes Commands that the View can use to interact with the Model. View-
Models might contain (sole or extending) validation logic. Further, the View-
ModelLocator pattern helps to instantiate and locate ViewModel instances.

Relationships: In MVVM, the View knows the ViewModel, and the ViewModel
knows the Model. The Model is unaware of the View and the ViewModel, while
the ViewModel is unaware of the View.

Standard benefits of MVVM are that ViewModels provide an abstraction of
the View and an easier way to unit-test presentation logic. The components
(View, ViewModel, Model) are decoupled from each other, supporting develop-
ers to swap, create, or maintain more easily. It can reduce boilerplate code in
the View while providing good data-binding performance. Further, a developer-
designer workflow helps the development team create robust ViewModels, while
a design team can focus on user-friendly View designs. Additionally, it cleanly
separates the application’s business logic and presentation logic.

Standard drawbacks of MVVM are the complexity for simple GUISs, challenges
in designing ViewModels up-front in bigger cases, harder debugging of declara-
tive data bindings, and increased memory consumption by binding overhead.

! E.g., updates on a ViewModel’s field are automatically reflected to a View’s textbox.
2 E.g., in addition to one-way binding, modifications on the View’s textbox are auto-
matically reflected to the ViewModel’s field.
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3 Methodology

This section describes the applied MLR process in which we conducted a qualita-
tive analysis of MVVM-focused sources. We used the MLR process of Garousi et
al. [13] to follow a structured process to review gray and published literature and
extract information to answer our research questions. Figure 2 shows an overview
of our specific process involving data entities and activities. We separated into
the planning of the MLR, a search process, an attribute/classification design, a
data extraction process, and a data synthesis. We provide a replication package®
which transparently shows the results of each step, like the initial search, the
attribute scheme with all identified design constructs and trade-offs, or the final
data synthesis results. We also included scripts to semi-automate most steps,
e.g., to check for duplicate or unrelated search results.

Legend Planning the MLR @
EZEm Rai

Used Design Variants? MLR Goal: Identify Motivation: Missing
= 9 ? MVVM Variants & |<—| Overview of MVVM .‘

Mentioned Trade-offs? Additional Trade-offs Design Variants
1

I
——————

Published Literature:
Google Scholar, @
Semantic Scholar,

ACM, IEEE ——
Initial Search , Search Keywords:
mvvm", "viewmodel", ...

Conducting the MLR D

Gray Literature:
Regular Google

Search Engine
Initial Pool of Sources: Relevance 188 Scholar Entries
T e G
Publication '?/;::'b"ll';:: @

e o Final Pool:
Standard Definition,
Standard Trad’e-’o’ffs, | Classification Scheme / |<—[Attribute Identification]<7 38 Scholar Entries +
29 Design Aspects + 31 Trade-offsl_l

Design Deviations, Final Map 125 Website Entries
Data Synthesis
MLR Results:
Answer RQ1, RQ2

Additional Trade-offs
Fig. 2. Overview of the Applied Multivocal Literature Review (based on Garousi [13]).

76 Additional
Design Constructs

Data Extraction

16 Additional Benefits +
15 Additional Drawbacks

@ Planning the MLR: First, we planned the MLR and included our motivation
for the missing overview of MVVM design variants that people apply in practice.
The goal is to identify essential variants of MVVM, which might cover aspects
not mentioned in the standard definition. The outcomes of the planning phase
are the two research questions that guide our MLR.

@ Search Process: The search process covers the initial search for gray and
published literature, filtering, and voting. First, we defined relevant keywords:

3 https://doi.org/10.5281/zenodo.13350488.
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“mvvm”, “model-view-viewmodel”, “viewmodel”, and “view model”. We varied
the combination of keywords depending on the possible search options of the
databases. We used the regular Google search engine to find gray literature and
multiple databases to find published literature, such as white papers and books.
We utilized the tool Publish or Perish* to search in Google Scholar and Semantic
Scholar mainly by title keywords. Further, we did a dedicated search in the ACM
and ITEEE databases to complement relevant white papers that do not directly
contain the keywords’ titles. The searches were up-to-date until the beginning
of 2024, resulting in 519 scholar entries and 523 website entries.

Table 1. Exclusion Criteria of Scholar Entries.

Criteria Notes

Not-English|exclude if not written in English

Duplicates |exclude any duplicate entry

Unfocused |exclude if not focusing on MVVM definitions

Next, we filtered and voted on the entries. We first focused on scholar entries
and filtered out several entries by exclusion criteria shown in Table 1, which
reduced the number of scholar entries to 188. Since scholar entries allowed us to
scan efficiently based on titles, abstracts, and their typical scientific structure, we
manually voted them for relevance. Here, we also scanned MVVM definitions if
they contain no definition, only standard definition constructs, or if they poten-
tially describe significant design constructs or additional trade-offs. For example,
we reject papers that only use MVVM as an implementation detail without a
clear MVVM definition. This voting resulted in 38 final scholar entries.

We used another voting approach for websites since we cannot easily filter
them. Leveraging the capabilities of ChatGPT (using GPT-4), we used Al-based
automated voting. The motivation derives from the lack of standardized website
structures, which makes it difficult to scan and filter non-relevant entries without
reading each website completely. First, we manually read 20 pivot websites and
classified them. We then iteratively improved a prompt for ChatGPT, including
our criteria, default definition, and trade-offs, until the pivot websites were clas-
sified as expected. We finally used chunks of five URLs and let ChatGPT process
the voting. As a result, the Al classified the number of websites into the cate-
gories “Standard Definition”, “Extended Definition”, “Extended Trade-offs”, or
“No Definition”. The outcome of this voting is 125 website entries.

In our MLR, we focused on the View/ViewModel-specific aspects of MVVM.
We largely filtered out design constructs for the Model layer since they are
usually not MVVM-specific, i.e., they also apply to MVC and MVP.

@ Attribute/Classification Design: We identified relevant attributes as a clas-
sification scheme based on the final pool of 38 scholar entries and 125 websites

4 https:/ /harzing.com /resources/publish-or-perish.
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Topics Sum

Commands & Asynchronous Design 7 2 1 1 20
View Interactions 4 1 3 1 18
Application Lifecycle 4 1 5
Navigation 7 17 1 4 29
Networking & Client/Server 2 2 2 6
View/ViewModel Relationships 8 10 4 22
Formatting & Localization 4 5 13
ViewModel Abstractions 9 3 11 2 5 1 31
ViewModel Field Design 4 3 1 1 9
ViewModel Responsibilities 5 12 1 2 20
MVVM DSL 1 2 3

Source Types
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Fig. 3. Distribution of 76 Design Constructs Grouped into Topics.

containing potentially significant data. As meta-data, we are interested in the
publication year and type (i.e., personal or professional articles, forum discus-
sions, white papers, technical reports, or books). Qualitatively, we are interested
in the attribute if a source aligns with the MVVM standard definition or stan-
dard benefits/drawbacks. Besides this, we also classified design extensions and
additional trade-offs, which extend the standard constructs. To structure results,
we then developed a helper language using JetBrains MPS (see our replication
package), which prepares the structure of the classification scheme.

@ Data Extraction: In the data extraction phase, we analyzed the sources’ data
to identify relevant design constructs and trade-offs that align with our classifica-
tion scheme. This qualitative analysis carefully reviewed each voted entry using
the prepared classification scheme. Not every entry contained relevant design
constructs; e.g., several websites voted by ChatGPT aligned more or less with
the baseline standard definition.

Figure 3 overviews the found design constructs and their occurrences across
gray and white literature types. We combine similar design constructs into eleven
topics (e.g., formatting and localization) to consume the figure more easily. The
overview shows that most constructs are covered by books, followed by website
articles. Further, it highlights that the most referenced topics are navigation
(e.g., how one ViewModel navigates to another View/ViewModel) and various
ViewModel abstraction constructs (e.g., humble View vs. reusable ViewMod-
els). Therefore, we describe those two topics in Subsects. 5.1 and 5.2 in more
detail and briefly examine the further topics in the joint Subsect. 5.3. Finally, we
extracted 76 additional design constructs, 16 additional benefits, and 15 addi-
tional drawbacks compared to the MVVM standard definition. We discuss a
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subset of the extracted data in more detail in Sect.4. The replication package
provides the full overview, including details on their occurrences and explana-
tions.

® Data Synthesis: We performed a data synthesis from the extracted data to
answer RQ1 and RQ2. For RQ1, we classified the 76 design constructs (e.g., View
has Many ViewModels) into 29 design aspects (e.g., View/ViewModel Relation-
ships) and selected aspects of our particular interest to describe in Sect. 5. For
RQ2, we processed 16 additional benefits and 15 drawbacks. In the next section,
we explicitly answer the two research questions as part of the data synthesis,
including a discussion of the results.

4 Discussion and Results

This section discusses the results of the MVVM MLR by addressing the two
research questions RQ1 (used MVVM design variants) and RQ2 (mentioned
MVVM trade-offs). We highlight key findings and practical takeaways for enter-
prise application developers.

MVVM Design Variants (RQ1). The MLR identified 76 additional design
constructs grouped into 29 design aspects, representing variants of the stan-
dard MVVM definitions. Due to the breadth of design constructs, we further
organize the 29 design aspects into eleven topics, as illustrated in Fig.4. We
focus on the two most referenced: The ViewModel abstractions topic includes
twelve constructs in five design aspects (application structure, coupling, design,
humble/reusable, model wrapper), mentioned 31 times (see Subsect. 5.1). The
navigation topic includes eight constructs in three design aspects (composition,
responsibility, view-based) mentioned 29 times (see Subsect. 5.2). Further top-
ics include command design, view interactions, lifecycle aspects, networking,
View/ViewModel relationships, formatting/localization, ViewModel field design
and responsibilities, or using an MVVM Domain Specific Language (DSL) in
Subsect. 5.3. We also synthesized relations between design constructs and stan-
dard MVVM:

— Restricting Constructs: Nine constructs restrict design rules addressed by the
MVVM standard definition. For example, while the standard definition does
not limit the cardinalities between View and ViewModel, the construct View
has One ViewModel does.

— FExtending Constructs: 43 constructs extend the MVVM standard defini-
tion by addressing unmentioned aspects. For instance, Model- View-Presenter-
ViewModel and MVVM/Controller handle the modularization of the View-
Model, addressing the often-mentioned drawback of the ViewModel growth
due to many responsibilities without proper modularization.

— Implementing Constructs: Twelve constructs provide concrete implementa-
tions for standard MVVM aspects. For example, standard definitions mention
“asynchronous operations” but lack guidance for handling asynchronous data
bindings not firing on the GUI thread. Constructs like Asynchronous Results
Handling by Mediator address this using the mediator pattern.
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Fig. 4. Design Constructs Hierarchy: Topic D Aspect O Construct.

— Confirming Constructs: Seven constructs confirm and clarify standard
MVVM “tips” or intentions by providing concrete examples. For instance,
the Coloring in ViewModel construct confirms the responsibility of data con-
version in the ViewModel for color formatting.

— Divergent Constructs: Four constructs contradict MVVM standard “tips” or
intentions. For example, Coloring in View contradicts the intention of placing
data conversion logic into the ViewModel by describing how the View can
implement the responsibility of formatting colors instead.

These design constructs provide a valuable framework for implementing the
MVVM pattern, enabling developers to make well-informed design decisions.

RQ1 Key Takeaways:

The MVVM standard definitions stay vague on crucial design aspects, sig-
nificantly impacting implementations. We identified design constructs that
restrict MVVM rules for specialized design variants, address aspects not
covered by standard MVVM, provide concrete implementation guidelines,
and confirm or diverge from standard MVVM intentions.

MVVM Trade-offs (RQ2). The MLR identified 16 additional MVVM bene-
fits and 15 additional MVVM drawbacks (Table 2), which the standard MVVM
definition does not mention. We highlight the three most cited benefits and
drawbacks here.

Benefits: First, eight sources mention the benefit that MVVM supports easier
reuse of components like the ViewModel [12]. This is especially beneficial if a
ViewModel can be reused for multiple Views. Second, it is stated in five sources
(including multiple empirical studies) on mobile applications that MVVM can
lead to a better application performance [39]. Third, four sources mention that
MVVM achieves a higher decoupling of View and ViewModel since the View-
Model usually does not know the View. In the so-called “Pure MVVM”, the
decoupling is further increased since the View obtains a ViewModel instance
without knowing its concrete type, and data binds to its fields dynamically [37].

Drawbacks: Twelve sources state that the ViewModel usually has too many
responsibilities. Inexperienced developers, in particular, might place too many
responsibilities into the ViewModel without considering modularization. The
unclear definition of MVVM could be a possible reason [12]. Second, seven
sources discuss the high learning curve, which can hinder developers from apply-
ing the MVVM pattern efficiently [1,11,37]. Third, seven sources mention that
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MVVM involves substantial boilerplate code, mainly if weak tooling support is
used and glue code for data-binding has to be written manually [37].

RQ2 Key Takeaways:

Applying the MVVM pattern yields many benefits and drawbacks that
developers might not know explicitly. Understanding additional trade-offs
can help evaluate the pattern or its design variants more effectively and
support making informed decisions when implementing MV VM.

These results highlight the importance of understanding the various design con-
structs and trade-offs associated with the MVVM pattern. By leveraging the
additional insights from our MLR, enterprise application developers can make
informed decisions and tailor their implementations to suit specific project needs
better while avoiding common pitfalls.

Table 2. Additional Benefits and Drawbacks of MVVM (with Occurrences Number).

Benefit No. Drawback No.
Fasier Reuse of Components
Better Performance vs. MVC/MVP

Increased Decoupling

—
[\

Many Responsibilities in ViewModel

High Learning Curve

Lot of Boilerplate

Difficult Testability
Developer-Designer Workflow Issues
Lack of Pattern Guidance

Async Fetching/Threading

Less Boilerplate by Library

UI Requirements Quickly Adapted
View Easily Replaced/Extended
N-Tier: Incr. Security /Performance
Different UI Technologies

Development Speed Increased

Poor Reusability

More Classes/Components
Repeated Code in ViewModels
Ul-Framework Features Testability

Easier to Cache View-state

Easier Debugging

Less Imperative Code Complex User Interactions Impl.

Well-organized Design 3rd-Party Library Issues

Reduced Energy Consumption
Reduced CPU Usage

Easier to Maintain Lifecycle

Command Impl. Overhead
Higher CPU Consumption
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5 Design Aspects

This section discusses the resulting design aspects of the MLR. We selected
design constructs of particular interest, which we discuss in a bit more detail.
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5.1 ViewModel Abstractions

This subsection discusses design constructs that focus on designing View-
Model abstractions. The varying ViewModel abstractions significantly impact
the implementation of the MVVM. Therefore, we discuss them in more detail.

Reusable ViewModel vs. Humble View. There are two alternatives on how
strictly a ViewModel is oriented to a specific View. The first alternative focuses
on flexibility and reusability across different Views (i.e., different information for-
mats). The second alternative defines a ViewModel supporting a Humble View
to maximize testability and GUI framework exchangeability. Figure 5 illustrates
the distinction with a simple example of a PersonViewModel: a reusable View-
Model vs. a Humble View design. Both alternatives have different impacts on
reusability and testability.

class PersonViewModel { B class PersonViewModel { B
string FirstName string FirstNameText
string LastName
int? Age string LastNameText

Address? Address
} bool IsAgeVisible
class Address { string AgeText
string Street
int Number
string Country

bool IsAddressVisible
string AddressText

(a) Reusable-ViewModel / (b) PresentationReady-ViewModel /
PresentationMapping-View Humble-View

Fig. 5. Reusable ViewModel vs. Humble View.

Reusable-ViewModel/PresentationMapping- View: The first alternative defines
reusable ViewModels, which can be used in multiple Views in a many-to-one
relationship (ViewModel 1:n View). The ViewModel knows as little as possible
about the specific View details and provides abstract data the View can con-
sume. This implies that the presentation mapping of the ViewModel data to
certain GUI widget features (e.g., textbox visibility) is the responsibility of each
View. Therefore, unit testing reusable ViewModels does not cover presentation
mapping logic placed in the View [19]. To fully cover the full presentation logic,
the View also needs to be tested. For example, a PersonViewModel provides
more generic information like age information or an optional Address object,
which the View needs to map to boolean or string representations.

PresentationReady- ViewModel/Humble-View: The second alternative defines
View-specific ViewModels, designed in a one-to-one relationship with a View
(ViewModel 1:1 View). Unlike the first alternative, the ViewModel contains the
presentation mapping logic, making it presentation-ready with a concrete intent
on how information maps to GUI widget features. Consequently, the ViewModel
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provides information primarily as formatted strings or booleans, transforming
the View into a Humble Object with minimal presentation logic. This supports
unit testing of ViewModels covering most of the presentation logic, including
mapping logic [19,37]. For example, the PersonViewModel provides presentation-
ready fields like a boolean to control the address information visibility. Further,
ViewModel fields like FirstNameText or AgeText have a concrete intent on how
they should be mapped to a GUI widget. However, a Humble View limits the
ViewModel reusability across Views with different information formats. At the
same time, some sources explicitly state that reusing ViewModels should not be
a premature goal [3] and almost never happens in practice [34].

Coupling and Model Wrappers. Another particularly interesting aspect from
our perspective is the coupling of the ViewModel to GUI frameworks. Suppose
developers use GUI framework-specific helper classes like observables, command
base classes, or visibility enumerations. In that case, the ViewModels are coupled
to the framework and cannot be easily reused for other GUI frameworks in the
future. Alternatively, if developers strictly avoid using such utility classes, they
might develop them themselves [10,27]. This makes the ViewModels truly inde-
pendent of GUI frameworks, and the GUI framework can be migrated without
touching them. A further essential aspect of ViewModels is whether it exposes
Model objects (e.g., business entities). The reviewed sources state two options:

Aggregate Model: The ViewModel directly exposes Model objects, which implies
that the Model objects support observability for data-binding [37].

Model Wrappers: Instead of exposing Model objects, the ViewModel acts as
a Model wrapper and provides proxy properties of any Model property [1]. For
example, a Model Person class with a name is wrapped into a PersonViewModel
with a dedicated observable name proxy property.

5.2 MVVM with Navigation

Navigation and routing of Views are important responsibilities in many enter-
prise applications. This subsection discusses three design constructs: MVVM-C,
hierarchical ViewModels, and ViewModel navigation events.

GUI Framework
Coordinator

Coordinator

l

View View
ViewModel ViewModel ICoordinator
(a) MVWM-C (b) MVVM-C
Navigation in View-Layer Navigation in ViewModel-Layer

Fig. 6. MVVM-C with Different Navigation Placement.



174 M. Fuksa et al.

MVVM-C. In MVVM-Coordinator (MVVM-C), navigation is explicitly
included, which extends MVVM by a Coordinator component responsible for
navigation. We see two options, as illustrated in Fig. 6: The first option places the
coordinator into the View-layer, solving the navigation using GUI framework-
specific tooling. The second option introduces an abstract coordinator or navi-
gation system in the ViewModel-layer, providing a GUI framework-independent
API for navigating from one ViewModel to another. The abstract coordinator
accepts either a type-information about the target ViewModel or it takes a con-
text path (e.g., a URI) to locate the target ViewModel plus context [11].

Hierarchical ViewModels. In projects with hierarchical Views, developers
can create dedicated ViewModels for each View. This approach mirrors the View
hierarchy in the ViewModel layer. For instance, in a master-detail scenario, a
MasterViewModel might contain a DetailViewModel object, supporting direct
context navigation to the details [37].

ViewModel Navigation Events. When ViewModels are decoupled and
require navigation capabilities, observer or event mechanisms offer an effective
solution. The ViewModel triggers navigation events, which the View or an exter-
nal component listens for handling navigation logic [3].

5.3 Further Design Aspects

This section briefly outlines nine further topics from the MLR results, highlight-
ing a subset of the most relevant design constructs. Our replication package®
discusses all design constructs in more detail and examples.

Command Design and Handling of Asynchronous Results. WPF intro-
duces first-class framework support for MVVM commands. However, some GUI
frameworks do not have such support, and developers must design commands
more explicitly. One idea is that the ViewModel provides usual methods, which
are called by event handlers (e.g., OnButtonClicked()) in the View [1].

Several sources mention asynchronous processing in the ViewModel (e.g., net-
work calls on another thread). The result handling code then has to update the
ViewModel, which is usually data-bound to properties of GUI widgets and hence
can only be updated from the GUI thread. One idea is to introduce an abstracted
dispatcher as a Mediator, which provides a GUI framework-independent API to
run code on the GUI thread. Using Dependency Injection (DI), the actual GUI
framework-dependent implementation is passed to the ViewModel objects, such
that it can be used in result handles of asynchronous calls [18].

ViewModels also might prevent further actions while an asynchronous call is
still running. Developers can use a Busy Flag to visualize information, which is
set until the result handler is processed [1].

View Interactions. ViewModels often have to fulfill the requirement to inter-
act with the View, e.g., to let the View show a message box to the user. While

5 https://doi.org/10.5281/zenodo.13350488.
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MVVM, by default, only defines that the View knows the ViewModel instance,
the ViewModel cannot directly call the View. We reviewed several design con-
structs to solve this problem: (1) Introduce a View interface, similar to MVP,
which the ViewModel uses for View interaction [27]. (2) Provide events® in the
ViewModel which the View can subscribe to [37]. (3) Using an interaction service
that the ViewModel uses through an interface [37]. (4) Using Pub/Sub messag-
ing to publish/subscribe messages. Depending on the programming languages,
those options provide a way to solve the interaction problem [37].

Application Lifecycle Aware ViewModels. In mobile apps (e.g., on
Android), developers must manage the application lifecycle. For example, if a
user pauses an app and resumes it later. Whenever a state is stored in View-
Models, developers should ensure that the state is valid on a resume.

In some MVVM frameworks like Android Jetpack or MvvmCross, explicit
support is provided to make ViewModels lifecycle-aware. The idea is that View-
Models know about the application lifecycle’s creation, pausing, or resuming
events to control a consistent state. A bundle object can store and restore the
state, which encapsulates the persistence of data [15,29].

Networking and Client Server. In client/server architectures, MVVM can
be essential in structuring the data sent over the network. One design construct
defines Remote ViewModels, which Singh introduces in a paper as the Remote-
Model View Remote-View-Model (RMVRVM) pattern [32]. In RMVRVM, the
ViewModel is sent over the network while the server stores the View state to
optimize further updates (i.e., send only deltas of an updated ViewModel). Singh
also discusses RMVRVM in the context of energy efficiency [32].

View/ViewModel Relationships. In this aspect, we consider any statements
about the View /ViewModel cardinalities that are not stated in the standard def-
inition. Reviewed sources mention different combinations, namely that the View
has one or many ViewModels [19,20,30] or that the ViewModel has one or many
Views (e.g., when developing a wizard) [1,19,20]. Further, some sources explicitly
mention a one-to-one relationship, which implies a more strict MVVM version. It
implies that the View and ViewModel are a tandem developed together [2,3,34].

Formatting and Localization. Some sources mention design constructs on
how the ViewModel or View formats data. For example, coloring can be solved
in two ways: (1) The ViewModel provides the color of a text box (as a string
color code or logical name). (2) The ViewModel provides a logical enumeration
state, and the View is responsible for mapping it to a concrete color [2,20].
Another design construct is about how the ViewModel exposes numeric
information. The ViewModel can either provide the integer or format it to the
presentation-ready string, which the View directly displays to the user [20].
Multiple sources deal with the responsibility of localization. If done in the
View, the ViewModel has to provide some logical strings, which the View-layer
then localizes using dictionaries. If the ViewModel orchestrates the localization,

5 For example, the C# language event keyword.
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the View is free of this responsibility, and the ViewModel uses a dictionary
component that it can use to translate strings [38].

ViewModel Field Design. This aspect deals with how developers can design
ViewModel fields concretely. One design construct avoids Model types in View-
Models (allowed by the default definition). It allows only using standard types
like integer or string, which decouples the View/ViewModel from the Model [24].

Another design construct focuses on visibility information in ViewModel
fields. Instead of using GUI framework-specific visibility types, ViewModels use
simple boolean types [1].

Further design constructs discuss different orientations when developers
design ViewModel fields: (1) View orientation [28]. (2) Explicitly independent of
the View [1]. (3) Model orientation by reusing Model types [18].

ViewModel Responsibilities. When designing more complex ViewModels,
developers should care about the responsibilities placed in the ViewModel.
Sources discuss different ideas, e.g., how bindings are refreshed, how dirty flags
indicate state changes, or where validation occurs.

We highlight two further ideas explicitly. First, for list items, filtering, sorting,
etc., can be done in View or the ViewModel [1]. Second, modularisation plays a
key role in complex scenarios, where input logic could be placed into a separate
Controller to take this responsibility out of the ViewModel [41].

MVVM Domain-Specific Languages. A team can leverage a DSL to specify
ViewModels and to ensure a consistent MVVM implementation. First, devel-
opers could use internal DSLs by using fluent API builders, which assist in
implementing ViewModel commands or data [12]. Alternatively, external DSLs
can help design a ViewModel’s API programming language-independent [10].

To test ViewModels, test engineers might also utilize external DSLs, as
demonstrated by the ViMoTest approach. Especially when using projectional
editors, GUI widgets could be pre-rendered in a test case [10].

6 Threats to Validity

In this section, we discuss threats to the validity of our MLR study.

Construct Validity: We used ChatGPT to vote and filter websites automati-
cally. Since ChatGPT’s nature is non-deterministic and sometimes unreliable,
we might have included false positives and false negatives. In particular, false
negatives could negatively affect our results since we might not cover relevant
aspects. To mitigate this threat, we confirmed the correctness by checking a
random selection of the voting results.

A further threat is about subjective interpretation. The design and applica-
tion of the classification scheme might involve biases or inconsistencies in catego-
rizing and analyzing data. Further, the manual voting process for scholar entries
might introduce selection bias, affecting the relevant sources.
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Internal Validity: While we assume that our search did not scan every online
resource, our initial Google search yielded over 500 websites, providing a sub-
stantial foundation. We have not applied further methods like systematic snow-
balling since checking every website for references is a considerable effort. Since
we reviewed a substantial number of websites, it is unlikely that we missed crucial
concepts not covered by the reviewed literature entries.

External Validity: As professionals with specific backgrounds wrote many
reviewed sources, our results might be more applicable to specific applications
(e.g., enterprise applications) and less to others (e.g., mobile apps or games).

Further, many reviewed sources focus on MVVM inherently integrated into
specific technologies like WPF. Therefore, our findings might be limited to the
ecosystems where MVVM is commonly used.

Reliability: The reproducibility of our search and selection process based on Al
tooling like ChatGPT introduces challenges to reproduction by other researchers,
impacting the reliability of the MLR process.

Further, our data synthesizing from extracted design constructs, benefits, and
drawbacks into classifications to answer research questions involves subjective
judgment, which might vary among researchers.

7 Related Work

This section discusses related work about MVVM or MV* overview studies.
Wongtanuwat et al. created a systematic guideline on detecting the correct-
ness when applying MVVM in Objective-C programs [40]. Weissenberg discusses
best practices and lessons learned using the MVVM pattern in an industrial
WPF application [38]. While these papers specifically discuss the MVVM pat-
tern, they are context-specific and do not analyze MVVM in a literature review.
Lou compared the MVC, MVP, and MVVM patterns for native Android app
architectures regarding testability, modifiability, and performance [22]. Similarly,
Sholichin et al. reviewed MVC, MVP, MVVM, and VIPER in the context of
iOS architectural patterns [31]. Further, Magics-Verkman et al. compared MVC,
MVVM, and MVI for testability and performance in iOS mobile application
development [23]. These studies used concrete implementations of MVVM. They
quantitatively compared them to other GUI architectural patterns for quality
attributes, while our study qualitatively analyses MVVM by a literature review.
Lappalainen and Kobayashi qualitatively compared MVC, MVP, and MVVM
by reviewing literature [21]. Syromiatnikov and Weyns selected several GUI
architectural patterns like MVVM, reviewed sources describing those patterns,
and qualitatively classified them as a landscape of GUI design patterns [35].
While these studies qualitatively review MV VM, they focus on a more extensive
landscape of GUI architectural patterns and use no systematic literature survey.
Daoudi et al. empirically studied the occurrence of MVC, MVP, or MVVM
in Android apps [5]. Chekhaba et al. introduced the machine learning tool Coach
to identify MVC, MVP, or MVVM in Android apps [4]. Unlike our study, they
do not qualitatively analyze design variants of MV VM using literature reviews.
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Verdecchia et al. performed a systematic mixed-method empirical study on
Android app architectures, including semi-structured interviews, gray literature,
and white literature [36]. While they review the literature, our paper focuses
specifically on MVVM and analyses design aspects and trade-offs more deeply.

8 Conclusion

This paper presented an MLR with a qualitative analysis of white and gray
literature about the MVVM pattern. We used the standard definition and stan-
dard trade-offs of MVVM from familiar standard sources like Gossman’s orig-
inal blog post, which introduced MVVM. Based on a selection of 519 scholar
entries and 523 websites, we filtered out 38 scholar entries and 125 websites,
which potentially extend design aspects or trade-offs compared to the standard
definition. We then extracted 76 additional design constructs, 16 additional ben-
efits, and 15 additional drawbacks. Finally, we categorized the design constructs
into 29 design aspects and further grouped those aspects into eleven topics. We
briefly described a subset of design constructs in the paper, while we published
a detailed replication package with the results of the planning phase, search and
selection process, data extraction, and synthesis.

The synthesized design aspects and trade-offs provide an overview of design
variants using the MVVM pattern. Practitioners, such as enterprise applica-
tion developers, can utilize this overview as a catalog of potential solutions
when implementing MVVM and as a checklist to ensure considering common
design aspects. Researchers can also benefit from this overview using the selected
sources or the results of the replication package when further studying MVVM.

Future work could study the extracted design aspects and trade-offs, sys-
tematically analyzing conflicts between design constructs and their associated
trade-offs. Such an analysis could lead to an assessment of the design constructs
and recommendations on which constructs to adopt and which to avoid. Addi-
tionally, there is the potential to create formal pattern descriptions of both
the standard MVVM definition and a subset of relevant design variants. More-
over, while we studied literature to identify MVVM design aspects and solutions,
scanning public code like GitHub repositories for MVVM implementations could
reveal design constructs not covered by literature. Furthermore, we plan to elab-
orate on the Humble View idea by applying the pattern within our doctoral
ViMoTest project, where the ViewModel provides a presentation-ready abstrac-
tion by directly aligning with GUT widgets [9,10].
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Abstract. Microservice architectures have gained popularity as one of
the preferred architectural approaches to develop large-scale systems.
Similarly, strategic Domain-Driven Design (DDD) gained traction as the
preferred architectural design approach for the development of microser-
vices. However, DDD and its strategic patterns are open-ended by design,
leading to a gap between the concepts of DDD and the design of
microservices. This gap is especially evident in migration tools that iden-
tify microservices from monoliths, where candidate decompositions into
microservices provide little in terms of DDD refactoring and visualiza-
tion. This paper proposes a solution to this problem by extending the
operational pipeline of a multi-strategy microservice identification tool,
called Mono2Micro, with a DDD modeling tool that provides a language,
called Context Mapper DSL (CML), for formalizing the most relevant
DDD concepts. The results are validated with a case study by compar-
ing the candidate decompositions resulting from a real-world monolith
application with and without CML translation.

Keywords: Domain-Driven Design - Microservices - Migration

1 Introduction

Microservice architectures have become one of the architectures of choice for
emerging large enterprise applications [6,23]. This adoption results from the
advantages of partitioning a large system into several independent services, which
provide qualities such as strong boundaries between services; independent devel-
opment, testing, deployment, and scaling of each service; and service-tailored
infrastructures [10,19,27]. On the other hand, topics such as how to distribute
the system and the consistency model might stagger the design early on. The
use of a monolith architecture, where the business logic of the system is intercon-
nected, has the advantage that it does not require early modularization. The neat
identification of modules occurs through refactorings, after initial development,
which allows one to explore the application domain first [11].
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Therefore, it is common practice to start with a monolith and, as the system
grows in size and complexity, migrate to a more modular architectural approach,
such as a modular monolith [12] or a microservice architecture. Since this archi-
tectural migration is not trivial [25], recent research has proposed approaches
and tools to help the migration process [1,2].

This has led to the development of Mono2Micro, a modular and extensible
tool for the identification of microservices in a monolith system [20]. Mono2Micro
focuses on identifying transactional contexts to inform its generated candidate
decompositions [22]. To this end, it integrates several approaches, such as static
code analysis of monolith accesses to domain entities [29], dynamic analysis of
monolith execution logs [4], lexical analysis of abstract syntactic trees of monolith
methods [8], and analysis of the history of monolith development [21]. Further-
more, Mono2Micro supports a set of measures and graph views to evaluate the
quality of the generated candidate decompositions [28].

However, as with most research on the identification of microservices in mono-
lith systems, Mono2Micro does not allow software architects to further model
generated candidate decompositions using Domain-Driven Design (DDD) [7],
which has shown good results on microservice design [33] and growing interest
in the industry [34]. Instead, Mono2Micro representations of candidate decom-
positions are based on sequences of read and write accesses to the monolith
domain entities, which are difficult to work with when trying to redesign the
original monolith system and its functionalities for a modular architecture.

This paper addresses this problem by providing a representation of the
Mono2Micro candidate decompositions in terms of automatically generated tac-
tical and strategic DDD patterns. In this way, software architects can work on
candidate decompositions from the perspective of DDD. This is achieved by
extending the operational pipeline of Mono2Micro with a connection to Con-
text Mapper, a DDD-focused modeling tool that provides a Domain-Specific
Language, named Context Mapper DSL (CML). CML supports the declarative
description of DDD domain models, using DDD concepts as building blocks of
the language [16]. With this goal in mind, the following research questions are
raised:

— RQ1: How can current approaches to the identification of microservices in
monolith systems be extended to include DDD?

— RQ2: Can the results of a candidate decomposition based on entity accesses
be represented in terms of DDD?

— RQ3: Can an architect benefit from the use of a tool that integrates DDD
when analyzing and working on a candidate decomposition?

To answer these research questions, a real monolith system was used as a case
study. The resulting candidate decompositions of this system were generated
with and without the new DDD modeling capabilities and then compared.

The remainder of this paper is structured as follows. Section2 goes over
the current literature on DDD application and microservice identification tools.
Section 3 gives some background on the Mono2Micro and Context Mapper
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tools. Section4 presents the solution to the aforementioned research questions.
Section 5 provides the validation of the solution with a case study application,
and in Sect.6 the results and answers to the research questions are discussed.
Finally, Sect. 7 concludes the paper.

2 Related Work

The application of DDD in microservice development, although widely practiced,
is still poorly formulated [30], the focus being in terms of modeling tools that
leverage tactic and strategic DDD patterns [34].

Most research extends existing standards to convey DDD concepts. They use
annotated constructs, such as in [26], where a mapping from DDD to UML is
presented with the use of annotations inside UML class constructs, or in [1§],
where an annotation-based DSL was developed to scope objects and attributes
within the concepts of DDD. However, they do not support all DDD patterns,
especially strategic ones such as Bounded Context relationships, which are useful
when modeling microservices from candidate decompositions.

Context Mapper is an exception to this, providing a DSL to model tactic
and strategic DDD patterns [16], rapid model prototyping by deriving Domains
and Bounded Contexts from use case definitions [17], and integration with other
technologies such as Microservice Domain-Specific Language (MDSL) [15].

Other research also explores the extensibility of DDD to better fit other
stages of software development. In [13] they define Domain Views, which enable
different stakeholders to perceive the domain model with their respective knowl-
edge base. The Context Mapper tool also provides Domain Views through the
definition of types of Bounded Context and Context Maps [16].

On the other hand, there has been extensive and recent research on tools for
the identification of microservices in monolith systems [1]. However, these tools,
such as Mono2Micro [20], do not provide output that enables DDD-based editing
and modeling, they mostly provide decompositions that are service-oriented and
not domain-oriented.

To our knowledge, the only tool that supports the reverse engineering of
DDD concepts is the Discovery Library [16], an extension of the Context Mapper
tool. It produces domain models from Spring Boot! service APIs using discovery
strategies. Through code analysis, it finds specific Spring Boot annotations and
maps them to the corresponding DDD concepts.

3 Background
To better inform the integration of Context Mapper into the Mono2Micro

pipeline, this section gives an overview of the architecture of both tools and
compares them.

! https://spring.io/projects /spring-boot.
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3.1 Mono2Micro

Mono2Micro is a migration tool that provides candidate monolith decomposi-
tions composed of clusters of domain classes. This work initially focused on the
identification of microservices driven by the identification of transactional con-
texts [22], but other strategies have been added [4,8,21].
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Fig. 1. The five stages of the Mono2Micro operational pipeline [20]. Each stage can
use the output of former stages as input.

Mono2Micro is designed as a pipeline, which is represented in Fig. 1. The five
stages of the pipeline are:

1. Collection: Implements several static and dynamic code collection strategies
to represent monoliths, including representations based on accesses to source
code domain entities, functionality logs, and commit history and authors.

2. Decomposition Generation: Partitions the monolith domain entities into clus-
ters using a set of similarity criteria, with a focus on producing good quality
decompositions.

3. Quality Assessment: Compares the decompositions and calculates the mea-
sures that are used to evaluate the generated decompositions. The measures
include coupling, cohesion, size, and complexity.

4. Visualization: Depicts decompositions in the form of graphs with multiple
levels of detail. Nodes and edges can represent different elements, depending
on the chosen collection strategy.

5. Editing and Modeling: Provides an interface with operations to modify the
automatically generated decompositions so that the architect can refine them.
Quality measures are also automatically recalculated, if applicable.

Each stage is composed of one or more modules that output artifacts for
the next stage in the pipeline. The underlying model of the tool that makes up
these modules and artifacts is also built with several extension points, making
it possible to support multiple decomposition strategies.

However, this pipeline does not include any way for an architect to model
candidate decompositions using DDD after the Decomposition Generation stage.
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More concretely, in the Visualization stage, graph representations of the decom-
position include cluster-based views of the decomposition domain entities, and
functionality-based views that represent its sequence of accesses to domain enti-
ties (“Graphs” in Fig. 1). There are no DDD-based views that show the model of
each candidate microservice. Likewise, the Editing and Modeling stage does not
contain any operations related to the application of DDD. This is where Context
Mapper comes in.

3.2 Context Mapper

Context Mapper is a modeling framework that provides a DSL to design systems
using DDD concepts. This DSL, henceforth called Context Mapper DSL (CML),
was developed to unify the many patterns of DDD and their invariants in a
concise language [16]. Figure 2 shows an example of the CML syntax, with the
declaration of a Context Map containing two Bounded Contexts.

1 ContextMap InsuranceContextMap {

2 contains CustomerManagement

3 contains CustomerSelfService

4

5 CustomerManagement [U] -> [D] CustomerSelfService
6 }

7

8 BoundedContext CustomerManagement {

9 Aggregate Customers {

10 Entity Customer {

11 aggregateRoot

12

13 - List<Address> addresses

14 String name

15

16

17 Entity Address {

18 string city

19 int postalCode

20 b

21 >

22

23 Application {

24 Service CustomersService {

25 void createCustomer(String name)
26 @Customer getCustomer(String name)
27 3}

28

29 }

31 BoundedContext CustomerSelfService {
32 }

Fig. 2. Example syntax of CML, containing the syntax for defining a Context Map (1—
6); Bounded Contexts (829, 31-32); Aggregates (9-21); Entities (10-15,17-20); and
Services (24-27).

Within Bounded Contexts, one can define Aggregates, which consist of a group
of closely related domain objects that form a unit for the purpose of data consis-
tency. This consistency is enforced inside the Aggregate by its root Entity, which
represents the only entry point. For example, in Fig. 2 the Customers aggregate
has the Customer entity as its root.

Although DDD focuses on the Domain Layer of systems, where the business
logic is residing, a CML Bounded Context can also represent the Application
Layer, which manages services that call different parts of the system, including
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processes in other layers. Using the Application keyword, Application Services
can be defined, among other constructs, and contain operations like
createCustomer and getCustomer as represented in Fig. 2.

In addition to the CML language, Context Mapper also contains other utili-
ties to facilitate modeling activities. These include the following:

1. Discovery Library: Implements several strategies to reverse engineer source
code artifacts and represent them in CML [14].

2. Architectural Refactoring: Includes operations to refactor and transform CML
code for easier modeling.

3. Diagram Generators: Provide translators to visualize CML artifacts in dia-
gram form, such as UML representations of Bounded Contexts and BPMN
maps of Aggregate states.

Each of these features has similarities with the features in Mono2Micro. First,
the Discovery Library performs a similar job as the Collectors of Mono2Micro,
but more importantly, it provides a way to generate CML from its input. Sec-
ond, the Architectural Refactoring (AR) module supports the architect on the
edition and modeling of CML models, as the Editing and Modeling stage of
Mono2Micro. However, AR operations are built on DDD concepts. Finally, the
Diagram Generators module can provide ways to view a candidate decomposi-
tion from the perspective of DDD, also something missing in Mono2Micro, which
presents decompositions as a graph of clustered domain entities. It also includes
generation of service contracts in the Microservice Domain Specific Language
(MDSL), which is another DSL for specifying microservices, and that can lead
to direct code generation for Open API, gRPC, Jolie, GraphQL, and plain Java.

4 Solution Architecture

The proposed extension to the Mono2Micro microservice identification pipeline
provides a representation of candidate decompositions in CML, so that DDD can
be used for modeling and refactoring activities. Figure 3 shows this extension in
terms of modules and their input and output artifacts. The top process bar
represents the relevant stages of the Mono2Micro pipeline, and the different
colors separate existing modules from new ones. The following sections, each
corresponding to one of the research questions, explain each module and artifact
in more detail.

4.1 Tool Integration

Mono2Micro and Context Mapper are built with an emphasis on modularity
and extensibility. This makes it viable for Context Mapper to integrate into the
Mono2Micro pipeline. However, it is still important to respect the models of
each tool to avoid compromising their internal cohesion. In practice, this meant
pursuing a low-coupling solution when connecting the tools. This solution was
achieved by leveraging on the Discovery Library (DL).
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Fig. 3. Mono2Micro pipeline extension to support CML representation of candidate
decompositions. In blue, the relevant pipeline steps (top) and modules. In orange, the
extension to the pipeline, composed of the addition of new modules. (Color figure
online)

As described in Sect. 3, the DL is a standalone tool capable of generating
CML code. This is done using discovery strategies that translate input into CML.
Since the DL was designed to be highly extensible, it also provides an API for the
creation of these discovery strategies. Using this API, the Mono2Micro pipeline
was extended with a module that defines new discovery strategies capable of
translating candidate decompositions into CML. This module is represented by
the CML Translator in Fig. 3.

The CML Translator has two stages. In the first, the internal representa-
tions of a decomposition in the Mono2Micro model are used to create a JSON
contract that contains all the information needed to map a candidate decompo-
sition to CML. This contract serves as input for the new discovery strategies and
adds a layer of decoupling between the Mono2Micro model and the DL model,
ensuring that changes made to the former do not inadvertently propagate to the
latter. In the second stage, the new discovery strategies translate the contract
to an internal representation of CML in the DL model. This model is, in turn,
automatically converted to actual CML code.

4.2 DDD Mapping

For the new discovery strategies to perform the translation to CML, the con-
cepts that form a candidate decomposition must be mapped to the DDD con-
cepts first. Since DDD and its concepts are structural in nature [7], a candidate
decomposition was also structurally defined, based on its internal representation
in Mono2Micro. A candidate decomposition is composed of three key concepts:
entities, which represent domain classes in the monolith; clusters, which rep-
resent a set of entities grouped by similarity criteria through a clustering algo-
rithm; and functionalities, which represent sequences of read /write accesses to
entities in one or more clusters. Mapping a candidate decomposition to DDD
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corresponds to mapping these three concepts and understanding what informa-
tion is needed from Mono2Micro once a DDD concept is chosen. Figure 4 shows a
summary of the achieved mappings, which are discussed in the next paragraphs.

M2M Decomposition —> DDD Representation —>» CML Represention

Entity Entity Entity
Bounded Context Bounded Context
Cluster
Aggregate Aggregate
Application
"Saga"
Functionality Coordination

Service Service

Fig. 4. Mapping strategy of candidate decomposition concepts from Mono2Micro
(M2M) to DDD and CML.

Entity Mapping. The entities of a candidate decomposition, by definition,
are already based on the concept of Entity from DDD, which facilitates this
mapping. The main difference is that Mono2Micro does not require the inter-
nal structure of entities to generate candidate decompositions, while in DDD
and CML the internal state and relationships with other entities are relevant
information to model an Entity. To guarantee a more complete translation of
candidate decomposition entities into CML, a new source code collector module
was added to the Mono2Micro Collection stage, aptly named Structure Collec-
tor as shown in Fig. 3. This module uses the Spoon Framework library [24] to
analyze and collect structural information from entities in the monolith domain,
including entity names, entity attributes, and relationships between entities, i.e.
composition or inheritance.

Cluster Mapping. The main criteria that dictate how entities are clustered
in the Mono2Micro Decomposition stage are based on transactional similarity.
This means entities commonly accessed together (i.e. read/write) during the
same transactions are more likely to belong in the same cluster. Similarly, a
DDD Aggregate is defined as a group of tightly coupled domain objects that can
be seen as a unit for the purpose of data changes during transactions, which
makes it a good fit to represent a cluster. However, the concept of cluster also
fits the concept of a DDD Bounded Context. This is because clusters define phys-
ical boundaries between microservices in a candidate decomposition and can be
evaluated based on coupling with other clusters in the same decomposition. This
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dual mapping of the cluster concept could be achieved with different variations
in the number of generated Bounded Contexts and Aggregates, but in the end the
chosen mapping was to take each cluster and generate a corresponding Bounded
Context and single Aggregate inside it, which in turn contains all the entities in
the cluster. This does not mean that the end product is to have one Aggregate per
Bounded Context. It is important to remember that the generated CML code is
by no means final and that further refactoring is expected by the architect doing
the modeling. Starting from this initial mapping that satisfies the definition of
a cluster, architects have the ability to further refine the model by partitioning
the generated Aggregate of each Bounded Context using not only entity access
information, but also the new structural context of entities that is not available
in Mono2Micro. Additionally, since entities that share structural relationships
in the monolith can likely end up in different clusters after decomposition, the
Context Map definition is updated with a relationship between Bounded Con-
texts in the direction of referenced Entities. This reference is also replaced with
a reference to a newly created local FEntity, which represents the outer Entity
locally, so that the architect can better visualize which references need to be
refactored. This case is shown in Fig. 5.

Aggregate Tournaments {

1
2

3 /* This entity was created to reference the 'Question' entity of the
4 * 'Questions' aggregate. */

5 Entity Question_ Reference
6
7
8
9

Entity Topic {
String name
- Set<Question_Reference> questions
10 b3
11 3}

Fig.5. Generated CML example, representing an Aggregate that contains 2 FEnti-
ties. Since Topic referenced an FEntity in its fields not present in the Aggregate,
Question_Reference was generated locally to replace this reference.

Functionality Mapping. Functionalities are more challenging to represent
in DDD since each functionality is composed of a sequence of read and write
accesses to entities, which is a concept very particular to Mono2Micro and with-
out apparent DDD equivalent concept. Additionally, the sequence of accesses
that represents a functionality can be quite extensive. The reason for this is
the fine-grained nature of the accesses collected from monolith code, due to
their object-oriented design. This contrasts with the coarse-grained communi-
cation that is expected between microservices to avoid distribution communi-
cation costs. Without resolving this granularity issue, it becomes very imprac-
tical to represent functionalities compactly. Fortunately, Mono2Micro provides
a Functionality Refactoring tool that rewrites the functionalities of a candidate
decomposition as Sagas [3,5]. The tool converts several fine-grained microser-
vice invocations into some coarse-grained ones, and is represented in Fig.3 as



DDD Representation of Monolith Candidate Decompositions 191

part of the pipeline. Refactoring functionalities as Sagas also makes a possible
map to DDD more adequate. Although the Saga pattern is not a DDD pat-
tern, in practice it can be used in conjunction with DDD to model distributed
transactions [9]. To supply a construct for the representation of Sagas meeting
the current requirements, an expansion to the CML syntax was proposed and
implemented in Context Mapper, which allows for the definition of distributed
workflows without specifying the communication model of the process. For the
current functionality mapping use case, this new concept can be used to simply
state the steps of the saga, without any implementing technology commitments.
This construct is called Coordination, and is based on the coordination property
of Sagas that specifies whether the steps of a Saga are orchestrated or chore-
ographed [9]. In CML, Coordinations can be used to coordinate defined Service
operations, the same way a Saga coordinates steps. Figure 6 shows an example
of the syntax in CML. Coordinations are defined within the Application layer
of a Bounded Context. To reference a Service operation, a coordination step
is divided into three segments, separated by the :: symbol: The name of the
Bounded Context where the operation is defined; the name of the application
Service where the operation is defined; and the name of the operation. Func-
tionalities that do not access other Bounded Contexts are simply mapped to a
Service, also defined in the Application layer of the Bounded Context where they
are defined.

4.3 CML Representation and Interaction

When using Mono2Micro, architects now have the option to convert candidate
decompositions to CML using the translation strategy mentioned so far. Like all
CML discovery strategies, the initial representation of the candidate decompo-
sition in CML is not final. Further refactoring is expected. However, an effort
was made to automatically create a good starting point. The names of enti-
ties, clusters, and functionalities from the initial decomposition are maintained
and used for naming Entities, Aggregates, Bounded Contexts, and Coordinations
in CML. The conversion of the format of functionalities to Sagas also creates
additional constructs, in the form of Service operation calls, which correspond
to Coordination steps in CML. These operations make up the interface of each
Bounded Contexrt in CML, but there is no straightforward name that can be used
to name each operation. As such, several access-based naming heuristics were
implemented in the translation strategy. The architect can further customize
the level of detail they want the name to have regarding access information:
Full Access Trace transcribes the entire ordered entity access sequence that
happens within an operation into the name of that operation; Ignore Access
Types omits the type of access to entities in operation names, i.e. read/write,
replacing it with a “ac” prefix; Ignore Access Order omits the type and order
of access to entities in the operation names. Each heuristic used reduces the
number of generated operations, at the cost of entity access details. In its most
reduced form, each operation name shows which entities are accessed in that
step. Access information is also added to each translated entity in the form
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of a comment, showing metrics related to the percentage of external and local
accesses to the entity in comparison with the total external and local accesses
to the Bounded Context. In contrast to these heuristics, there is also the option
to generate generic names for operations that are not access-based.

1 BoundedContext Tournament {

2 Application {

3 Coordination UpdateTournament_Coordination {

4 Tournament :: Tournament_Service :: updateTournament_step0;
5 Quiz :: Quiz_Service :: updateTournament_stepl;

6 Tournament :: Tournament_Service :: updateTournament_step2;
7 >

8 Yoo

9} ...

Fig. 6. Coordination construct in CML. The steps of the Coordination (4-6) represent
ordered calls to Service operations (10,20,11).

5 Case Study

Quizzes-Tutor (QT)? is an online quizzes management application developed
for educational institutions. It can be used to create, manage, and evaluate
quizzes composed of varying types of question formats. Teachers can add ques-
tions related to topics of the courses they preside over, while students can answer
these questions within quizzes. Other functionalities include the creation of quiz
tournaments between students, question proposals from students, and ways to
discuss question answers. This real-world monolith, composed of 46 domain enti-
ties and 107 functionalities, was used as a case study to validate the Mono2Micro
pipeline extension, which provides DDD modeling capabilities.

5.1 Decomposition Generation

To start the validation, a candidate decomposition for the QT application must
be generated and chosen. To this end, around 2000 candidate decompositions
were generated with different values of similarity criteria and number of clus-
ters. Candidate decompositions were then filtered on the basis of the values
of their measures. The heuristic used was to order decompositions based on
their coupling value in ascending order, and then based on their cohesion value
in descending order, to prioritize decompositions with low coupling and high
cohesion. Of the top 100 results, the candidate decomposition with the lowest
complexity value was chosen. Figure 7 also shows the clusters view of the decom-
position shown in Mono2Micro. Data for this candidate decomposition can be
seen in Table 1, with two noteworthy pieces of information.

To start with, the complexity of each cluster is very high. The complexity
measure represents the migration cost of the functionalities in a cluster. This

2 https://quizzes-tutor.tecnico.ulisboa.pt /.


https://quizzes-tutor.tecnico.ulisboa.pt/

DDD Representation of Monolith Candidate Decompositions 193

Table 1. Candidate decomposition measures for the QT case study.

Cluster |Entities|Functionalities Cohesion/Coupling|Complexity
Cluster06 7 0.81 0.185 787.571
Cluster1|27 107 0.212 0.657 106.832
Cluster2/4 11 0.727 0.179 431.091
Cluster39 35 0.654 0.753 322.486

Cluster2

Fig. 7. Mono2Micro decomposition visualization with fine-grained interaction between
clusters. Edges represent functionalities shared between clusters.

migration cost is measured as the cost of re-designing from an ACID context
to a distributed one. Of the initial 107 functionalities, 31 involve distributed
calls composed of several hops between clusters that drive the complexity high.
This is because functionalities are still represented by the fine-grained monolith
interactions between entities that can now be in different clusters. To reduce
this complexity, the Functionality Refactoring tool represented in Fig. 3 is used
to create coarse-grained interactions between clusters. Table 2 shows the reduc-
tion of invocations for some of the QT functionalities. Applying this complexity
reduction also makes it viable for functionalities to be represented in a structural
language such as CML. Otherwise, any translation strategy would culminate in
thousands of operation definitions for just a subset of the functionalities, as the
FGI (Fine-Grained Interaction) values show in Table2. The other noteworthy
piece of information is the high number of entities inside Clusterl compared to
the other clusters, which means that the entities inside this cluster are more
entangled when it comes to the functionalities that use them, and are more dif-
ficult to separate without creating an overly complex decomposition. It is also
the reason for the non-optimal levels of cohesion and coupling in this cluster. At
this stage, when some manual refactoring of functionalities is needed, modeling
using DDD can help.

The candidate decomposition is translated into CML by the discovery strate-
gies, which outputs a .cml file with a representation of the candidate decompo-
sition. Figure 8 shows a modified snippet of the generated CML, related to the
ConcludeQuiz functionality of a decomposition. Without any optimization, the
translation generates a total of 121 operations, used by 31 Coordinations that
represent the distributed functionalities. With naming heuristics, the number
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Table 2. Refactored functionalities fo
Interaction, and FGI stands for Fine-

r QT case study. CGI stands for Coarse-Grained
Grained Interactions.

Name #Clusters| CGIFGIReduction%
concludeQuiz 3 4 |73 194.52
getQuizByCode 3 4 |33 |87.88
getQuizAnswers 4 8 184 190.48
exportCourseExecutionInfo 4 9 110 /91.82
importAll 3 5 119 95.8
createQuestion 2 3 |24 875
getQuizAnswers 4 8 192 [91.30

of service calls can be reduced to

87 using Full Access Trace, to 84 using the

Ignore Access Types, and to 48 using the Ignore Access Order. Table 3 shows the

reduction of generated services acc

ording to which heuristics are used per clus-

ter. Regarding entity generation, a total of 11 reference entities were generated

to signal structural dependencies
every entity is generated with info
the total Bounded Context accesse

between entities, also shown in Table 3, and
rmation on the number of accesses to it, from
s (external and local), as shown in Fig. 8. This

information can help to refactor the decomposition further.

1 BoundedContext Cluster3 {

2 Application {

3 Coordination ConcludeQuiz_Coordination {

4 Cluster3 :: Cluster3_Service :: acQuestionDetails_acOption;
5 Cluster1 Clusterl_Service :: acQuiz_acQuizAnswer_acQuestion;
6 Cluster! Cluster0_Service :: acAnswerDetails;

7 Clusterl :: Clusterl Service :: acStudent_acDashboard;

8 b

] Service Cluster3_Service {

10 void acQuestionDetails_acOption;

11 b3

12

13 Aggregate Cluster3 {

14 /*

* Metrics:
* - Percentage of exte:
* - Percentage of loca

Entity QuestionDetails

Integer id
- Question_Reference
¥

/* This entity was crea
* 'Clusterl' aggregate

Entity Question Refere:

BoundedContext Clusterl {
Application {

void acStudent_acDas]

¥
Aggregate Clusteri {
/*

* Metrics:
* - Percentage of exte
* - Percentage of loca

Entity Question {

40 Integer id

41 String title

42 String content

43 - Course course

a4 - Set<Topic> topics
45 b

46 }

47 }

48 BoundedContext Cluster0 { ...

rnal accesses: 16.46% (13/79)
1 accesses: 16.41% (21/128) */
{

question
ted to reference the 'Question' entity of the

Y
nce

Service Clusterl Service {
void acQuiz_acQuizAnswer_acQuestion;

hboard;

rnal accesses: 10.06% (33/328)
1 accesses: 8.37% (41/490) */

Fig. 8. Snippet of the generated CM

L related to the functionality ConcludeQuiz. Ser-

vice operation names were truncated.
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Table 3. Generated CML constructs. The number of services is represented by four
values: No heuristics used; Full Access Trace used; Ignore Access Types used; and Ignore
Access Order used. The number of entities is represented by two values: original entities
and reference entities. The most accessed entity is based on external accesses to the
Bounded Context.

Cluster |#Services |#Entities Most Accessed Entity
Cluster0(15/7/6/4  |6/4 QuizAnswerltem (35.14%)
Clusterl|59/53/52/3427/3  |Quiz (12.2%)

Cluster2/11/5/5/2  |4/0 QuestionAnswerltem (30.0%)
Cluster3|36,/22/21/8 |9/4 QuestionDetails/Image (16.46%)

6 Discussion

This section discusses the findings of applying the DDD-based extension to the
operational pipeline of Mono2Micro by analyzing how the implemented solution
and the results of its application in the case study answer the research questions
raised in the introduction of this paper.

6.1 Results Validation

Starting with the first research question (RQ1), to evaluate whether the
Mono2Micro operational pipeline can be extended to integrate DDD, through
the use of CML, the first step taken was to measure the level of modularity
and extensibility of the solution. First, modularity deals with how divided a
system is into logical modules, improving separation of concerns and internal
cohesion. The solution is composed of two new modules in Mono2Micro, the
Structure Collector and CML Translator. In terms of cohesion, both modules
respect the pipeline architecture of Mono2Micro, and are placed accordingly
inside it based on their responsibilities. Second, extensibility deals with how
open for extension the features of a system are without putting at risk their core
structure, improving the addition of new functionality. The Structure Collector
was designed from scratch. It provides abstractions for the collection of data from
new frameworks and other types of structural data. The CML Translator is an
extension of the DI, API, so it follows that the discovery strategies implemented
have the same design and are also open to extension by providing abstractions.
Moving on to the second research question (RQ2), the mappings of the clus-
ter, entity, and functionality concepts demonstrate how a candidate decompo-
sition can be represented with DDD concepts. Mono2Micro entities are already
based on the concept of DDD FEntities, so the mapping is consistent in this
regard. In the case of clusters, consistency was maintained by mapping each of
them to a Bounded Context and an Aggregate. For the mapping of functionali-
ties, the sequence of accesses to entities that composed them was first converted
into a structured Saga. This significantly reduced the complexity of the sequence
in terms of size and hops between clusters, and made it simpler to represent with
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DDD. Sagas were mapped to Coordinations in CML, which encode an ordered
sequence of service calls, just as Sagas encode a sequence of steps.

Finally, in regard to the third research question (RQ3), the case study shows
how an architect can benefit from the use of this extension. In the case of entity
representation, it is possible to observe the attributes of each entity and also
the structural refactorings that must be made in existing entities. In the case of
clusters, Aggregates can now be defined and used to further partition a cluster
and its entities based on access patterns, access percentages, and the struc-
tural information provided at generation time. In the case of functionalities, the
architect now has the option of editing their Saga representation in CML, by
editing the generated Coordinations. Mono2Micro only allowed the creation of
fine-grained functionality traces, without any way to edit or visualize them in
a graphical representation. Using CML, these functionalities can be modeled as
Coordinations and edited in the language. Furthermore, Coordinations can be
visualized in BPMN, and the service naming heuristics allow the architect to
reduce the number of generated service calls. This does not reduce the number
of functionality steps but increases the level of reuse of services.

6.2 Practical Relevance and Adoption

The problem addressed with the presented approach is of high relevance to prac-
titioners, mainly software engineers and architects, who need to modernize exist-
ing monolith applications. Such monolith applications without an inner modular
structure, a.k.a. Big Ball of Mud [32], turned out to be a huge challenge in prac-
tice for several reasons, which can also be seen as use cases for our solution
presented in this paper:

— Economic reasons: Maintaining a Big Ball of Mud is often becoming expen-
sive for software companies. Changing such applications, adding new features,
or fixing bugs, often takes too much time because of the intertwined code base
and dependencies within the system.

— Scalability and “Cloud readiness”: Many companies have to decompose
their applications to migrate to the cloud. The monolithic architecture app-
roach is not scalable and does not fit the requirements for cloud deployment.

— Autonomous teams and “DevOps”: Many companies aim to implement
agile development approaches in which teams develop and operate their part
of an application autonomously [31]. A team should be able to make its
own design and architectural decisions. This requires loosely coupled (micro-
)services or at least a system with loosely coupled modules. The structure of
the organization (teams) defines the architecture of the software.

As already mentioned, the adoption of DDD for service decomposition is
widespread in the software industry. Both our tools, Mono2Micro® as well as Con-
text Mapper? are open-sourced and, at least individually, have already gained

3 https://github.com/socialsoftware/mono2micro.
4 https://github.com/ContextMapper.


https://github.com/socialsoftware/mono2micro
https://github.com/ContextMapper

DDD Representation of Monolith Candidate Decompositions 197

some adoption in industry and real-world projects. The proposed approach is
therefore foreseen as an important contribution and support for practitioners
who want to: use a tool that automatically suggests decompositions for an exist-
ing monolith system; and want to express their future architecture and service
decomposition in terms of DDD patterns and follow the “domain-driven” app-
roach. Once a CML model is available, practitioners can benefit from all Context
Mapper features: iterative and agile modeling, architectural refactorings, model
visualization (diagram generators), or even code generation.

6.3 Threats to Validity

With respect to internal validity, the functionalities used in the decomposition
and CML mapping process are all linear, meaning code branches, i.e. conditions
and loops, are flattened into a single access sequence instead of becoming a
tree-like structure. This is due to the existent static entity access collection
tool in Mono2Micro, which searches for entity accesses in a depth-first fashion.
However, previous research that used the same sequences to develop the Saga
representation of functionalities has shown this has little impact on the final
results [5], and support for multiple traces per functionality is being developed
in the Mono2Micro repository.

In terms of external validity, the current implementation assumes the use of
Java and the Spring Boot JPA Framework to collect entity access and structure
information, but the process is general enough to be applicable to other program-
ming languages and frameworks. The modules that assume these limitations are
also built with abstractions for the implementation of other technologies.

7 Conclusion

This paper proposes a solution pipeline for the lack of DDD in migration tools,
composed of the integration of Context Mapper, a modeling framework that
provides a DSL to represent DDD patterns, into the Mono2Micro decomposition
pipeline, a robust microservice identification tool.

The proposed solution achieves the integration by defining a mapping of con-
cepts between tools, whilst respecting each of the tool models. To support this
mapping, the solution includes several new modules and modifications, includ-
ing a new static collector of entity structural information, a contract for effective
communication between the tools, a translation strategy to generate CML from
Mono2Micro decompositions, i.e., entities, clusters, and functionalities, an exten-
sion to the CML syntax to support concepts from decomposition in the form
of Coordinations, and new diagram generators from CML based on translated
decompositions.

The artifacts developed in the project are publicly® available together with
the description of the procedures necessary to use them.

5 https://github.com /socialsoftware /mono2micro/tree/master /tools /cml-converter.
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Abstract. Cyber-Physical Systems (CPS) refer to integrated compu-
tational and physical processes, where computational elements monitor
and control physical processes, usually with a feedback loop. Analysis of
trust formation within a complex networks of linked social, physical and
computational entities has a potential to reveal otherwise implicit trust-
worthiness requirements and to improve the CPS design and acceptance.
We address this challenge with a method for trust analysis that supports
the alignment between trust concerns expressed by the prospective CPS
users and stakeholders, trustworthiness requirements formulated by the
CPS designers and technical elements of the CPS to be developed. We
apply this method to a real CPS design project. Our case study shows
that the explicit analysis of trust not only improves traceability between
user trust concerns and technical features of the CPS, but also allows for
identification of new relevant trustworthiness requirements, affecting the
system design and acceptance.

Keywords: trust - trustworthiness requirements + CPS

1 Introduction

Cyber-physical systems (CPS) refer to integrated computational capabilities,
networking, and physical processes. These systems use embedded computers and
networks to monitor and control physical processes, often with feedback loops,
where physical actions influence computational decisions and vice versa [12].
Social entities (organizations and individuals) are inherently involved in the CPS
lifecycle from development and standardization to implementation and daily use.
Trust is an essential component of the CPS adoption [6]. CPS are charac-
terized by their high degree of complexity, interconnectivity, and the ability to
interact with both the physical world and computational elements seamlessly.
Compared to social or interpersonal trust [5,13], in a CPS context, there are mul-
tiple entities (social, physical, or computational) upon which CPS users need to
place their trust. Examining trust formation in such a complex heterogeneous
system provides valuable input for CPS designers and developers, improving sys-
tems’ trustworthiness and positively affecting their acceptance and adoption by
the users [6,19,24].
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We address this challenge with a method for iterative analysis and elicitation
of trustworthiness requirements elaborated from [16]. The method is grounded
on the Six-Variable Model [25] originally defined to support design of control
systems. It provides a structured framework for presentation and analysis of the
relationships between various CPS elements. The presented method supports
traceability and alignment between trust concerns expressed by the CPS users
and stakeholders, trust assumptions made by the CPS designers in order to
address these concerns, trustworthiness requirements, and technical system com-
ponents that will be developed to meet these requirements. This article presents
the details of the method and reports on the case study of the ASSA project
where this method was applied. ASSA (Assistance Sécurité Seniors Application)
is a startup creating a personal emergency response system for the elderly. ASSA
solution uses connected smart devices to monitor user’s vital parameters and to
trigger an alert in case of emergency. The team of two engineers delivered design
documentation for ASSA following a conventional software design process. How-
ever, explicit trust analysis and trustworthiness requirements elicitation were not
conducted. This led us to consider ASSA an appropriate case for the method
application. The goal of our study is to demonstrate that explicit trust analysis
offers valuable insights for the CPS design process, enhancing traceability and
leading to the identification of new relevant requirements that contribute to the
system’s trustworthiness.

This article is organized as follows: In Sect. 2, we discuss the background on
trust in CPS; In Sect. 3, we provide the details on the method of trustworthiness
requirements elicitation; In Sect.4, we present our research methodology and
introduce the ASSA case study; In Sect. 5, we present our case study results; We
provide the concluding remarks in Sect. 6.

2 Background

2.1 Trust in CPS Research

Trust is a social construct that emerges from interactions between individuals or
groups and can be described by a situation where a subject (trustor) is willing
to rely on a chosen actions of an object of trust (trustee) [5,13,20]. Advances
in socio-technical systems introduce novel models of social and business interac-
tions, where IT artifacts can take the role of a trustee [22]. Trust in technology
reflects trustor’s beliefs that a specific technology has the attributes necessary
to perform as expected in a given situation where negative consequences are
possible [14,15].

CPS applications for assisted living provide individuals with support within
their living environments [1,4,23]. Recent technological advances expanded the
capabilities of CPS, enabling real-time health monitoring, fall detection, medica-
tion management, and personalized assistance. However, multiple issues related
to privacy, data security, interoperability, standardization, and integration of
CPS systems into larger ecosystems undermine the CPS users’ and stakehold-
ers’ decision to trust and to be engaged with a CPS [1,6,19]. Trust, defined as the
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user’s willingness to rely on a system in case of an emergency, is a prerequisite
for CPS technology adoption and must be explicitly addressed in their design
[17,19,24].

While interpersonal or social trust can be defined as a function of trustee’s
perceived ability, benevolence and integrity [13]|, physical and computational
entities exhibit technical properties and attributes that might predict the user’s
decision to trust (and by consequence to be involved with) the CPS [14].

Given the complex and interconnected nature of a CPS context, where multi-
ple social, physical and computational entities involved, there may be no obvious
central or identifiable trustee upon which to base trust decisions [6]. Moreover,
non-technical CPS stakeholders have limited capacity to objectively assess tech-
nical properties of a CPS and to reason about its trustworthiness. In [6], the
following eight trust constructs in CPS are defined: familiarity and understand-
ing of the CPS by consumers; reliability, predictability and consistency; security;
integrity; competence, expertise and functionality required to interact with the
CPS; the benevolence and helpfulness of the CPS for consumers; personaliz-
ability; faith and belief consumers have in the service delivered. These concepts
capture the complex nature of trust relationships in CPS. To accurately address
CPS trustworthiness during design, it is essential to conduct a thorough analysis
of user trust-related concerns and systematically translate these concerns into
trustworthiness requirements [16].

2.2 Trustworthiness Requirements and Trust Assumptions

In systems engineering, trustworthiness of a system means “to be worthy of being
trusted” to fulfill some specific requirements [18]. In this work, we elaborate
on the method for explicit trustworthiness requirements elicitation proposed in
[16]. Trustworthiness requirement (TwR) can be defined as a statement made by
a trustor about the expected trustworthiness of a trustee. This statement must
clearly express an operational, functional, design, or other characteristic, which,
according to the trustor’s beliefs, positively impacts the trustworthiness of this
trustee and the interaction between the two.

Sutcliffe [24] introduces ’soft’ requirements as a linguistic concept that encom-
passes various phenomena related to people, organizations, and society, includ-
ing trust. Grounded on this work, TwR can be considered as a subclass of soft
requirements and can be refined by functional and non-functional requirements.
A RE method aiming to systematize the elicitation and analysis of requirements,
including trustworthiness requirements, and grounded on the ontological analysis
is proposed in [3]. Here, TwR are considered as a special class of quality require-
ments. The Reference Ontology of Trustworthiness Requirements (ROTwR) [2]
proposes decomposition of TwR into reliability requirements, truthful informa-
tion communication requirements and transparency requirements.

In the context of CPS, TwR define the desired outcomes these systems should
achieve to address the trust concerns (TC) of users and stakeholders within the
socio-physical environment. However, the CPS controlling software - the main
focus of the development project addressed in this study - can only affect the
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machine domains, not the socio-physical ones. This concept is known as the
world-on-machine paradox, as formulated in [26]. Consequently, TCs cannot be
directly mapped into functional, non-functional, or quality requirements, nor can
they be linked directly to CPS components within the machine domain. Instead,
system engineers must interpret these concerns from the social domain to the
machine domain [7,21,27]. To do so, they have to make specific design assump-
tions [9]. Whereas TC are related to user’s beliefs and express what user expects
or fears in the real world, design assumptions reflect the engineers’ understand-
ing of both the real and the machine world. They express something taken as
being true or factual about the system, its components or the environment.
Design assumptions drive further engineers’ decisions about functionalities, fea-
tures and other properties of the system-to-be.

An ontology of assumptions proposed in [26] defines world assumptions
(WA), machine assumptions (MA), world dependence assumptions (WDA), and
machine dependence assumptions (MDA). A world assumption is an assumption
about world (or social) phenomena, which constraints the machine environment.
A machine assumption is an assumption about a machine’s internal phenomena.
A machine dependence assumption states that an external world phenomenon
depends on some machine phenomena. In contrast, a world dependence assump-
tion states that a machine phenomenon depends on some world phenomena. The
authors use situation calculus to reason about assumptions and requirements.

Grounded on [8,26], trust assumptions (TA) can be defined as the assump-
tions made by the system engineers about the properties of a system-to-be and its
various components (including human components), which will positively affect
the perceived trustworthiness of the system.

3 Method for Trustworthiness Requirements Elicitation

The method presented in this work is grounded on [16]. In the original work
[17], following the identification of (social) trust concerns in Step 1, the authors
define a vector of corresponding (technical) trustworthiness properties the system
must possess in Step 2. The trust assumptions are identified and documented in
Step 5 of the original method, acknowledging the alignment between the two.
However, following the arguments presented above, TW properties are a part
of the machine domain and cannot be identified before the trust assumptions
are made. In our work, trust assumptions play the pivotal role enabling the
mapping between the social domain and the machine domain. In our method,
we systematically formulate and refine the TA in order to achieve a certain level
of details where TwR can be formulated from the TA (see Fig. 1-b). We omit the
TW vector.

For trust analysis, we use the Six-Variable Model [25] originally defined to
support design of control systems. This model provides a structured framework
for analysis of the relationships between various system elements situated in the
socio-physical environment (i.e., users, stakeholders) and in the machine domain
(i-e., a control machine, sensors, actuators, other connected systems). It defines



Implications of Trust in Cyber-Physical Systems Design 205

ASSA Project
Retrospective trust Prospective Validation (a)
analysis trust Analysis of results
August November January March June
2022 2022 2023 2023 2023
. E Design specificati
. Input from prospective Design specification, | Input from project To-Bg pec
Market analysis users, other non-technical | | 47\ developers (technical
stakeholders ___...- (if in retrospective) | | stakeholder) H
Ngoziitoet - e e :
Context Trustworthiness requirements (TwR) Solution design Evaluation
Specification specification
1. Create System 2. Identify (social) Truss-nfrgret(r:\lifrz’ess 7. Derrive/update
Model Trust concems (TC) equirements (TwR) design solution )
¥
3. Specify (socio- 4. Map TC, TAto 5. Refine system
technical) Trust the system model model, TC, TA
assumptions (TA) [9)

Fig.1. (a) Overview of the ASSA Case Study: the timeline; (b) Method for Trust
Analysis and TwR elicitation integrated into the human-centered design approach [10]

six variables that are depicted as relations between different system elements:
referenced variables that focus on the properties that should be observed in the
system’s environment; monitored variables represent the properties that need
to be monitored during the system’s operation; input variables represent the
external stimuli that affect the system’s behavior; output variables refer to the
outcomes produced by the system; controlled variables refer to the properties
that the system can actively control or actions the system can take to achieve
its desired behavior; desired variables refer the properties in the system’s environ-
ment that should be achieved during the system’s operation. Figure 2 illustrates
the six-variable model for the ASSA system (our case study).

By analyzing the relationships between monitored, controlled, input, output,
referenced, and desired variables, developers can precisely articulate the system
requirements - TwR in our case - and their implication of system functionalities
and behavior. For trust analysis in CPS, we use the formalism proposed in [8,16]
for documenting TC, TA, TwR and traceability between TA, TwR and system
elements.

Our method defines seven steps (see Fig. 1-b) as follows:

Step 1: A global system model based on the Six-Variable Model is created.
This model focuses on the problem domain and the effects that must be
achieved in this domain. It captures the context of use and forms the foun-
dation for the subsequent steps.

Step 2: Trust concerns are collected from the users and project stakeholders.
In case of retrospective analysis, trust concerns can be extracted from the
existing design documentation;
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Step 3: Trust assumptions are collected from the technical stakeholders. An
assumption is something taken as being true or factual and used as a starting
point for a course of action or reasoning'. Trust assumptions refer to the
(social) trust concerns and justify the design choices made during the solution
design. We use the four kinds of assumptions defined in [26] to address the
‘world-on-machine paradox’ and to align the problem domain and the machine
domain.

Step 4: The trust concerns and trust assumptions are mapped to their relevant
elements in the global system model. Each trust concern may refer to one or
several elements in the system model.

Step 5: The global system model is refined: the high-level problem is refined
into sub-problems. Trust concerns and trust assumptions are elaborated. If
some trust concern is not addressed - a design assumption should be made
and a new element, feature or property needs to be suggested for the solution.
This step repeats until all trust concerns are covered and a desired level of
detail is achieved;

Step 6: The trustworthiness requirements are derived from the trust assump-
tions and integrated into system design documentation.

Step 7: The new technical features and/or components are derived, contribut-
ing into trustworthiness of the design solution. The design specification is
updated.

The method is consistent with the activities of the ISO 9241 human-centered
design approach [10]: Specifying the context of use (Step 1); Specifying the user
requirements (Step 2-6); Producing the design solutions (Step 7). Based on the
evaluation results, a new iteration of trust analysis and TwR elicitation can be
triggered. The User-centered evaluation of the design is out of scope for this
article and will be addressed in future.

4 The Case Study

To demonstrate our method for eliciting trustworthiness requirements and to
evaluate its effectiveness, we conducted a case study on the ASSA software devel-
opment project.

4.1 ASSA: the Application for Assistance and Security for Elderly

ASSA is an innovative personal emergency response application designed for
iOS and Android devices. Potential users of ASSA are elderly people and peo-
ple living in isolation, both geographically and socially. The application can
potentially integrate with compatible smartwatches and other wearable devices
to monitor vital parameters (e.g., heart rate, blood pressure, oxygen saturation
levels) and detect accidents (e.g. falls). When an irregularity in vital parameters
or an accident is detected, the application initiates a series of actions to ensure

! https://www.merriam-webster.com /thesaurus /assumption.
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quick assistance. First, it triggers a timer, during which the user is prompted to
confirm or cancel the emergency. If the emergency is not canceled, ASSA trans-
mits the emergency alert to the designated healthcare providers (e.g., a hospital
emergency service) and notifies a designated caregiver (e.g., a person of trust or
a family member), providing them with the data related to the situation (e.g.,
a health report).

The team of two engineers conducted the market analysis, requirements spec-
ification and developed initial design documentation for ASSA between August
and November 2022 (see Fig. 1-a). Regular monitoring and emergency handling
are the main uses-cases of ASSA. Other functionalities have been elaborated
later during the project. In particular, systematic generation and management
of on-line health reports have been added to ASSA as a result of this study.

According to the latest design specification, the ASSA application ensures
user monitoring and alert generation in case of emergency and provides rele-
vant historical data for the medical professionals (for both regular and emergent
medical interventions) for more efficient personalized treatment.

4.2 Research Methodology

We adapt the single-project case study research protocol defined by Kitchenham
and Pickard in [11].

Planning and Designing of the Case Study. The objectives of the case
study is to evaluate the feasibility, efficiency and relevance of our method for the
analysis and elicitation of trustworthiness requirements in the ASSA project.
While trust was recognized by the ASSA developers as an important factor for
adoption, no specific trust analysis has been conducted during the project. This
made the project a relevant case for the study. We define the following hypothesis
for this case study:

H1: The method is complementary with a design process not focused on trust.
H2: The method application uncovers implicit TwR in the existing system
specifications.

H3: The method application leads to identification of the new TwR.

H4: Documentation of trust assumptions enhances traceability and alignment
in the designed system.

H5: Method contributes into (re)definition of a valid and relevant design solu-
tion.

Conducting the Case Study. The study was conducted between November
2022 and June 2023 (Fig. 1-a). First, we conducted the trust analysis of the sys-
tem in retrospective, applying the method on the data collected in the ASSA
project before November 2022 and to the design documentation produced by
the ASSA developers. In the second iteration, we conducted the trust analysis of
the system in prospective, applying the method on the new data. We conducted
seven semi-structured interviews with prospective ASSA users and healthcare
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professionals. Additionally, we organized a series of working sessions with the
ASSA developers, concentrating on the themes of trust, trustworthiness, and
acceptance of the prospective application. Each interview lasted between 20 and
45 min. After a brief presentation of the assisted living technologies, the intervie-
wees have been introduced to ASSA and invited to discuss their own experience
with the assisted living technology and their reasons to adopt (or not) one.
Compared to interviews conducted by ASSA developers in the earlier days of
the project, this data collection focuses on subjective trust issues and beliefs
of the (non-technical) stakeholders. Here are some example questions from the
interview guide (translated from French):

— How would the personal emergency response system improve your work or
your personal security?

— For what reasons would you take a personal emergency response system?

Do you have any preoccupation when a relative of yours uses a personal emer-

gency response system?

— Does a “connected” personal emergency response system changes any preoc-
cupation you have regarding a typical personal emergency response system?
Both retrospective and prospective analysis demonstrated the method fea-
sibility (H1). We addressed the method efficiency (H2, H3) by eliciting the
TwR in both iterations. We were able to identify new features contributing to
the system trustworthiness and to propose an update for the base line ASSA
design solution (As-Is). To evaluate the method relevance (H4, H5), we pre-
sented the refined ASSA system model and the updated design specification
to the ASSA developers for review and validation. The case study results are
presented in the following session.

5 Trustworthiness Requirements Elicitation for ASSA

5.1 The Retrospective Trust Analysis

Step 1: The global system model of ASSA is created based on the market anal-
ysis and design documentation produced by the ASSA developers (Fig. 2). Here
ASSA mobile application is represented as a control system in a Six-Value-Model
[25]. The root requirement is defined by the main use case of ASSA: Provide
monitoring and assistance. The problem domain includes the user (an elderly
person whose health is monitored), her designated as caregivers and healthcare
practitioners. The control machine or the software to-be represents the ASSA
mobile application. The connection domain between the machine and the prob-
lem domains includes sensors (e.g., smartphone, smart watch) and the external
systems with which the control machine interacts by sending alerts, reports, and
emergency calls (e.g., health emergency services, messaging service, and online
reporting system). Reference variables include “health report” and “help notifica-
tion”; monitored and input variables include “detection of motion”, “vital signs”
and “location”; output variables include “call ambulance” linked to the health
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Fig. 2. Step 1: The ASSA global system model

emergency system (e.g., Ambulance), “send notification to caregiver” linked to
the messaging service (e.g., SMS), and “create health report” linked to the report-
ing system. The controlled variables include “send ambulance” linked with the
User; “alert”, and “location of the hospital” linked to the Caregiver; “share health
report” linked to the Healthcare practitioners and Caregiver. The desired vari-
ables are composed of “help received”, linked to the User; “information sent”,
linked to the Caregiver; “health report”, linked to the Healthcare practitioner.

Step 2: We conducted a semantic analysis of the ASSA design documentation
(As-Is) provided by the ASSA developers, including the market reports and inter-
views with medical professionals, potential users and caregivers. Using various
definitions of trust from the literature, we identified seven trust concerns TC1-7
(Table1).

Step 3: We identified the design decisions related to the TC specified in the
previous step from the ASSA design documentation (As-Is). We identify the
assumptions made by the ASSA developers about the properties of the ASSA
CPS and its various components to justify these decisions. We conducted the
interviews with the ASSA developers to validate the TA that have been dis-
covered. We classify them according to the ontology proposed in [26]. Table 2
illustrates the list of TA with their related TC. During the retrospective trust
analysis, we extracted 11 trust assumptions TA1.01-TA1.11. We use the assump-
tion ontology from [26], identifying world assumptions (WA), machine assump-
tions (MA), world dependence assumptions (WDA), and machine dependence
assumptions (MDA).

World assumptions are engineers assumptions about the social phenomena.
For example, we assume that the healthcare provider sends an ambulance each
time the ASSA emergency alert is received (see TA1.10) - this assumption means
that our solution cannot be trusted if the healthcare provider ignores the alert or
has not enough resources to respond to it. We also assume that the user should
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Table 1. Trust concerns expressed by the prospective ASSA users and stakeholders

Iter. Step 2: Trust concern

1 |TC1 |User is concerned about whether she will be constantly
monitored

1 'TC2 |User is uncertain whether she will receive help upon feeling
unwell

1 |TC3 |User is concerned with who will be able to access the
monitoring data

1 |TC4 |User is concerned about whether she will be able to use the
system in a proper way

1 |TC5 |User and caregiver are concerned about whether the device is
charged and working

1 ' TC6 |Caregiver is concerned about whether the assistance will be
timely provided in response to the alert

1 |TCT7 |Healthcare practitioners are concerned about relevance and
exactitude of the health report

TC8 |User is concerned about the system generating false alerts

TC9 |User is concerned that the monitoring data and the health
report will not be used by the healthcare professionals to
personalize /improve the treatment

2 |TC10User is concerned that his data will be used for commercial
purposes

2 |TC11|User is concerned about the health report being shared/used
without her consent

find the ASSA interface simple and intuitive (TA1.08). Otherwise the system
will not be trusted by the user.

Machine assumptions are engineers assumptions about the internal properties
of the application, smart devices or other systems and services that will positively
affect the perceived trustworthiness of the system. We assume that the redundant
sensors in the system affect reliability of the patient monitoring (TA1.01).

A machine dependence assumption states that an external world phenomenon
depends on some machine phenomena. For example, we assume that the user
can trust the system if she can check and make sure that the sensor is working
and constantly monitoring (see TA1.02).

A world dependence assumption states that a machine phenomenon depends
on some world phenomena. For example, we assume that the system detecting
an anomaly (and/or raising an alert) means that the user is not well (TA1.03,
TA1.03.01).

Step 4: We map the TC (Step 2) and TA (Step 3) to the relevant parts of the
ASSA system. We update the system model to show the traceability (Fig.3).
¢ Concerns TC1, TC4, TC5 are related to ASSA mobile application and/or
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Table 2. Trust assumptions discovered from the retrospective analysis (TAl.xx) and
made during the prospective analysis (TA2.xx) linking the trust concerns with system

elements
Trust Assumption: Kind [26]/TC: Linked to System elements:
TA1.01 |Redundant sensors increase the |MA TC1 Smartwatch/Smartphone
monitoring reliability
TA1.02  |User can check the sensor’s status MDA TC1 ASSA Mobile application;
and activity Smartwatch/Smartphone
TA1.03 [Irregularities in health metrics are WDA  |TC2, TC8 ASSA Mobile application
correctly identified from the data
TA1.03.01|User can trigger an alert manually WDA  |TC2, TC8 ASSA Mobile application
TA1.04 |The alert transmission is MDA TC2 ASSA Mobile application;
guaranteed by the system Network provider
TA1.04.01 WiFi and Mobile communication MA TC2 Network provider
is reliable
TA1.05 |Emergency calls are responded WA TC2 Health Emergency service
247
TA1.06 |Data is encrypted MA TC3 ASSA Mobile application;
Messaging service; Reporting
system
TA1.07 |Data can be accessed only by WDA  |TC3, TC10-11Messaging service, Reporting
authorized persons with the system, Caregiver, Healthcare
verified identity practitioner
TA1.08 |The interface is simple and WA TC4 ASSA Mobile application;
intuitive Smartwatch/Smartphone
TA1.09 |User is informed when the battery MDA TC5 ASSA Mobile application
of the smartphone or the
smartwatch is low
TA1.10 |The healthcare provider handles |[WA TC6, TC9 Health emergency service,
emergency alerts received from Healthcare authorities
the system
TA1.11 |Software is certified and WA TC7, TC9 Healthcare authorities
recognised by healthcare
authorities
TA2.01 |Redundant sensors prevent from MDA TC8 Smartwatch/Smartphone
false alerts
TA2.02 |Explicit request for the user MDA TC10-11 ASSA mobile application,
consent Reporting system
TA2.03 |GDPR-complience MDA TC10-11 ASSA mobile application,
Reporting system
TA2.04 |Reporting system is highly MA TC9 Reporting system, Healthcare
available practitioner
TA2.05 |Healthcare practitioners recognise WA TC9 Reporting system, Healthcare
and use the health report practitioner
TA2.06 |Healthcare practitioners provide WA TC9 Healthcare practitioner
qualified help
TA2.07 |User training materials are MDA TC1, TC4-5 |ASSA Mobile application;

provided

Smartwatch /Smartphone
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the smart devices - the User interface. TC2 questions the whole system and its
purpose - it is related to the main requirement. TC3, TC7 are related to the
ASSA interfaces for data exchange with the external systems. TC6 is related to
the interfaces between the system and the control domain. They refer to service-
level agreements and operational-level agreements that need to be defined.

TC3: User: Who will be able to TC4: User: Will | be able to use TC1: User: Will | be constantly TC2: User: Will | receive help
access the monitoring data? the system in a proper way? monitored? upon feeling unwell?
Y A ‘
S/SY{Detection of motion, Smartwatch / Userl{Detection of motion, User | _ _UserYHealth report,
vital signs, location} Smartphone vital signs, location} help notification)
|
* |
===y
. R TCS5: User, Caregiver: | TC6: User, Caregiver: Will th ’ N
ASSA Mobile L%‘.’r U::;x“';‘::;z:;“? the device charged and | | assistance be timely providedto|  / Provide monitoring \
application 9 working? the user? \ and assistance !
’
N
re__-T
0 I
| : |
Health emergency : K User le — UserKHelp |
service (A received} | |
-AppY{Call : |
|
|
ification to ing service MSHKAlert with healthreport, | _Cl{information sent} !
caregiver} (SMS) location of the hospital} Carsghver < |
|
A |
|
RSH{share hadlth report) Healthcare o N
AppY{Create healthireport} Reporting system practitioners < HPYhealth report}
. :
|

TC7: Healthcare practitioner: |!
the healthcare report correct,
TC11: User: Will my health report NOT be relevant to me?

st without my consent?

TC10: User: Will my data
NOT be used for

be used by the healthcare

TC9: User: Will my health report
professionals to improve the
?

?

Fig. 3. Global system model of ASSA annotated with trust concerns from the Iteration
1 (TC1-TC7) and Iteration 2 (TC8-11).

Step 5: We refine the global system model by decomposing the main problem
‘Provide monitoring and assistance’ into the sub-problems corresponding to the
use-cases of ASSA defined in coordination with the project developers:

P1: Monitor the User and Detect Emergencies. This sub-problem consists
of continuously collecting data about the user’s vital parameters from the sensors
(e.g., smartwatch, smartphone) and generating user’s health metrics. Data are
analyzed by the dedicated algorithms (i.e., compared to historical data or some
baseline established by a physician). If some irregularities are detected, the alert
is triggered.

P2: Send Ambulance to the User if an Emergency is Detected Once
the alert is triggered, the system transmits the alert to a healthcare emergency
service, which sends an ambulance in response. Healthcare practitioners (e.g.,
paramedics, physicians) intervene to provide help to the user. User data related
to the triggered alert (i.e., the health report) is communicated to healthcare
professionals through the reporting system.
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P3: Inform the Caregiver About the Emergency. The system notifies the
caregiver via a text message (e.g., an SMS), providing her with the data related
to the alert and the emergency intervention that followed (e.g., the address of
the hospital where the user was transported).

P4: Manage and Share Health Reports. The system records the user’s
health metrics creating regular health reports and incident health reports in an
on-line Reporting system. With the user’s authorization, these health reports
can be communicated with the caregivers and the healthcare professionals for
emergency interventions and regular check-ups.

We illustrate the refined system diagram for the sub-problem P2 in Fig.4.
TA1.01-04, TA1.08, TA1.09 are related to the elements that will be directly
manipulated by the user. TA1.05-07, TA1.10 are linked to the external sys-
tems in the machine domain (i.e., Health emergency service, Messaging service,
Reporting system). These are assumptions about how the ASSA Mobile appli-
cation should be integrated with these systems and about specific properties or
functionalities that these external systems must ensure. TA1.04, TA1.10-11 are
related to the entities that are not included in the problem model - Network
provider and Healthcare authorities.

Step 6: Using the TA, we formulate 11 trustworthiness requirements (1.01-1.11
in Table 3). We link the TwR with the TC they are addressing. Each TwR reflects
one or more TA. For example, the requirement TwR1.05: The system shall be
integrated with (recognized by) the health emergency service (e.g., Ambulance)
is associated with TA1.05: Emergency calls are responded 24/7 and TA1.10: The
healthcare provider handles emergency alerts received from the system (Table 2).

Step 7: The TwR are formulated for ASSA Mobile application, for the external
systems and services (e.g., health emergency service, reporting system), and for
the entities in the domain environment (e.g., healthcare practitioner, healthcare
authorities, mobile network provider). The TwR related to ASSA mobile appli-
cation can be considered as functional or non-functional requirements. Some of
these requirements align with the As-Is design solution (indicated ‘+’ in Table 2),
whereas the others lead to new design features. For example, TwR1.01, TwR1.03,
TwR1.07 suggest the update in the ASSA mobile interface As-Is. The TwR
related to external systems and services can be considered as non-functional,
integration requirements, and regulatory and compliance requirements. They
also introduce new elements to the design. For example, TwR1.09 focuses on
the integration and compliance with the (existing) platforms for sharing medical
data. TwR1.05-06, TwR1.08 highlight the importance of service-level agreements
with healthcare and mobile network providers.

5.2 The Prospective Trust Analysis

The objective of this analysis is to extend our understanding of the system and
its environment, focusing on the trustworthiness and acceptance of the system
by its stakeholders. Compared to the retrospective analysis, here we apply the
method to the newly collected empirical data for prospective TwR elicitation.
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Step 1: We use the global system model of ASSA developed in the Iteration
1 (Fig.2) and proceed with TC extraction.

Step 2: Through qualitative data analysis we were able to confirm the TC
identified in the Iteration 1 and to identify new TC (see Table1). In partic-
ular, the interviews reveal that the prospective users are concerned with a
possibility of a false alert and the purposeful use of the collected data (see
TC8-11, Table 1).

Step 3: We made the new trust assumptions about the (technical) properties
of the system To-Be, which, if implemented, would alleviate the TC expressed
by the users (TC8-11) and improve system trustworthiness. Note, that some
trust concerns are addressed by the TA formulated in the Iteration 1. For
example, TA1.03, 03.01 are already addressing the trust concern about the
false alerts (TC8). The new TA are listed in Table2 (see TA2.01-2.05). For
example, we assume that the user can trust the system if she can learn to use
the system from the documentation/support materials provided (TA2.07).
Step 4: We associate new TC and TA with the system components. Figure 4
illustrates the traceability between the TA and the system elements for the
system model for P2: Send ambulance to the user if an emergency is detected.
Step 5: We update the sub-problems (see the retrospective analysis) and
their system models (omitted in this paper).

Step 6: We formulate five TwR (TwR2.01-2.05) and link them with their
corresponding TA and TC.

Step 7: While TwR2.01 aligns with the ASSA As-Is design solution, the
other four TwR are new. They have been validated by the ASSA developers
and led to the design update. TwR2.02, TwR2.05 require the extension of the
ASSA application interface whereas TwR2.03-04 need to be addressed by the
external Reporting system and by the Healthcare practitioners (integration,
regulatory and compliance requirements).

5.3 Discussion

Our study shows that the proposed method is applicable in retrospective (follow-
ing up on a design process not focused on trust) and in prospective (integrated
into a human-centered design), validating H1. We examined the identified TwR
with the ASSA developers: five TwR correspond to the ASSA requirements As-
Is; six new TwR led to the ASSA specification update (Table 3). This validates
our research hypothesis H2, H3 and demonstrates the method efficiency.

We formulated 18 trust assumptions based on the retrospective and prospec-
tive trust analysis (Table 2) and created a traceability matrix and system models
explicitly linking the (social) trust concerns and the system elements. We con-
ducted feedback sessions with the engineers to ensure a shared understanding
and an added value of this traceability, validating H4.

We formulated 11 new TwR with 10 recognized important and validated
by the ASSA developers. TwR 1.07: "The user shall be able to trigger an alert
manually’ was not validated as it goes against the product vision of ASSA, where
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Table 3. Trustworthiness requirements

TwR Description Associated |Addressing [Included into ASSA?

with TA TC:

TwR1.01/The system shall provide the user |TA 1.02 TC1 new /val
with the means to control the
sensors status

TwR1.02/The system and the watch shall |TA1.08 TC4 +
have a simple and clear interface

TwR1.03/The system shall alert the user ~ |TA1.09 TC5 new /val
when the battery charge is low

TwR1.04/ The system shall be compatible |TA TC1, TC8 |+
with certified /reliable 1.01/2.01
sensors/components

TwR1.05/The system shall be integrated TA1.10, TC2, TC6, new/val
with (recognized by) the health |TA1.05 TC9
emergency service (e.g.,

Ambulance or SAMU in France)

TwR1.06/The system shall be TA1.11; TC2, TC7, new/val
certified/approved by the TA1.03 TC8, TC9
healthcare authority

TwR1.07/The user shall be able to trigger |TA1.03.01 |TC2, TC8 |new/ inval
an alert manually

TwR1.08/The system shall use a reliable TA1.04; TC2 new /val
mobile/internet network provider |TA1.04.01

TwR1.09/The system shall use a report TA1.06-07 |TCs3, new /val
format compatible with cloud TA2.02-04 |TC9-11
reporting systems

TwR1.10/The system shall encrypt all data, 'TA1.06 TC3 +
stored and exchanged

TwR1.11/The system shall be integrated TA1.07 TC3, +
with an on-line Reporting system TC10-11

TwR2.01/The system has to be TA2.02 TC10-11 +
GDPR-compliant

TwR2.02/The user shall be able to control |TA2.02; TC3, new /val
report sharing TA1.07 TC10-11

TwR2.03/The reporting system must be TA2.04-05 | TC9 new /val
highly available

TwR2.04 The healthcare practitioner has to|TA2.05; TC9 new /val
use the received health report TA2.06
while taking the user in charge

TwR2.05/The user shall be able to access |TA1.02, TC1-2, new /val
training materials and guidelines 'TA1.03.01, [TC4-5, TC8
for the ASSA mobile application |TA1.08-09

online (e.g., FAQ, getting started
videos etc.)
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Fig. 4. Refined system diagram for the sub-problem P2: Send ambulance to the user
in case the emergency is detected. Trust assumptions from the Iteration 1 (TAl.xx)
and from the Iteration 2 (TA2.xx) are linked to the system elements.

the system takes the whole responsibility for the emergency detection. By this,
we were able to partly validate H5 and the method relevance.

6 Conclusions

In this work, we applied the method for iterative trustworthiness requirements
analysis and elicitation elaborated from [16] to the case study of the ASSA CPS.
We formulated trust assumptions that justify technical decisions, supporting
alignment between (social) trust concerns and specific properties of the system,
and addressing the world-on-machine paradox formulated in [26]. The conducted
trust analysis led to updates in the ASSA solution design, with a focus on enhanc-
ing system trustworthiness. The ASSA developers acknowledged the significance
of this analysis.

In future work, we intend to evaluate the proposed design to assess the impact
of TwRs on the perceived trustworthiness of the system. To achieve this, we plan
to conduct user-centered evaluations and post-implementation usability testing.
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Abstract. Mastering complexity is an important topic within the field
of Enterprise Architecture (EA), and many companies perceive this as
a difficult endeavour due to the growth and perpetual evolution of the
Information Technology (IT) landscape. Numerous EA frameworks and
methods exist that describe what an IT landscape is. However, there
is no consensus regarding the definition of I'T landscape complexity, its
drivers and how to measure it. To help create a better understanding
of what IT landscape complexity entails, this paper reviews established
EA literature regarding the common elements of such an IT landscape
and investigates prevalent drivers and metrics to quantify complexity.
This paper introduces a standard way of describing the IT landscape
through a conceptual model, focusing on the elements in the application
layer. Furthermore, the prevalent IT complexity drivers and metrics are
illustrated. The aim of this research is to support organisations in com-
munication and architecting information systems by considering different
kinds of IT elements and their particular characteristics, such as connec-
tivity, adaptation, and complexity. Then, a discussion on how the drivers
and metrics of complexity can be used to quantify the complexity of such
an IT landscape follows. Our approach is a first step towards better pro-
cesses for managing complexity. This research supports mastering com-
plexity by allowing organisations to quantify IT landscape complexity
when aligning their architectures with the proposed conceptual model.

Keywords: IT Landscape - Complexity - Enterprise Architecture

1 Introduction

The Information Technology (IT) present in a contemporary enterprise is in a
continuous transformation and evolution [1]. An overwhelming number of com-
ponents and elements allow an organisation to perform its day-to-day operations
and achieve certain goals and outcomes. The rapid growth and perpetual evo-
lution of elements and their relationships, which create the IT landscape, lead
to complexity. From a systems thinking lens, complexity is concerned with a set
of parts or components that have vague or difficult-to-understand relationships
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varying across time [2]. The complexity of an IT landscape thus represents the
number of components or elements of an architecture, their relationships, and
the variation or heterogeneity of these [37].

Given the growth and dynamicity of IT, managing the IT complexity of an
organisation can be considered troublesome. Companies must use new technolo-
gies on top of their existing stack to match business needs or create temporal
measures to address these. Usually, organisations consider that more IT ele-
ments can support the delivery of more capabilities. However, these additions
can increase the complexity of the landscape and negatively influence agility or
increase risks and vulnerabilities [18].

This complexity of IT landscapes is an intangible factor and most organi-
sations experience difficulties in understanding its size or its impact [15,16,42].
Measuring the complexity associated with a change in the IT landscape can
be perceived as a very difficult endeavour. This problem is further amplified
by the fact that no consensus or well-defined standards are present in either
academia or practice to explain what an IT landscape is comprised of, in partic-
ular what factors can lead to complexity in such a IT landscape. Without a com-
mon understanding of elements of an IT landscape, subjectivity is observed in
both modelling the landscape and thinking about what complexity means (e.g.,
complex landscape as a larger number of IT components versus intricate rela-
tionships between components over time). Additionally, the existence of means
to quantify complexity is limited and scattered. An acknowledged problem or a
“major limitation” [25] is that few companies have suitable methods or tools to
systematically assess and evaluate complexity.

To grasp the expected benefits, commonly associated with IT in an organi-
sation, such as lower costs, flexibility, or efficiency [18], complexity needs to be
managed and measured. EA methods, tools and techniques can be leveraged for
this purpose. With the support of an exploratory and a Systematic Literature
Review (SLR), performed according to the extensions proposed by Wolfswinkel
et al. [50] to the works of Webster and Watson [46] an answer is provided to
the following Main Research Question (MRQ): Which drivers and metrics can
be used in the complexity analysis of an IT landscape?

This paper introduces a conceptual model which supports a precise definition
of the IT landscape, focusing on the elements in the application layer. The
model fosters a shared understanding of I'T elements which aid with I'T modelling
processes. Moreover, prevalent complexity drivers and metrics are summarised,
enabling stakeholders to define and quantify IT landscape complexity. Based
on the conceptual model and the list of drivers and metrics, a blueprint for
quantifying IT landscape complexity is developed.

This paper is structured as follows. Section 2 covers the background. Section 3
describes the research methodology for the literature reviews. In Sect.4 the
results of the reviews are analysed. Here, the conceptual model for the IT land-
scape is introduced, alongside the overview of existing drivers and metrics of
complexity. Section5 discusses the implications of the results. Section6 con-
cludes this paper and outlines future work.
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2 Background

Section 2 offers an overview of the related works that serve as the basis for the
literature study. First, it will be acknowledged what an IT landscape is. Then,
the overview of what complexity represents in an IT context is introduced.

2.1 IT Landscape Architecture

Architecture. Starting with the term architecture, this represents the philoso-
phy underlying a system which describes its purpose, intent, and structure [22].
Architecture defines the fundamental organisation of a system embodied in its
components, their relationships to each other and the environment, as well as
the principles guiding its design and evolution [19,23].

Enterprise Architecture. Moving to EA, this represents “a coherent whole
of principles, methods, and models that are used in the design and realisation of
an enterprise’s organisational structure, business processes, information systems,
and infrastructure” [23]. Moreover, it is a means to support the business and IT
alignment [34] and help bridge the gap between the current and future state
of an enterprise [11]. A better alignment leads to “lower cost, higher quality,
better time to market and greater customer satisfaction” [11]. For using EA,
methodologies, viewpoints and modelling languages are needed. The most used
combination that helps deliver EA is using TOGAF [11,17] as a methodology
and ArchiMate [12] as a modelling language.

IT Landscape. Next, in literature, the combination of the terms IT and land-
scape is used interchangeably with concepts such as application architecture, I'T
infrastructure, technical architecture, or information systems architecture. The
IT landscape can represent “A set of hardware, software and facility elements,
arranged in a specific configuration, which serves as a fabric to support the busi-
ness operation of an enterprise” [26]. However, no standard definition of such an
IT landscape or its composing elements exists [14,22,33]. Most current IT land-
scapes are the results of a history of projects that introduced their specialised
software, hardware, and infrastructure [22]. Furthermore, over the years, organ-
isations have combined older technologies, e.g., legacy systems, with newer ones
[5,49] leading to intricate relationships between components, including artificial
intelligence, digital twins, and cloud computing [35]. This fast pace of develop-
ments can also influence the prioritisation of short-term or quick fixes which can
result in architectural technical debt [21,45].

2.2 IT Landscape Complexity

Definition. IT landscape complexity refers to the number of components or
elements of an architecture, their relationships, the variation or heterogeneity of
these and the use of different levels of observation and granularity in modelling
[31,37].
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Classification. For the field of information systems or IT landscape complex-
ity, Schneider [38] unified the existing research by creating a multi-dimensional
framework. Four dimensions are included in this framework for classifying com-
plexity: organised vs. disorganised, qualitative vs. quantitative, subjective vs.
objective and static vs. dynamic [38]. These dimensions can guide the analysis
of EA models.

3 Research Methodology

In Sect. 3, the overarching research question for this paper is introduced. Then,
the approach selected to answer it is highlighted.

3.1 Research Questions

The MRQ is stated as: Which drivers and metrics can be used in the complexity
analysis of an IT landscape?. The answer to this question is presented with the
help of an exploratory literature review and SLR. The following two sub-research
questions were formulated to further investigate the MRQ:

RQ1. What are the composing elements of an IT landscape?

RQ2. Which factors drive the complexity of an IT landscape?

As no accepted definition of an IT landscape components is present in the
literature, RQ1 investigates this by employing an exploratory review. The lit-
erature offers various meanings of what an IT landscape represents, hence by
employing an exploratory review common elements for an all-encompassing def-
inition have been investigated.

The components and building blocks are pieced together to scope the IT
landscape. RQ2 delves into an SLR to gain a better understanding of the drivers
of complexity. Once the drivers are identified, existing metrics for their opera-
tionalisation have been distinguished via an exploratory literature review.

The motivation for the MRQ is to have a unified view of what an I'T landscape
means and how complexity can be quantified based on measuring its drivers.
The quantification can support organisations in their process of managing the
complexity of their IT landscape.

3.2 Literature Review Approach

To structure the research, a mixed-method literature review was performed
according to the extensions proposed by Wolfswinkel et al. [50] to the works of
Webster and Watson [46]. By combining both an exploratory literature review
and a SLR, comprehensive answers can be shaped, alongside a foundation of
existing knowledge and a holistic view of the investigated topics.

The scope of the review was to obtain answers to RQ1 and RQ2. By perform-
ing an exploratory literature review and a SLR, the questions can progressively
become better answerable. The databases used for this research are IEEE Xplore,
ACM Digital, Scopus and ISI Web of Science.
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Exploratory Literature Execution. To answer RQ1, via an exploratory lit-
erature review, the following steps were carried out: the definition of the research
question, the scoping of review and data sources, then the database search (based
on the keywords from the question such as: “IT architecture elements”) preceded
by theme and concept identification and lastly the analysis and presentation of
the findings. During the theme identification, Wolfswinkel et al.’s advice [50] of
prioritising concepts rather than classifying individual articles and creating links
between relevant ideas was used. This structure was created by the researcher,
as an exploratory literature review does not require one. 6 papers were analysed
for the RQ1 out of a pool of 20 selected works.

SLR Execution. Moving to the SLR executed for answering RQ2, the process
behind this type of review can be explained according to the five stages' proposed
by Webster and Watson [46].

In the define phase, the scope of the review is to gather answers to RQ2 by
performing searches on the four academic repositories mentioned previously. In
this stage, inclusion and exclusion criteria are defined. These aid in increasing
the number of adequate results for valuable insights. Furthermore, the number
of citations and the peer-review status of articles guided the search. Table 1
showcases the criteria for RQ2.

Table 1. Inclusion and Exclusion Criteria

Based on relevance

Inclusion Language - English

Title, abstract and keywords — Include the term com-
plexity or its derivates

Thematic relevance — Fall under research areas con-
cerned with information systems, enterprise architec-
ture or computer science

Articles from medicine, social sciences, business man-
Exclusion agement, mathematics natural sciences, education
Articles discussing IT projects, government, manage-
ment, supply chain, industry-specific concerns or soft-
ware design

Next, the search phase is concerned with performing the search on the four
above-mentioned repositories. Different queries, as seen in Table 2 were initially
created and through episodic searches, they were altered such that sufficient and
relevant outcomes could emerge. Wolfswinkel et al. mention that for the sake
of transparency, it is important that the search terms, queries, and sources are
documented [50].

In the selection phase, the doubles were filtered, the samples were refined
based on the abstract and the title, and the full text was considered. Further-
more, forward and backward searching was performed. For RQ2, 417 papers were

! For more information the researchers can share additional documentation of the SLR
process.
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Table 2. Search Queries

( TITLE-ABS-KEY ( ( "IT" OR "IT architecture" OR "IT landscape" OR "Applica-
tion architecture” OR "Application landscape" OR "Enterprise architecture" OR "En-
terprise landscape” OR "Information systems architecture" ) AND ( "complexity" OR
"Complexity driver" OR "driver* of complexity" OR "Complexity origin" OR "origin*
of complexity" OR "Complexity factor" OR "factor* of complexity" OR “Complexm
source" OR "source* of complexity" OR "Complexity cause" OR "cause* of complexity"

OR "Complexity root cause” OR "Complexity infl " OR "infl *of ¢ 1
) ) AND TITLE ( complex* ) AND KEY ( it OR "information system architecture" ) )
Title Complexit*

IT OR IT architecture OR IT landscape OR Application architecture OR Application
landscape OR Enterprise architecture OR Enterprise landscape OR Information systems
architecture

Scopus General

v

IEEE Xplore Complexity driver OR driver* of complexity OR Complexity origin OR origin* of com-
Abstract | plexity OR Complexity factor OR factor* of complexity OR Complexity source OR
N source* of complexity OR Complexity cause OR cause* of complexity OR Complexity
Queries root cause OR C lexity infl OR i * of complexity
( "IT" OR "IT architecture” OR "IT landscape” OR "Application architecture" OR
"Application landscape” OR "Enterprise architecture” OR "Enterprise landscape" OR
"Information systems architecture" ) AND ( "complexity" OR "Complexity driver"
OR "driver* of complexity" OR "Complexity origin" OR "origin* of complexity" OR
"Complexity factor" OR "factor® of complexity" OR "Complexity source" OR "source*
of complexity" OR "Complexity cause" OR "cause* of complexity" OR "Complexity
root cause” OR "Complexity infl " OR "infl * of complexity" ) AND TITLE
( complex* )
IT OR IT architecture OR IT landscape OR Application architecture OR Application
landscape OR Enterprise architecture OR Enterprise landscape OR Information systems
architecture

Main Search

ACM Digital General

Complexity driver OR driver* of complexity OR Complexity origin OR origin* of com-
Title plexity OR Complexity factor OR factor® of complexity OR Complexity source OR
source® of complexity OR Complexity cause OR cause* of complexity OR Complexity
root cause OR C: lexity infl OR infl * of complexity

ISI Web of Science

the result of the aggregated searches from the four repositories, however only 17
of them were chosen for further analysis. The PRISMA flowchart [32] helped in
structuring this selection (as seen in Fig. 1). All the academic articles underwent
this process of open coding. Axial coding followed next, as relationships between
the concepts were discovered and finally, selective coding to integrate and refine
the categories. The key concepts were categorised using concept matrices?, as
explained in [50].

The last step is the presentation of the findings from the prevalent works
alongside the created relationships between concepts and insights. These are
described in Sect. 4.

4 Analysis of Research Results

Sect. 4 details the insights gathered from the mixed-method literature review.
First, the concept of IT landscape is addressed, thereby facilitating an under-
standing of its constituent elements. Subsequently, the drivers of complexity in
such a landscape are showcased.

4.1 IT Landscape

Components. To be able to manage a complex environment, it is crucial to
observe which elements or components are part of this high-level design space,

2 These matrices can be shared upon request.
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of studies via Identification of studies via other methods
e Records identified from*:
Databases (n= 417) Records removed before
i - (173) screening: Records identified from:
- IEEE Xplore (64) Duplicate records removed Citation searching (n = 7)
- ACM Digital Library (89) (n=18)
- ISIWeb of Science (91)
l
=
Records screened Records excluded
(n=399) (n = 359)
Reports sought for retrieval Reports not retrieved Reports sought for retrieval Reports not retrieved
2 (n=40) (n=15) n=7) (n=0)
Reports assessed for eligibilty Reports enchuded. Reports assessed for eligibil
") ——| " Discussing IT project (n=7) phra-) gibility
Looking at software design (n = 4) Reports excluded
Concerned with (n=0)
practices (n = 4)
J
Studies included in review
§ (n=10)
-g Reports of included studies
£ [ n=17)

Fig. 1. PRISMA - Literature Review on Complexity Drivers

or the IT landscape. Firstly, a landscape can be represented with a three-
dimensional coordinate system showing architectural relationships between cho-
sen domains such as business functions, application components and products
[36,44].

The IT landscape is commonly associated with “A set of hardware, software
and facility elements, arranged in a specific configuration, which serves as a fabric
to support the business operation of an enterprise” [26]. Throughout the years,
the term evolved and started being used interchangeably with others such as
information systems or technical architecture and nowadays a standard definition
of its composing elements is absent [14,22,33]. Several well-acknowledged works
mentioning IT landscape components have been analysed and are presented
below.

In 1987, Zachman [51], proposed the first framework for IS architecture which
described IT landscape components. Nowadays, it represents one of the best-
known architectural frameworks. Zachman started by looking at the traditional
architecture components to build the basis of the IS architecture. Initially, the
scope of the framework focused on data (what something is made of), func-
tions/processes (how something is working) and networks (where something is
located) and what those meant to different stakeholders. As the years passed, it
expanded to include people, time, and motivation.

Rohloff [34] offers a differentiation between the IT landscape and the IS
architecture. As opposed to IS architecture which focuses on a single system,
the IT landscape is concerned with the design on a larger scale. To support this
larger-scale perspective, one can consider the work of Hammer [14]. He describes
IT architecture as a common high-level model or design that supports various
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disciplines and stakeholders in “taking design decisions in a multi-dimensional
design space”, “defining designs in a multi-disciplinary environment” and “com-
municating solutions” [14].

Another well-acknowledged book, written by Laan [22], discusses the build-
ing blocks of IT for describing what an IT infrastructure is. The model explains
how from business processes, required for fulfilling an enterprise vision, infor-
mation is stored and managed using applications, which in turn need platforms
and infrastructure to run. There are three types of applications: client (e.g., web
browsers, word processors), office (e.g., email servers, collaboration tools), and
business specific (custom-built or highly customised applications, e.g., Enter-
prise Resource Planning) and various components such as databases or front-
end servers that enable them to work. Each of the four layers (business, appli-
cation, platforms and infrastructure) influences the management function, and
their functionality “is supported by non-functional attributes” [22]. These non-
functional attributes describe the qualitative behaviour of a system and can
range from availability, scalability, and security to testability and recoverability.

Rohloff [34] also explains that the main IT blueprints, the ones creating a
basis for a landscape, are the application landscape (showing how each busi-
ness process is supported by applications), the data repository (deployment of
databases and how they support information clusters), and the service landscape
(infrastructure services). These blueprints follow the same division as what Laan
[22] described: processes, applications, services, and infrastructure.

From the broad perspective introduced by Zachman [51] and the building
blocks of IT discussed by Laan [22], a shift towards more tangible elements of
the IT landscape must be in place. Bruckmann [6] mentions that an IT land-
scape is composed of various IT objects, or artifacts, which can be “hardware
platforms, database products, operating systems, application servers, develop-
ment tools, programming languages [etc.]”. In this case, an application uses IT
objects. Furthermore, he proposes a conceptual model to illustrate the break-
down of an IT object.

Building upon the proposed conceptual model introduced in [6], the attention
can move to Hammer [14] which describes the dimensions of IT architecture. For
complex landscapes, alongside components, such as an IT artifact, it is important
to consider the behaviour of the system and its interactions. The design space of
an IT architecture is composed of “functional and non-functional dimensions”
[14]. The functional dimension is concerned with the high-level structure of an
architecture, thus, the components, their specifications, interfaces, and restric-
tions. Moreover, for the functional perspective, behaviour, or dynamic structure,
must be analysed. Behavior is touching upon, concurrent activities, interaction
sequences or protocols between components. The non-functional dimension must
investigate performance (e.g., response time, throughput), dependability (e.g.,
reliability, availability, security, and robustness) and general aspects (such as
desirable future). This dimension is composed of requirements which were also
perceived as important by Laan [22], as previously discussed.
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Key Takeaways. To combine the perspectives discussed and understand what
an IT landscape is comprised of, Fig. 2 is proposed by the researchers. According
to the model, an IT landscape refers to the overarching structure, combination
and configuration of applications (which can use several IT objects) and their
relationships to support the business processes for delivering value to the cus-
tomer.

Information/Data | | Business Processes

Application and Services Assists

Status
Integration Services

Connectivity Delivers

. Defined by
Complexity —{ Characteristics I‘—| Application

State

Adaptation

Self-adaptation

UL

Synchronicity

T T T

Can be
IT Object

Fig. 2. Conceptual Model of IT Landscape Components

The model is comprised of three layers, similar to the core model of Archi-
Mate [12]. These are the business processes, applications and services, and the
infrastructure layer.

The IT landscape is composed of a myriad of applications that support the
business operations of an enterprise. The business has to complete certain pro-
cesses, created based on information or data entities, that need to be supported
by IT. Hence, from the business requirements, applications are selected and used
by an organisation. These realise services that assist the business in delivering
value to customers.

The applications can be combined and configured in various ways, and each
of them has certain characteristics. According to Matook [29], there are seven
different characteristics of an application: integration, connectivity, complexity,
state, adaptation, self-adaptation, and synchronicity. Furthermore, each appli-
cation has a status or a lifecycle phase, as mentioned by Bruckmann et al. [6].
For example, an application can be in one of the following phases “proposed,
test, productive, standard, and retired” [6].
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Next, applications can have a type. For example, Laan [22] distinguished
three types of applications: client (e.g., web browsers, word processors), office
(e.g., email servers, collaboration tools), and business-specific (custom-built or
highly customised applications, e.g., Enterprise Resource Planning). These appli-
cations can also belong to a category.

Moreover, the applications in an IT landscape fulfill certain functional or
non-functional requirements [14]. The functional dimension is concerned with
the high-level structure of architecture, thus, the applications, their specifica-
tions, interfaces or interaction sequences, protocols, data exchange formats and
restrictions [14]. The non-functional dimension must investigate performance
(e.g., response time, throughput), dependability (e.g., reliability, availability,
security, and robustness) and general aspects (such as desirable future). This
dimension is composed of requirements which were also perceived as important
by Laan [22], as previously discussed.

The model illustrates that applications are using “IT objects” (as defined
by Bruckmann), such as software (e.g., operating systems, databases, compilers,
en-/decryption software), hardware (e.g., servers, workstations, storage devices)
and technology. The last I'T object, technology, is seen as “software architecture
patterns” or “application protocols, digital preservation formats, programming
languages” [6]. Matook [29] also supports the view that the “IT artifact” is based
on technology, software, and hardware. These three elements are integrated, and
they help with the execution of information-processing tasks with a specific usage
purpose.

4.2 Complexity Drivers and Metrics

Drivers. The SLR on complexity drivers and metrics leads to numerous insights.
The drivers are manifold for an IT landscape and range from well-acknowledged
and debated ones such as the number and heterogeneity of applications and their
relationships to less researched drivers, such as unnecessary variability [48], lack
of knowledge or EA debt [13,28]. A high-level overview of these is introduced
next.

Beese et al. [4] suggested five drivers for IT architectural complexity: size,
diversity, integration, planning, and dynamics. Schiietz [40] classifies the origin
of IT complexity into the following categories: the number and heterogeneity of
component and their relationships, the rate of change, and the application to
different IT architecture domains (function, data, technology, and interfaces).
Similarly to Beese et al. and Schiietz, papers [49] and [39], find the number
of applications, heterogeneity, standards or functional scope as causes for IT
landscape complexity.

Another aspect that seems to cause complexity is the systems integration,
as described by Jain et al. [20] in an eighteen-criteria framework. This includes
discussions on interface openness or abstraction of system architecture, that
impact the integration complexity. For a more specific origin of complexity that
negatively impacts costs, architecture dependability, maintenance, and evolving
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systems, Wehling’s work on unnecessary variability (components supporting the
same business process) [47,48] can be analysed.

For large-scale complex IT systems, Sommerville et al. [41] introduce two
origins of complexity: trust relationships of components in a system and lack
of knowledge about the system (from a human perspective). Mocker [30] also
investigates the origins of complexity for application architecture for large-scale
IT systems. He discovers that interdependence (interconnectedness), redundancy
(supporting the same process), the number of different applications, as well as
their age impact cost (e.g., maintenance and operation), agility, and the overall
IT complexity. Furthermore, the complexity of the business requirement that an
application is helping with can generate overall complexity.

Lentz and Bleizeffer [24] support the above-mentioned points, but they also
discuss the impact of unintelligent design as a cause of I'T complexity. Frequent
application updates and fixes for a faster turnaround are high priorities in larger
enterprises, such that everything can operate accordingly. These considerations
can lead to architectural technical debt. Quick fixes in one area of the enterprise
can mean accepting compromises in other areas, generating a higher complexity,
or cost to restore the state of the system in the future [13].

Technical debt describes the delayed technical development activities for get-
ting short-term payoffs or timely release of specific software [52]. Atchison [3]
describes how technical debt and complexity go hand in hand and concludes
that “Technical debt is the core of IT complexity”.

Architectural debt resides under the umbrella of technical debt [28]. Mar-
tini [27,28] illustrates possible causes leading to architectural technical debt,
for example, business factors, the use of third-party/open-source systems that
were not initially part of the architecture, parallel development, non-completed
refactoring (e.g., using a new application programming interface, however, the
previous one cannot be removed because of backwards compatibility) or the
human factor (e.g., differences in knowledge, ignorance, error-prone situations).

As technical and architectural technical debt are both specific to the software
domain, Hacks [13,43] coined the term EA Debt to create the link between
business and IT. It is defined as “the deviation of the current present state
of an enterprise from a hypothetical ideal state” [13]. This can mean elements
not optimally implemented, the use of bad interfaces, interoperability issues or
different priorities of stakeholders. To understand the taxonomy of EA debt the
work of Daoudi et al. [8] serves as a reference point.

Metrics. Upon understanding the potential drivers influencing the IT land-
scape, it is also important to identify which metrics can quantify them. The most
important work addressing this was performed by Iacob et al. [18]. Through a
SLR an inventory of complexity metrics was created. This SLR was enhanced
with the help of 12 semi-structured interviews with experts from different organi-
sations. Based on the combined results, 42 metrics for quantifying EA complexity
were identified. Some of these are counting the number of relations or the num-
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ber of elements in an architecture, using cyclomatic complexity, conformity, or
redundancy.

Beyond these 42 metrics, one recent development in the literature, focusing
more on dynamic complexity is introduced by Daoudi [9]. This is called the
Adaptive EA, an approach for proactive sensing and responding to change and
for managing trade-offs. In moving from as-is to to-be scenarios, the EA Degree
of Dynamic Complexity (DDC) is proposed. Furthermore, paper [9] lists exist-
ing types of calculation for some complexity metrics, such as an interdependence
matrix (for measuring layer interdependency Business-Application-Technology),
entropy (for heterogeneity) or a context awareness capability matrix (for sub-
jective complexity). Another important complexity measurement that can be
used to choose between EA alternatives is proposed by Rojas [10]. He mentions
that complexity metrics at the implementation stage identify elements that can
either reduce or increase complexity, for example, a high cohesion between ele-
ments, respectively a high coupling between elements. For the design phase, to
re-estimate project effort and understand the complexity of EAs, Rojas proposes
the Structural Complexity Measure (SCM).

Key Takeaways. To summarise the discussed research streams, Fig. 3 has been
created by the researchers. The complexity drivers and potential metrics for their
quantification are proposed. The left-hand side column represents the categories
of drivers, followed by potential examples of drivers for IT landscape complexity.
The right-hand side column depicts possible metrics to quantify these.
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Fig. 3. Drivers and Metrics of IT Landscape Complexity
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5 Discussion

This research introduces a conceptual model which unifies different views on
what IT landscape components are. This model has been designed to support
architects in aligning their views when modeling and communicating about IT
landscapes. An important aspect brought forward with the help of the model is
the emphasis on the characteristics of applications. Hence, this model can serve
as a reference for the elements part of an I'T landscape.

Organisations face challenges in managing and measuring the IT landscape
complexity. With a defined and aligned view of what constitutes this landscape,
as presented in Fig.2, an understanding of the root causes of complexity can
start to form. The research also provides a model of drivers and metrics for
IT landscape complexity, in Fig.3. IT architects can apply these to quantify
landscape complexity for architectures aligned with the conceptual model.

By analysing EA designs of IT landscapes, architects can quantify complexity
drivers using metrics. For example, in a model depicting applications, services,
data, and interfaces, architects can count the number of services realised by an
application, check the types of interfaces between the applications or observe the
data usage and exchange. It is envisioned that this approach allows the aggre-
gation of these metrics into an overall complexity metric for the IT landscape.

One use case for the approach can be the following: an architect comparing
various future options for the current landscape, e.g., different target architec-
tures, and making a choice based on the score of complexity. A certain view-
point depicted by an architect will be assigned a complexity score. Here, one
can observe if a higher level of complexity is linked with certain architectural
patterns or changes. A possible way to calculate complexity for this specific use
case (comparing as-is and to-be architectures) is shown in Eq. 1, as introduced by
Daoudi [9]. Complexity should be seen here as the state changes of the landscape
over time.

Considering that adaptation is essential in highly competitive and dynamic
business environments, the equation proposed by Daoudi et al. targets proactive
sensing and responding to change. In moving from the baseline to the target
scenarios, the EA Degree of Dynamic Complexity (DDC) computes the com-
plexity degree of the changes, where ¢ is the indicator of the EA version (i is
the current architecture, i + 1 is a possible target architecture), the first element
of the sum is concerned with the values of dynamic factors (changing in time),
whereas the second one is related to static factors. IV represents the number of
factors selected for the analysis.

n

DDC 4,3+ 1(t Z +f‘7,wheren€N (1)

Based on the performed work, some further research should be considered as
it will bring benefits to both academia and practice. First, the models proposed
have to be fully validated in organisations with a high complexity level, e.g.,
more than 1.000 (preferably integrated) applications in the IT landscape. In
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such a landscape, one can observe if there are any elements of an IT landscape
which are not included in the model. Moreover, drivers of complexity can emerge
which might not be discussed in detail in the literature.

One of the researchers is working on creating an aggregated metric for the
complexity of an IT landscape, piecing together insights from academia and from
a case study. As the metric is being developed, the connection between the IT
landscape components and the drivers and metrics influencing complexity needs
to be exploited.

6 Conclusion

Starting by creating a conceptual model of the most commonly discussed ele-
ments which form the core of the IT landscape and going into more detail on
which drivers and metrics could be used for the quantification of complexity, this
paper synthesised prevalent related works for supporting architects in managing
complexity.

A conceptual model of IT landscape components is proposed based on a
mixed-method literature review. The main contribution of this paper is therefore
the provision of a standardised description of the IT landscape. Furthermore,
the research identifies complexity drivers and metrics and proposes a method
for measuring IT landscape complexity. This method’s overarching goal is to
quantify IT landscape complexity.

This approach establishes a foundation for the management of IT landscape
complexity, for both academics and practitioners. A standard terminology for
the IT landscape, or a common language, is essential for mastering complexity.
Furthermore, by using identified complexity drivers and metrics, enterprises can
prioritise and combine these to indicate their respective complexity levels. With
such an aggregation, the lack of measurements for complexity can be tackled, as
an organisation can find ways in which they can quantify the metrics based on
their existing resources. Hence, the model and metrics overview assist enterprises
in mastering complexity.

The model and an initial measurement method are under a formal validation
with IT experts and the preliminary results show a satisfactory level to address
the goal of this research. However, further validation is needed through a set of
scenarios within organisations characterised by IT landscape complexity. Each
scenario should include a baseline architecture along with potential target archi-
tectures that can be inputted into the measurement method, and, preferably, the
result of the complexity calculations should be well explained to the IT experts.

As one of the core future avenues of research, improving the semantic expres-
siveness of the conceptual model can bring additional value to the overall frame-
work. Therefore, making an ontological analysis of this conceptual model based
on a foundational ontology might result in such expressiveness gain. In particu-
lar, a proposal is made to use existing well-founded ontologies that target system
modelling, such as [7], to address this open issue.
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Abstract. Due to the crucial role conceptual models play in explicitly
representing a subject domain, it is imperative that they are comprehen-
sible and maintainable by humans. Modularization, i.e., decomposing
an overarching, monolith model into smaller modules, is an established
technique to make the model comprehensible and maintainable. Genetic
Algorithms (GA) have been applied to modularize conceptual models by
formulating desired structural model characteristics as multiple objec-
tives. Recently, Graph Neural Networks (GNN)-based methods have
shown promising performance in graph processing tasks, including graph
clustering but outside the conceptual modeling domain. In this paper,
we present a novel approach for GNN-based conceptual model modu-
larization and comparatively analyze our approach against an existing
multi-objective GA-based one. Furthermore, we provide a comparative
analysis of our novel GNN model against two existing GNN-based graph
clustering approaches. We investigate the dependence of the quality of
the modularized solutions on the model size. We discuss the compara-
tive results of our novel GNN-based approach and the existing GA-based
approach to derive future research lines. Furthermore, our results show,
that our proposed GNN-based modularization outperforms the existing
GNN-based graph clustering approaches and provides a suitable alterna-
tive compared to the GA-based modularization.

Keywords: Conceptual modeling + Model Modularization - Graph
neural networks + Genetic algorithms - ER - Data modeling
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Conceptual modeling allows to understand complex domains and supports com-
munication among stakeholders, and thus, is essential for enterprise and infor-
mation systems engineering and beyond [30]. Due to their crucial role, compre-
hension of conceptual models is a prerequisite for value creation. For instance,
Entity Relationship (ER) models are a prominent approach to develop and ana-
lyze abstractions as conceptual representation of data models used by humans.
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By this, ER models abstract the technical details of database models and
implementations, providing dedicated views of conceptual structures hidden in
implementation-oriented data schemas [§].

It has been shown that the usefulness of conceptual models for humans is
inversely proportional to the models’ sizes [37]. Models having already more
than 30 nodes are considered challenging for human comprehension. The more
relationships, the less comprehension is given due to the accompanying increase
in complexity [37]. Therefore, the increased size and complexity can make models
cognitively intractable [12]. Clustering or modularizing conceptual models® into
smaller chunks enables humans to communicate better, validate, and maintain
very large models [37].

Existing modularization approaches mostly leverage the topological prop-
erties of conceptual models [12], i.e., characteristics that relate to the graph’s
structure and the arrangement of its elements (vertices and edges) such as degree,
connectivity, cyclicity. In the past, Genetic Algorithms (GAs) have been used to
transform the modularization of graphs into an optimization problem to parti-
tion a model into modules, such that the nodes within each module are closer
related to each other than the nodes in the other clusters. These approaches allow
exploring a solution space more efficiently than exhaustive search methods. They
can be particularly useful when dealing with large and complex graphs where
traditional clustering methods might struggle to find optimal or near-optimal
solutions. GAs proved valuable for tasks such as community detection in social
networks [4], protein function prediction in bioinformatics [35], and modular
decomposition in software engineering [§].

Graph Neural Networks (GNN) are a variant of neural networks that can
apply deep learning methods on graph-based inputs and train the deep learning
model for a specific task. GNN-based solutions learn a vector-based represen-
tation, i.e., node embedding that is supposed to reflect the graph structural
information captured by a given node in the context of the entire graph. While
GNNSs have been successfully applied, among many others, in applications such as
medical diagnosis and electronic health records modeling [21], drug discovery and
chemical compounds synthesis [40], recommender systems [39] and text classifi-
cation [23], GNNs also showed promising results for unsupervised learning-based
graph clustering [10,27,41,42]. Conceptual Model Modularization (CMM) can
be transformed into a graph clustering task, however, GNNs have not yet been
applied to modularize conceptual models. Therefore, in this paper, we present a
novel GNN-based conceptual model modularization approach, a deep conceptual
model modularizer (DCMM).

We provide a comparative evaluation with an existing GA-based approach
to assess the quality of our GNN-based approach. For this, we extend the GA-
based modularization approach ModuleER [8] initially developed for ER models
for being able to modularize Ecore-based UML Class Diagrams (CD). We then
evaluate the performance of our novel GNN-based approach on CDs and compare
it with the extended ModuleER approach using cohesion and coupling as the

! We use clustering, partitioning, and modularization interchangeably in this paper.
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modularization quality metrics. Furthermore, we also adapt the existing GNN-
based graph clustering approaches Deep Graph Infomax (DGI) [41] and Deep
Modularity Network (DMoN) [27] for the CMM task to provide a comparative
analysis of the state-of-the-art GNN models with our DCMM GNN model.

The main contributions of this paper comprise: (i) DCMM: a novel GNN-
based approach for CMM; (i) the adaptation of existing GNN-based graph
clustering approaches for CMM; (iii) a comparative evaluation of GNN-based
approaches with GA-based ones for CMM; (iv) a comparative evaluation of
several GNN-based graph clustering approaches for CMM; and, finally, (v) an
analysis of the effect of model size on the different approaches. Note that in this
paper we do not use the semantic aspects of conceptual models as graphs and
focus on the structural aspects of the conceptual models as graphs.

The remainder of this paper is structured as follows. Section 2 provides back-
ground information to the different conceptual and technological aspects of our
work. Section 3 presents the details of DCMM. Section4 comprises the experi-
mental setup for the comparative evaluation of GNN and GA-based modulariza-
tion and the experimental results. In Sect. 5, we provide insights gained from our
results. Section 6 discusses related work before we conclude this paper in Sect. 7
with an outlook to future work.

2 Background

We now introduce the relevant background for this work. In particular, we discuss
the existing GA and GNN approaches as well as the metrics to be used for the
comparative evaluation.

2.1 Conceptual Model Modularization

Modularization of conceptual models defined in a specific modeling language
(e.g., ER, UML) aims to determine a suitable set of elements to form a mod-
ule. The module elements depend on the intended purpose of modularization
while fulfilling the definition of a module. For e.g., if the modularization aims to
determine modules optimized to answer individual queries, then the generated
modules should be composed of all elements necessary to answer a considered
query [20]. Software clustering is a modularization technique for source code
elements such as classes or functions. These elements are grouped into sets, so-
called modules, in such a way that elements residing in the same module are more
similar (to a given definition) to each other than to those in other modules [29].

2.2 Graph-Based Modularization

Graph-based modularization uses the structural aspects of a model for identi-
fying module candidates [29]. It produces modules by interpreting a conceptual
model as a graph and applying algorithms to extract related (or sufficiently
related) concepts. Graph-based modularization approaches are often intuitive
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and employ statistical methods to determine similarities of concepts or clusters
and require the model to have a graph-based representation (i.e., a set of vertices
and edges) [20]. The model is generally represented as an adjacency matriz for
graph-based clustering tasks. In this matrix, each element captures if an edge
between the nodes denoted by the indices of the element exists. Each node can
denote an entity of a model, and each edge can represent a dependency between
the entities, e.g., the composition relationship.

2.3 Search-Based Modularization

Search techniques, such as Genetic Algorithms (GA), use one or more objec-
tive functions to guide the modularization process, i.e., search for the optimal
solutions, i.e., the solutions that provide optimal scores using the objective func-
tions [26]. These functions quantify the quality of a candidate solution. In case of
CMM, objective functions evaluate the quality of the modules and the modular-
ization achieved for a given set of modules during the process of search the opti-
mal modules. Frequently, the objective functions’ intuition is maximizing cohe-
sion within and minimizing coupling across the modules [29]. ModuleER [8,14]
uses a GA-based approach for the modularization of ER models. In [2], Mod-
uleER is extended to support graph modularization of multiple different model-
ing languages using a Generic GA-based Modularization Framework.

2.4 Graph Neural Networks-Based Graph Representation Learning

The nodes of a graph and their structural properties can be represented in dense
fixed-sized vectors [36]. Recently, there have been approaches that can learn
node representations using the structural aspects of the graphs. Graph Neural
Networks (GNNs) are neural models that learn graph representations via mes-
sage passing between graph nodes by information aggregation of a node from its
neighborhood [16]. The fundamental paradigm of these node embeddings is, that
“similar” nodes have close embeddings. The similarity of nodes is often defined
based on their distance in a graph, e.g., based on their co-occurrence probability
in a random walk [15,16,42]. It is also argued that two nodes should be similar if
they are similar to a graph summary representation [36]. Node2vec learns node
embeddings by maximizing the likelihood of preserving network neighborhoods
of nodes by exploring the network through graph traversal [15]. In recent years,
variants of GNNs such as Graph Convolutional Networks (GCN) [17], Graph-
Sage [17], and Graph Attention Networks (GAT) [36] have demonstrated good
performance on deep learning tasks such as link prediction, node classification,
graph classification, and graph mining [43]. Particularly GraphSage [17] learns a
function that generates embeddings by sampling and aggregating features from
a node’s local neighborhood. This inductive approach enables the model to gen-
eralize to unseen nodes or entirely new graphs.

2.5 GNN-Based Modularization

The node embeddings from GNNs can be obtained as a result of optimizing a
GNN model to minimize an objective function i.e., the loss function. The loss
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minimization of a GNN model can be used to steer the GNN toward optimization
of graph modularization metrics like cohesion and coupling. Existing approaches
i.e., DGI [41] and DMoN [27] use modularity [28] (see Eq. 1) as a modularization
metric that approaches graph clustering from a statistical perspective.

Q= ﬁz (Aij - Zf;) d(ci, ¢j) 1)

i.J

Modularity measures ) as the divergence between the intra-cluster edges

from the expected one where m is the total edges, k; and c¢; denotes the degree

and cluster of node i and § function is defined as d(c;,¢;) = 1 if nodes ¢ and j

are in the same cluster ¢, and 0 otherwise. Modularity remains one of the most
commonly used graph clustering metrics in literature [13].

2.6 Modularization Quality Metrics

Once a modularized solution is available, its cohesion and coupling can be eval-
uated as given by Eq. 2 and Eq. 3, respectively.

1 < Ec
hesion = — : 2
cohesion czi:Nci*(Nc,;*l)*O-5 (2)
coupling = Z Ec, c; (3)

Ci,C;

In cohesion, c is the number of cluster, E¢, denotes the number of edges in
cluster C;, and N¢, is the number of nodes in C;. In coupling, E¢, ¢, denotes
the number of edges between the cluster C; and C;.

3 Deep Conceptual Model Modularizer

We now describe our end-to-end unsupervised GNN-based conceptual model
modularization approach which is applied to UML class diagrams. We sketch the
major steps involved in GNN-based CMM in general in Fig. 1b and our node2vec-
based structural embedding augmented GNN-based CMM in Fig. 1c and further
contrast it with the Genetic Algorithms-based approach ModulER [8] adapted
for UML class diagrams in Fig. la that we use for a comparative evaluation of
our approach. Furthermore, we provide the details about the adaptations of the
existing GNN-based graph clustering approaches for our usecase of CMM so as
to evaluate the performance of DCMM with existing GNNs.

3.1 Model to Graph Transformation

In order for a UML class diagram (CD) to be modularized by graph-based algo-
rithms, each CD undergoes a model to graph transformation in a preprocessing
step. The resulting graph is used as an input to both approaches. We use the
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Fig. 1. Conceptual Model Modularization Approaches

generic conceptual model to knowledge graph transformation methods intro-
duced in [1,32], which transform models into directed graphs. Each class in the
class diagram is considered as a node and each reference and an inheritance
relation is treated as an edge in the resulting graph.

3.2 Deep Conceptual Model Modularization

Once we have generated the graph, we transform the graph into an adjacency
matriz A (cf. Sect.2) as shown in Fig.1. Next, we generate node embeddings
for each node in the graph using A. The embeddings-based representation of
the nodes is generated by running the node2vec algorithm that captures the
structural properties of nodes in a way that preserves their neighborhood rela-
tionships. Node2vec transforms each node into a dense fixed-sized vector X in
R™4 (see Eq. 4.1) where d is the dimension of the embedding.
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X =®(A) where & =node2vec and X € R"*? (4.1)
HO =X
1 _
HO =ReLU [ Y o WOHIY ) for 1=1,...L (4.2)
séxty WOl
where N (i) is the set of neighbors of node i
Y =softmax (2(X,A)) where 2=H® and Y eR"*C (4.3)
k
Cohesion = i i ! (4.4)
= iy Yie Yie
k
Coupling = Z Ajj - (1 — Z Y. - YJC> (4.5)
] c=1
Ldemm = —Cohesion + Coupling (4.6)

Next we define DCMM in Eq. 4.2 and 4.3 where DCMM takes the node
embeddings X and the adjacency matrix A and maps each node embedding to
a particular cluster out of C clusters thereby transforming X in R™*¢ matrix to
Y in R™*¢ matrix (see. Eq. 4.3). DCMM is built using [ layers of the GraphSage
GNN model as shown in Eq. 4.2. The GraphSage layers apply ReLU [11] activa-
tion which adds the crucial non-linearity required to learn the complex mapping
C' that provides high modularization scores. Using C', the node is assigned to
the module with the highest probability, and the modularization result quality
is evaluated using a modularization metric. In general, a GNN model learns to
maximize the modularization quality by minimizing the error in the difference
between the evaluated modularization and the ground truth values. In unsuper-
vised learning, however, we do not have ground truth values. Therefore, we use
metrics that reflect the modularization quality such as cohesion (Eq. 4.4) and
coupling (Eq. 4.5). We consider a combination of such metrics as the measure of
error during training and aim to minimize such error (see Eq. 4.6).

3.3 Adaptation of Existing GINN-Based Approaches

To compare with existing GNN approaches, we adapt i) DMoN, an unsupervised
pooling method inspired by the modularity measure of clustering quality [27]
and, i4) Community Deep Graph Infomax (CommDGI), a GNN designed to
handle community detection problems by using a mechanism to capture neigh-
borhood and community information in graphs [41] for CMM. Both DMoN and
CommDGI use the modularity metric in their loss function; however, DMoN
adds a regularization parameter to prevent trivial solutions to the optimization
problem. CommDGI further adds graph and cluster information exchange loss
to their loss functions. The modularity loss is given in Eq. 5.
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1 T dd”

Emodularity = 7%TI'(Y (A - %))Y> (5)
where T'r is trace of matrix, i.e., sum of the elements in the left diagonal and d is
the degree of a node. We provide the code for all the three GNN models, namely
DCMM as well as adapted DMoN and DGI for CMM publicly available?.

4 Comparative Experimental Evaluation

To evaluate our GNN approach, we compare it with the state-of-the-art Mod-
uleER approach introduced in Sect. 2, which uses NSGA-IT and existing GNNs—
DMoN and DGI. With this evaluation, we aim to systematically answer the
following research questions:

Table 1. Model to Graph Transformation Mappings

Size Category|Num. of ModelsMin/Max Nodes Avg+Std NodesMin/Max Edges/Avg+Std EdgesMin/Max Combined|Avg+Std Combined
Small 132 30/64 387 41/128 80 + 22 71/163 118 + 26

Medium 104 31/132 70 £+ 19 95,/305 178 + 56 164/420 249 £ 66

Large 27 55,226 130 £ 50 291/1552 591 + 273 425/1778 722 + 303

Total 263 30/226 60 4 34 41/1552 171 4+ 177 71/1778 232 £ 206

[RQ1] How do GNNs perform compared to GA for CMM?
[RQ1.1] How do GNNs perform compared to GA on hypervolume, cohesion,
and coupling metrics?
[RQ1.2] How do GNNs perform compared to GA for different model sizes?
[RQ2] How does DCMM perform compared to existing GNNs?
[RQ2.1] How does DCMM perform compared to DMoN and DGI on hyper-
volume, cohesion, and coupling metrics?
[RQ2.2] How do DCMM perform compared to DMoN and DGI for different
model sizes?

4.1 Experimental Setup

In the following, we elaborate on the experimental set up the dataset used, the
evaluation method and the metrics used for a comparative analysis.

Dataset Used - To evaluate our approach and train the GNN models, we
use the Modelset dataset [22] that contains more than 5000 Ecore models. We
applied the following exclusion criteria to filter out models of insufficient qual-
ity or models which are not appropriate inputs for an modularization approach:
1) models with less than 30 nodes as this is the limit of cognitive intractabil-
ity [12]; i7) models with edges to nodes ratio of less than 1.2 to reject poorly

2 https://github.com/junaidiiith /dcmm.
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connected models such as models with a large number of nodes with only a few
edges; iii) duplicate models; and iv) models that have very few nodes and edges
uncommon. For e.g., given two graphs, one with 126 nodes and 469 edges and
another graph with 127 nodes and 475 edges, if both graphs have more than
90% nodes in common, we consider them as duplicates and remove the one with
the lower number of nodes. These exclusion criteria left us with 263 models of
various sizes. We categorize these models in different sizes as show in Table 1. To
compare the size of two models, we consider the combined number of nodes and
edges and then chose the first 50 percentile of models as small models, 50-90
percentile as medium, and above 90 percentile as large models. The table shows
some descriptive statistics of the models in each model size category.

Technical Setup - In case of GNN-based modularization, we use an embedding
dimension of 64 for node2vec, a learning rate of le — 3 and use the Adam opti-
mizer [19] during the training phase. It is common to run the non-deterministic
algorithm many times on each input instance and then perform the statistical
tests. Therefore, in case of GA, in order to get robust results, we run GA n = 30
times and calculate the score values for each run. In case of GNN, even though
the weights of the GNN model are initialised randomly, however, as a GNN opti-
mizes the loss function and not searches for the best solution like in of GA, we
get the same results in terms of modularization quality for each GNN run.

In [8], ModuleER uses five fitness functions: cohesion, coupling, the num-
ber of modules, the average number of elements per module, and the standard
deviation of module sizes. We have modified the fitness functions to conform to
the modularization quality metrics introduced in Sect. 2, i.e., only cohesion and
coupling, as we observed that these two can capture the effects of the remaining
metrics as well. The GA algorithm is run 30 times for each input model. In this
setting, the population size is twice the size of each model’s nodes, i.e., it varies
between 60 and 452, and the number of iterations is fixed to 2000 because we
investigated, that even for the largest models it takes less than 2000 iterations
to reach a stable optimum point where no further improvements were observed.

FEvaluation Methodology - In the case of GA, we get a set of non-dominating
solutions for a multi-objective optimization problem, i.e., a Pareto Set. In case of
multiple objectives, ModuleER, [8] gives a Pareto Set of solutions for each prob-
lem, offering a spectrum of trade-offs between conflicting objectives. However,
in case of GNN, we get a single solution. Therefore, in order to compare a single
solution from GNN versus a pareto set from GA, we use the hypervolume metric
to compare a multi-objective solution with a single solution based on Ishibuchi
et al. [18]. NSGA-II runs in a non-deterministic way and it is common to run
the non-deterministic algorithm many times on each input instance.
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Figure 2 shows a hypervolume metric-
based comparison of a pareto set solution
from a GA versus a GNN solution. Given P1
a GA solution P, of a k! UML model 1’32 Bolances G
with k£ € 1..N with P, having n pareto 091
sets PS; € P from each run n with
J € 1.n and PS; having points p; € PSj
where each p; denoted a single modular-
ized result, we define V}, in Eq. 6.1 as the
hypervolume of a solution p using cohe- 0 1 - coupling 1
sion and coupling scores, both of which lie pi = itM solution of a Pareto Set
between 0 and 1. Coupling is a minimizing
metric, therefore, we inverse coupling by
plotting 1 — coupling. The hypervolume of
GNN is V; where g is the GNN solution. Note, that if V}, of a given point is
larger than the other, then the larger V), solution balances both cohesion and
coupling, (see p3,py, g1 in Fig. 2) whereas a smaller area indicates a preference
towards one of the objectives (see pi1,ps in Fig.2). The hypervolume of PS;
is the set union of V,, for all pjs € PS; (see. Eq. 6.2). We define the score s
as given in Eq. 6.3 to calculate the average number of times Vj is higher than
the hypervolume of the j** pareto set Vps, VPS;. Then, we define a HP(.) in
Eq. 6.4 that determines the better algorithm between GA and GNN, given s.
Finally, for a given set of N models, we calculate PHV (.) according to Eq. 6.5
to capture the fraction of models for which one approach outperforms the other.
In other words, Pgyny = 0.67 implies that for a given set of N models, GNN
provides better hypervolume score, i.e., PHV (s) = GNN for 67% of the models.

251 1(Voy > Vps))

cohesion

\4

Fig. 2. Hypervolume-based GA and
GNN solution comparison

(6.3)
n
Vp = cohesion x (1 — coupling) (6.1)
Voe— | v 6.2 _JGNN ifs> 05,
e pL:J1 ! ( ) HP(s) {GA otherwise (6.4)
N 1(HP(sj) =

PHVy = 2= 1 N (L)=% e {GNN,GA} (6.5)

_ JGNN if mg > myp,
M(py,g,m) = {GA otherwise (6‘6)

o " 1(M(py., g, =
N(P,g,m, ) = 2]71 ( (pr g,m) =1x) (67)

n

GNN if M(PS,g,m,GNN) > 0.5

- , m € {cohesion,1 — Ui 6.8
GA  if MI(PS,g,m,GA)>05 {eohesion, 1 — coupling} (6.8

o(PS,g,m) = {

SN, (o (P, g5,m) =X)

PMpm o = N

x € {GNN,GA}, m € {cohesion,1 — coupling} (6.9)




GNN-Based Modularization: Approach & Comparison 249

Next, we further compare the cohesion and coupling scores of the solutions
of GA and GNN. In case of GA, for a given pareto set of n non-dominating
solutions, we select py to compare with the GNN solution and py, as the trade-
off point of each pareto set in j** run. Then, given a GNN solution g and a metric
m, we define M (py, g, m) which checks if V; is larger than V,,,. If yes, then we
consider GNN as the better trade-off solution over GA on metric m. Next, for a
given model with n pareto sets, we take the average M that captures the average
number of runs for which the approach z is better than the other approach in
Eq. 6.7. Then, given the average score, we extract the better approach out of GA
and GNN in Eq. 6.8. Finally, we calculate the percentage of models for which a
given approach x dominates the other on a metric m in Eq. 6.9.

Finally, to compare the three different GNN solutions, i.e., DCMM (pacemm),
DGI(pggi), DMON(pamon), we consider the V,, cohesion and coupling scores
(see Eq. 7.1). Then, similar to Eq. 6.4, we get the best performing GNN using
Eq. 7.2 and then we calculate the percentage of N models for which a given
GNN approach is the best out of the three approaches in Eq. 7.3.

GN Nmaz(P,m) = max(m(Pacmm)s M (Pagi)s M(Pdmon)), m € {Vp, cohesion, 1 — coupling}
(7.1)
DOMM  if pacmm,, = GNNpmax (P, m),
IGNN(P,m) = { DGI if pagi,, = GNNmax(P,m), (7.2)
DMoN  if pamon,, = GNNmaz (P, m).

SN 1(IGNN(Pj,m) = x)

PGNNp» = ~

x € {DCMM, DGI, DMoN} (7.3)

4.2 Results

This comparative analysis sheds light on the efficacy of solutions provided by
each approach, contributing to a deeper understanding of their strengths and
limitations in addressing complex modularization tasks. Therefore, we respond
to each RQ in the following. Figure 3 shows the result of CMM using all four
of the discussed approaches on an example input class diagram given in the
Fig. 3a. The figure shows the hypervolume cohesion, coupling and the number of
modules values. The figure shows DCMM with the highest hypervolume for the
input class diagram. DGI provides better cohesion but worse coupling compared
to DMoN.

Response to RQ1 - GA verus GNN. In this RQ, we provide a comparative
analysis of GA approach with GNN. In case of GNN, we take the best performing
GNN approach out of the three and compare it with GA. The results for RQ.1 are
provided in Table 2 where each value shows the Pypproqch scores across different
metrics.

The overall results show that GA outperforms GNN-based approach for
hypervolume and cohesion metrics, however GNN outperforms GA for coupling
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Fig. 3. Example modularization results computed by the evaluated approaches

scores. In case of hypervolume, GA outperforms in more than two-third of the
models and provides higher cohesion scores in more than 80% of the models. We
observe that while GNN approaches outperform GA in almost 60% of the cases
for coupling, however, GA still provides a higher hypervolume, a metric which
captures the combination of cohesion and coupling, for almost 70% of the cases.
An explanation for this can relate to the fact that GA outperforms GNN in
cohesion by a larger amount, so the contribution of even better (lower) coupling
scores cannot balance out the contribution of higher cohesion to the hypervol-
ume scores. Overall, this indicates that GA is more suitable for optimizing the
cohesion scores, whereas GNN is suitable for optimizing coupling.

We further evaluate the effect of different model sizes on the comparative
performance of GA and GNN. Interestingly, for hypervolume and cohesion, the
performance of GNNs goes down for medium-sized models and then increases
again for larger models. Furthermore, we see that the performance of GNNs
decreases with larger model sizes for the coupling scores; however, it still provides
better coupling scores than GA. Overall, it is interesting to note that GNN
does provide better performance than GA in some of the metrics and setups.
Moreover, esp. for a large models, we see that GNN produced modularizations
of comparable quality or even of better quality with respect to coupling. Thus, we
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consider GNN-based CMM a promising alternative to GA which can be further
investigated for improvements.

Table 2. Overall Performance of GNN over GA

Model Size PHV PMeohesion | PMeoupling
GA |GNN GA GNN GA [GNN

Small 63.63% 36.36% 68.18% 31.82% 36.36% 63.64%
Medium 79.80% 20.20% 94.23% 5.77% 44.23% 55.77%
Large 55.55% 44.44% 85.18% 14.82% 48.14% 51.86%
Overall  69.20% 30.80% 80.22% 19.78% 40.68% 59.32%

Response to RQ2 - DCMM versus DMoNN and DGI. Now, we delve deeper
into our DCMM’s performance and compare it to the existing GNN models
for CMM. We present an overall and a size-based performance comparison in
Table 3. Each value in the table shows the percentage of models in a category
for which a given GNN model outperforms the other two GNN approaches.

The results in Table3 show that DCMM performs better than DGI and
DMOoN in most models for all three metrics. In case of hypervolume, DCMM
outperforms DMoN and DGI in over 76% of the cases, outperforming DMoN
(14.44%) and DGI (9.12%). This indicates DCMM’s consistent superiority across
all model sizes. In case of cohesion, DCMM scores highest 66.16%, compared to
DMOoN’s 11.78% and DGI’s 22.05%, showing its overall superiority in producing
cohesive clusters. Finally, DCMM demonstrates overall dominance for coupling
with 62.73%, compared to DMoN’s 30.41% and DGI’s 6.84%, confirming its
consistent performance in reducing coupling.

We further evaluate the size-based comparative performance of the three
GNN approaches. We see that in all the three metrics DCMM’s performance
improves in most cases or remains almost similar with an increase in model
size. In case of hypervolume, the performance increases from DCMM being the
best GNN model for 66.67% of the small models to DCMM being the best
GNN model for 92.59% of the large models. In case of cohesion and coupling
as well, DCMM still performs better than the other two GNNs for all the three
model size categories. In case of hypervolume and coupling, DCMM performance
shows an increase with model size. Overall, with this comparative evaluation we
see, that our novel DCMM approach clearly outperforms the state-of-the-art for
GNN-based graph clustering for conceptual models.

Based on our results we conclude as follows—i) GA-based approach is still a
valuable approach for CMM, however, GNN-based approaches also turned out to
be very useful alternatives for a large number of models providing better scores
than GA for over 30% of the models and particularly for larger models providing
better scores than GA for over 44% of the large sized models; ii) GNN-based
approaches consistently perform better than GA for modularized solutions with
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Table 3. Comparative performance of DCMM with existing GNNs for CMM

Model Size PGN Ny, PGN Neonesion PGN Neoupiing
DCMM DMoN DGI [ DCMM DMoN DGI |DCMM DMoN DGI
Small 66.67%19.69%|13.63%55.30%|15.90%|28.78%|50.74% 41.79%|7.46%
Medium |84.62% 10.57%/4.80% |77.88%6.73% |15.38%73.52%20.58%|5.88%
Large 92.59%3.70% 3.70% |74.07%|11.11%/14.81%81.48%/11.11%|7.40%
Overall 76.42%\14.44%9.12% 66.16%|11.78%(22.05%(62.73%) 30.41%|6.84%

lower coupling; and, finally, #i7) the results underpin our novel DCMM model as
a valuable GNN-based CMM approach, outperforming the state-of-the-art graph
clustering models. DCMM further proves valuable as an alternative to GA-based
approach, especially in case of minimizing coupling between modules.

5 Insights and Threats to Validity

In the following, we present further insights gained through the experiments
conducted that yield additional responses to the outlined research questions.

Insights About RQ.1 - We observed that the model size affects the per-
centage of models for which either of GA and GNN perform better than. GA
excels in achieving higher hypervolume and cohesion. This indicates that GA is
more effective in maintaining tight, cohesive clusters. This is particularly evident
in small and medium models where GA significantly outperforms GNN. How-
ever, GNN shows strengths in minimizing coupling, which is crucial for creating
distinct, well-separated clusters and is therefore, advantageous for applications
where minimizing inter-cluster dependencies is critical whereas GA may be bet-
ter suited for tasks requiring tight clustering. GNN’s performance is more com-
petitive with GA for larger models, indicating its scalability and potential for
handling more complex clustering tasks. Overall, our results show a significant
potential in applying GNNs for conceptual model modularization; however there
is no one size fits all solution and the choice between GA and GNN needs to be
guided by the specific requirements of the clustering task concerning a prefer-
ence over cohesion, coupling, and a combination thereof. Our results do underpin
GNN-based approaches as a suitable candidate for CMM, that can be investi-
gated and improved further for a better performance by designing improved GNN
architectures and loss functions that even better capture the graph clustering
requirements of a conceptual modeler.

Insights About RQ.2 - The results of the comparative performance of
DCMM and existing GNN models show, that DCMM consistently outperforms
both DMoN and DGI across all model sizes and metrics. The performance of
DCMM does not degrade with increasing model size. In fact, the performance
gap between DCMM and the other models widens as the model size increases,
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showcasing its scalability. DCMM'’s high scores in cohesion and coupling met-
rics suggest that it effectively balances intra-cluster similarity and inter-cluster
dissimilarity, which are crucial for high-quality clustering. This indicates that
DCMM is a robust and scalable solution for GNN-based graph clustering in
conceptual modeling. Furthermore, to the best of our knowledge, given that
DCMM is the first GNN model for graph clustering applied in the domain of
conceptual modeling, these results highlight DCMM'’s tailored effectiveness for
this specific domain of conceptual modeling, addressing domain-specific chal-
lenges better than the more generic models like DMoN and DGI. The reason
for a better DCMM performance can be attributed to the loss function used to
train DCMM that directly aims to create solutions with high cohesion and low
coupling, compared to the existing GNN solutions that maximize modularity
that indirectly optimizes cohesion and coupling scores. This indicates that exist-
ing loss functions are not sufficient to produce good solutions and therefore, loss
functions specific to CMM need to be developed.

We now elaborate on the threats to validity according to the widely accepted
categories introduced by Wohlin et al. [38].

Conclusion Validity regards issues that affect the ability to draw accurate
conclusions about relations between the treatments and the outcome of an exper-
iment. The selection of a point from a pareto set to compare with the GNN point
falls under this category. There can be several other points in a pareto therefore
the selection criteria of selecting the best trade-off point threatens the validity of
our results. However, in this work, we focused on selecting the balanced solution
and in our future work, we explore other criteria to compare a pareto set of a
GA solution with a GNN solution.

Construct Validity regards the ability to generalize the results of an experi-
ment to the theory behind the experiment. We mitigated this threat by using
a dataset of 263 UML models for our experiments. These 263 models are the
filtered, non duplicated good quality models out of over 5000 models. However,
our work still faces the construction validity threat for conceptual models of
other modeling languages, which we aim to tackle as part of our future work.

Internal Validity regards the influences that can affect the independent vari-
ables with respect to causality. In our work, we set the configuration parameters
for all the different approaches using a trial-and-error strategy. It is possible
that other parameter settings might yield different results. In fact, parameter
tuning of search algorithms is still considered an open research challenge [7]. We
mitigated this issue by doing a grid search over the different parameter values
possible by trying different possible combinations of the involved configuration
parameters.

External Validity regards the extent to which the research elements (subjects,
artifacts, etc.) are representative of actual element. We mitigated this threat
by using a Modelset dataset [22] of UML models used and peer reviewed in
the literature which comprises manually created and not synthetically generated
UML models.
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6 Related Work

Next, we discuss related work on CMM. We consider works that treat the models
as graphs and separate them into i) works that focus on the structural properties
of the model in general, and 4i) works that utilize some kind of GNN to drive
the modularization. We do not cover the works that utilize the conceptual model
semantics because such works are not within the scope of this research.

Structural Modularization. Bork et al. [§] propose ModuleER, a genetic
algorithm-based modularization approach for Entity Relationship (ER) models
using the graph structure information. We use ModulER as a baseline for GA-
based CMM. Stuckenschmidt and Klein [33] propose a structure-based method
clustering models based on the structure of the class hierarchy for real-world
ontologies like SUMO and the NCI cancer ontology. In [34], Stuckenschmidt and
Schlicht demonstrate that modularization based on structural properties alone
produces meaningful modules that intuitively make sense.

Saruladha et al. [31] propose two neighbor-based structural proximity mea-
sures, namely TNSP and DNSP, to decompose ontologies into disjoint clusters.
They consider concept pairs with common neighbors for clustering. Doran et
al. [9] present an approach to ontology module extraction. Furthermore, for soft-
ware systems, Andritsos et al. [3] present LIMBO which is a hierarchical clus-
tering algorithm based on the minimization of information loss when merging
two nodes in a cluster. The authors in [24,25] present a hierarchical clustering-
based weighted linkage clustering (WLC) approach. In particular, they merge
entities together to form clusters, where two entities are merged together based
on their types, relationships and attributes. Hence, the new feature vector cor-
rectly reflects relationships between the entities. Pourasghar et al. [29] present
a modularization technique named GMA (Graph-based Modularization Algo-
rithm). In their work, they propose several metrics to evaluate the quality of
modularization solutions by utilizing structural features of the models.

GNN-Based Modularization. GNNs have been recently used for graph clus-
tering. MinCutPool [6] proposes a graph clustering approach by continuously
relaxing the normalized minimum cut problem and training a GNN to com-
pute cluster assignments that minimize this objective. DMoN [27] extends spec-
tral clustering and presents an unsupervised pooling method inspired by the
modularity clustering measure. In [41], a GNN-based approach to encode node
structural and community-aware representation using mutual information maxi-
mization [5] is presented, which captures local and global structural information.
In our work, we compared our proposed DCMM with DMoN and DGI.

Synopsis. We summarize, that in case of structural modularization, most
approaches related to conceptual model modularization approaches apply search-
based techniques such as genetic algorithm techniques for graph structural clus-
tering. We further note that GNN models are used for modularization but are
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not yet adapted to the specific requirements and applied to conceptual mod-
els. In this context, we presented our GNN-based graph modularization i.e.,
DCMM and provided a comparative evaluation against the existing GA and
GNN approaches. We aim to combine the semantics with the graph structural
modularization as part of our future work.

7 Conclusion and Future Work

This paper presented a new GNN-based conceptual model modularization app-
roach and evaluated its performance on a dataset of UML class diagrams and
compared the results to a GA-based approach and existing GNN-based graph
clustering approaches. Our results position our deep conceptual model modu-
larizer approach as a valuable GNN-based CMM approach, outperforming the
state-of-the-art GA-based approach in over 30% of the cases overall and in almost
60% of the cases for the objective of minimizing coupling using the balanced
trade-off solution from the Pareto set. Our DCMM approach outperformed the
existing GNN models for CMM thereby showing DCMM’s effectiveness in the
specific application to conceptual models, addressing CMM challenges better
than the more generic GNN models for graph clustering like DMoN and DGI.

In our current work, we did not include the model’s metamodel and natural
language label-based semantics and we only focused on UML class diagrams. In
the future, we plan to extend our approach to several other modeling languages
and utilize further sources of semantics to train GNN models for CMM.
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Abstract. Natural Language Processing has opened new paths for busi-
ness process management and requirements engineering, particularly in
automating the extraction and formalization of temporal requirements
from diverse documents such as system specifications, legal texts, and
business process descriptions. Recently, approaches have been introduced
to automate this task, employing various document formats as input and
targeting different formal specifications. However, a key challenge persists:
effectively comparing these approaches and choosing the most suitable one
for a specific task. This paper aims to bridge this research gap by con-
ducting a systematic literature review, including a detailed analysis and
comparing existing approaches. This comparison is crucial to determine
if the latest Large Language Model-based solutions could surpass existing
methods in effectiveness and ease of use. The systematic literature review
enables users to select the most suitable method based on their data and
end goals. Moreover, this work proposes the NL2MTL (https://github.
com/marisol-barrientos/nl2mtl, DLA: 22.04.2024) method to bridge some
of the gaps identified in the literature analysis, i.e., establishing a compa-
rable assessment method, under-representation of legal texts, poor out-
put context management, and the necessity to automate the formalization
of requirements, considering both quantitative and qualitative aspects
of time. Addressing the latter aspect, we select Metric Temporal Logic
(MTL) as formalization and provide the associated prompts and an eval-
uation of the NL2MTL output.

Keywords: requirements formalization - natural language processing
(nlp) - temporal logic - legal text - business process

1 Introduction

Natural Language Processing (NLP) has been employed for a range of business
process management and requirements engineering challenges [66], e.g., concep-
tual and goal modeling [13,24], as well as for the formalization of requirements
[56]. The recent development of Large Language Models (LLMs) has enhanced
particularly challenging tasks. One of those is the extraction, formalization, and
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later verification of temporal requirements from documents such as system speci-
fications [6], legal texts [61], and business process descriptions [4,42]. Automating
this task becomes vital due to the steadily increasing amounts of documents and
the therein described (legal) requirements that companies have to comply with.
The large variety of formalizations, e.g., Linear Temporal Logic (LTL), Signal
Temporal Logic (STL), or Metric Temporal Logic (MTL), has led to numer-
ous automated requirements extraction methods. This abundance of automation
options often leaves domain experts puzzled about the most suitable approach
for their specific problem.

Driven by challenges in accurately converting natural language temporal
requirements to formal specifications, this study addresses the adequacy of cur-
rent methods, particularly in capturing qualitative (event order relations) and
quantitative (measurable intervals) time aspects across various domains. Conse-
quently, this research pivots around the following three research questions.

RQ1: What mechanisms exist for the (semi-)automatic translation of temporal
requirements into formal specifications?

RQ2: To what extent can temporal requirements be represented by formal specifica-
tions in the different application domains?

RQ3: How can temporal requirements, including both quantitative and qualitative
aspects, be effectively formalized from textual inputs?

RQ1 is explored in Sect. 2 and 3 through a systematic literature review (SLR),
where papers are classified by their goal. Each category analyzes the method-
ologies used, input formats, and application domain (i.e., domain-specific vs
general). For addressing RQ2, in Sect. 4 the findings emerging from the system-
atic literature review are presented. To address RQ3, in Sect. 5 we introduce the
NL2MTL method, utilizing a Large Language Model, i.e., GPT-4, for process-
ing legal texts into MTL formulations. This is evaluated following the four key
principles of a good formalization [45], i.e., correctness (i.e., detecting all atomic
propositions and formalizing them following MTL semantics), transparency (i.e.,
defining all used elements, and indicating the reasoning behind a formal spec-
ification), comprehensibility (i.e., easy to interpret), and support for multiple

interpretations. This section is followed by a discussion Sect.6 and conclusions
(c.f., Sect. 7).

2 Systematic Literature Review Methodology
The Systematic Literature Review (SLR) follows [33] and includes five phases.
References are provided in the supplementary material®.

Phase 1 - Strategy Planning. The selected databases for the literature
search comprise ACM, IEEE, Scopus, and Springer. For each of those, we carried
out our initial search by executing our search string, which looks as follows:

! https://github.com /marisol-barrientos /n12mtl, DLA: 22.04.2024
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("natural language" OR "large language model") AND
("temporal logic // requirement" OR "It1" OR"computational tree logic" OR.
"requirement formalization // formalisation // extraction" OR.

"formal requirement // specification // verification" OR. "automate formalization // formalisation")

The search string is created by combining a keyword from the field of nat-
ural language processing with another from formal methods, specifically those
used for formalizing natural language, e.g., a requirement, into temporal logic.
After, we defined the following inclusion (IC) and exclusion criteria (EC).
The inclusion criteria were defined along with the research questions, but this
was not the case for the exclusion criteria. Papers on causality analysis (FC2)
were excluded, as their focus was quantifying time uncertainty rather than auto-
matically extracting formalizations. In this SLR, we excluded research on auto-
mated code extraction (e.g., Python script generation), blockchain, Unified Mod-
eling Language (UML) diagrams, and Attribute-Based Access Control (ABAC)
(ECY), as our focus was not on these technologies or frameworks, but rather
on formal methods or models which support time formalization in a business
process (Table 1).

Table 1. Inclusion and Exclusion Criteria for Selecting Research Papers

ID |Definition

IC1 [Publicly accessible, in English, peer-reviewed

IC2 |Preference for journal versions over conference papers

IC3 |Published from January 1, 2018, to April 1, 2024, focusing on recent developments
IC4 |Must detail input/output formats, methodology, and evaluations

IC5 |Automates formalization and modeling of temporal requirements using Al

IC6 [Automates the augmentation of formal specifications using AI

EC1|Previews, abstracts, and theses

EC2|Causality work (e.g., temporal dependency extraction)

EC3|Event log augmentation

EC4|Papers on automatic extraction of code, a blockchain, UML diagrams, and ABAC
EC5|Formal specifications tight to an architecture, e.g., Hanfor [43] or FRETish [18]

Phase 2 and 3 - Initial and Full-Text Screening. Table 2 summarizes the
number of selected papers per database and phase. Phase 1 contains all papers
whose title, keywords, or abstract hit the search string. In Phase 2 papers were
filtered by title, while in Phase & are filtered by abstract.

Table 2. Number of Selected Papers per Database and SLR Phase

Database Phase 1 Phase 2/Phase 3
ACM 65 24 5

IEEE 1042|128 5
Scopus 338 112 12
Springer 886 49 6

Total without duplicates|2.331 |313 28
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Phase 4 - Back and Forth Snowballing. After completing Phase 3, we
included 28 papers that satisfied the inclusion and exclusion criteria. We then
proceeded to Phase 4, where backward and forward snowballing through Google
Scholar identified 16 additional relevant publications. This increased the total to
44 papers for further analysis.

Phase 5 - Analysis and Classification. The selected papers are classified
and analyzed in Sect. 3 summarizes findings and research gaps in Sect. 4.

3 Classification of Selected Papers

In this section, the 44 papers collected as described in Sect. 2 are analyzed and
categorized by goal. This leads to the following categories, Automatic Genera-
tion of Formal Specifications (cf., Sect.3.1), Automatic Generation of Modeling
Notations (cf., Sect. 3.2), and Automatic Augmentation of Formal Specifications
(cf., Sect.3.3). All categories can be further divided based on output formats.
Tables 3, 4, 5 and 6 contain an overview of the papers by category, including
publication year, input and output format, methodology, application, and URL
to their project website.

3.1 Automatic Generation of Formal Specifications

Linear Temporal Logic. [49] used the Stanford Parser to extract LTL formu-
las from system requirements, addressing ambiguity detection limitations but
struggled with complex inputs. [57] furthered this by incorporating smart home
IoT knowledge to handle ambiguities. [27] also utilized a similar approach, but
their focus was within the robotics domain. In this domain, they are interested
in automatically generating LTL formulas to verify tasks, including grounding,
navigation, and tasks related to surgical procedures. The works of [7] and [57]
both emphasize advancements in robotics aimed at interpreting complex inputs
from human and robotic perspectives. Future papers will likely concentrate on
robots that can understand human speech in particular contexts, adapting to
linguistic and environmental shifts.

Still, in the robotics domain, challenges posed by language complexity and
the potential to incorporate context are overcome by approaches that leverage
LLMs, as discussed in [48], [37], and [50]. Papers that accept as input format
unstructured text [19,26] and user input [25] also relied on similar methods.
While in the ones which had as input format traffic law [20,36], the formalization
of constraints was nearly manual.

Signal Temporal Logic. STL is designed for timing events, suitable for appli-
cations like cyber-physical systems and smart cities, enabling requirements such
as the soil moisture at any given sensor must remain above a certain threshold
throughout the day. DeepSTL [31] and NL2TL [14] facilitate STL formula extrac-
tion. nl2spec [19] provides a conceptual STL extraction extension. CitySpec [16]
employs SaSTL for spatial and aggregation considerations in requirements like
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Table 3. Input-Output Mapping - Automatic Generation of Formal Specifications

Ref|Year|Input Format Output Format Methodology Application url
Event-B Requirements engi-
[29] |2018 |Requirement Model federation neering (landing gear|yes
[Ql: yes, Qt: no| system)
[30] |2022 |Unstructured Text 10N, SEEEEs,; el ILNL Fine-tune LLM (T5) General no
[Ql: 1/2, Qt: no|
Linear Temporal Logic|Standford Parser, build Multiple system
Natural Language|(LTL) dependency tree an .
[49] 2019 Requirement map it with the LTL rcquilrcmcnts (focl.ls onnoe
[QI: yes, Qt: no| dependency tree consistency checking)
[65] |2020 Natufal Language Grammar based method |Smart home IoT no
Requirement
[57] |2020 |Robot command Semantic parser Robotics (grounding) |no
[20] |2020 |Traffic Law / Code Manual step Self-driving vehicles
First, converted to
[36] |2022 constraints on Markovig 1, 4y ine vehicles  |no
Decision Process (man-
ual step)
[25] |2023 |User Input LLM (GPT-based) Healthcare process yes
[27] 2020 Grammar-enhanced one-lp | o yes
shot learning synthesis
[19] |2023 |Unstructured Text LLMs (Boom and General yes
Codex)
[26] [2023 g;l\é“ " (GPT-3xand|y | val no
Part-Of-Speech tagging
[7] |2023 Procedural natural combined with Semantic|Robotics (surgery) yes
language .
Role Labeling
|48] |2023 |Robotic Task Fine-tune LLM (BART) |[Robotics yes
Leveraging LLMs (GPT-
Ground Temporal based and T5) and con-
[37] |2023 |Navigational Com- structing and training|Robotics (navigation) |yes
mands a Seq2Seq transformer
model
Object goal navigation Leveraging LLM, using/Robotics (grounding,
[50] |2024 |and mobile pick-and- two-stage in  context|task verification, and|yes
place instructions learning strategy motion planning)
Signal Temporal Logic/Grammar-based gener-
[31] 2022 |Requirement (STL) ation and transformfsr» Safet.y»critical cyber- —_—
based neural translation|physical systems
[QL: yes, Qt: 1/2] technique
Translation models
(Seq2Seq, pre-trained
Stanford NER Tag-
[16] 2022 ger, Bi-LSTM + CRF,Smart city no
and BERT) and online
validation (Bayesian
CNN-based)
Enrich data with LLMs
and manual annotations. Robotics (circuit, nav-
[14] 2023 Fine-tune T5 (compareligation, and ground-|yes
with Seq2Seq and GPT-|ing)
3)
[19] |2023 |Unstructured Text LLMs Ger'leral (et et yes
cation)
[54] 2023 Natural Language Bi-RNN -Gener-al (planning tra- no
Command jectories)

the average soil moisture across all sensors in a particular region must remain
above a certain threshold for the next 10 days.
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https://github.com/Yagouus/c-4pm
https://github.com/mpi-sws-rse/ltltalk-interactive-synthesis
https://github.com/realChrisHahn2/nl2spec
https://gitlab.com/altairLab/AUTOMATE
https://github.com/UM-ARM-Lab/Efficient-Eng-2-LTL
https://lang2ltl.github.io/
https://robotlimp.github.io/
https://github.com/JieHE-2020/DeepSTL
https://github.com/yongchao98/NL2TL/
https://github.com/realChrisHahn2/nl2spec
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Propositional Projection Temporal Logic. In [58], the PPTLGenerator was
introduced, leveraging Stanford CoreNLP? for analyzing safety system prop-
erties and converting them into PPTL formulas. Following up, [35] presented
NL2PPTL, utilizing a Seq2Seq® model for converting security requirements into
PPTL, significantly enhancing automation with modern ML for complexity man-
agement, in contrast to the first approach’s reliance on traditional NLP.

Table 4. Input-Output Mapping - Automatic Generation of Formal Specifications

ReflYearInput Format Output Format Methodology Application url
Propositional  Pro-
Safot ropert ijection Temporal/Stanford CoreNLP,|Self-driving vehicles
[58] |2020 Yy broperty Logic (PPTL) WordNet and|(verification of safety no
self-driving vehicles .
JavaCC properties)
|Ql: yes, Qt: 1/2]
[35] |2022 Security Require- Neural translation Requirements engi- s
ment model neering Y
Metric Temporal
Logic (MTL)
. [Ql: yes, Qt: yes]
Sl IRep= Stanford, WordNet, General (system
[63] |2021 |resentation ~ Model . yes
(RCM) For [63] also Compu-|and Prolog requirements)
tational Tree Logic
(CTL)
[QlL: yes, Qt: no]
Legal Contract Dezy - lemdag (2 Legal contract for-
[28] 12023 g neural network| 8% ¢ no
Clauses malization
models)
[41] 2023 Legal or planning Semantic Role (Slzlf;dlrwol;lg ‘I,:Eilcilrfs =
rules Labeling and LLMs & p gy
rules)
[61] 2024 | Traffic Law Tr'igger—based hierar- Self—d'rivi.ng vehicles —
chical (manual step) |(monitoring)
Semi-formal Rep-
resentation Model
[64] 2022 |Requirement (RCM) Stanford, WordNet, Gene.zral (system ves
and Prolog requirements)
|Ql: yes, Qt: 1/2]
[47] 2023 yes!
Timed Computation
. . R LLM (GPT-J-6B)
[6] |2023 ﬁzg(émotlve Li¥zere e Legie (LOL) and OptKATE|Automotive industry|no
[Ql: yes, Qt: yes] aligoriiilim

Metric Temporal Logic and Computation Tree Logic. In [62], the
Requirement Capture Model (RCM) was introduced to convert system require-
ments into formal specifications using a blend of formal and semi-formal seman-
tics, enhancing interpretation and conversion to MTL and CTL formulas. Subse-
quent papers [63,64] utilized Stanford CoreNLP, WordNet*, and Prolog to assess

2 https://github.com /stanfordnlp/CoreNLP, DLA: 22.04.2024.

3 https://google.github.io/Seq2Seq/, DLA: 22.04.2024.
4 https://wordnet.princeton.edu/, DLA: 22.04.2024.


https://github.com/luoluohuaci/NL2PPTL
https://github.com/ABC-7/ARF/tree/main/ARF-Tool
https://github.com/kumarmanas/TR2MTL
https://springernature.figshare.com/articles/dataset/Online_Legal_Driving_Behavior_Monitoring_for_Self-driving_Vehicles/24372535
https://github.com/ABC-7/ARF/tree/main/ARF-Tool
https://github.com/ABC-7/ARF/tree/main/ARF-Tool
https://github.com/stanfordnlp/CoreNLP
https://google.github.io/Seq2Seq/
https://wordnet.princeton.edu/
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RCM, identifying challenges with non-prepositional temporal expressions (e.g.,
every hour, when something happens, immediately after) and clause order. Fur-
ther research in publication [47] focused on RCM’s ability to revert formalized
requirements to natural language, addressing ambiguities and aiding in decision-
making during requirement formalization.

In [28], they use MTL to formalize legal contracts, addressing the flexibility
issues with input text found in previous RCM-based papers. This technique lever-
ages deep learning and intermediate representations for clarity. They included
a step to identify functional requirements due to contract complexities. Mean-
while, [41] also explores legal formalization with a focus on autonomous vehicles,
utilizing SRL and LLM, suitable for unseen inputs. Conversely, [61] shares the
domain of self-driving vehicles but concentrates on MTL’s role in monitoring
rather than the automatic formalization of laws.

Timed Computation Tree Logic Formalization. In [6], a toolkit was devel-
oped for enhancing the clarity and consistency of automotive requirements in
natural language, utilizing the GPT-J-6B° model to transform them into Struc-
tured English before formalizing into Timed Computation Tree Logic (TCTL).
The TCTL set is transformed into first-order logic to generate a script, which is
verified and tested on data from the former Daimler AG.

3.2 Automatic Generation of Modeling Notations

The analysis of unstructured text, requirements, and robotic tasks previously
omitted full process descriptions, overlooking temporal complexities. This has
led to a shift towards including process descriptions and policies. Table 5 presents
the input-to-output mapping for the Modeling Notation Generation category.

Business Process Model. The Annotated Textual Descriptions of Processes
(ATDP) language presented in [52] and [53] allows the translation of process
descriptions to LTL over finite traces (LTLf). Recognizing the challenge of sparse
annotated data, in [5], researchers later used the GPT-3% model to refine entity
and relationship extraction from business processes with minimal examples. In
[44], this effort evolved into enhancing a process extraction tool to better recog-
nize entity identities through a sophisticated neural network, streamlining the
extraction of information from texts.

Declarative Process Model. Dynamic Condition Response (DCR) graphs
in workflow management represent a visual model evolving beyond traditional
declarative approaches like Declare. They allow adaptable task management,
extensively used in Danish digital government systems, with further enhance-
ments from tools like the DCR. Process Highlighter” for model automation and
refinement [38,39]. In contrast, DECLARE models and their extensions have
been advanced through approaches like Speech2RuM, which converts spoken

® https://huggingface.co/EleutherAI/gpt-j-6b, DLA: 22.04.2024.
5 https://gpt3demo.com.
7 https://documentation.dcr.design, DLA: 22.04.2024.


https://huggingface.co/EleutherAI/gpt-j-6b
https://gpt3demo.com/apps/openai-gpt-3-playground
https://documentation.dcr.design/documentation/dcr-highlighter/
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Table 5. Input-Output Mapping - Automatic Generation of Modeling Notations

ReflYearInput Format Output Format Methodology Application url
Annotated Textual
Process Description of a|Machine-readable Compliance, confor-
[52] (2019 Descrintion Process (ATDP) intermediate lan-imance, and modelno
p guage consistency checking
[Ql: yes, Qt: no]
[53] 2021 no
Decision
Decision Model L. Decision and depen-
(23] 2020 Description NLP pipeline dencies extraction | "°
|Ql: yes, Qt: 1/2]
NLP processing soft- .
=
[51] [2021 ware (FreeLing) Model extraction yes
Declarative Wiaeliime-leammiig Business process dis-
[39] |2021 | Textual Artifact v and expert system v p yes!
Process Model A covery
technique
Support users defin-
[3] |2020 User Input (DECLARE, [Rﬁlles and templates ing declarative con-|yes|
straints
Dynamic Condition
Response (DCR)
Process graph, and Multi-|Extension of the/Support users defin-
[1] |2020 Description Perspective Declarerules and templates|ing declarative con-|yes
2 (MP-Declare)) from [2] straints
[Ql: yes, Qt: 1/2]
Support user cre-|
[38] 12019 NLP module ation of models yes
[2] 2019 Rules and templates Model extraction yes
Process Element and
5] 2022 Process Relation LLM (GPT-3) and|Extraction of process s
escription in-context learning |information
) o . 1 . inf - N
[Ql: yes, Qt: no]
Pretrained  end-to- Extraction of process
end neural corefer-|information and cre-|yes
44| 12023 d 1 fer-|infi i d
ence resolution ation of model
. . Requirements engi-
[17] 2018 Automobile Bl NLP and domain-|neering (consistency no
Requirement [Ql: yes, Qt: no] specific ontologies and completeness
VS h verification)
Temporal Compli-|Extension of a
Process ance Requirement |domain-sensitive Compliance verifica-
[4] |2023 R . yes!
Description temporal tagger|tion
[Ql: 1/2, Qt: yes| (Heideltime)
Resource Compli- LLM (GPT-4)) sup-
. ported by  three . o
Process ance Requirement e Compliance verifica:
[42] |2023 Description similarity —measures tion yes!
P QL 1/2, Qt: no] (TF-IDF,  BERT,
. v and spaCy)

input into detailed models, supporting sophisticated constraints as seen in MP-
Declare [1,9]. Additionally, the Declo and C-4PM chatbots aid in creating and
mining DPM, with the latter utilizing technologies like Rasa® and GPT® to
enhance model support [21,25,26]. These innovations have been particularly
impactful in healthcare process management.

8 https://rasa.com/.


https://github.com/PADS-UPC/DMExtractor
https://dcrgraphs.net
https://rulemining.org/
https://sep.cs.ut.ee/Main/RuM
https://dcrgraphs.net
https://github.com/hanvanderaa/declareextraction
http://pdi.fbk.eu/pet/edoc2022/edoc2022_material.zip
http://pdi.fbk.eu/pet/edoc2022/edoc2022_material.zip
https://github.com/marisol-barrientos/qtcr-verificator
https://github.com/marisol-barrientos/r-ar-verificator
https://rasa.com/
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Decision Model and Notation, Petri Nets, and Related. In the study by
[23] a limitation was that the extraction of DMN from NL required inputs to
be concise, clear, and focused solely on one decision, excluding any irrelevant
or repetitive information. In contrast, in [51] does tackle ambiguities, yet it still
adheres to a rule-based methodology. In their later work, the authors employed
deep learning models to extract decision models. However, the authors noted
limitations including difficulties with coreference resolution, handling synonyms,
and a limited dataset that only allowed for a maximum of two levels of decision
dependency. For Petri Nets extraction, [17] proved to be effective in the auto-
mobile sector, although their tool has been tested with a limited number of case
studies and remains inaccessible to the public. Lastly, we find [42], and [4] in both
cases they did not formalize natural language but extracted a semi-formalization
which was later used for compliance verification.

3.3 Automatic Augmentation of Formal Specifications

Table 6 shows the input-to-output mapping for the Formal Specification Aug-
mentation category. In [8], the authors stated that converting formal specifica-
tions to natural language had limited scope for further advancement. Lately,
however, there has been a growing trend in research about converting formal
specifications into natural language. Even though these formal specifications are
restricted, they can be challenging for a user to interpret when checking the
system, leading to potential misunderstandings. This makes users ignore past
formal specifications and create new ones.

Table 6. Input-Output Mapping - Automatic Augmentation of Formal Specifications

Reerar{Input Format Output Format Methodology Application url
. |Natural Recursive  parsing,
[60] 12023 %‘;{ru:;gzil Lo Language Tree-LSTM, GCNs, General no
P [Ql: 1/2, Qt: no and a decoder
Requirement Fine-tunning the Requirements engi-
: , Qt: mode neering
[32] |2022 |Unstructured Text Ql 1/2, Qt: 1/2 BERT model ) no

Requirement Model Federation Requirements engi-

[29] 12018 Formal Specification QL 1/2, Qt: 1/2] - yes!

In [60], the authors analyze methods for translating logic expressions to natu-
ral text using end-to-end Seq2Seq” models, which sometimes misinterpret depen-
dencies (e.g., a motorcycle driver in orange dress). They also highlight issues
with pre-trained language models that introduce noise or invert subjects in log-
ical structures (e.g., a dog is chasing a cat instead of a cat is chasing a dog).
They suggest using structured representations like trees to improve translation
accuracy. Additionally, [29] discusses model federation to enhance the conversion

9 https://google.github.io/Seq2Seq, DLA: 22.04.2024.


https://downloads.openflexo.org/Formose
https://google.github.io/Seq2Seq/
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from natural language to formal specifications, improving traceability and incon-
sistency analysis. A new approach for extracting requirements using BERT'?,
compared against fastText!! and ELMo'? baselines, is detailed in [32].

4 Systematic Literature Review Findings

In Sect. 3, the different methods employed to extract formal specifications, mod-
els, or to augment natural language were presented, as well as, the application
domain of these papers. The following details the findings from the classification,
input, and output formats, addressing RQ2.

4.1 Summary of Findings from the Classification

Below are the findings from analyzing trends across all categories.

F1 - Difficulties in Establishing Comparable Assessment Methods.
Each study has evaluated its results based on the final goal, making it difficult
to compare different approaches. Incorporating a universal evaluation framework
alongside specific assessments would be advantageous.

F2 - Absence of Collaboration Across Domains. Papers from different cat-
egories do not cite each other, suggesting a lack of interdisciplinary engagement
(e.g., approaches extracting LTL automatically can be used in those that focus
on generating DECLARE models).

F3 - Increased Interest in Human-Robot Interaction. Recent studies have
focused on automatically formalizing temporal requirements involving human
conversations, posing the challenge of integrating technical text elements, such
as centrifuge times, with human speech. For the latter, a particularly challenging
case arises when unrelated information is provided which must be distinguished
from actual relevant information.

4.2 Findings from the Input Formats

The input formats used in the included papers are categorized into three distinct
types as outlined in [31]: ambiguous (containing vague and unclear expressions),
indirect (requiring contextual knowledge for interpretation), and clear (directly
leading to a formal specification). This is shown in Fig. 1. Black boxes repre-
sent input formats from studies in the augmentation category. White boxes are
used for studies related to formal specification generation. Gray boxes mean
studies focusing on the automatic generation of modeling notations. A process
description, for example, is considered to be indirect since interpreting it requires
additional contextual knowledge. Below are all the findings from the analysis of
the input formats.

0 huggingface.co/docs/transformers/model _doc/bert, DLA: 22.04.2024.
" https://fasttext.cc/, DLA: 22.04.2024.
2 https://studieswithcode.com /method /elmo, DLA: 22.04.2024.
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Process Textual Artifact Semi-formal Representation Formal
Description Model Specification
User Input Traffic Law / Ground Temporal Navigational Robotic Task
Code Command

Unstructured
Text

(Security / Automotive / Automobile) ‘

’ Autonomous Car Safety Property ‘ ’ Requirement

Ambiguous Indirect Clear

v

Fig. 1. Input Format Overview

F4 - Inconsistent Terminology. For example, the term unstructured text is
used variably across studies (e.g., [19,26,30]), applying to both brief instruc-
tions and entire documents. Terminology should be more aligned and consistent
to avoid confusion and ambiguities in the discussion. Inconsistent terminology
mainly hampers comparing findings across different works.

F5 - Insufficient Input Quality. The quality of the input text, e.g., complete-
ness, consistency, relevance, etc., can vary significantly and is not measured. By
knowing the input quality, one can optimize further pre-processing tasks, as it
is transforming unstructured text into structured requirements.

F6 - Uniform Temporal Information Treatment. In most of the
approaches, there was no distinction between functional and non-functional tem-
poral information, a concept introduced in [22]. This can prevent smells in tem-
poral specifications, leading to better understanding, easier maintenance, and
fewer errors.

F7 - Under-representation of Legal Text. Only five papers specifically con-
sidered legal text, indicating a significant gap in integrating legal and regulatory
frameworks. Three of them involved manual steps due to higher complexity in
compassion to, e.g., robot commands.

4.3 Findings from the Output Formats

This section presents the findings from both how these formats are presented to
the user and the various output formats generated by the included papers.

F8 - Poor Context Management. On the one hand, users are asked to provide
context, but it is rare to see context included in the output. It would be helpful
for users to receive information such as assumptions made by the system, parts
that have not been formalized, and any ambiguities found.

F9 - Low Support for Formalizing Quantitative Temporal Information
to Formal Specifications. Automatically generated formal specifications like
regular expressions, FOL, LTL, and CTL fall short of adequately representing
quantitative temporal aspects. In contrast, STL and PPTL offer some capa-
bilities in this area. STL is particularly adept at defining time intervals and
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quantitative boundaries, making it ideal for scenarios demanding exact timing
(e.g., a car’s speed must not exceed 100 km/h within the first 10s after ignition).
PPTL, while proficient in managing both finite and infinite time intervals (e.g.,
activity A must occur continuously), is more focused on qualitative temporal
relationships rather than quantitative details. While the RCM discussed in the
SLR could address quantitative aspects, it results in a loss of expressiveness.
MTL and TCTL are the automatically generated formal specifications that can
effectively formalize quantitative and qualitative temporal elements.

F10 - Low Support for Formalizing Quantitative Temporal Informa-
tion to Modeling Notations. As shown in Table 5, for the automatic genera-
tion of modeling notations, only the MP-Declare models [1] succeed in capturing
quantitative temporal aspects. The Petri Nets, decision models, or DECLARE
models would need a time extension to achieve this. Furthermore, standard busi-
ness process models, as detailed in the survey [12], also do not fully capture quan-
titative aspects. To effectively handle these aspects, they require a time-extended
Business Process Model as, e.g., proposed in [46].

5 NL2MTL Approach and Evaluation

This section introduces a prototype to address the most relevant gaps identified
in findings F1, F7, F8, F9, and F10. These include the difficulties in establishing
a comparable assessment method, under-representation of legal texts (e.g., useful
for real-time compliance in self-driving vehicles), poor output context manage-
ment (improving usability), and the necessity to automate the formalization of
requirements, considering both quantitative and qualitative aspects of time. This
addresses RQ3. An overview of the NL2MTL approach is depicted in Fig. 2, and
all material, including the implementation, dataset, and (reproducible) evalua-
tion, is available at NL2MTL®3.

5.1 NL2MTL Foundations

The choice of MTL as a formal specification is motivated by its widespread
use in system verification and its recent application in legal text formalization.
Nlustrative examples of MTL application in legal contexts include [61], where
MTL is utilized to interpret trigger conditions and logical judgments within
Chinese traffic regulations; [34] where MTL is applied to formalize marine traffic
rules; and [40] where MTL is used to formalize traffic rules for autonomous
vehicles on German interstates, based on the German Road Traffic Regulation.
Since LLMs have been successfully utilized for extracting and formalizing LTL
and STL formulas, we integrate LLMs, i.e., GPT-4, in our NL2MTL prototype.

Preliminary Steps. We explored the possibility of expanding upon an exist-
ing open-source tool. The candidates emerged from the SLR and constitute

13 https://github.com/marisol-barrientos /n12mtl, DLA: 22.04.2024.
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NL2LTL [26], Lang2LTL, nl2tl [15] and nl2spec [19]. Among those NL2LTL
[26], and Lang2LTL [37] are excluded because they formalize LTL. Focusing on
tools that additionally extract STL, a comparison between nl2tl [15] and nl2spec
[19] revealed that nl2spec is easier to extend due to its modular structure and
more comprehensive frontend. Consequently, the development of NL2MTL was
pursued by extending nl2spec. Nonetheless, despite nl2spec’s emphasis on aid-
ing users in resolving ambiguities, it was not intuitive to interpret the output
messages. Specifically, nl2spec did not indicate which parts of the input text
were formalized and which were not. It could also not process long documents
like legal texts or process descriptions. This led to the development of our own
prototype.

Approach. Figure2 depicts the three main parts of the NL2MTL approach,
i.e., accepted input formats, prompt content, and output example for a system
specification, which is provided in both JSON and HTML format. This facil-
itates the user interpretation. It was developed in Python 3.9 and integrates
other LLMs as needed. We utilized GPT-4 because it was already retrieving sta-
ble and correct results for extracting formal specifications (i.e., when testing the
nl2spec framework). The tested input (c.f., Sect.5.2) includes system specifica-
tions, legal texts, and business process descriptions. Each temporal requirement
is represented in the output as an MTL formula based on atomic propositions.
Each proposition contains a description of it, together with the temporal gran-
ularity (e.g., seconds), identified ambiguities (i.e., unclear or vague aspects),
or those lacking context (e.g., the temporal adverb soon brings uncertainty),
and assumptions that are made to come up with the final MTL formula. In
addition to this, the output includes a sequence of dependencies between
MTL formulas (e.g., the temporal adverb soon might be considered as in less
than 5min). The output also contains the text that was not formalized and
explanations for its exclusion.

Prompt Design. The structure of the prompt is presented in Fig.2, and the
full version is accessible at NL2MTL (see footnote 12). It was crafted using
the reflection and recipe patterns from the prompt engineering pattern cata-
log presented in [59]. Adhering to the recipe pattern streamlined the reasoning
process for better decision-making. This was achieved by breaking tasks into dis-
tinct steps and omitting unnecessary information. The steps involve decomposing
the input into individual atomic propositions, elucidating temporal relationships
within the statement, and extracting MTL formulas. This structured approach
ensures a comprehensive and systematic input analysis, leading to more accurate
and contextually relevant outcomes. The reflection pattern enhances ambiguity
detection and emphasizes a collaborative approach to information sharing, where
both the user and the LLM play integral roles in enriching the context. In the
prompt, the semantics of MTL are defined, specifying the temporal and boolean
operators that should be considered. In the last part of the prompt, it is indi-
cated the exact expected JSON output structure, each field comes together with
its explanation (e.g., for the field reason_ for mnon_ formalization it comes along
the reason for the inability to formalize).
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Possible Inputs NL2MTL Prompt

Business Process
Description

System Specification OR Legal Text OR

Objective: Translate given text into Metric Temporal Logic (MTL).
Background: Metric Temporal Logic (MTL)is a formalization tool
that incorporates time-bound statements using atomic propositions,
Boolean operators, and temporal operators. Key temporal operators
Output Example - System Specification include G (globally), X (next), F (eventually), O (once), and S (since),
which can be used with specific time intervals [Ib, ub]. Additionally,
Boolean operators = (not), A (and), v (or), and the implication

Input Example - System Specification

If air_ok signal is low, auto_control_mode is
terminated within 3 sec.

MTL Formulas

1D Req-08: If air_ok signal is low, auto_control_mode is terminated within 3 sec. operator a == b (defined as -a v b) are essential components.
» Translation Text to be Formalized: [INPUT_TEXT_HERE]
« Proposition ID prop1: air_ok signal is low
Assumption: Not Detected Translation Process:
AnbloukyaNognit ey 1. Decompose the provided text into individual atomic propositions.

Granularity: Seconds

2. Identify temporal relationships within the statement.
- [ —— 3. Construct MTL expressions using the appropriate temporal and

Assumption: Not Detected Boolean operators, as outlined above.
Ambiguity: Not Detected

Granularity: Seconds Expected Output: A JSON file representing MTL translation.
JSON Structure: A collection of MTL formulas with atomic
propositions, their interdependencies, and non-formalized

text elements.

DEESHCSHSySeuuenests Instruction: Generate the JSON file methodically, ensuring each
Non Formalized Parts ... MTL_expression is included without omission.

« MTL Expression: G (prop1 == F[0, 3] prop2)

Fig. 2. Overview and Example of NL2MTL Approach

5.2 NL2MTL Evaluation

This section details on the dataset used to evaluate the NL2MTL prototype,
the evaluation methodology applied, and the results. The NL2MTL approach
extracts a set of MTL expressions from natural language text for each input
format, as demonstrated in Fig. 2. To test the stability of the results, this is run
five times per input format.

Dataset and Methodology. Table7 contains an overview of the input files
considered to evaluate the NL2MTL prototype, together with the average num-
ber per output file of atomic propositions (i.e., Atom.), MTL expressions (i.e.,
MTL), assumptions (i.e., Assu.), and ambiguities (i.e., Ambi.).

Table 7. Dataset Overview and Output Total Averages form Evaluation Run

ID Description Atom.MTL ‘Assu. Ambi.
article 78 |Article 78 from a Traffic Legal Text [61] 6.75 |5.25 4.00 |0.50
article 80 |Article 80 from a Traffic Legal Text [61] 4.25 |2.25 |3.00 |0.50
syst_req 8 Requirements from CARA Infusion Pump System [47]12.5 |6.25 |0.00 |0.00
proc_desc |Harvesting Process Description [4] ‘7.75 6.50 [3.25 |1.00

The output evaluation is based on the four key principles of good formaliza-
tion, as outlined in the methodologies for legal formalization [45]. These include
being correct (i.e., detecting all atomic propositions and formalizing them fol-
lowing MTL semantics), transparent (i.e., defining all used elements and indi-
cating the reasoning behind a formal specification), comprehensible (i.e., easy
to interpret), and supportive of multiple interpretations.



Automatic Extraction and Formalization of Temporal Requirements 273

Results. Table 7 presents the averages of assumptions and ambiguities detected
per output file, varying with each round and showcasing NL2MTL’s ability to
support multiple interpretations, all deemed reasonable. This variety raises
questions about the practicality and utility of these interpretations for users.
All extracted atomic propositions and MTL formulas were comprehensible to
users. A primary issue noted was in the process descriptions, particularly how
time is represented in MTL formulas (e.g., [0 min,30 min] vs [30 min] vs [0,0.5]).
Symbols and parameters were clearly defined, enhancing transparency and
preventing hallucination. In cases of unspecified temporal granularity, the sys-
tem assumes a default setting, which is documented in the assumptions field
for user verification. Assessing the correctness of the NL2MTL outputs proved
challenging. The aim is to confirm that all atomic propositions are correctly rep-
resented in the outputs and formalized according to the specified MTL seman-
tics. Errors often arose from parts of the text that were not formalized rather
than from ambiguities or assumptions. In 25% of tests, the NL2MTL system
stopped translating subsequent atomic propositions after misinterpreting a stop
command in the input text.

6 Discussion

Mitigating Threats to Validity. When conducting an SLR, there is always
the threat of missing out on important work. We tried to mitigate this in the
following ways. In the first phase of the SLR, the search string was broad to
expand the scope, and various digital databases were used to ensure that no
studies were overlooked due to publication rights. The inclusion and exclusion
criteria were clearly defined to align the author’s perspectives and ensure repro-
ducibility. Additionally, iterative snowballing was employed to identify relevant
papers from slightly different fields where our keywords were not used. In Phase
1, we identified five surveys related to ours. These surveys were not included in
our paper analysis but were instrumental in proving that existing research had
not fully covered our research questions. From them, only three surveys con-
tained a comparison of tools designed to automate the process of formalizing
temporal requirements. One paper focused solely on extracting LTL [8], while
another included various formal specifications [10]. Similarly, [11] involved con-
verting natural language into LTLf formulas for workflow construction. Neither
survey rigorously demonstrated the criteria used to include certain studies over
others. Additionally, two other surveys were centered on the analysis of auto-
matic requirement formalization [55,56], which scarcely included methods for
formalizing temporal aspects.

Limitations. The NL2MTL approach addressed five elicited findings. In the
following, we highlight how the remaining ones could be addressed in future work.
For F2, one approach could be to analyze papers excluded by EC4 and EC5, and
compare their methodologies with those described in our survey. This could also
contribute to addressing F3, as among the cross-domain papers, there is a keen
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research interest in improving the automatic formalization of natural language
for robot-human communication. On the other hand, to adequately cover F4 and
F5, concentrating on a specific domain, such as robotics or self-driving vehicles,
would be advantageous because these areas have a more specialized vocabulary.
Similarly, when working on F6, it would be simpler to first distinguish between
functional and non-functional temporal information within a specific domain.

7 Conclusion

This paper features a systematic literature review to address how to effectively
compare approaches aiming at extracting and formalizing temporal requirements
from text. We classified approaches along their goal and output format. In total,
the literature analysis revealed ten findings. To address five of those, we devel-
oped NL2MTL which closes a significant gap, i.e., existing approaches mainly
focus on qualitative temporal requirements (e.g., LTL). However, quantitative
aspects, such as representing exact time units (e.g., STL), are equally important.
NL2MTL allows for an automatic translation of system specifications, legal texts,
and business process descriptions to MTL utilizing the power of state-of-the-art
LLMs. The evaluation of NL2MTL along the key principles of a good formal-
ization shows promising results regarding correctness, comprehensiveness, trans-
parency, and interpretation of the results for all input types. Future work can
focus on testing the prototype in a real-world scenario and conducting in-depth
user studies with domain experts on its usefulness.
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Abstract. The identification of business process models within large model
collections poses a significant challenge. Process querying offers a solution
by selecting models that meet specific characteristics, utilizing queries based
on behavioral relations. These relations, which include conflict, co-occurrence,
causality, and concurrency (collectively known as the 4C Spectrum), describe
the potential interactions between tasks within process models during execution.
However, existing approaches to compute these behavioral relations are ineffi-
cient for models with numerous execution traces, often requiring extensive time.
This paper introduces a set of algorithms, termed “Behavioral Relation Compu-
tations” (in short BeRelCo), capable of identifying all 4C Spectrum behavioral
relations within acyclic sound free-choice workflow nets with quadratic time
complexity O(P%+T?). Our experiments demonstrate significant benefits, par-
ticularly for process models characterized by many execution traces.

Keywords: Business process models - Behavioral relations - Acyclic -
Soundness

1 Introduction

Business process management (BPM) is an interdisciplinary domain that integrates
business and computer science principles, focusing on the analysis and improvement
of business process models. These models act as blueprints, describing task sequences,
dependencies, and decision points to achieve business objectives [6]. Established mod-
eling languages, such as the Business Process Model and Notation (BPMN), enable
organizations to articulate their processes comprehensively. Typically stored in exten-
sive repositories, identifying process models presents a significant challenge when they
are to fulfill certain characteristics. For instance, a business analyst searching for a
model that concurrently executes payments and deliveries, subsequent to an order,
would face the task of manually reviewing each model in the absence of IT support.
Process queries enable businesses to systematically search through their process
models in repositories, identifying models that meet specific criteria [14]. The core
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of process queries lies in the exploration of behavioral relations [15]. These relations
reveal how tasks within a process model interact, indicating whether tasks are mutually
exclusive, co-occur, cause one another, or can be executed concurrently. Polyvyanyy et
al. [15] introduced a comprehensive set of these behavioral relations, known as the 4C
Spectrum. This spectrum uncovers the fundamental relations of conflict, co-occurrence,
causality, and concurrency, showcasing their various manifestations across different
execution traces of process models. The 4C Spectrum is aligned with other established
behavioral relation frameworks in literature, such as the (causal) behavioral profile [21,
22], enhancing its validity and application in the field of BPM.

The behavioral relations within the 4C Spectrum are binary, indicating that the size
of each relation scales quadratically with the number of nodes in a process model. Cur-
rent detection techniques for these relations, however, tend to require exponential time
in the worst case. Although it seems acceptable to derive the behavioral relations for
a single process model in seconds, indexing and querying process models from huge
repositories is difficult to accomplish with such computationally expensive algorithms
[10], especially from an ecological perspective. Polyvyanyy et al. [15] laid the computa-
tional groundwork for some of these relations, leveraging concepts such as reachability
and the covering problem. Similarly, Wolf [23] linked most behavioral relations back to
the reachability problem. Yet, the general reachability problem for Petri nets falls within
the NONELEMENTARY complexity class [3], posing significant computational challenges.
Ha and Prinz [10] explored these relations for acyclic sound workflow graphs, utilizing
a Single-Entry Single-Exit (SESE) decomposition into fragments [19] (similarly to Wei-
dlich et al. [22]). This approach uses transitive rules but struggles with unstructured pro-
cess model fragments, known as “rigids“[19], where state-space exploration—a process
with exponential time complexity—becomes necessary. The current gap is the absence
of an algorithm capable of efficiently computing all behavioral relations for unstruc-
tured fragments in low polynomial (i. e., quadratic to bi-quadratic) time. Despite these
challenges, understanding behavioral relations is also crucial for analyzing process sim-
ilarity [11] and checking compliance with business rules [13].

This paper introduces a set of algorithms, termed Behavioral Relation Computations
(in short BeRelCo), which are designed for process models that can be represented as
acyclic sound free-choice workflow nets. Soundness is a minimal quality correctness cri-
terion [5], whereas free-choiceness increases the alignment of workflow nets to indus-
trial process languages [8]. BeRelCo is capable of computing all behavioral relations
within the 4C Spectrum with a quadratic time complexity, O(N?), where N represents
the number of nodes. Experimental results from two datasets demonstrate the compu-
tational advantages of BeRelCo, particularly when numerous different execution traces
are possible. For both datasets, all pairwise relations were computed in less than 1 s,
with some instances experiencing a speed-up factor exceeding 1000. The approach is
also effective for models exhibiting inclusive behavior. While the current focus is on
acyclic process models, we are convinced that extending the methodology to cyclic
models through loop decomposition [16]—a method that converts a cyclic model into a
set of acyclic models with equivalent behavior—is feasible.

This paper is organized as follows: Sect. 2 introduces basic concepts necessary for
understanding the rest of the work. This is followed by a description of the behav-
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ioral relations of the 4C Spectrum in acyclic nets in Sect. 3. We then derive algorithms
for these relations, showcasing our methodological contributions in Sect. 4. Section 5
briefly discusses how these algorithms can be extended to inclusive behavior. Related
work is investigated in Sect. 6. In Sect. 7, an evaluation of the algorithms demonstrates
their effectiveness and computational benefits. The paper concludes in Sect. 8 with a
reflection on the implications of our work.

2 Preliminaries

This paper builds upon well-established definitions of Petri and workflow nets.

Definition 1 (Petri net). A (Petri) net is a triple (P,T,F) with P and T are finite,
disjoint sets of places and transitions and F ¢ (P xT) u (T x P) is the flow relation.

The union PUT of a net N =(P,T,F) can be interpreted as nodes and F as edges
between those nodes. For xe PUT, ex={p | (p,x) e F} is the preset of x (all directly
preceding nodes) and xe = {s | (x,s) € F} is the postset of x (all directly succeeding
nodes). Each node in ex is an input of x and each node in xe is an output of x. The preset
and postset of a set of nodes X CPuUT is defined as eX =],y ox and Xe =,y xe,
respectively. A path (ny,...,n,) is a sequence of nodes nj,...,n, € PUT with m>1
and Vie{l,...,m—1}: n;cen; ;. Note that places and transitions alternate on paths.
If all nodes of a path are pairwise different, the path is acyclic; otherwise, it is cyclic.
Pathsy(x,y) denotes the set of all paths between nodes x and y in N, where x,ye PUT. N
is acyclic if all its paths are acyclic. Each net in this paper is restricted to be simple free-
choice: VpeP, |pe|>1: o(pe)={p} [8].In the nets shown here, circles represent places,
rectangles transitions and directed edges represent flows (see Fig. 1 as an example).

Definition 2 (Workflow and AFW-net). A workflow net WN = (P,T,F,s, f) is a net
(P,T,F) with s,f € P, es=, and fe=0. s is the source and f is the sink of WN.
All nodes are on a path from s to f. If WN is acyclic and free-choice, we call it
AFW-net. g

Figure 1 visualizes a workflow net. Markings of workflow nets describe states,
which specify the number of fokens at each place:

Definition 3 (Marking). A marking of a workflow net WN = (P, T,F,s, f) is a total
mapping M : P+~ Ny that assigns a natural number of tokens to each place of P. M(p)=1
means that place p € P carries one token in marking M. a

The initial marking M; is a marking where only the source s has a token. The ter-
minal marking My is a marking where only the sink f has a token. Transitions whose
input places all have tokens are enabled in a marking and can be fired, leading to the
workflow net’s semantics:

Definition 4 (Semantics). Let WN = (P, T,F,s, f) be a workflow net with a marking
M. A transition ¢ € T is enabled in M iff every place p € of contains at least one token in
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Fig. 1. A graphical example of a Petri net.

M,Vpeer: M(p)>1.If ¢ is enabled in M, then ¢ can occur (“fire”), which leads to a
step from M to M' via t, denoted as M LM , with

1, peeot N 1, pete
0, else 0, else.

M'(p)=M(p) - {

J

L.e.,inastep viat,t “consumes” one token from all its input places and “produces”
one token for all its output places. Stepwise firings of transitions lead to chains of fired
transitions, which describe the behavior of a net as occurrence sequences:

Definition 5 (Occurrence Sequences and Runs). Let WN = (P, T,F,s, f) be a work-
flow net with a marking Mjy. A sequence of transitions 6 = {(f{,...,t,), n€No, t1,...,t, €
T, is an occurrence sequence of My iff there is a sequence of markings My, M, ..., M,

such that M;_; iM; holds for each i€ {1,...,n}. It can be said that ¢ leads from M

to M,,. A place p P occurs in o, depicted as p € o, iff the steps My 2>M1 5. iM,l
contain a marking M;, i€ {1,...,n}, with M;(p) > 1. o is a run iff © leads from the initial
marking M; to the terminal marking My of WN. a

A marking M’ is reachable from a marking M (denoted M—*M") iff there is an
occurrence sequence ¢ of M that leads to M'.

Definition 6 (Soundness). A workflow net WN = (P, T, F,s, f) with its initial marking
M, ={s} and its terminal marking My ={f} is sound iff

(1) VM, M;—~"M: M—*My,
(2) VM, M—*M: (M(f)>1 = M=M;y), and

(3) there is no dead transition in WN: VteT IM,M': MY—>*M—t>M'. [1] 2
This paper focuses on sound AFW-nets.

Definition 7 (Run Net). A net 7w =(Pg,Tg, Fr) is a run net of a sound AFW-net N =
(P,T,F,s,f) and a run R iff

Pr={peP: peR} A Tg={teT:teR} A Fr={(x,y)eF: xe(PrUTR) A ye(PrUTR)}

neR occurs in 1, depicted as nemw. II(N) depicts the set of all run nets of N. IT(x) =
{mellI(N): xen} is the set of all run nets of N, in which the node x occurs. N
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Fig. 2. A run net of the net in Fig. 1.

Figure 2 illustrates one possible run net of the net in Fig. 1. The definition of run nets
in this work deviates from that of occurrence nets proposed by Polyvyanyy et al. [15],
as it is simplified for the context of sound AFW-nets, wherein each place and transition
occurs no more than once. Such run nets are analogous to instance subgraphs as defined
in the workflow graph theory [18].

3 Behavioral Relations

Investigating the behavior of an AFW-net follows two perspectives: (1) The considera-
tion of a single run net 7, or (2) the consideration of all its run nets I'l. For (1), it can
be examined (a) if a node occurs in & and (b) if two nodes that occur in 7 are causal
or concurrent to each other. In Fig. 1, 3 can be concurrent to t4 and t; is causal for tg.
For (2), the consideration of all run nets contains two sub-perspectives: Existential and
total behavior between two nodes. Examples of existential behavior are can co-occur
(there is a run net, in which two nodes occur) and can conflict (there is a run net, in
which one node occurs but the other does not). In Fig. 1, #3 can conflict with tg as there
is a run net, in which #3 occurs but not f¢. ¢; and tg can co-occur as there is a run net,
in which both occur. Examples of tofal behavior are total co-occur (two nodes occur
always together) and fotal conflict (two nodes never occur together). In Fig. 1, #5 and #4
are in fotal conflict, and t; and t3 are in total co-occur relation.

Polyvyanyy et al. [15] introduced the 4C Spectrum to describe all nuances of
conflict, co-occurrence, causality, and concurrency within process models. Originally,
these behavioral relations were defined solely in terms of transitions. However, ana-
lyzing the interactions between places—specifically, whether two places can simulta-
neously contain tokens in the same marking—is also crucial for understanding the full
dynamics of process models. Therefore, this work extends the examination of behav-
ioral relations to include all node pairs, encompassing both places and transitions.

If two nodes occur in a run net, they are either in a causal or concurrency relation
[15]. These basic relations are only defined over a single run net (perspective (1)):

Definition 8 (Concurrency and Causality). Let N=(P,T,F,s, f) be a sound AFW-net
with one of its run nets e IT(N).
Two nodes x,ye PUT are concurrent in it (depicted as x || y) iff

X,yET A Paths;(x,y)=@ A Paths,(y,x)=0.
X is causal for y in 7, depicted as x causaly y, iff

X, yemw A Paths;(x,y)#@ [15].
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Considering the set of all run nets of a net (perspective (2)), causality and con-
currency between two nodes can manifest in many variants within the 4C Spectrum.
In sound AFW-nets, each node can occur at most once within a run. Consequently,
these many variants are simplified to existential and total causality/concurrency. Exis-
tential causality/concurrency implies that there is at least one run net in which the two
nodes occur and are in a causal or concurrency relation, respectively. Total causal-
ity/concurrency indicates that, in every run net where the two nodes occur, they main-
tain a causal or concurrency relation. Can co-occur and can conflict are defined over
the existence of at least one run net. In sound AFW-nets, every pair of two nodes x and
y is exactly in one of the following four relations for all run nets [15]: (1) fotal conflict;
(2) total co-occur; (3) requires (each run net that contains x also contains y, however,
there are run nets with y but not with x); and (4) independent (there are run nets con-
taining either x or y, but also run nets, which contain both). In Fig. 1, ¢ requires t3 and
tg 18 independent from t1].

Based on occurrence, concurrency and causality, the following definition summa-
rizes all behavioral relations resulting from sound AFW-nets [10]. Please be aware that
existential/total concurrency/causality is only defined for run nets, in which two nodes
in relation occur, thus “total” implies “existential” [15]:

Definition 9 (Behavioral Relations). Let N=(P,T,F,s, f) be a sound AFW-net.
The behavioral relations between two different nodes x,ye PuT are [10]:

xcanConflicty <= II(x)\NII(y)# @
xcanCooccury <= II(x)nI1(y)#@
x totalConflicty ~ <= x canConflicty A y canConflict x A x canCooccury
x totalCooccury <= xcanConflicty Ay canConflict x A x canCooccury
xrequiresy <= xcanConflicty A y canConflict x A x canCooccury
x independenty <= xcanConflicty Ay canConflict x A x canCooccury
xconcurrent®y <= Amel(x)nI(y): x|z
xconcurrent” y <= Vmell(x)nII(y): x|z y A x concurrent® y
xcausal’y <= 3mell(x)nII(y): xcausalyy
xcausal” y <= Vmel(x)nII(y): xcausalyy A x causal’ y

4 Structural Computation of the Behavioral Relations

The aim of this paper is to define algorithms that avoid the need for discovery-like com-
putation, which currently exhibits exponential runtime in analyzing AFW-nets. This
section examines the structural properties of sound AFW-nets to ultimately compute all
behavioral relations between pairs of nodes within a quadratic time complexity.
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4.1 Existential Concurrency and Total Concurrency

Prinz et al. [17] have introduced an algorithm with quadratic time complexity for detect-
ing the concurrency relation in sound acyclic free-choice workflow nets. Instead of
defining concurrency over run nets as in this work, their definition utilizes reachabil-
ity: Two places are concurrent if there is a reachable marking from the initial marking,
in which both places carry tokens. Concurrency between a place and a transition or
two transitions is defined similarly. In Theorem 3 on page 140 of [17], they show that
concurrency in sound AFW-nets requires the absence of paths between the nodes in
relation. As a consequence, two nodes can only be in a concurrency relation if they do
not have a path to each other in a run net as well. Therefore, their definition of concur-
rency aligns with what is termed existential concurrency in this work, thereby enabling
the relation’s determination between all nodes in a quadratic time:

Proposition 1 (Existential Concurrency). Let N=(P,T,F,s, f) be a sound AFW-net.
concurrent® can be computed in a quadratic time complexity O(|P|> +|T|?) [17]. DO

Concurrency in Definition 8 is defined over the absence of paths between two nodes
x and y in at least one run net. Fortunately, as mentioned before, soundness restricts and
simplifies concurrency: If x and y are in an existential concurrency relation, then there
cannot be a path between x and y and vice versa in the AFW-net:

Theorem 1. Let N=(P,T,F,s, f) be a sound AFW-net with two nodes x,ye PUT, x £ y.

x concurrent’y = Pathsy(x,y) =@ A Pathsy(y,x) =& (1)
Pathsy(x,y)# @ Vv Pathsy(y,x)#@ =  xconcurrent3y (2)

Proof. See Prinz et al. [17] (Cor. 4 (p. 141) for (1) and Theorem 3 (pp. 140-141) for
2)). g

Please note that Theorem 1 argues over paths in an AFW-net () and not over paths
in a run net (), as it is done in Definition 8 of concurrency. Of course, an AFW-net
without paths between two nodes x and y cannot have any paths between x and y in a
run net. As a consequence, each run net, in which such x and y occur, cannot have a path
between x and y and vice versa. Therefore, x and y are always concurrent if they occur
(Definition 8). This corresponds to the definition of fotal concurrency in Definition 9.
In summary, existential concurrency is equal to total concurrency:

Theorem 2 (Existential is Total Concurrency). Let N= (P, T,F,s,f) be a sound
AFW-net and x,ye PUT two of its nodes.

x concurrent’ y <= xconcurrent’ y ,
Proof. Of course, x concurrent” y => x concurrent’ y directly follows from Defini-
tion 9. For this reason, this proof focuses on x concurrent® y = x concurrent” y.

The preconditions by Theorem 2 are a sound AFW-net N = (P, T,F,s, f) and
two nodes x,ye PUT. The theorem demands for the validity of x concurrent® y. By
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x concurrent® y and Theorem 1, there is no path between x and y as well as between y
and x in the AFW-net N:

Pathsy(x,y)=@ A Pathsy(y,x) =9
From this, it follows:

Vrell(x)NII(y): Paths,(x,y)=@ A Paths,(y,x)=@ A x concurrent>y

Def. 8 Vae(x)nI(y): x|y A x concurrent’ y

Following this and Definition 9:  x concurrent” y v a

4.2 Existential Causality and Total Causality

Existential causality requires a path in the AFW-net between two nodes in relation, as
Definition 8 needs a path in the run net [9, 10]. Since the AFW-nets considered here are
sound and free-choice, the existence of a path between x and y implies the existence of
arun net, in which x has a path to y, i.e., x and y are in an existential causality relation:

Theorem 3 (Existential Causality). Let N=(P,T,F,s,f) be a sound AFW-net and
x,ye PuT two of its nodes.

3
xcausal®y <= Pathsy(x,y)# < .

Proof. See the contraposition of Lemma 4.2 in Ha and Prinz [10]. O

A node in an acyclic graph has (1) a path to itself and (2) only paths to nodes to
which some outputs has a path too. A reverse topological order ensures that a node is
only processed after all its output nodes have been addressed (the reverse topological
order of the net in Fig. 1 is (p11, t11, t10, P10, 19, P8 P75 18, P4 13, P2, P65 17, D5, las 15,
t6, P3, t, p1)). For this reason, a check for all nodes, if there is a path between them
in an ASW-net, can be performed in O(|P| +|T|+|F|) [2]. In the worst case, |F| can
be quadratic to |P| +|T| according to Definition 1. Thus, finding all pairs in existential
causality relation can be achieved in a quadratic time complexity of O((|P|+|T|+ (|P|+
IT))2)=0(PP + |TP2).

If a node x is existential causal to a node y, then there is a path between x and y in
the AFW-net by Theorem 3. Following Theorem 1 of existential concurrency, x and y
can never be in a concurrency relation as there is a path between x and y in the AFW-
net. As a consequence, if x and y are existential causal, then x and y are not existential
concurrent. Polyvyanyy et al. [15] state that if two nodes occur in a run net, they are
either in a concurrency or causality relation. Therefore, x and y must be in a causality
relation for all run nets, in which both occur. This fits the definition of total causality in
Definition 9. In summary, existential causality implies total causality:
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Theorem 4 (Existential is Total Causality). Let N= (P, T, F,s, f) be a sound AFW-net
and x,ye PuT two of its nodes.

x causal® y <= xcausal®y |

Proof. Of course, x causal” y = x causal® y directly follows from Definition 9. Fo#
this reason, this proof focuses on x causal® y = x causal” y.

By Theorem 4, we have a sound AFW-net N = (P, T, F,s, f) with two nodes x,ye PU
T. The theorem requires x causal® y. Following from x causal® y and Theorem 3, there
is a path between x and y in the AFW-net N:

Pathsy(x,y) # & (3)

Thus, x and y cannot be in an existential concurrency relation according to Theorem 1:

—————————  Def.9 _

xconcurrent’y & Vmuell(x)nII(y): xfry

LY ype H(x)NnII(y): Paths,(x,y)# @ Vv Paths,(y,x)#+ &

As N is acyclic and given (3), there cannot be a path between y and x in N. Thus,
Paths,(y,x) =@ must hold, resulting in Paths,(y,x) # & to be invalid. Finally, this leads
to Vmell(x)nII(y): Paths,(x,y)# @ and x causal’ y. So for all run nets 7, in which
x and y occur, x causaly y by Definition 8 and x causal® y. This meets Definition 9 of
xcausal” y. v O

4.3 Can Co-Occur and Can Conflict

In a sound AFW-net, if two nodes occur in a run net, then always in a causal or concur-
rency relation [15], i. e., if two nodes are neither causal nor concurrent, they can never
occur together in a run net. This leads to can co-occur:

Proposition 2 (Can Co-occur). Let N=(P,T,F,s, ) be a sound AFW-net and two
nodes x,ye PuT. Following Polyvyanyy et al. [15], it holds:

xcanCooccury <= xcausal’y Vv ycausal® x v xconcurrent® y. O

The derivation of the can conflict relation is not obvious. Instead of deriving it
directly, its negation is derived: canConflict. By Definition 9, x canConflict y is defined
as I1(x) \ I1(y) = @ for a sound AFW-net N, which is equal to IT(x) < I1(y). Therefore,
if there is a run net & with xe &, then ye r; i. e., x occurs always with y. Soundness of N
restricts x canConflict y because there is always a run net, which contains x:

Proposition 3. Let N=(P,T,F,s, f) be an AFW-net.

N sound De:f‘>6 VxePuT: II(x)+ @ O

Resulting from Proposition 3, x canConflict y implies x canCooccur y:
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Proposition 4. Let N=(P,T,F,s, f) be a sound AFW-net and x,ye PUT are two of its
nodes. It follows from Proposition 3 :

x canConflicty =  xcanCooccury 0O

From Proposition 3, it holds that I'T(x) # @ and I (y) # @ and x canConflict y is equal
to IT(x) € II(y). For this reason, a node x can only be in canConflict relation with nodes,
which occur together with x in at least one run net. In Fig. 1, p7 cannot conflict with tg
but not with #¢.

Again, if a node x cannot conflict with a node y, then in each run net, in which x
occurs, y occurs as well. y may appear before, after, without or concurrent to x. As a
first step of the derivation, a special case of cannot conflict is considered: All run nets,
in which x and y occur and x is causal to v, i.e., x canConflict y and x causal® y. This
special case is called the frigger relation:

Definition 10 (Trigger). Let N=(P,T,F,s,f) be a sound AFW-net and two nodes
x,yePUT.xtriggersyiff x=y v (x canConflict y A x causal® ). a

In Fig. 1, t7 triggers to but not #3. By x =y, the trigger relation is reflexive. From
causality and Theorem 3 follows that between two nodes x and y in trigger relation,
there is a path from x to y in the AFW-net. Furthermore, in each run net where x occurs,
there must be a path from x to y. However, it is not necessary for this to be the same path
across different run nets. Whether there is always a path between two nodes x and y in
every run net in which they occur can be derived by three transitive rules for a sound
AFW-net N=(P,T,F,s, f):

(1) x=y: Follows directly from Definition 10.

(2) xeT: If one of x’s outputs o triggers y, then in each 7w, where o occurs, y occurs as
well and there is a path from o to y in 7. If x occurs in a 7, then o€ & (since xeT)
and there is the path (x,0) in 7. Thus, if x occurs in a 7, then y € & with a path from
x via o to y in 7. In summary, if x triggers y, then there must be at least one output
o of x, which triggers y.

(3) xeP: Since the net is free-choice, x represents the sink (|xe| =0), a simple sequence
(|xe| =1) or a decision (|xe| >2). The sink is not of interest, as it can only trigger
itself. Thus, we consider the case |xe|> 1. If there would be a transition o € xe, which
does not trigger y, there would be a run net with o but not with y or without a path
from o to y. If x occurs in a 7w and o is fired, then 7 must not contain y or there is
no path from x to y in 7, i.e., x does not trigger y. Therefore, only if each o €xe
triggers y, x triggers y as well.

The next equation summarizes the transitive rules:
X triggersy < x=y V

xeT A Joexe: otriggersy V (@)

xeP A Yoexe: otriggersy

These three transitive rules are utilized to formulate Algorithm 1, which is designed for
detecting the trigger relation. The algorithm organizes this relation into an adjacency
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Algorithm 1. Determination of the triggers relation as an adjacency list R for all nodes
of a sound AFW-net N = (P, T,F,s, f).

1: function COMPUTETRIGGER(N = (P, T, F,s, f))

2: // Initialize R and a list L of nodes to compute.
3: R—o
4: L +— PuUT inreverse topological order starting from f
5: for all xe L do
6: // All nodes in x’s postset were processed.
7: if xeT then
8: R(x) — {x} U Upexe R(0) // R(x) represents all nodes triggered by x
9: else
10: R(x) —{x} U Noexe R(0)
11: return R

list R and iteratively processes the net in reverse topological order, beginning with the
net’s sink (line 4). This sequential processing in reverse order ensures that a node is only
processed after all its output nodes have been addressed. If a node x is processed, either
it is handled as a transition (line 8) or place (line 10). In both cases, x is added to R(x)
following the transitive rule x=x. If xe T, x triggers all nodes that are triggered from
x’s output places, following the transitive rule xe T A Joexe: o triggers y. Otherwise,
if xe P, x triggers all nodes that are triggered from all x’s output transitions, following
the transitive rule xe P A Yoexe: o triggersy.

Time complexity: The topological ordering can be achieved in O(|P|+|T|+|F]) [2].
Given that each node, along with all its postset nodes, is considered exactly once, the
algorithm is guaranteed to terminate. According to Definition 1, the worst-case scenario
for the number of flows is quadratic regarding the number of nodes. Consequently, this
establishes that the algorithm operates with a quadratic time complexity of O(|P|? +
IT]2).

As mentioned before, the rrigger relation is a special case of canConflict, in which
the nodes in relation require existential/total causality. This special case helps to derive
the general case of canConflict, i.e., in which the nodes in relation do not require
causality: If a node x cannot conflict with a node y in general, there is not the necessity
for a path from x to y. However, if x and y occur in a run net, then always with a path
from the source s of the AFW-net N to x and y, respectively.

For an imaginative visualization, consider the following metaphor: Imagine a moun-
tain summit representing a node x. From your starting point, the source s, several paths
W lead to this summit. If, on each of these paths, there is a trigger z capable of causing
an avalanche in the valley (a node y), then reaching the summit (x) invariably results
in an avalanche in the valley (y). Conversely, if at least one path exists without such a
trigger, it is possible to reach the summit without causing an avalanche in the valley (y).
The following theorem uses a similar approach to derive canConflict:

Theorem 5 (Cannot Conflict). Let N=(P,T,F,s, f) be a sound AFW-net with two
nodes x,ye PUT, x#y.

xcanConflicty <= VYW ePaths(s,x) 3zeW: ztriggersy
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Proof (Theorem 5). The theorem requires a sound AWF-net N = (P, T,F,s, ) with two
nodes x,ye PUT, x#y. The proof considers both directions:

VW € Paths(s,x) 3zeW: ztriggersy = x canConflict y. By Proposition 3, I1(x) # &.
Let meIl(x) be such a run net. Since x € 7, there is a path W € Paths,(s,x) from the
source s to x in . Furthermore, for all such paths W, there exists a ze W, z triggers y.
As a consequence, y € £ by Definition 10. For this reason:

H(x)cIl(y) <= xcanConflicty v
x canConflicty => VW €Paths(s,x) 3zeW: ztriggersy. Proof by contradiction:
x canConflicty A 3IW €Paths(s,x) ¥V zeW: ziriggersy 5)

Let W be such a path from the source s to x, on which no node triggers y. Therefore,
xtriggersy and y ¢ W. Since x triggers y, there is a path W’ € Paths(s, f) from s to
the sink f with Yze W': ztriggersy. We construct a run net 7 that is based on the
path W'. If further places and transitions must be added to construct 7, which are not
on path W', we add only places p € P with p triggers y following the transitive rules
(4) of triggers. Since no node is added to 7, which triggers y, y ¢ «. Since xe W',
xe . It holds by Definition 9:

Ix)NII(y)#@ <= xcanConflicty
This contradicts with (5). 4 Therefore, the original statement must hold. v/ O

Following the last Theorem 5, canConflict can be derived from the trigger relation.
Algorithm 2 accounts for all paths from the source to each node indirectly. The nodes
are processed in topological order (line 4), ensuring that a node is not addressed until all
its inputs have been processed. This method guarantees that all paths leading from the
source to these inputs are considered before the node itself is processed (the topological
order of the nodes in Fig. 1is (pl, 1, p3, la, ts, tg, P5, 17, P71, P6> P2, 13, P4, 18, P8, 19, P10,
1o, 111, P11))- A node x cannot conflict with all nodes that are triggered by x (except
itself) and with all nodes that are triggered on all paths to x’s preset nodes (line 7). Since
canConflict is irreflexive, x is removed from R(x) (lines 8-9).

Time complexity: Algorithm 2 can compute canConflict in O(2|P|+2|T|+|F|), using a
linear topological ordering algorithm [2]. Since |F| is quadratic regarding the number of
nodes in the worst case by Definition 1, canConflict can be computed in O(|P|> +|T|?).
Note that the negation of canConflict leads to the can conflict relation. Therefore, can
conflict can also be computed in O(|P|? + |T|?):

Proposition 5 (Can Conflict). Let N=(P,T,F,s, f) be a sound AFW-net. canConflict
can be computed in O(|P|* + |T|?). J

Proof. The proposition requires a sound AFW-net N = (P, T, F,s, f). canConflict can
be computed in O(|P|? +|T'|?) for each pair of nodes with Algorithm 2. For this rea-
son, canConflict can also be computed in O(|P|* + |T|?) after pairwise checking the
canConflict relation for all nodes. a
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Algorithm 2. Determination of the canConflict relation as an adjacency list R for all
nodes of a sound AFW-net N= (P, T,F,s, f).

1: function COMPUTECANNOTCONFLICT(N = (P, T, F,s, f))
Ririgger <+~ COMPUTETRIGGER(N) // Ryrigger is an adjacency list
// Initialize R and a list L of nodes to compute.
R—o
L+ PuT in a topological order starting from s
for all xe L do
// All nodes in x’s preset were already processed.
R(X) — Rtrigger(x) u ﬂzE.XR(Z)
for all xe L do
R(x) < R(x)~ {x}
return R

E 50 29N UE BN

—

4.4 Total Co-occur, Total Conflict, Requirement, and Independence

Proposition 6 (Total Co-Occur, Total Conflict, Requires, and Independent). Let
N=(P,T,F,s, f) be a sound AFW-net. Since canCooccur can be computed in O(|P|> +
|T|?) by Proposition 1 and Proposition 2, and canConflict can be computed in O(|P|* +
|T|2) by Proposition 5, totalCooccur, totalConflict, requires, and independent can be
computed in a quadratic time complexity O(|P|> +|T|?) by applying Definition 9 on
each pair of nodes. a

In summary, it is possible to derive the complete 4C Spectrum for sound AFW-nets
in a quadratic time complexity, O(|P|* + |T|*). We have named the set of derivation
algorithms Behavioral Relation Computations, or BeRelCo for short.

5 Inclusive Behavior in Process Models

Inclusive behavior, a concept in BPM, serves as a middle ground between exclusive
behavior—achievable through places with at least two output transitions—and con-
current behavior—characterized by transitions with at least two output places. Nodes
exhibiting this inclusive behavior are typically referred to as OR nodes. On one hand,
an OR node produces tokens for a non-empty subset of its output places. On the other
hand, not all inputs of an OR node need to carry a token for the OR to be activated. It is
a widely accepted principle that OR nodes, especially those with multiple inputs, “wait
for all possible tokens” that might arrive, particularly in acyclic process models [20].
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Fig. 3. An example of a net with ORs. Def- Fig.4. ...one of its run nets has no path
inition 8 of concurrency by Polyvyanyy et between p3 and ps but p3 loses its token
al. [15] is counter-intuitive in terms of time always before p5 gets one.

as ...

OR nodes can significantly increase the number of potential run nets [10], making
the management of ORs crucial in the detection of behavioral relations. Despite their
frequent occurrence in process models, OR nodes are not directly representable in Petri
nets. One approach to accommodate ORs, as done in this paper, is to extend the Petri
net concept: Nets get a further set for inclusive nodes (represented as rectangles with
diamonds in figures in the following). We took the accepted semantics of Volzer [20]
for acyclic nets (OR-joins “wait for all possible tokens”). Alternatively, ORs can be
translated into a Petri net by substituting them with combinations of transitions and
places. However, these substitutions can result in a non-free-choice net or expand the net
to a free-choice variant where the number of nodes exponentially increases compared to
the original model [8]. In essence, translating ORs can lead to either a non-free-choice
or an exponentially larger net, both posing significant computational challenges due to
a combinatorial increase in run nets.

Another challenge arises from the definition of concurrency (as per Definition 8,
based on the work of Polyvyanyy et al. [15]), which defines concurrency on the absence
of a direct path between two nodes in at least one run net. With the introduction of
OR constructs, situations may arise where two nodes appear to be concurrent under
Definition 8 but cannot actually be enabled simultaneously or share tokens in the same
marking. This discrepancy makes the standard definition of concurrency (e.g., [15,21])
counter-intuitive in scenarios involving ORs, where parallelism does not align with the
expected behavior. For instance, consider nodes p3 and ps in Fig. 3, where transitions
marked with diamonds signify ORs. Here, p3 invariably loses a token before ps receives
one, avoiding premature firing of 0. Despite this sequential token transfer, these nodes
are deemed concurrent by Definition 8 in the run net depicted in Fig. 4.

To address this imprecision in acyclic AFW-nets, soundness offers a solution. We
recommend to refine the concurrency definition regarding the results of this paper: Tivo
nodes x and y are concurrent iff there is no path between x and y in the AFW-net (instead
of a run net) and x and y co-occur.

The BeRelCo algorithms are effectively designed to accommodate OR constructs
within Petri nets, employing this refined definition of concurrency (as per Definition 8)
to seamlessly integrate these elements: (1) The concurrency detection by [17] starts
with transitions, as transitions with multiple outputs cause concurrency. Instead of only
starting with transitions, the algorithm can simply be extended so that it also starts with
ORs, as, in the “worst case”, the ORs also cause concurrency for each pair of outputs.
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(2) Algorithm 1 determines the trigger relation and distinguishes between places and
transitions as the only other algorithm of BeRelCo. Line 7 checks whether the current
node x is a transition, or not. If x is an OR, then it can represent a simple decision like a
place with multiple outputs. Therefore, ORs should be treated as place-like in line 10.

6 Related Work

In the following, we analyze the related work concerning computational complexity and
the limitations associated with the behavioral relations defined in Definition 9.

The (causal) behavioral profile defined by Weidlich et al. [21,22] has been exten-
sively studied in research. This profile comprises four relations: strict order, exclusive-
ness, interleaving order, and co-occurrence. The challenge lies in aligning these rela-
tions with those defined in Definition 9. The strict order and exclusiveness relations are
equal to causal” and totalConflict, respectively. The co-occurrence relation is similar
to requires, as it is not defined as a symmetric relation [22]. The interleaving order rela-
tion is a mix of concurrent® and independent. For sound free-choice workflow nets that
can be decomposed into structured SESE fragments [19], the computational complex-
ity of determining these four relations is linear for a single pair of nodes, resulting in
cubic complexity for all pairs. However, in the more general case involving unstructured
SESE fragments, this complexity increases to O(|P|> + |T|3).

Polyvyanyy et al. [15] and Wolf [23] mapped most of the 4C Spectrum relations to
the reachability problem. For acyclic sound free-choice workflow nets, the reachability
problem has polynomial computational complexity [24], however, the specific polyno-
mial is not known. Ha and Prinz [10] have investigated the set of behavioral relations
of Definition 9 for acyclic sound workflow graphs. Their approach has a complexity of
O(|F|?) for a single pair of nodes and, therefore, O(|F|* - (|P|? + |T|?)) for all pairs.

In summary, the computational complexity for acyclic sound free-choice nets is
O(|P]? +|T ) for causal” , totalConflict, and requires, and O(|F|* - (|P|> +|T|?)) for the
other relations. Furthermore, except for the algorithm in [10], the other approaches are
only applicable to workflow nets without inclusive behavior. To the best of the authors’
knowledge, the approach presented in this paper offers the lowest computational worst-
case complexity for computing the behavioral relations defined in Definition 9 and is
the only approach capable of computing these relations for inclusive behavior with
polynomial complexity.

7 Evaluation

The BeRelCo algorithms, detailed in Sect. 4, have been implemented using a simple
script-based approach in PHP for evaluation purposes. This implementation is open-
source and accessible on GitHub'. Our experiments were conducted on a machine out-
fitted with an Intel® Core™ i7 CPU, featuring 14 cores and 64 GB of main memory,
running Microsoft Windows 11 Professional. PHP version 8 was utilized for the execu-
tion of the scripts. To guarantee the reliability of our results, each runtime measurement

! https://github.com/guybrushPrince/berelco.
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was performed ten times. We excluded the fastest and slowest runs from this set and
calculated the mean values from the remaining measurements. We then compared the
performance of the BeRelCo algorithms against a brute-force approach for deriving all
run nets according to Definition 7, hereinafter referred to as "RunNets’. The brute-force
approach was chosen since all approaches in the literature finally depends on a similar
strategy for inherently unstructured fragments (e.g., for [22] and [10]).

The evaluation of the algorithms was conducted using two well-known datasets:
the IBM Websphere Business Modeler dataset [7, 12], henceforth referred to as the IBM
dataset, which includes 1,386 files, and the SAP Reference Models dataset [4], hereafter
referred to as the SAP dataset, containing 604 files. The data sets were selected because
they represent real process models for which numerous analyses can already be found
in the literature. Given the algorithms’ prerequisites for analyzing sound AFW-nets, a
subset of the datasets was selected for investigation—specifically, 604 nets from the
IBM collection and 414 from the SAP collection are sound acyclic free-choice work-
flow nets (all nets of IBM are free-choice, 178 nets are cyclic, and, from the remaining
1208 acyclic nets, 604 are unsound; all nets of SAP are free-choice, 31 nets are cyclic,
and, from the remaining 569 acyclic nets, 152 are unsound). The nets within the IBM
dataset were provided in PNML format, facilitating direct analysis. Conversely, the SAP
dataset’s nets, present in a simplified JSON format that describes BPMN-like models
with AND, XOR, and OR nodes, required conversion into Petri nets for compatibility.
This conversion was guided by the extended Petri net concept discussed in Sect. 5.

Subsequently, runtime measurements of both datasets are presented in the form x;
| ys with measures x; for IBM and ys for SAP. The size of the nets under investigation
varies, with 75% of the nets having 57; | 365 nodes or fewer. The largest nets contain a
maximum of 546; | 1335 nodes. Places are more frequent than transitions (61%=+4%; |
56%+6%g of all nodes are places). The SAP nets contain 7%=7% OR nodes.

Upon application to IBM and SAP, both algorithms successfully identified the same
node relations across all eligible nets. The main objective was to establish the BeRelCo
algorithm as a more efficient alternative to RunNets or similar exploratory algorithms.
Consequently, we assessed the computational time required by both algorithms to derive
all relations within a net. The findings indicate that the BeRelCo algorithms outperform
RunNets in processing speed across both datasets: It needs just 0.655; | 0.3285 [s] to
compute >6.3M; | >1.2Mg pairs of nodes being in relation. In contrast, the RunNets
algorithm requires 4.038; | 435.0665 [s] for doing the same job, i. e., the BeRelCo algo-
rithm is approx. 6; | 13265 times faster. Notably, RunNets was unable to process 2 nets
from SAP because the number of run nets exceeded 500k. We introduced this limit arti-
ficially after conducting several experiments, as it would otherwise result in a memory
allocation issue, causing an uncatchable error in PHP. Figure 5 illustrates the computa-
tion times of some of the nets in relation to their size (number of nodes). It shows the
computation times for three sets: (1) For nets requiring more than 0.01 [s] for RunNets
(illustrated as red dots); (2) for nets requiring more than 0.01 [s] for BeRelCo (illus-
trated with green triangles) and (3) for intractable nets with RunNets. In summary, the
BeRelCo algorithm demonstrates superior efficiency, processing all nets that took more
than 0.01 [s] with RunNets in less than 0.01 [s]. Furthermore, any net that required more
than 0.01 [s] with BeRelCo was processed in a similar or longer duration by RunNets.
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Fig. 5. Comparison between the number of nodes and the logarithmic time to compute all behav-
ioral relations for three different subsets of all nets regarding their computation times.

Notably, intractable nets with RunNets were processed by BeRelCo in under 0.01 [s].
BeRelCo consistently achieves tractable processing times for each net, with a maximum
duration of up to 0.1 [s], showcasing a significant improvement.

8 Conclusion

Systematically identifying business process models within extensive collections poses
a considerable challenge. Process queries facilitate the identification of models that
meet specific characteristics, relying on behavioral relations, to illustrate how tasks
in a process model interact during execution. The 4C Spectrum—comprising conflict,
co-occurrence, causality, and concurrency—provides a comprehensive framework for
these behavioral relations. However, current computational methods for analyzing these
relations can be time-consuming for various process models. This paper introduces
a suite of algorithms, named Behavioral Relation Computations (BeRelCo), designed
to efficiently detect all behavioral relations within the 4C Spectrum in quadratic time
complexity, O(|P|*> + |T|?), for models that can be represented as acyclic sound free-
choice workflow nets. Our experiments validate the BeRelCo algorithms’ effectiveness,
notably in models with numerous execution traces.

Industrial process modeling languages, often aligned with workflow graphs, can
be depicted as free-choice workflow nets [8]. Soundness was identified as a critical
requirement [5]. Therefore, the algorithms we have introduced hold substantial value
for the BPM community, not only facilitating process queries but also underpinning
process similarity analysis, compliance checking, and other key BPM activities.

Currently, our approach is limited to acyclic nets. Future efforts will focus on
extending these algorithms to handle cyclic nets through loop decomposition [16] by
devising combinatorial rules for behavioral relations for the resulting acyclic nets.
Moreover, we aim to adapt our algorithms for models that feature duplicated labels,
where tasks may occur multiple times, broadening their applicability and utility in com-
plex process model analyses.
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Abstract. The state-of-the-art approach for computing alignments is to
apply an exhaustive state-space search with a well-tailored A*-heuristic
function. If the heuristic fails to provide good estimates, the alignment
computation quickly becomes infeasible even for small event logs given
the exponential search space. Since intractability is unavoidable for gen-
eral process models, we here consider the restricted class of process trees
which provides a good balance between expressiveness and algorithmic
feasibility. As our main result, we prove that alignments on process trees
can be expressed as solutions of Mixed Integer Linear Programs (MILP).
Our novel approach does not only position the problem inside the class
of NP, but also paves the way for applying a host of new optimization
techniques from the field of mathematical programming to alignments
on process trees. We further show that for process trees without parallel
executions, our MILP formulation becomes a Linear Program (LP) which
can be solved efficiently. This result gives fresh insights into the structure
of the alignment problem and the role of concurrency as a key factor for
intractability. Finally, we implement our new algorithmic approach in
PMA4Py and evaluate the performance against the standard algorithms.

Keywords: Process Mining + Conformance Checking + Alignments -
Process Trees - Mixed Integer Linear Programming

1 Introduction

Constructing optimal alignments between a trace and a process model is a key
task in conformance checking. The standard approach is to formulate the align-
ment computation as a reachability problem on the product of the model and
the trace. In general, this product is of exponential size which leads to high
computational costs and hinders scalability of alignment computations. This, in
turn, poses a major obstacle for practical applications where massive event logs
and business models have to be analyzed.

Unfortunately, computing alignments on sound workflow nets (the standard
modeling notation in process mining) is a PSPACE-complete problem. While
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this might seem discouraging, we rather see it as a call for a more intensive root-
cause analysis of the algorithmic complexity of alignments. In fact, we are going
to show that one can derive much better bounds if certain syntactic restrictions
are imposed on the process models. This goes in line with the observation that,
in practice, process models often provide such extra structure that we can exploit
to speed up alignment computations.

In this paper, we focus on the important example of process trees, a class of
models that can be decomposed into subprocesses which are interconnected in a
tree-like fashion. Process trees are highly relevant in practice and form the basis
for one of the most popular family of mining algorithms, the so-called Inductive
Miner [14]. Our key observation is that process trees have optimal alignments of
linear length (linear in the size of the trace plus the size of the process tree). This
allows us to solve the alignment problem on process trees in NP (rather than
PSPACE). As our central contribution, we give the first Mized Integer Linear
Programming (MILP) formulation of the alignment problem on process trees.

More specifically, we encode the alignment problem as a minimum-cost net-
work flow problem. This network flow construction can then, in a second step,
be readily expressed as a MILP instance. For the former translation, the diffi-
cult part is to express the parallel operator in a process tree as a flow gateway
in a network graph. The parallel operator models independent concurrent com-
putations and is the root cause for the exponential state explosion that we get
from a translation of process trees to standard transition systems (aka. finite
automata). It should be noted that the parallel operator can be expressed suc-
cinctly using Petri nets, but it is unclear, how we could get an efficient MILP
formulation from this presentation. Intuitively, we model the parallel operator
by splitting up a flow into equal parts and send the subflows through different
parts of the network. When all subflows have completed their subcomputations,
we merge the subflows again, and get back the original flow. It turns out that
for this synchronized split and merge we need to use integer variables. In fact,
this is the only part where discrete variables are required. As a consequence, for
process trees without the parallel operator, our MILP instance becomes a Linear
Program (LP) which can be solved in polynomial time.

To complement our MILP encoding, we provide a proof-of-concept imple-
mentation based on the PM/Py ecosystem [3] and the Gurobi Optimizer [13].
We further evaluate the performance of our MILP approach on a set of synthetic
and real-life benchmark logs in comparison with the state-of-the-art alignment
algorithms based on A* and the reachability approach. Our experiments show
that the MILP-based approach is extremely promising and outperforms the two
other alignment algorithms for process trees which are available in PM4Py.

2 Related Work

Alignments were introduced by [1] and are now the state-of-the-art technique
for conformance checking [8,9]. In particular, they have surpassed token-based
replay [18] in terms of accuracy and flexibility. Due to the high computational
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costs of the textbook algorithm based on A*, several techniques have been stud-
ied to improve scalability, see, e.g., [4,5]. This also includes techniques from
mathematical optimization. Most notably, [12] uses Linear Programming (LP)
to improve A*-heuristics and to reduce the runtime significantly. Furthermore,
approximative algorithms have been proposed, see, e.g., [20] for a scheme based
on Mixed Integer Linear Programming (MILP). However, until today, no full
MILP encoding of the alignment problem has been studied. The only work that
somewhat goes into this direction is [5,6]. There, the authors showed that com-
puting alignments is in NP if the length of optimal alignments is polynomi-
ally bounded. Since it can be shown that this holds for process trees and since
NP problems can be encoded into MILPs, this result implies the existence of a
MILP encoding. However, the authors did neither provide a MILP formulation
nor any concrete example of an interesting model class with this property.

The notion of process trees is inspired by the observation that many real-life
process models can be decomposed into distinct blocks that are interconnected
in a tree-like fashion. This allows divide-and-conquer strategies for solving algo-
rithmic problems. Process trees were first applied by [7,21] in the context of
genetic process discovery. Since then, process trees have proven to be a model-
ing language with a great balance between expressiveness and algorithmic sim-
plicity. In particular, they form the basis of one of the most popular process
discovery algorithms, the so-called Inductive Miner [14]. Thus, it comes at no
surprise that also optimized algorithms for alignment computations on process
trees have been studied. Most notably, [19] proposed an approximation algo-
rithm which performs well on many process trees, but which does not guarantee
to compute optimal alignments in all cases. This is in stark contrast with our
MILP encoding approach which always yields optimal solutions.

Finally, we like to mention work on the error correction problem for regular
languages. Here, the goal is to compute edit distances between an input string
and a regular expression. This is very intimately related to computing optimal
alignments. In essence, process trees correspond to regular expressions extended
by the shuffle operator and for those languages it was shown a long time ago that
deciding membership (i.e., edit distance 0) is NP-complete, see, e.g., [17]. Since
the membership problem is a special case of the alignment problem (where the
costs of an optimal alignment are 0), our MILP encoding in this work can also
be used as an error-correction algorithm for regular expressions with shuffie.

3 Preliminaries

Let N be the set of natural numbers excluding 0. For any tuple a, m;(a) denotes
the projection on its ith element, i.e., m;: Ay X -+ X A, — A, (a1,...,a,) — a;.
For any node v in a graph, let 6~ (v) (67 (v)) denote the set of incoming (outgoing)
arcs at node v.

Definition 1 (Alphabet). An alphabet X is a finite, non-empty set of labels
(also referred to as activities).
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Definition 2 (Sequence). Sequences with index set I over a set A are denoted
by o = (a;)icr € AL. The length of a sequence o is written as |o| and the set of
all finite sequences over A is denoted by A*. For a sequence o = {(a;);e; € Al,
> o is a shorthand for ), ; a;. The restriction of a sequence o € A* to a set
B C A is the subsequence o|p of o consisting of all elements in B. A function
f: A — B can be applied to a sequence o € A* given the recursive definition
F(O) :== () and f({a) - o) := {f(a)) - f(0). For a sequence of tuples o € (A™)*,
(o) denotes the sequence of every ith element of its tuples, i.e., 7} ({)) := ()
and 77 (((a1,...,an)) - 0) == (mi(a1,...,an)) - 75 (o) = (a;) - 7/ (0).

Definition 3 (Shuffle ). For two sequences x,y € X*, the shuffle z Wy of x
and y is defined as

Wy = {vjw - vpwk [T =1V, Y = w1 Wk, v, ws € X1 < < kY

Let £1,L2 C X* be two languages. Then the shuffle of the two languages is
defined as
LWLy = U{w1 LUl wo |w1 € Li,wy € EQ}

Definition 4 (Transition System). A transition system TS is a tuple TS =
(S, X2, T, Sinit, Sfinat) Where S is the set of states, X is the set of activities, T C
S x X x S is the set of transitions, and s;nit, Sfinar € S are two distinguished
states, namely the initial state sin;; and the final state Sgnal-

Definition 5 (Process Tree). Let X be an alphabet of activities and let 7 ¢ X
be the silent activity. A process tree is defined recursively where

— each activity a € X and the silent activity 7 is a process tree,
- — (PTh,...,PT,), x(PTy,...,PT,), © (PTi,PT,), and A(PTy,...,PT,)
are process trees with P11, ..., PT,, n € N being process trees as well.

The symbols — (sequence), x (exclusive choice), O (loop), and A (parallel) are
process tree operators. The language of a process tree PT is denoted by L£(PT)
and is also recursively defined where

) ={(} and L(a) = {{a)},

L (PT\,...,PT,)) = L(PT)) - ... - L(PT,),
«(PTy,..., PTo)) = L(PT}) U---U L(PT,),
O (PTy, PTy)) = L(PTh) - (‘C(PTQ) L(PTy))*, an
A(PTy,...,PT,)) = L(PT)) W --- W L(PT,).

L(

- L
- L
ﬁ(
L(

The 7-language L7 (PT') of a process tree PT preserves silent activities and is
defined accordingly, but with £77 = {(7)} instead. A sequence x € L7 PT is also
referred to as an execution of the process tree PT.

4 Computing Alignments on Process Trees

Alignments [1] juxtapose observed and modeled behavior. Thereby, activities in
the observed trace are compared in pairs with activities from an execution of
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the process tree. These pairs are called moves and they are considered legal if
the observed activity matches the activity from the process tree execution or the
pair consists of just one activity, either from the observation or the model, while
its counterpart is considered to have not yet proceeded, indicated by a special
“no move” symbol >>.

b a ¢ > > b a ¢
N=——"—"" Yo=—"—
> a ¢ b T b > ¢

Let 41 and 2 be two exemplary alignments between an observed trace (b, a, ¢)

and a process tree — (x(a,7),A(b,c)). The top row indicates the progress in
the trace, while the bottom row contains the labels executed in the process
tree. In v, the second and third move show that the observed activities could
be synchronized with the execution of the process tree; hence, they are called
synchronous moves. While the first move (b,>>) indicates that the observed
activity b was not performed in the model, the fourth move (>, b) indicates the
reverse, namely that activity b executed by the process tree could not be matched
with an activity in the trace. A move only proceeding on the trace is called log
move and a move only proceeding on the model is called model move. The model
move (3>, 7) in 79 is special as the silent activity 7 cannot be observed. Such
moves are therefore not considered as deviations and also called silent mowves.

Definition 6 (Legal Move, Alignment). Let X be an alphabet of activities, let
7 ¢ X be the silent activity, let ¢ € X* be a trace, let PT be a process tree,
and let > ¢ X be a distinguished “no move” symbol. Without loss of generality,
we assume the trace o and the process tree PT being defined over the same
alphabet Y. A move is an ordered pair (a,t) € (YU {>}) x (XU {r,>>}) and
we distinguish three types of legal moves: The move (a,t) is a

— synchronous move if a,t € X and a = t,
— log move if a € X and t = >,
— model move if a => and t € YU {7}.

A model move (>, 7) is also called silent move. All other moves are considered to
be illegal. The set LM denotes all legal moves between alphabet X' and process
tree PT,i.e., LM := {(a,a)|a € Z}U(X X {>HU({>>} x (ZU{7r})). A sequence
of legal moves v € LM™ is an alignment between trace o and process tree PT
if and only if 0 = 7{(v)|x and 73(v)|sugry € LTPT. The set I, denotes all
alignments between a trace o € X* and process tree PT.

Looking at the two alignments -; and o from above, we see that there
are multiple ways to align observed and modeled behavior. In general, we are
interested in an optimal alignment, i.e., an alignment that fits a trace to the
closest execution of the process model and only consists of inevitable deviations.
Therefore, deviations are associated with costs so that minimizing the costs leads
to an alignment where the synchronization between trace and model is maximal.
Formally, this is achieved via a cost function that assigns costs to moves and then
finding an alignment with minimal costs.
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Definition 7 (Optimal Alignment). Let LM be the set of all legal moves and
I'; be the set of all alignments between a trace o € X* and a process tree PT" and
let c: LM — Q>q be a cost function. An alignment o, € I is optimal if and
only if no other alignment between o and PT has lower costs, i.e., > c(Yopt) =

minqer, {3 ¢(7)}-

Note that, in principle, for the approach presented in this paper, any func-
tion ¢: LM — Q> can be chosen as a cost function. For better comprehen-
sibility, however, the standard cost function is assumed in the following where
synchronous or silent moves have no costs and log or non-silent model moves are
associated with costs of 1.

4.1 Alignments Based on Transition Systems

The standard approach to find optimal alignments is to solve a shortest path
problem in the synchronous product between the trace and the model. We now
give a translation of process trees into equivalent transition systems (where equiv-
alent means, that the traces generated by the process tree and the transition
system are the same). Our approach is a relatively straightforward textbook
translation of a process tree into a finite automaton except for the parallel oper-
ator (note that process trees without concurrency correspond to regular expres-
sions). Unfortunately, a transition system has no means to express concurrency.
Typically, this problem is circumvented by first using Petri nets and, in a second
step, by transforming the resulting Petri nets into equivalent transition systems.
In this paper, we skip the detour through Petri nets and directly translate process
trees into equivalent transitions systems.

Definition 8 (Transition System of a Process Tree). Let PT be a process tree.
The transition system of PT is denoted by 7S(PT) := (S, XU{7}, T, Sinit, Sfinai)
and can be constructed recursively by starting with the initial and final state
Sinits Sfinal € S and

— if PT = 7, adding a transition (Sinit, T, Sfinai),
— for each activity a € X, if PT = q, adding a transition (sinst, @, $finai),
— for process trees PTy,..., PT, (with pairwise disjoint state spaces), n € N,

e if PT =— (PTy,...,PT,), adding new states s1,...,s,—1 and inserting
TSPT; with initial state s;_; and final state s; for 1 < ¢ < n where
80 = Sinit and Sp = Sfnai,

o if PT = x(PTy,...,PT,), we take all TSPT;, for 1 <i < n, as indepen-
dent subsystems and then merge all initial states to the initial state s,
and all final states to the final state sgna,

e if PT =0 (PT),PTy), adding new states s; and sq, transitions (S,
7,51) and (82,7, Sfinat), and inserting 7SPT; with initial state s; and
final state sy and inserting 7S P15 with initial state so and final state s1,

o if PT = A(PTy,...,PT,), we take TSPT to be the direct product of
the transition systems 7SPT;, 1 < i < n, where we declare the state
(81,...,8n), where s; is the initial state of ZSPTj}, to be the initial state

/

Sinit of TSPT and, analogously, (s],...,s)), where s} is the final state of

r n

TS PT;, to be the final state sfpq of TSPT.
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Table 1. Comparison between the construction of a transition system 7S(PT) and a
process tree network A(PT) based on a process tree PT.

Process Tree(PT') Construction of TS(PT) Construction of N'(PT)
a o——©0 o—
i °o——o o——o

—(PT, ..., PT,) @55 @ @555 @ © i @ - @y @

x(PTy, ..., PTy) e 0 e : 0

o(PT,PTy) @ T TOIT@——0 0——@ " 0——0

TS(PT») N(PT»)

- @
T > -------
.Tﬁ(;T)’. . K—). N(PTy) .XA .
NPTy, ..., PTy) = .7.& _/.—,>.
. @y @
®- iy @

The construction of a transition system from a process tree is also illustrated
in Tablel. For any process tree PT it can be easily verified that L(PT) =
L(TSPT). Here, the language L£(TS) of a transition system TS consists of all
label sequences of paths from the initial to the final state. Figure la shows the
transition system of the exemplary process tree — (x(a,7),A(b, c)). For better
recognizability, the initial state is marked in green and the final state in red.
A trace o € X* is expressed by a directed path TS,, which consists of |o| + 1
states and where each event in the trace is associated with a transition, i.e.,
TSe = ({s: 10 <i < |ol}, ¥, {(si—1,mi(0),8:) |1 < i < |ol}, 50, 8)0)-

Now, to obtain an optimal alignment between a trace and a process tree, we
construct the synchronous product of their transition systems [cf. 1]. We start
off from a standard direct product of two transition systems, i.e., we take as
state space all pairs consisting of states of the trace and states of the model (the
trace can easily be encoded as a labeled directed path). We then extend both
components by a new idle transition > which is always active and does not alter
the current state (i.e., a self-loop on every state with label >>). For the product,
we allow transition pairs where either both (original) transitions have the same
activity label or where precisely one of them is the idle transition. Note that the
resulting transitions in the synchronous product are the legal moves which we
defined above (for details see [1,22]).

Definition 9 (Synchronous Product). Let T:S; and TS be two transition sys-
tems. Their synchronous product is denoted by T:S; ® T.S; and defined according
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to [22, Definition 8.6] where we restrict the resulting transitions to those where
either both original transitions have the same activity or one of them is idle
(denoted by >>). The initial and final state of the synchronous product are the
states that are compositions of the original initial or final states, respectively.

. — @
a _— . — TN T 75 -
~ el ) o0 T=ee
~. = N S 7 . 2
N, \./’ - % o——© ]
(a) Transition system TS(PT). (b) Process tree network N'(PT).
/(>> n)\ > b>/v .\L>> oL
\(>> ')/ a4 .\/(>> b
I
(b.>>) (b,>) (b_>é)<ly>>> (b.>)
| ol
./(>> I (».b)‘&‘ N
~ > 7
N A (>, ¢), (>, b) . 1]
- N .\l' R - £ = _
(aF) (0,5) (@ >/>)<?>) (@) ~§ P [V ;gle = e Hi
(>, a). l .\ >
- \. _>0) (04
-
o] e <>‘. (3,b)
() (c;>) (p_>/>)((j>>> ()
i/(>>'a)\ l _>0) .\(>>;r)‘ l

~ \ P
N Ny (D)

(c) Synchronous product of tran- (d) Synchronous network A (o, PT).
sition systems TS, and TS(PT).

Fig. 1. Comparison between the transition system and the process tree network of
PT =— (x(a,7),A(b,c)) and between the transition system of the synchronous prod-
uct with trace o = (b,a,c) and the corresponding synchronous network. Transitions
representing synchronous moves and synchronous arcs, respectively, are highlighted in
green, synchronization nodes and arcs in blue.

Figure 1c shows the synchronous product of the transition system of the
trace (b,a,c) and that of the process tree — (x(a,7),A(b,c)). It can be seen
that the activities of the resulting transitions correspond to legal moves where
synchronous moves are highlighted in green. Thus, each path from the initial
to the final state of the synchronous product corresponds to an alignment. If
each arc is weighted with the cost function according to the move it represents,
an optimal alignment is found via a shortest path. Alignment ~5 from above
represents the shortest path in the synchronous product and is therefore optimal.

We can also solve an optimization problem to find a shortest path from the
initial state to the final state. Let x; € {0,1} be a binary decision variable
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indicating whether a transition ¢ € T is part of the shortest path (z; = 1) or
not (z; = 0). To obtain a valid path from the initial state to the final state, we
do not only have to ensure that it originates in the initial state and terminates
in the final state, but also that it is not interrupted in any other state. This can
be achieved by requiring the number of incoming transitions §~(s) and outgoing
transitions 67 (s) used in the path to be equal in any state s € S except for
the initial and final state. According to the standard cost function ¢, using a
transition (s,a,s’) € T costs c(a) (note that a is a legal move). Hence, we aim
to minimize ZteT Cro(tyT¢ Which results in the following ILP formulation.

min Z Cra (1) Tt (1)

teT

=1 5= s

s.t. th — th =<1 S = Sfinal Vse S (2)

tes(s) test(s) 0 otherwise

z € {0,1} VteT (3)

The shortest path problem is a special case of the minimum-cost flow problem
which is known to be solvable by linear programming because here an integer
minimum-cost flow always exists [2]. Hence, Eq. (3) can be relaxed to obtain the
LP formulation given by Egs. (1), (2) and (4).

4.2 A Network Representation of Process Trees

When we transform process trees into equivalent transition systems, we see that
concurrency causes the state space to grow exponentially. Of course, when we
solve the shortest path problem on the resulting systems via an (I)LP as above,
the exponential number of states results in an exponential number of variables
and constraints. In the synchronous product, however, this state explosion prob-
lem in essence confines itself to transitions representing model moves while the
ordering of both, log moves and synchronous moves is already widely determined
by the sequence of activities defined in the trace.

Formally, we introduce a network representation of a process tree which we
use as a basis for the alignment problem. This process tree network is largely
similar to the transition system of a process tree except for the representation of
the parallel operator. Apart from that, the most important change is the intro-
duction of arc capacities, which allow us to split the flow for parallel subtrees.
The idea is for the resulting subflows to capture (independent) computation
sequences in the parallel subprocesses. Intuitively, the reader might think of the
subflows as tokens that move through a Petri net.

Definition 10 (Process Tree Network). Let PT be a process tree. Its process
tree network NPT = (V, X U {7}, A, V', A" 4, Vinit, Vfinar) is a tuple where V is
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the set of nodes, A CV x (Y U{r}) x V is the set of arcs, V' C V and A’ C 4
are the sets of synchronization nodes and arcs, respectively, u: A — [0,1] is a
capacity function, vi,; € V is the source node, and vfna € V is the target
node. It is constructed recursively by starting with the source and target node
Vinits Vfinal € V and a constant k = 1 as follows:

— if PT =7, adding an arc (Vint, T, Ufinar) With capacity 1/x,
— for each activity a € X, if PT = a, adding an arc (vinit, @, Vfine) With capacity
1/k,
— for process trees PTy, ..., PT, (with pairwise disjoint state spaces), n € N,
e if PT =— (PTy,...,PT,), adding new nodes v1,...,v,—1 and inserting
N PT; with constant s, source node v;_1, and target node v; for 1 <i < n
where vy = Vipi and v, = Vfnal,
o if PT = x(PTy, ..., PT},), we take all N'PT; with constant «, for 1 <17 <
n, as independent subsystems and then merge all source nodes to source
node v;y,; and all target nodes to target node vgnai,
o if PT =0 (PT1,PT5), adding new nodes v1 and vy, arcs (Vinit, T,v1)
and (va, T, Vfinar) With capacity 1/k, and inserting N'PT; with constant
K, source node v, and target node vy and NPT, with constant k, source
node vo, and target node vy, and
o if PT = A(PTy,...,PT,), adding new synchronization nodes vg and vy,
synchronization arcs (vint, 7, vs) and (v, T, Vfine) With capacity 1/k, tak-
ing all N'PT; with constant nk, for 1 <7 < n, as independent subsystems
and then adding arcs (vg, 7,v;) and (v}, 7, vg) with capacity 1/(nk) where
v; is the source and v] the target node of N PT;.

Let us give some intuition on the construction of a process tree network,
also illustrated in Table 1. Given the process tree — (x(a,7), A(b,¢)) of our run-
ning example, the resulting process tree network shown in Fig. 1b is constructed
recursively and in a similar fashion as a transition system, except for the arc
capacities and the modeling of the parallel operator. The inverse of &, i.e., 1/x,
represents the intended intensity of the flow propagating through the particular
network (from vinit t0 Vfing:). Initially, x is set to 1 and therefore, all arc capaci-
ties outside the parallel construct are 1. We now take a closer look at the subtree
A(b, ¢). Every parallel construct begins and ends with a synchronization arc and
node (highlighted in blue) which connect the parallel subprocesses to the outer
network construct. First, x is set to 2 because there are two parallel subtrees
b and c. Then, each subtree is constructed with x = 2. Finally, every parallel
subtree is connected with T-arcs of capacity 1/k = 1/2 (so that the network flow
is split) to the synchronization nodes leading to the final result.

A trace o € X* can also be expressed by a process tree network N, , which
consists of |o| + 1 nodes and where each event in the trace is associated with an
arc of unit capacity, i.e., N, = ({v; |0 < i < |o|}, X, {(vi—1,mi(0),v;)|1 <@ <
lo|},0,0,1,v0,v|)). Analogously to transition systems, we can now form a syn-
chronous network following the same idea, but based on process tree networks,
to provide the basic structure for the MILP formulation.
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Definition 11 (Synchronous Network). Let ¢ € X* be a trace and let PT
be a process tree. Given the trace network N, = ({v;|0 < i < |o|},
Y A(wim1,mi(0),v:) |1 < i < o[},0,0,1,v0,v),) and the network of the pro-
cess tree N(PT) := (Vpr, X U {7}, Apr, Vi, App, upr,vpr, Vpr), their syn-
chronous product No @ N'(PT) := (V, LM, A, V', A’ 4, Vinit, Vfinal), also denoted
as synchronous network N (o, PT), can be constructed iteratively where

- V=V, xVppand V' : =V, x Vi,
~ A:=AM AL UASUA CV x LM x V where
o AM = Uo<i<o| AM and AT = Uo<i<|s| 47 are model arcs with
A= {((vi,mi(a), (>, m2(a)), (vi,73(a)) [a € Apr \ App Ama(a) # 7}
and AT := {((vs, m1(a)), >, 7), (vi,7m3(a))) | a € Apr \ Apr Ama(a) =7},
o A= <ic)p AF are log arcs with
AZL = {((Ui—hv)v (71'1'(0'), >>)a (Ui7v)) ‘/U € Vpr \ VIQT}7
o A5 = Ui<i<io| A% are synchronous arcs with
A7 = {((vie1,m()), (mi(0), m2(a)), (vi, 3(a))) | @ € Apr\AppAma(a) =
mi(0)},
o A":=y<;<|, Ai are synchronization arcs with
Aj = {((vi,mi(a), (>, m2(a)), (vi, m3(a))) [a € Apr},
- Va e A: u(a) :=min({1}H{upr(a') |d’ € AprAns(a’) = ma(mi(a))}) € [0,1],
~ Vinit := (vo,vpr) € V and vfnal == (Vo|, Vpy) € V.

Figure 1d shows the resulting synchronous network of the trace (b, a, c) and
the process tree — (x(a,7),A(b,c)). There are no loops in the example, but
note that their arc capacity is bounded like all other arcs. Due to the capacity
constraint, running through a loop repeatedly is not possible (when we assume
flows with maximal intensity). However, this is not a contradiction, as it ulti-
mately represents model moves and only the shortest firing sequence between
two states is sought. Moreover, it should be emphasized that synchronization
nodes are only incident with synchronization and model arcs.

In terms of the ILP formulation in Egs. (1) to (3), we have to adapt to the new
network structure with arc capacities and adjust the cost function accordingly.
The binary decision variable z, € {0,1} still indicates whether an arc a € A is
part of the shortest path (x, = 1) or not (z, = 0).

min Zma + Zuaxa — Z(l — Uq)Tq (5)

acAM acAl acA’
—1 v ="vj
s.t. Zuaxa — Zuaxa =<1 U = Vfinal YoeV (6)
a€d™ (v) a€dt (v) 0 otherwise
Y a. <1 V1<i<|o|: |A7|>1 (7)
a€A;

x, € {0,1} Vae A (8)
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Obviously, we now have to account for the arc capacities u, in the flow con-
servation constraint for each node in Eq. (6). Further, we have to adjust the
objective such that the costs of moves accord with the standard cost function.
Based on the network structure, we see that using a model arc a € AM U A7
always corresponds to a model move; therefore, their cost remain the same. This
does not necessarily apply to log moves because in case of a log move within a
parallel construct, a log arc a € AY must be used for each flow in parallel sub-
trees; therefore, their cost are weighted with the arc capacity u,. For the same
reason, the costs for using a synchronous arc a € A° must also be adjusted as
the other partial flows within a parallel construct must switch to log arcs, whose
additional costs must be compensated for here; therefore, their cost are reduced
based on the difference to their arc capacity. Note that due to the network struc-
ture, neither log nor synchronous moves can be part of a cycle. Thus, the solution
space remains bounded even with negative costs for synchronous arcs. In case of
duplicate labels in the process tree, the network might allow to use more than
one synchronous move on the same trace activity; however, the newly introduced
constraint in Eq. (7) ensures that at most one of the synchronous arcs is used
per activity in the trace.

4.3 Relaxed MILP Formulation

Due to the construction of the network, each synchronization node v’ € V' is
incident with exactly one synchronization arc a’ € A’. Hence, let §': V' — A’ be
the bijection which assigns that particular arc a’ € A’ to each node v’ € V'. The
binary decision variable y,, € {0,1} therefore implicitly indicates whether the
corresponding synchronization arc §’(v') € A’ is used (y,» = 1) or not (y,» = 0).
For better readability, we also introduce the function p™ (p~) which adapts the
function 6 (67) in such a way that synchronization arcs are resolved.

£V = PA\A), v pE(v) = (05 (v) \ A) U Up Tot1(a

a'est(w)nA’

This way, we are able to isolate the synchronization arcs and relax the decision
variable for all remaining arcs to represent the flow on that arc. That is, the
continuous variable z, € [0, u,] denotes the flow on arc a € A\ A’. As a result,
capacities no longer have to be taken into account separately.

The isolation of the synchronization arcs also permits that they can be
ignored in the flow conservation constraint in Eq. (10) at any node v € V' \ V’
as the corresponding arcs before or after the synchronization arc are now con-
sidered here instead. For each synchronization node v’ € V') Eq. (11) ensures
flow conservation where the flow on a synchronization arc is still determined via
its capacity. Due to the network structure, the synchronization arc at a node
v’ € V' is always oriented contrary to all remaining arcs; thus, we simply use
§(v") := 6T (v") U~ (v') here. Finally, the objective is adjusted by factoring in
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the flow via the arc capacities.

min Y :za—i—Zxa—Z(;—l)xa (9)

acAM ¢ acAL acA®

-1 v =vinit

s.t. Zxa - Zma =41 =0 Yo eV \V/ (10)
acp” (v) aept(v) 0 otherwise
Zxa = Us' (v") Yo’ Vo' e V' (11)
acs(v')\A’

1
Y —a. <1 V1<i<|o|: |A7|>1 (12)

a€A? ta
Ta < Uqg Vae A\ A (13)
Tqe >0 Vae A\ A (14)
Yo € {0,1} Yo' e V! (15)

It remains to show that the relaxation leads to the same optimal solution as
the ILP formulation in Egs. (5) to (8). The network structure outside of par-
allel constructs is identical to that of the transition system and the individual
subtree representations within a parallel construct are structurally independent.
Although the arc capacities are not necessarily integer, they are constant for
each subcomponent and Egs. (11) ensures that the flow within a subcomponent
is exactly this constant. Therefore, there exists a common factor such that all
arc capacities are integer and because of the structural independence of subcom-
ponents an integer minimum-cost flow would always exist [2].

5 Evaluation

To analyze the performance of our MILP approach, we developed a proof-of-
concept implementation and evaluation® in the PM/Py ecosystem [3] using the
Gurobi Optimizer [13]. We compared the performance of our implementation
(MILP) with the general PM4Py implementation based on the A* approach
(Standard) and an optimized approximation algorithm for alignments on pro-
cess trees (Approximation). For each algorithm and trace variant, we took the
best out of 10 repetitions (meaning the minimum required time for comput-
ing the costs of an optimal alignment). To visualize the results, we computed
the performance factors for each trace variant, that is, we took the best run-
time and divided the runtime of all three algorithms by this optimal runtime
(trace-variant-wise). For instance, a performance factor of 2 indicates, that the
algorithm took twice as long as the best algorithm.

Not all algorithms finished computation in a reasonable amount of time, so we
set a timeout of 65 s (incl. 5s to compensate for overhead and give each algorithm

! https://github.com/christopher-schwanen /process- tree-alignments.
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the safe chance to finish within one minute). Algorithms that hit this timeout
in any run were considered to have failed (on this variant), and performance
factors are not computed. In the charts below, we plotted the empirical CDF
of the performance factors per algorithm. In cases where the frequencies do not
sum up to 1, the algorithm ran into timeouts on a certain fraction of instances.

Real-world event logs: We used the well-known Sepsis Cases event log [16] and
the Inductive Miner [14] to discover process trees with different noise thresholds
(0%, 10%, 25%, and 50 %) against which we aligned the log. The Inductive
Miner produces process trees with unique labels. Since the alignment problem
for such trees is much simpler (solvable in polynomial time), we further renamed
duplicate labels in traces (adding a suffix, up to 5 repetitions) so that we could
later (after discovery) merge the labels again (by removing the suffix). The results
are depicted in Fig.2. It can be seen that our MILP approach outperforms
both other algorithms clearly on the Sepsis Cases event log. The picture is even
clearer for lower noise thresholds. We obtain a similar picture on the BPI Chal-
lenge 2012 and 2017 event logs [10,11]. While on process trees with unique labels,
the MILP and the approximation algorithm are usually close (and clearly supe-
rior to the standard algorithm), as soon as we drop the unique label property,
our MILP approach dramatically outperforms the other two algorithms. Table 2
provides some benchmark results for these event logs and the process trees cre-
ated using our duplicate label strategy (cf. above) with respect to the different
noise thresholds (0%, 10 %, 25 %, and 50 %). Here, we depict the median com-
putation times of the three algorithms for the different runs together with the
percentage of instances solved, i.e., the fraction of variants where the algorithm
did not run into a timeout. To give one example, for the BPI Challenge 2017
(with configuration 0 % noise threshold and duplicate labels) the approximation
algorithm could align none of the 1000 randomly chosen variants within the time
bound, while the standard algorithm could only align about 9% of the variants.
At the same time, our MILP approach was successful on 99.8% of all variants
with a median computation time of about 14s (time bound 655s).

Artificial Event Log: Concurrency is the main driver for the complexity of the
alignment problem, so we also took artificial examples which put concurrency
into focus. For m = 10 and n = 10 we considered traces w,, = (a)™ - (b) - (a)™
with two activities a and b of which we grouped n copies together to get a process
tree L(PT[m,n]) = Wy, W wy, LW -+ - LW w,,. We then sampled several traces of
the form {(a,...,a,b,a,...,a)™ and aligned them against the tree PT[m,n|. Our
MILP approach could always find a solution (within the time bound of 65s).
The Approximation algorithm was only able to solve 8.0% of instances. After
extending the time bound to 330s (incl. 30s to compensate for overhead and
give each algorithm the safe chance to finish within five minutes), it could find
a solution in most cases, but was far beyond the performance of our MILP
approach. The Standard algorithm uniformly failed to solve these instances, so
we excluded it from the analysis. Figure 3 demonstrates that in more than 70 %
of instances it took more than twice as long.
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Benchmark: Sepsis Eventlog
Configuration: pt50 Configuration: pt25

—— MILP (Gurobi)
—— Approxima tion

B

Cumulative Probability

Cumulative Probability

—— MILP (Gurobi)

1.00 125 1.50 175 2.00 225 2.50 275 3.00 10 15 20 25 30 35 4.0
Performance Factor Performance Factor

Configuration: pt10 Configuration: pto0

10
—— MILP (Gurobi) 14
Ay

—— Approximat tion

Cumulative Probability

—— MILP (Gurobi)

1.00 125 1.50 175 2.00 225 2.50 275 3.00 10 15 20 25 30 35 4.0
Performance Factor Performance Factor

Fig. 2. Performance factors of our MILP approach, the Approximation approach, and
the Standard approach on the runtimes when computing alignments for the Sepsis
Cases event log [16].

Table 2. Comparison of median computation times (fwmp7 in seconds) and percentages
of instances solved with respect to the time bound of 65s (% solved) for different event
logs and process trees.

MILP Approximation Standard
teomp T solved teomp % solved  feomp % solved
Sepsis Cases [16] (846 trace variants)
50% 7.35 100.00 7.54 100.00 7.55 99.76
25% '7.09 100.00 8.11 94.68 8.16 98.23
10% 7.34 100.00 7.41 100.00 7.49  99.88
0% 7.31 100.00 8.30 98.70 19.48 98.58
BPI Challenge 2012 [10] (1000 randomly chosen trace variants)
50% 13.48 99.20 15.97 99.80 50.80 52.60
25% 18.93 93.40 — 45.40 — 16.40
10% 8.34 100.00 11.13 99.90 11.61 90.70
0% 9.62 100.00 30.34 85.10 — 12.70
BPI Challenge 2017 [11] (1000 randomly chosen trace variants)
50% 11.10 100.00 17.10 85.20 — 27.50
25% 14.31 99.60 40.11 59.10 — 28.90
10% 12.78 100.00 21.84 60.40 — 5.20

0% 16.45 99.80 — 0.00 — 8.30
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Benchmark: palindrom

ECDF of Performance Factor

L —— MILP (Gurobi)
Approximation

ES

Cumulative Probability
S

2 a 6 8 10 12
Performance Factor

Fig. 3. Performance factors of our MILP approach and the Approximation approach
on the runtimes when computing alignments for the artificial Palindrome event log.

6 Conclusion

We gave the first MILP formulation for alignments on process trees together
with a proof-of-concept implementation and evaluation. Our experiments show
that our new approach outperforms the existing algorithms in PM4Py. This
sheds new light on the alignment problem which is known to be inherently dif-
ficult to solve in practice. In particular, our work demonstrates that the study
of restricted model classes can lead to new algorithmic approaches and to spe-
cialized algorithms which perform more efficiently due to the utilization of addi-
tional structure. It is clear that our techniques generalize to larger classes of
process models. It remains a key question for future research to see how far
our MILP approach can be pushed. At the same time, there are many angles
for deeper investigations of MILP encodings on process trees. For instance, are
there other encodings for which common solvers perform even better or can we
further improve the encoding given in this paper? Also, we can now access the
huge toolbox of mathematical optimization and study questions such as how
accurate LP relaxations of the alignment computation become. Specifically, it
would be interesting to investigate the accuracy loss when we relax the MILP
to become an efficiently solvable LP.
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Abstract. Quality control processes in manufacturing often still rely
on manual tasks. Applying decision mining can support users by pro-
viding valuable insight into the process. This paper discusses the poten-
tial of integrating contextual information into decision mining to achieve
accurate and meaningful decision rules in the context of a case study
stemming from the manufacturing domain. To explore this, a new app-
roach, DigiEMine, is presented, which addresses the gap between infor-
mation extraction and practical decision mining applications by integrat-
ing information extracted from engineering drawings with time sequence
data in the form of diameter measurements of workpieces. The discov-
ery of relational decision rules is enabled, allowing for contextualization
of the decision rules. The output of this approach is presented in both
textual decision rules and visually on engineering drawings, empowering
users to make informed quality control decisions. The case study includes
three datasets originating from cylindrical workpiece production. Results
demonstrate the feasibility of the approach and the ability to generate
meaningful decision rules across the tested datasets. Its potential applica-
bility extends beyond the presented case study, with conceivable scenar-
ios in multiple domains, such as healthcare or logistics, where integrating
context information, such as regulatory data, with time sequence data is
required to provide additional context for decisions.

Keywords: Decision Mining - Context Data - Manufacturing -
Quality Control

1 Introduction

Process mining, including process discovery, conformance checking, and process
enhancement [1], plays an essential role in driving automation and digitalization
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and can be applied in multiple ways, delivering valuable insights into operations
and enabling the identification of bottlenecks, inefficiencies, and deviations from
the intended process flow. This information can be used to optimize produc-
tion processes, reduce waste, and improve overall productivity [20]. An essen-
tial aspect of process mining involves decision mining, i.e., discovering decision
points and the underlying decision rules in processes [15]. The need for improv-
ing knowledge about and around decisions is increasing as “[e/ffective decision
making — that is connected, contextual and continuous — results in a host of busi-
ness benefits, including greater transparency, accuracy, scalability and speed”".
Decision mining enables increased transparency in processes by capturing the
underlying logic of decisions, allowing users to understand the decisions in a
process. Decision mining typically employs classification techniques and aims to
provide decision rules that are in human-readable form. This, in turn, can lead
to faster detection of deviations and allows for evaluation whether these detected
deviations are intentional or due to errors, decreasing the time until errors are
detected and thereby minimizing the impact of errors on the overall outcome.

Typically, the input data for decision mining comprises process event log
data for determining decision points in the process and process data such as
patient age or the loan amount to determine the decision rules at the decision
points based on classification techniques, mostly decision trees [15]. In domains
where IoT data provides context to process event data, e.g., manufacturing,
logistics, and healthcare, sensor data might also influence decisions and should
hence be part of potentially more complex decision rules, i.e., turning from, e.g.,
“temperature > 30”7 to “temperature exceeds 30 for three times in a row” [2,9,
23].

Input data for decision mining might comprise additional structured or
unstructured context data. Context data defined as being “additional process-
related information” [5] might be crucial for decisions in a process. An example
of context data in manufacturing are engineering drawings (EDs). EDs are the
source of information on how a product is going to be produced and also serve as
input for quality checks after production [21] and, therefore, provide important
process-related information.

Including context data explicitly in decision mining can lead to more accurate
and meaningful results with decision rules that are set in the appropriate context.
This means that the resulting decision model and the mined decision rule are
more meaningful to employees using and interpreting the decision rules. However,
integrating data, specifically less structured data such as images, is not trivial
and might lead to features that are not easy to interpret for humans. Including
context data explicitly, therefore, requires the use of features that can transport
as much information as possible to the users. This can be done by building
relational features, where two features are connected, e.g., “age_customer <=
maximume_age” . Multiple decision mining approaches exist in the literature; see
[15], including approaches that enable the extraction of relational decision rules
[3,14,22]. So far, to the best of our knowledge, no approach exists that enables
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the integration of time sequence data and unstructured context data. However,
combinations of time sequence data and additional context data occur in multiple
domains, for example in manufacturing where sensor data is set in relation to
specifications. This paper, therefore, explores the integration of context data in
decision mining embedded in a case study from the manufacturing domain to
answer the following research question RQ:

RQ: How can context data, such as dimensioning information,
and time sequence data be combined and integrated into decision
mining algorithms?

We employ a case study methodology [19] to gain an in-depth understanding
of the challenges and complexities of a specific use case and the corresponding
implementation, providing valuable insights into its functionality and poten-
tial challenges. The main contribution of this paper is the introduction of the
DigiEMine approach. This novel approach integrates unstructured context data
with time sequence data for decision mining, allowing the construction of rela-
tional decision rules that provide explicit reference to the input data. Thereby,
the traceability and reconfigurability of the resulting decision rules are increased.
Traceability refers to understanding why a specific value is essential in a decision
rule. In contrast, reconfigurability refers to decision rules being easily adapted
if the underlying decision logic changes. The presented approach bridges the
gap between information extraction from engineering drawings and its practical
application in decision mining, contributing to a more seamless and effective
automated quality control process.

The rest of the paper is organized as follows: a case study exploring the
research challenges in depth is presented in Sect. 2. The DigiEMine approach is
described in Sect.3 and the results of applying the approach to the cases are
presented in Sect.4. The results are then discussed in Sect.5 and related work
is presented in Sect.6. A conclusion is given in Sect. 7.

2 Case Study

The case study stems from the manufacturing domain, particularly the pro-
duction of cylindrical workpieces, such as valve lifters. These workpieces are
produced in small batches using a turning machine. The dimensions stem from
a CAD (Computer Aided Design) model, which is nowadays mainly used in
production. In addition, an engineering drawing is generated from the CAD
model, where additional information, such as applicable regulatory guidelines
and default tolerances, is noted. After producing the workpiece, its quality is
assessed by measuring different attributes and comparing the measurements
to the requirements specified in the corresponding ED. The best-case scenario
would involve all specifications being part of the CAD model, including toler-
ances, which can be automatically extracted for quality control. However, engi-
neering drawings are still frequently applied as a contractual basis and as a
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reference for quality control as the necessary information is often missing in the
CAD models [12].

As shown in Fig. 1, the quality control process involves taking two measure-
ments for efficiency and quality reasons. Firstly, a silhouette measuring machine
(Keyence) checks the workpiece diameter. This step takes a few seconds but can
be inaccurate as not all essential quality factors can be measured this way. There-
fore, the workpieces are transferred to a second measuring machine (MicroVu)
to measure more attributes, e.g., surface quality and flatness, resulting in more
precise results. This step takes a couple of minutes. Hence, an optimization of
the quality control would be to classify instances as “ok” or “not ok” after
Keyence and let only workpieces with a high probability of being “ok” continue
to MicroVu. This optimization can be expressed by a decision point (DP1), high-
lighted by a red circle in Fig. 1; at this point, the Keyence measurements should
be compared to the dimensions and tolerances stated in the ED.

Engineering Drawing Keyence Measurements
Py n e —

InTlols from EO: Measure- Discard .
nl-,ﬁ..e'.fzifﬁ ................... > ments: Goods
___________________ diameter ( 1
Discard
Goods |
Produce Measure Measure X
| Workpiece Keyen:e / MicroVu
DP1
Further
Processing
v S R

Decision Rule

IF measurement1>boundary1 AND measurementi<boundary2
AND measurement2<tolerance3 THEN “"Measure MicroVu"

Fig. 1. Valve lifter production process, engineering drawings, measurement values, and
resulting decision rule.

The Keyence measuring machine? works by illuminating the workpieces with
a green LED and a telecentric lens. When the workpiece is put through the
machine, it breaks the beam, creating a shadow on the sensor. Different features,

2 https://www.keyence.eu/ss/products/measure/measurement_library/type/optical,
accessed: 12/04/2024.
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such as size and angle, can be calculated by measuring this shadow. As the valve
lifter is a cylindrical workpiece, the main feature is the diameter of the workpiece.
The resulting measurements correspond to the outline of the workpiece (cf. close-
up in Fig. 2). The data points up to timestamp 10000 (measured in milliseconds)
correspond to the actual silhouette of the workpiece. For the remaining time, the
measured values, including the steep increase, are artifacts produced by the robot
arm holding the workpiece in place while it is being measured. It can be seen that
the measurements do not explicitly correspond to discrete values measuring each
dimension but are continuous measurements, i.e., time sequence measurements,
as the workpiece is pulled through the laser beam.

o 2000 4000 6000 8000 10000 12000 14000
my

Fig. 2. Keyence measurements for valve lifter.

The continuous data represents a challenge in automating quality control, as
the discrete values from the engineering drawings have to be compared with a
series of measurements from the Keyence machine. The challenge is to find which
exact segments from the time sequence have to be compared to the specifications,
which is not a trivial problem. In literature, approaches exist that use statistics,
e.g., Extreme Point Selection (EPS), to determine which parts of continuous
data should be used for quality control [7]. However, this problem can be avoided
using decision mining algorithms as the algorithm automatically determines the
significant parts of the measurements if the time sequence is discretized and
split into segments. Therefore, setting the Keyence measurements into relation
to the requirements and tolerances specified in the ED can enable the mining of a
meaningful decision rule for DP1 and thereby support quality control by enabling
tracking of which decision logic is actually used to make quality decisions as well
as provide a basis for automated quality control.

A decision rule can consist of multiple conditions, which are usually of the
form v(ariable) op(erator) c(onstant), for example “measurementl > 18.5”,
which are concatenated to form a decision rule. However, in scenarios like the
one described above, including the tolerance values in the conditions to embed
the measurements in the context of the required dimensions can provide bene-
fits. The corresponding condition is of the form v(ariable) op(erator) v(ariable),
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for example “measurementl > tolerancel”. These relational conditions cap-
ture the relationships between two variables. An example of a relational con-
dition in a loan application scenario is: “IF amount < amount_treshold”, where
amount_threshold is referring to contextual data, e.g., compliance regulations,
instead of the classic decision rule: “IF amount < 100.000”. Similarly, an exam-
ple from the healthcare domain could be: “IF heart_rate > max_threshold OR
blood_pressure < min_threshold” In these examples, the relational conditions
compare a variable to another variable that is derived from contextual data, such
as regulatory documents or guidelines. This allows the rules to be more flexible
and adaptable to changing circumstances. In addition, it provides context infor-
mation to the user as it is not a constant value but specifies what it relates to;
thereby, potential deviations from the intended process can be detected more
easily. In the case study, a potential insight could be whether the workpiece
quality is assessed based on the required dimensions or on arbitrary values. In
addition, constant values might not be exactly the same as the specifications
set in the drawing due to learning of the algorithm; e.g., 2.00 was approximated
as a threshold instead of the true maximum value of 1.98, which could poten-
tially sum up to account for bigger errors. Therefore, using relational conditions
enables more transparent and informative decision rules. An exemplary decision
rule for DP1 using relational conditions can be seen in Fig. 1.

Applying decision mining to support quality control in the case study involves
several challenges. Firstly, the dimensioning information must be extracted from
the engineering drawing in a form that allows for further automated process-
ing. Secondly, the measurements are in the form of time sequence data, which
has to be integrated with the dimensioning information in a meaningful way
to classify the workpieces accurately. Thirdly, the classification rules have to be
communicated to the domain experts transparently [25], i.e., the user has to
know according to which rules the workpieces are classified to evaluate if the
rules relate to the actual specifications or if unwanted deviations occurred in
the quality control process. This process and the related challenges are simi-
lar for various workpieces produced using a turning machine, i.e., cylindrical
workpieces.

Previous work [21] shows how dimensioning information can be extracted
from technical drawings. However, how this information can be implemented as
part of the process was not further investigated. Decision mining approaches
found in the literature can extract decision rules from event log data [15]. Still,
so far, these approaches are not able to relate time sequence data to other data,
i.e. embedding the measurements in the context of the required dimensions.

Therefore, integrating information from EDs with time sequence data for
decision mining in a meaningful way to automate and optimize the quality
assurance process remains to be done. Thus, the primary object of this paper
is to bridge the gap between information extraction from EDs and its practical
application in decision mining to contribute to seamless and effective automated
quality control. This integration is achieved by the DigiEMine approach, which
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enables the classification of workpieces according to their quality and the extrac-
tion of decision rules set in the specifications’ context.

Methodology: This paper follows a case study methodology [19]. A case study
approach was chosen due to its suitability for in-depth exploration of the real-
world complexities involved in implementing and testing the system within this
unique use case. The case study and the research questions are introduced as
part of this section. Data collection involves implementing and applying the
DigiEMine approach on three datasets from the presented scenario. Results are
analyzed with regard to their performance as well as their ability to include
context information, allowing us to understand the strengths, challenges, and
overall effectiveness of the implementation for this use case.

3 The DigiEMine Approach

The DigiEMine approach is defined through Algorithm 1 and consists of three
phases. An overview of the approach can be seen in Fig. 3. The gray highlighted
lines mark lines that use existing algorithms. As input, the engineering drawing
as well as the event log of the production process, are needed.

Phase 1:
Extraction of
Dimensioning
Information

Phase 2: Feature
Engineering
+Decision Mining

Phase 3: User
Output

Boundaries Decision Rule Eizﬂlsiig%rle%ul%

Engineering
Drawing, Event
Logs

Fig. 3. Overview of the DigiEMine approach (modeled using Signavi0©).

In the first phase, dimensioning information, including nominal values and
tolerances, is extracted from an engineering drawing using the approach pre-
sented in [21]. The nominal values are combined with the tolerances to get upper
and lower boundaries, which are used for feature engineering in the next phase.

In the second phase, time sequence data, in this case, the measurement data
of the individual workpieces, is extracted from the event logs. New features rep-
resenting the underlying pattern are extracted from the measurements. These
features are combined with the information extracted in Phase 1 to form rela-
tional features, which enable the mining of relational conditions. Subsequently,
a decision mining algorithm uses the generated features to mine decision rules.

In the third phase, the mined rules are displayed to the user textually. In
addition, all tolerances that are part of the resulting decision rule are highlighted
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in the ED. Therefore, the algorithm’s output consists of the decision rule and
the highlighted drawing.

Phase 1 Extraction of Dimensions - Algorithm 1 Lines 1-3

The algorithm starts by calling a function provided by [21], using an ED as input,
returning dimensioning requirements (D) and coordinates of the bounding box
(C) of those requirements on the drawing. The requirements are in JSON format,
where the nominal value and the upper and lower tolerances are given, e.g. 4.8,
+0.2, —0.2. The next step includes using regular expressions to get from the
requirements in the above-described form to requirements of the form “lower
acceptable value” and “upper acceptable value”, e.g., 4.6 and 5 for the example
given above. These values are referred to as boundaries. A data frame (DF)3
is created, and the lower and upper boundaries (B) are saved as features that
stay constant for all instances. The algorithm can be adapted to extract the
information from the ED only once and reuse this information every time a new
batch of workpieces is produced.

Phase 2 Feature Engineering + Decision Mining - Algorithm 1 Lines
4-16
The next step is to get the measurements (T'Svalues) and status information
(Status) for all workpieces (W) from event log files. For the investigated use
cases, the log files are in yaml format. For each instance, the measurement values
of the Keyence measuring process and the result of the MicroVu measuring
process, i.e., the status that indicates whether the workpieces are “ok” or “not
ok”, are extracted from the event log and stored in the data frame. As the
decision mining technique used in this approach is a decision tree, a supervised
learning technique, a ground truth must be available, here in the form of MicroVu
status. The measurement values, i.e., the time sequence values extracted from
the log file and the status, are then stored in the data frame for each instance.
Next, the time sequence values are used to create new features(T'SF) that
reflect the characteristics of the time sequence by applying the feature engineer-
ing part of the EDT-TS approach [23]. EDT-TS is an approach to discover
decision rules that depend on time series data and works by applying different
feature engineering methods reflecting different time sequence characteristics.
Three types of features are produced: 1) global features that summarize the entire
time series, 2) interval-based features that calculate features for subsequences
of the time series, and 3) pattern-based features that look at the distribution
of values in a time series, e.g., a value has to appear more than five times. The
algorithm works by pre-processing event log data to detect time sequence values.
Subsequently, different time sequence features are calculated for each instance.
Examples of global features generated by EDT-TS are the maximum value, e.g.,
diameter_mazximum, the slope of a time series, or more complex values such as
a Fourier transform. The time series is divided into intervals for interval-based
features, and features are calculated for each interval. The time series can be split

3 Using  pandas, https://pandas.pydata.org/pandas-docs/stable/reference/api/
pandas.DataFrame.html.
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Algorithm 1. DigiEMine Approach

35:
36:
37:

Input: ED, Workpiece Event Logs WL
Output: Textual Decision Rules, Highlighted ED

D, C — dimensions and coordinates from ED > Using [21]
DF «— new data frame
DF[B] < upper and lower boundaries from D using regex
for W € WL do
DF[W][T Svalues] < measurement values for W
DF[W][Status] < final status of W
end for
TSF < generate time sequence features > Using [23]

: for tsf € TSF do

if abs(correlation(tsf, Status)) > 0.1 then
DF[RelevantT SF| «— tsf
end if

: end for

: DF[Relational F'] < generate relational features(DF, B) > Using [22]
: DM « build decision tree using DF

: DR < generate decision rules using DM

: for Condition C € DR do

Relevant Boundary < use regex to find which boundary included in C
if RelevantBoundary = () then
for blower, buppcr € B do
if biower < Cratue < bupper then
Relevant Boundary «— B
end if
end for
end if
if RelevantBoundary = () then
for b € B do
if mindifference(c'ualuea b) then
Relevant Boundary «— B
end if
end for
output warning to user
end if
CB < coordinates for RelevantBoundary using C'
draw rectangle around C'B on ED
end for
return textual decision rules and highlighted ED

by measurement points or time spans. Examples include the mean, maximum,
and percentage change of each interval, e.g., diameter_segment2_percentchange,
referring to the percent change of values in the second interval. Per default the
time series is split into three, five and ten intervals, however this can be manually
adapted to fit the specific use case. In this case, the default intervals were used.
Pattern-based features consider the distribution of values in the time series. The
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algorithm identifies values that occur more often in one class than in another.
These values are then used as thresholds to create binary features. For example,
if the value 26 occurs more than four times in the temperature time series, the
feature temperature_list.count(26.0) >= 4.0 would be set to True. As all poten-
tial features are calculated for each instance, the number of features increases
exponentially, leading to increased computational complexity. To avoid work-
ing with potentially irrelevant features, the correlation between the engineered
features and the resulting outcome, i.e., the status (OK/NOK), is computed.
This is done using the Phi Coefficient for two outcome classes and the Pearson
correlation coefficient for more than two outcome classes. Only features with an
absolute correlation coefficient of at least 0.1 are considered potentially relevant
(RelevantF') and used for the next steps. The threshold of 0.1 worked well for
the tested cases but can be adapted.

In the next step, relational features are created to enable extracting relational
conditions instead of conditions using constant values. The relevant features
(RelevantF) are combined with the boundaries B to create relational features
(Relational F), i.e., features of the form measurementl <= boundaryl, to set
the measurements in relation to the boundaries. After all potential combinations
of measurements and boundaries are created, they are calculated (true/false) for
each instance, leading to features such as “measurementl <= boundaryl ==
TRUE”. The last step in phase 2 consists of mining decision rules. Decision rule
mining is usually done using classification algorithms; see [15]. Decision trees
are especially useful as these produce white-box decision models and allow for
the generation of textual decision rules. Therefore, decision trees are also used
in this use case* The created features (Relational F and RelevantF') are used
as input to the decision tree implementation. Decision trees recursively split the
feature space into distinct regions based on the values of input features. Each
internal node within the tree represents a decision condition based on a specific
feature, with different branches from nodes corresponding to different possible
feature values [4]. This partitioning process continues until a stopping criterion is
reached, typically when the data points within the leaf node are predominantly
of a single class. The resulting decision model (DM) contains a tree structure,
enabling the classification of new instances by traversing the tree from the root
node to a leaf node based on the feature values of the instance. As a result,
textual decision rules containing one or more conditions are generated(DR).

Phase 3 User Output - Algorithm 1 Lines 17-37

In the last phase, the mined decision rule has to be communicated to the domain
expert. In production, not all specifications in the ED are relevant to the result.
The further use of the workpiece is often decisive in determining which features
are essential and which are less critical. However, the production process can
also influence which dimensions are most critical, e.g., chips might form on one
specific part of a workpiece. Therefore, knowing which parts of the workpiece
are most relevant to the outcome enables additional insight. To enable a visual
understanding of which dimensions contribute to the classification of an instance,

4 Here, the Scikit-learn implementation of CART is used, see [18].
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all boundaries that are part of the decision rule are mapped to the correspond-
ing dimension and highlighted in the original ED. Therefore, regular expressions
are used to extract the boundaries (RelevantBoundary) used for each condi-
tion (C). The condition’s specific value (Cyaiye) is analyzed if the conditions do
not contain relational features. The value is mapped to a dimension if it lies
between the upper and lower boundary (bjower, bupper)- If neither approach can
map conditions to dimensions, a textual warning is given to the user as dimen-
sions and rules do not overlap, and conformance issues could be involved. In
addition, the nearest boundary for each value, bjower OF bupper, is analyzed, with
“near” being defined as the minimum absolute difference, as this might be the
appropriate boundary. This mapping is speculative, and therefore, the warning
is displayed. Lastly, for all dimensions that are part of a condition, the coordi-
nates of the bounding boxes (CB)are retrieved to highlight the dimensions on
the ED, which is shown to the user and stored.

4 Case Study Findings

Algorithm 1 was implemented using Python and tested on three datasets stem-
ming from the production of cylindrical workpieces. The implementation is avail-
able online®, including all used datasets and the full results.

As this is, to the best of our knowledge, the first approach that enables inte-
gration of time sequence data and relational features, the evaluation focuses on
feasibility and applicability. The feasibility of the approach was shown by imple-
menting it. The approach is tested on three datasets to evaluate its applicability.
The resulting conditions are compared to EDT-TS results, which allows for the
integration of time sequence data but not the generation of relational features.
Accuracy is calculated for EDT-TS and DigiEMine to analyze if the application
of DigiEMine leads to changes in performance.

The datasets used for the case study should stem from a cylindrical workpiece
production process. In addition, the engineering drawing of the workpiece or at
least the tolerance values should be available. Furthermore, the dataset should
contain measurements of the workpieces and information about whether the
workpieces are “ok” or “not ok”, i.e., some ground truth has to be known to learn
the decision tree as well as to evaluate performance of the mined decision. As it is
challenging to find appropriate datasets, we used three datasets based on the case
study described in Sect. 2: one real-life dataset (“Valve Lifter”) corresponding to
the case presented in Sect. 2, a second dataset taken from the same scenario but
involving a different workpiece, called “Turm” and a third, synthetically created,
dataset. The third dataset (“Synthetic”) is similar to the “Turm” dataset but
includes generated time sequence values.

Results: Table 1 shows the accuracy values achieved by the DigiEMine approach
and EDT-TS approach for the three datasets and an excerpt from the mined
decision rules.

5 https://github.com/bscheibel /digiemine.
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Table 1. Evaluation results for the datasets Valve Lifter, Turm and Synthetic.

DataSet / DigiEMine EDT-TS
Approach

N |Accuracy Example Condition Accuracy Example Condition
Valve Lifter 371 boundary1l0>=segment8_min is TRUE|0.75 segment5_min <= 15.79
Turm 330.75 boundary2>segment6_max is FALSE [0.75 segmentl_max <= 77.73
Synthetic |70[1 boundary4<segment8_max is TRUE |0.86 segmentb_max <= 22.17

The table shows that the accuracy values are medium to high for all datasets
and approaches. However, the values achieved by DigiEMine are at least as high
and, in some instances, even considerably higher than the results achieved by
EDT-TS. The conditions look similar in each approach. The EDT-TS conditions
involve minimum or maximum segment values which are set in comparison to a
threshold value instead of a boundary. In the case of the valve lifter, EDT-TS
extracted dimensions that are not precisely accurate, i.e., the exact specification
would be 15.2 as the maximum value compared to the extracted value of 15.79;
similarly, for the synthetic dataset, the specified maximum value is 22.1, whereas
22.17 was mined as maximum in EDT-TS. These are minor differences but can
accumulate and may account for the differences in accuracy. In addition, even
minor differences might be impactful in production when exact measurements
are needed for specific workpieces. For the “Turm” dataset, the decision rule dis-
covered by EDT-TS involves only one condition. However, this condition does
not include a value related to the dimensions but is an artifact created by mea-
suring. Therefore, despite high-performance values, the discovered conditions
include no valid classification rule. The DigiEMine conditions involve comparing
a segment’s minimum or maximum to a boundary and specifying if those con-
ditions should be True or False. The full decision rules contain concatenations
of three or more of those conditions, each comparing segments and boundaries.
Therefore, users working with these decision rules can assess which segments
have to be compared to which specifications set by the engineering drawing. In

Fig. 4. Valve lifter engineering drawing with highlighted dimensions.
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addition, Fig.4 shows the visual output for the described use case: the dimen-
sions used as part of the decision rule are highlighted in the original ED.

5 Discussion

The application of the DigiEMine approach in the case study shows that the
approach is feasible and able to discover decision rules, including time sequence
and contextual data, and to set them in relation to each other, thereby providing
an answer to the RQ stated in Sect. 1. The results indicate that the performance
is at least as high or even higher than without the inclusion of dimensioning
requirements. The high accuracy values for DigiEMine can be due to the ability
to use the exact specifications instead of having to approximate them using the
available instances. This is also a benefit for classifying new instances, as these
might include values not seen during testing.

In the results, excerpts of the mined decision rules are given, showing that
the measurements are always set in relationship to a boundary, i.e., a dimen-
sion from the ED. A visual output, in the form of an engineering drawing with
highlighted dimensions, is also provided. This can further support the employees
supervising the process as well as improve the understanding of which dimensions
are decisive for the outcome of the process. If measurements cannot be linked
to the dimensions found in the ED, this could indicate that the measuring pro-
cess cannot detect quality-relevant attributes; for example, only the diameter is
measured, which is irrelevant to the process outcome as only surface attributes
like flatness are decisive for the result. Alternatively, it could also indicate that
the classification of workpieces is not based on the requirements specified in the
ED. If this is the case, a potential conformance issue could be involved. On the
other hand, not all dimensions found in the ED can be linked to measurements,
as not all requirements can be measured using one measuring machine.

The integration of dimensions and tolerances through the use of an algorithm
can also lead to the introduction of errors. Therefore, ideally, the dimensions are
integrated into the CAD model and can be read automatically. However, as
mentioned in Sect.2 this is not industry standard. Extracting the dimensions
manually from a file is labor-intensive and error-prone, as an engineering draw-
ing can include hundreds of dimensions for complex workpieces. Therefore, the
automatic extraction can be used as a starting point and combined with a man-
ual check to ensure the extracted dimensions are valid. This application might
be particularly interesting for runtime application, as changes in the contractual
basis can be detected. If the measured dimensions do not change accordingly,
compliance issues can be registered, and employees notified accordingly.

The approach can be used in addition to manual checking or for fully auto-
mated pre-checking, thereby providing a smoother and more efficient manufac-
turing process, reducing quality assurance time, and providing the best quality
workpieces to customers. The application of the DigiEMine approach can provide
benefits to manufacturing companies that are on their way to digitalization but
still use some form of legacy data. Specifically companies that produce smaller
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batches can benefit from this approach, as smaller batches mean less training
data. Relating the measurements to the boundaries might lead to faster learning
with less training data, as the boundaries do not have to be estimated using
many instances but can be learned from the information in the provided engi-
neering drawing. If this approach leads to faster learning will be evaluated in
future work. In addition, this approach also allows for automated updating if
customer requirements, i.e., the engineering drawing, change.

The approach can be generalized to a scenario where time sequence data
(e.g., sensor data) and additional context data (e.g. data extracted from regula-
tory documents or guidelines) should be combined to form meaningful decision
rules, which is conceivable in many scenarios, such as healthcare or logistics.
An example in healthcare would be monitoring cardiac conditions where blood
pressure or heart rate measurements are compared to clinical guidelines, e.g., the
European Society of Cardiology (ESC) guidelines to diagnose specific illnesses.
An example from the logistics domain could be the combination of customer
requirements regarding transport conditions (e.g., temperature) extracted from
emails with the temperature measurement values. This paper provides an app-
roach for a specific use case from manufacturing. However, the fundamental app-
roach is similar, regardless of which data should be integrated. It consists of the
following steps: First, a Data Collection step, where contextual data and pro-
cess data are gathered. After that, Feature Engineering has to be performed,
where features are engineered from unstructured data, and subsequently, rela-
tional features are generated. If the decision points are already known, Decision
Mining can be performed in the next step. Depending on the use case, different
decision mining algorithms can be applied. If the decision points are not known,
process mining and decision point discovery have to be performed beforehand.
Quality metrics, see for example [25] and user feedback can be used to assess
and validate the resulting decision rules and potentially initiate a remining of
the decision rules, leading to an iterative process. Lastly, in the Output step,
textual decision rules are displayed to the user; in addition, visualizations can
be generated to help the user gain insights into the process.

Limitations and threats to validity: The most significant limitation is
the generalizability, as the implementation and evaluation of the approach are
set in the context of the case study. In addition, only silhouette measuring was
used; thereby, not all quality-relevant criteria can be evaluated. More testing
must be done to assess the generalizability of this approach to other kinds of
workpieces and in other settings. Furthermore, we currently assume that each
dimension is unique. If multiple dimensions with the same values exist, we cannot
accurately map the conditions to the dimensions in the drawing. As the classifi-
cation technique is a supervised learning technique, a ground truth is necessary
to learn the decision rules, either by having a second measurement as in the
proposed scenario or by including manual measurements. As mentioned above,
an analogous usage of this approach in scenarios with time sequence data and
additional contextual information is conceivable. However, the approach must
be adapted and tested in other scenarios in future work.
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6 Related Work

An extensive research domain investigates the extraction of information from
EDs in CAD formats (DXF, DWG, STEP or IGES) [28,30,31] or from scanned
images using vectorization and OCR [17]. DigiEMine uses the approach described
in [21] as this is the only approach extracting information from PDF format,
which brings together the ability to obtain textual information and to be more
accurate than by using OCR. Other kinds of contextual information are investi-
gated, such as extracting information from regulatory documents [6,27] or using
news sentiment analysis for additional context [29].

Time series and time sequence data as context data, e.g., additional
sensor data or constraints, has been used in multiple scenarios to improve pro-
cess mining or process monitoring techniques [10,24]. Similarly, existing work
integrates time sequence data in process and decision mining by using feature
engineering methods [2,9,23]. However, these approaches did not analyze how
time sequence data can be connected with additional context data.

Decision Mining includes algorithms for mining decision points from pro-
cesses and classification techniques to mine the corresponding decision rules. A
variety of decision mining approaches exist, focusing on different aspects, such as
finding overlapping rules [16], aligning control and data flow to discover decision
rules [13], integrating time sequence data [9,23] or mining rules that involve rela-
tionships between features, i.e. relational decision rules, [3,14,22]. An overview
can be found in [15]. This work integrates existing decision mining approaches
to work with time sequence-based and relational features.

A multitude of works investigate data mining for quality control in manu-
facturing [8,11,26]. These overviews include scenarios where techniques classify
instances according to their outcome. Often used techniques include neural net-
works, support vector machines, k-means, and decision trees. Decision trees are
specifically used to generate flowcharts to classify outcomes based on different
features. Some works use time sequence data and different discretization meth-
ods to generate higher-level features.

To the best of our knowledge, DigiEMine is the first approach that combines
the information contained in EDs with time sequence measurements, thereby
bridging multiple fields. DigiEMine is flexible in that the techniques used can be
replaced by other appropriate techniques, e.g., the generation of time sequence
features can also be done using other discretization methods.

7 Conclusion

The case study presented in this paper shows how the DigiMine approach can
support quality control processes in manufacturing. DigiEMine enables the inte-
gration of context information, specifically dimensioning information from EDs
with time sequence data, i.e., workpiece measurements, to enable the mining
of relational decision rules, providing more transparency in quality control pro-
cesses. The evaluation showed that the approach is feasible and produces results
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setting time sequence data in relation to context data, achieving accuracy values
between 0.75 and 1 for the tested datasets. Further testing and generalization of
DigiEMine for different scenarios is planned for future work. Moreover, we aim
to use the approach in runtime decision mining scenarios to test the hypothesis
that this approach allows for faster mining of accurate decision rules. Further-
more, a user study can evaluate different presentations of the textual rules (e.g.,
in the form of trees or tables) as well as the visualizations in the drawing.
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Abstract. To promote sustainable business practices, and to achieve
climate neutrality by 2050, the EU has developed the tazonomy of sus-
tainable activities, which describes when exactly business practices can
be considered sustainable. While the taxonomy has only been recently
established, progressively more companies will have to report how much
of their revenue was created via sustainably executed business processes.
To help companies prepare to assess whether their business processes
comply with the constraints outlined in the taxonomy, we investigate
in how far these criteria can be used for conformance checking, that is,
assessing in a data-driven manner, whether business process executions
adhere to regulatory constraints. For this, we develop a few-shot learning
pipeline to characterize the constraints of the taxonomy with the help
of an LLM as to the process dimensions they relate to. We find that
many constraints of the taxonomy are useable for conformance checking,
particularly in the sectors of energy, manufacturing, and transport. This
will aid companies in preparing to monitor regulatory compliance with
the taxonomy automatically, by characterizing what kind of information
they need to extract, and by providing a better understanding of sectors
where such an assessment is feasible and where it is not.

Keywords: Sustainability - Conformance Checking - EU Taxonomy -
Business Processes

1 Introduction

In light of the issue of climate change and unsustainable human activity [43], it
is important to promote sustainable business practices, i.e., conducting business
in a way that can meet the needs of the present generations without endanger-
ing those of the future [6]. This need has also been identified by governing bodies,
such as the European Union (EU). As a consequence, the EU has defined the tazon-
omy for sustainable activities [10,13], subsequently referred to by us as taxzonomy.
The taxonomy aims to create clear indicators of when business activities are con-
tributing towards sustainability and when not, and to create financial incentives
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for proven sustainable business practices and investments into them [29,41]. For
various business practices,' the taxonomy defines criteria along which a substantial
contribution towards sustainability goals can be verified, and criteria which must
not be violated. Increasingly, companies will face having to assess their business
processes for compliance with the taxonomy [29]. However, assessing whether a
business practice does or does not meet relevant criteria is, so far, a manual process:
Some companies offer manual or semi-automatic questionnaire-based assessments;
a taxzonomy calculator provided by the EU relies exclusively on manual input in the
form of an Excel sheet.?

To overcome the challenges of manually assessing whether a business activity
meets the criteria of the taxonomy, it appears feasible to check in a data-driven
manner whether the execution of a business practice complies with relevant
taxonomy criteria or not. Since the definition of business practice [11] is closely
related to that of business processes [44], we interpret business practices as “cat-
egories” of business processes, which allows us to investigate the taxonomy and
its criteria from a business process management (BPM) standpoint.

Conformance checking, which is a technique of the process mining and BPM
fields, aims to compare recorded business process executions in the form of an
event log with a formal representation of the to-be process behavior, so that
either, the process execution can be improved to more closely resemble the
formal representation, or vice versa [7]. Automatic compliance monitoring can
use conformance checking techniques with the goal of assessing whether a busi-
ness process complies with regulatory constraints—such as those described in
the taxonomy—during its execution, based on recorded event data [16,21]. An
overview of this is provided in Fig. 1. For applying conformance checking with
the aim of monitoring compliance to the regulatory constraints described in the
taxonomy, this taxonomy first needs to be operationalized, that is, translated
into the form of a prescriptive model. Further, the prescriptive model and the
event data used for conformance checking need to align w.r.t. what information
they contain. For this, companies need to be aware of what data they need to
capture during the execution of their business processes. Therefore, we see a need

& o{_Jo Q ([

. . Compliance
. O t lized
Regulation ‘£1> pera 1]011'31 e E{> monitoring with <]:| Process data <}3 Process
EU Taxonomy regu ‘atlon conformance Event log execution
Prescriptive model

checking

Fig. 1. Conceptual overview of compliance monitoring with conformance checking |7,
21]

! Referred to as economic activities in the taxonomy; to avoid confusion with the notion
of business process activities we use the term business practice.

2S8ee  https://viridad.eu,  https://www.briink.com/solutions/esg-questionnaire-
assistant and https://ec.europa.eu/sustainable-finance-taxonomy /wizard [Accessed:
23/05/2024].
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to better understand what data-capturing requirements the taxonomy imposes
on business processes, and in how far the constraints contained therein are even
applicable for conformance checking.

Related work has focussed on extracting constraints from text directly into
process models (e.g., [1,30,47]) and on characterizing textual constraints based
on i.a. their relation to other constraints, process models, or their relevance to a
given business process (e.g., [39,45,46]). Our investigation, however, aims at an
earlier stage of conformance checking that does not require operationalization
into a concrete prescriptive model or a concrete business process against which
conformance is to be checked. Rather, we aim to understand what kind of require-
ments the taxonomy imposes on event log data so that it can be captured and
prepared for regulatory compliance checking with conformance checking w.r.t.
the taxonomy. For this, we first need to understand what kinds of constraints
the taxonomy embodies (i.e., which characteristics a prescriptive model would to
make prescriptions towards, such as certain activities that need to be executed
in a specific order, certain thresholds that activities must not exceed, etc.), and
whether all of them can be related to a process view, since so far, it is unclear to
what extent the taxonomy can even be operationalized for conformance checking.
Therefore, this work aims to address the following research questions (RQ):

RQ1: How can the EU taxonomy be operationalized with regard to business
processes?

RQ2: Which constraints of the EU taxonomy can be used for automatically
assessing whether a business process fulfills its respective sustainability crite-
ria with conformance checking techniques?

Since the taxonomy contains constraints for around 80 types of business prac-
tices [28,41] — which makes a manual characterization of the entire taxonomy
infeasible — this work uses a few-shot machine learning approach to gain insights
into what constraints the taxonomy consists of, and how they might be oper-
ationalized in practice. In doing so, we also explore the potential of novel
approaches based on large language models (LLMs) for operationalizing regu-
lations in the area of conformance checking.

The remainder of the article is organized as follows: Sect.2 provides back-
ground on the taxonomy, regulatory compliance monitoring with conformance
checking, and few-shot learning approaches. Section 3 provides related work on
approaches for extracting rules from text for compliance monitoring. In Sect. 4,
we present the research approach of this paper. Section5 provides the results
thereof, characterizing the constraints of the taxonomy and its potential for con-
formance checking uses. We further discuss their implications for practice in
Sect. 6. Finally, Sect. 7 provides future work and concludes the article.

2 Background

Next, we will outline the general idea of the EU taxonomy, and we will give an
overview of automatic compliance monitoring approaches within the business
process literature.
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2.1 EU Taxonomy for Sustainable Activities

In order to create incentives for investments in sustainable technologies and
to provide a transparent classification system for when business practices are
sustainable, the EU has established the tazonomy for sustainable activities |2,
10,41]. The ultimate objective behind the taxonomy is to support the EU in
transiting to climate neutrality by 2050 [29,41].

In essence, the taxonomy defines six environmental objectives with which sus-
tainable business practices are identified: 1) mitigating climate change; 2) adapt-
ing to climate change; 3) sustainably using and protecting water and marine
resources; 4) transitioning to a circular economy; 5) preventing and controlling
pollution; and 6) protecting and restoring biodiversity and the ecosystem [8,28].
Not all possible business practices of all industries are covered by the taxon-
omy, but only those which are deemed to be able to make a substantial con-
tribution towards climate neutrality, or are needed for other sectors to make a
substantial contribution [41]. If a business practice is part of the taxonomy, it
is called taxonomy-enabled, and can potentially make a contribution to one of
the six environmental objectives. If a taxonomy-enabled business practice: 1)
indeed contributes to one of the environmental objectives; 2) causes no signifi-
cant harm (DNSH) to any of the six objectives; 3) meets minimum safequards
(such as the UN Guiding Principles on Business and Human Rights); 4) adheres
to technical screening criteria, it is, in fact, sustainable according to the taxon-
omy [2,8,28]. Business practices that meet all of these criteria are also called
taxonomy-aligned. In short, to be taxonomy-aligned, a taxonomy-enabled busi-
ness practice must contribute to at least one of the six environmental objectives,
must not cause significant harm to any of the others, and must meet minimum
safeguards [2,8,28|. Notably, the minimum safeguards are not directly defined
in the taxonomy, but rather, are references to taxonomy-external guidelines and
regulations. Concretely, organizations need to ensure that they follow the OECD
Guidelines for Multinational Enterprises, UN Guiding Principles on Business
and Human Rights, the Declaration of the International Labour Organisation on
Fundamental Principles and Rights at Work as well as the International Bill
of Human Rights [13, Article 18]. Since the focus of our work is on compliance
of business processes and not of organizations or supply chains, and minimum
safeguards are often not assessed on the level of business processes [29], we
forgo including these external constraints in our investigation. Figure 2 provides
a schematic overview of the taxonomy and its concepts.

For assessing the taxonomy alignment of a taxonomy-enabled business prac-
tice, the taxonomy describes technical screening criteria, which describe under
which circumstances an activity either makes a contribution or causes significant
harm to an environmental objective [28,41]. It should be noted that a business
practice is not necessarily able to make substantial contributions to more than
one economic objective, and hence may have only one set of technical screening
criteria for one substantial contribution.

For an illustration of how the taxonomy documents technical screening cri-
teria for environmental objectives, we refer to the EU’s taxonomy compass and
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Fig. 2. Schematic overview of the EU taxonomy for sustainable activities and its con-
cepts, derived from [10,12]

the corresponding Excel file.?> Generally, for each business practice, a set of pos-
sible environmental objectives to which a substantial contribution can be made
is provided—for each objective, criteria for a substantial contribution, as well as
DNSH, are documented.

By determining how many of their business processes align with the tax-
onomy, companies can report how much of their business output is generated
via sustainable business practices [12,29]. For this, companies need to know
exactly which of their business practices are not just taxonomy-enabled, but
also taxonomy-aligned—and in the future, these taxonomy disclosures will be
subject to mandatory audits [29]. Notably, from 2025 onwards, companies that
meet certain characteristics (i.e., more than 250 employees, more than EUR, 25M
balance sheet total, or more than EUR 50M net turnover) will be obligated to do
so, with the threshold for having to report decreasing in subsequent years [29].
Small and medium-size enterprises will also be subject to a disclosure obliga-
tion [29]. Therefore, it appears prudent to investigate how automatic business
process compliance monitoring can help companies in assessing the taxonomy-
alignment of their business processes.

2.2 Automatic Business Process Compliance Monitoring

The automatic monitoring of business process compliance [27] allows organiza-
tions to ensure their business practices comply with regulations [18]. Through
an analysis of process execution data, it is possible to check at runtime if a busi-
ness process complies with specified rules [16,21]. Figure 1 provides a conceptual

3 See https://ec.europa.eu/sustainable-finance-taxonomy /taxonomy-compass,/
the-compass  and  https://ec.europa.eu/sustainable-finance-taxonomy /assets/
documents/taxonomy.xlsx [Accessed: 18/06/2024].
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overview of automatic compliance monitoring with conformance checking, with
the EU taxonomy being one example of a regulation that can be operationalized.
In order for an organization to adopt these techniques, the following steps need
to be taken [7,21]:

1. The relevant piece of regulation needs to be operationalized into a prescrip-
tive model. This model embodies constraints towards one or more process
dimensions [37], which are control-flow, time, resources, and data [7,21], of
the process under investigation.

2. An event log needs to be extracted from recorded process executions, describ-
ing the actual process behavior [36].

3. The prescriptive model and event log are used by a conformance checking
algorithm, which checks whether or where the process deviated from the
prescriptive model. This can serve as a starting point for further diagnos-
ing or explaining deviations, and subsequently, remedying unwanted devia-
tions [7,21,35].

It should be noted, however, that the prescriptive model and event log need
to align in their respective process dimensions: If, for example, the prescriptive
model imposes constraint on the data dimension of the investigated process, but
the event log does not contain this information, the conformance check cannot
yield the desired insights [7]. Hence, organizations need to know, potentially
in advance, which process dimensions are, in fact, relevant for the conformance
check. Based on this, they can appropriately capture the relevant execution data
and extract it into the subsequent event log.

3 Related Work

In this paper, we investigate the properties of the EU taxonomy for sustainable
business practices and its potential for being used for compliance monitoring with
conformance checking, by extracting insights from the taxonomy’s regulatory
texts and the compliance constraints described therein. In that respect, our work
relates to other contributions that also deal with rule extraction for conformance
checking /process mining purposes, and contributions that use machine learning
techniques to do so.

Constraint Extraction from Text. For extracting compliance constraints from
regulatory documents, Dragoni et al. [9] propose a pipeline that combines multi-
ple natural language processing (NLP) approaches. With their proposed pipeline,
rules (in this case in the form of obligations, permissions, and prohibitions, see
Hashmi et al. [19]) can be extracted into formal representations for a given reg-
ulatory text. Using semantic annotations, a process model can then be checked
for whether it complies with the formal representations — this check is further
described by Governatori et al. [15]. Moreover, Winter and Rinderle-Ma [47]
describe an approach to generate process model fragments from regulatory doc-
uments by extracting constraints and their relation. Similarly, van der Aa et
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al. [1] describe an automatic approach for extracting declarative process mod-
els from natural language text that describes a process. Barrientos et al. [3]
design an approach for extracting temporal constraints from natural language
texts and determining violations thereof in an event log. Focussing on resource
compliance, Mustroph et al. [30] extract compliance requirements from natural
language with GPT-4, which are then matched to and verified against an event
log. Further, Mustroph et al. [31] describe how generative AI, or more specifi-
cally, GPT-4, can be used to pre-process resource-related regulations into social
network graphs. Based on these, they are able to detect compliance violations
of process executions.

Characterization of Constraints. In terms of characterizing constraints present
in regulatory documents, Winter et al. [48] provide a technique for characterizing
regulations based on text mining and clustering algorithms that can derive sig-
nificant sentences for a regulatory document, which can be manually translated
into e.g. process models. Similarly, Winter and Rinderle-Ma [46] design an app-
roach to group constraints from textual documents and detect relations between
them, e.g. based on similarity. Moreover, Winter et al. [45] provides a method
for matching parts of regulatory documents with process models, which then
allows a compliance assessment of the matched regulatory constraints and the
process model. Aiming to facilitate a better understanding of regulatory docu-
ments, Sai et al. [38] propose an approach to parse legal definitions and relations
between terms from regulatory documents into a knowledge graph, so that reg-
ulatory documents can be better understood and analyzed. Further, in order
to compare regulatory documents with their translation into company-internal
requirements, Sai et al. [40] provide an NLP-based which can detect deviations
between the two documents, and helps to detect root causes of textual devia-
tions. Finally, Sai et al. [39] investigate an automated approach for identifying
passages of regulatory texts that are relevant for a business process based on
the processes textual description. They find that expert judgement cannot be
replaced by generative Al, but see the potential of Al uses for taking into account
vaster amounts of context, which the authors deem to be advantageous in more
complex settings.

In contrast to these contributions, which primarily focus on extracting con-
straints directly or characterizing them w.r.t a process model, event log or
other texts, we exclusively focus on characterizing the constraints for the pro-
cess dimensions they constrain. This would facilitate data extraction of recorded
process execution and translation of the taxonomy into concrete constraints for
subsequent analyses. However, with our categorization as a starting point, rele-
vant extraction and matching approaches can be chosen, and the relevant data
can be stored during process execution.

Notably, there is currently no automated approach that helps companies to
understand the requirements posed on business process executions by regulatory
texts w.r.t. the process dimensions so that the log and the subsequent prescrip-
tive model pertain to the relevant perspectives and contain relevant information
for compliance monitoring with conformance checking. In particular, the taxon-
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omy has not yet been considered in this light—however, concepts from existing
approaches can inform the design of new mechanisms, such as ours.

4 Mapping Sustainability Regulation to Conformance
Constraints

In order to operationalize the taxonomy for business processes, we need to iden-
tify process constraints within the taxonomy. This allows us to transform the
abstract rules for business practices into specific problems that can be addressed
using automatic conformance monitoring.

We assume that it would be best to use an industry expert with conformance
checking knowledge to classify each rule of the taxonomy. However, since such
experts are rare and the taxonomy covers many varying industries, an alternative
solution becomes necessary. Because of this, we decide to use LLMs, since they
are trained on a wide variety of texts from different domains. Furthermore, our
task can be framed as a text classification problem, and it was shown that LLMs
can be used as Few-Shot-Classifiers [5]. Meaning that an LLM, which is trained
for one task such as next text token prediction, can be with sufficient instructions
utilized to perform another machine learning task, in our case text classification
of the taxonomy. In particular, previous work has shown that LLMs can be
successfully be used for process analysis tasks [17].

In order to characterize the taxonomy, which consists of several regulatory
texts for each business practice and environmental objective it considers, we
need to apply an LLM to each regulatory text and extract relevant information
about the constraints. For this, we developed a pipeline, which we outline in the
subsequent Sect. 4.1, drawing on the capability of LLMs to be applied in this
manner.

4.1 Overview

The overall approach for characterizing the constraints, or technical screening
criteria, of the taxonomy for the process dimensions they pertain to, is illustrated
in Fig. 3. The pipeline we describe consists of three stages: First, the taxonomy
is preprocessed (see Sect.4.2). Second, for each set of technical screening criteria
of each business practice and environmental objective, an LLM is prompted to
identify the types of constraints contained therein (see Sect.4.3). Third, the
LLM'’s output is parsed, and the numbers and types of constraint per business
practice and environmental objective is extracted (see Sect.4.4). Finally, the
resulting data is collected and can be analyzed.
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Fig. 3. Schematic overview of the taxonomy constraint characterization pipeline

4.2 Preprocessing

For the preprocessing step, we begin to read the entire taxonomy, which is avail-
able in the form of an Excel file.* For each environmental objective, the taxon-
omy file contains a sheet, in which each environmental activity as well as 1) the
corresponding technical screening criteria for a substantial contribution to the
objective, and 2) the technical screening criteria for DNSH to all other objec-
tives are listed. Further, footnotes pertaining to each activity are contained in
a column in each sheet. In order to make all relevant information available to
the subsequent prompting step, the footnotes are appended to each technical
screening criteria block of an activity if they are referenced therein.

4.3 Prompting

Subsequently, the approach iterates through the taxonomy in the following man-
ner: For each of the six climate objectives, and for each business practice that
can make a substantial contribution to that objective, the taxonomy contains:
1) a text that describes the technical screening criteria with which a substantial
contribution can be determined, and 2) up to five texts that describes the tech-
nical screening criteria with which significant harm to the other objectives can
be determined. For each of these texts, the approach prepares a prompt to an
LLM, with which the types of constraints and numbers thereof present in the
respective technical screening criteria can be determined. The prompt includes
a small task description and a brief explanation of the process constraint types,
as well as the text passage that is currently being characterized.

We differentiate the process constraints along two aspects: (i) We classify
what process dimension [7,37] is targeted by a constraint. We categorize con-
straints into one of the following dimensions: control-flow, temporal, resource,
and data. Alternatively, a constraint can be irrelevant from a process perspec-
tive; (ii) Furthermore, we distinguish the granularity of a constraint: meaning a

* https://ec.curopa.cu/sustainable-finance-taxonomy /assets /documents /taxonomy.
xlsx [Accessed: 18/06,/2024].
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constraint can either be targeted towards an aspect within an activity or between
activities.

An example of a temporal constraint between activities could be the require-
ment to perform one specific activity within one week after another activity was
performed, while an example of a resource constraint within an activity is an
activity that needs to be performed by a person with a specific certification.
Constraints classified as pertaining to the control-flow within an activity can be
understood as activity eristence constraints.

The prompt to retrieve this information is structured as follows:

— Briefly, the overall objective is described;

— The different types of process constraints are described, as well as the differ-
ence in granularity;

— Examples consisting of excerpts of the taxonomy and their potential classifi-
cation are provided;

— The exact task of characterizing a section of the taxonomy is described;

— Requirements regarding the output are described;

— A placeholder is provided where, during pipeline execution, a description of
the business practice can be inserted; and

— A placeholder for the text passage of the taxonomy for which the charac-
terization needs to be done is provided, which will be filled during pipeline
execution.

The entire prompt template is available online.® As a result, we receive the
following information as a response from the LLM, giving us insights into the
process constraints covered by a particular set of criteria:

— 7 of activity existence constraints of process activities
— # of control-flow constraints between process activities
— # of temporal constraints within process activities

— # of temporal constraints between process activities

— # of resource constraints within process activities

— 7 of resource constraints between process activities

— # of data constraints within process activities

— # of data constraints between process activities

# of process-irrelevant constraints

4.4 Parsing

Each response of the LLM to a prompt of one text (that describes a set of
technical screening criteria) is parsed individually. The prompt instructs the
LLM to return the results in a particular JSON-like notation. This is depicted
in Listing 1.1.

5 https://github.com/fyndalf/unlocking-sustainability-compliance-replication-
package.
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Listing 1.1. Excerpt of the prompt template, describing the required response struc-
ture

{’control-flow’: {
within_activities’: [no. of activity existence constraints],
’between_activities’: [no. of control-flow constraints between
activities]},
temporal’: {

within_activities’: [no. of temporal constraints within activities
1,
’between_activities’: [no. of temporal constraints between activities
13,
’resource’: {
‘within_activities’: [no. of resource constraints within activities],
‘between_activities’: [no. of resource constraints between activities
13,
’data’:{
‘within_activities’: [no. of data constraints within activities],
‘between_activities’: [no. of data constraints between activities]},

irrelevant’: [no. of process-irrelevant constraints]}

In addition to some further processing steps (such as replacing comment-
like symbols), this structure and the number of the respective constraints are
extracted from the response. Additionally, we store the entire response text, as it
often contains the LLMs “explanation” for the constraints that were identified.
As a result, we know the number of constraints and types of one set of tech-
nical screening criteria for one business practice and one environmental goal.
The parsing step is repeated for all further sets of technical screening criteria
and prompt responses of each activity. Ultimately, we end up with six datasets,
one for each environmental objective. Each dataset contains information on the
number of constraints imposed on each business practice by the substantial con-
tribution and DNSH criteria, which, once collated, subsequently allows further
analyses.

5 Experimental Validation

In this section, we use our approach to validate the extraction of conformance
constraints from the EU taxonomy. First, we outline our experimental setup
in Sect.5.1. Next, we apply our approach to the EU taxonomy and report the
results in Sect. 5.2. Finally, we show the validity of our approach in Sect. 5.3.

5.1 Experimental Setup

We implemented the pipeline using Python 3 and Pandas in a Jupyter Notebook.
The entire implementation, as well as all data we used and generated, is made
available online for reproducibility purposes.® Additionally, the LLM we used in
this study was Meta’s Llama3,” which is openly available. More precisely, we
used llama-3-8b-instruct, which is a version of Llama3 with 8 billion parameters
that is fine-tuned for following instructions. Our prompting followed the official

5 https://github.com/fyndalf/unlocking-sustainability-compliance-replication-
package.
" https://llama.meta.com/llama3; [Accessed: 18/06,/2024].
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Llama3 documentation. For guaranteeing a quasi-deterministic output, we fol-
lowed guidance on model-specific settings (such as temperature, seed). Instead
of self-hosting Llama3, we opted for using a web-based service (https://groq.
com), which at the time of writing offered free API access to a hosted instance
of Llama3. However, our implementation can easily be adapted to access other
hosts or LLMs.

5.2 Results

Constraint Types. When analyzing the process constraints extracted with our
pipeline, we observe the following distribution of constraint types: Out of a total
of 1636 constraints we identified, we see a large focus on control-flow constraints
(activity existence: 624; between: 8). For example, in order to make a substantial
contribution to climate mitigation, market research and development business
practices in the area of emission reduction technologies are required to have
obtained a permit for operating a demonstration site, which can be interpreted
as an activity existence constraint. Further, to contribute to the climate miti-
gation objective, business practices concerned with the construction, extension
and operation of waste water collection and treatment must under some circum-
stances conduct an assessment of greenhouse gas emissions and subsequently
disclose the result to investors (which can be understood as a control-flow con-
straint). This is followed by process-irrelevant constraints (323). For example,
the substantial contribution criteria to climate mitigation of operating and pro-
viding personal mobility devices logistics requires that the vehicles are allowed to
operate on the same infrastructure as bicycles and pedestrians, which is related
rather to the environment in which the business practice is conducted, and not
the business practice itself. The third-most present constraint type is the one of
data constraints, both within process activities (284) and between them (255).
For example, the substantial contribution criteria for climate mitigation of the
manufacturing of iron and steel describes greenhouse gas emission threshold for
individual steps of the manufacturing process. As another example, the DNSH to
pollution criteria for the biodiversity objective of conservation and environmen-
tal protection requires the use of fertilizers across the entire business practice
to be minimized, which can be understood as a data constraint between activi-
ties. Less common are resource constraints (within: 96; between: 2) such as the
substantial contribution criteria for the circular economy objective of the busi-
ness practice of preparing end-of-life products and components for re-use, which
makes requirements towards the tools and equipment being used. Finally, tem-
poral constraints (within: 8; between: 36) are the least common: For example,
the business practice of providing solutions for flood and drought risk prevention
and protection is required to review the implemented solution periodically, in
order to make a substantial contribution to the water protection objective.
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Fig. 4. Constraint types per industry sector across all environmental objectives and
screening criteria

Industry Sectors. Looking at the individual industry sectors, we can further
observe several patterns in the constraint types. Figure4 depicts the sectors
and constraints identified across all environmental objectives and screening cri-
teria. First, we observe that energy, manufacturing, water, and transport are
the industries most often constrained as to their contribution towards one or
more climate goals. Noticeably, we see that activity existence criteria (such as
permits that need to be obtained, assessments that need to be conducted) and
data constraints (such as greenhouse gas limits, energy usage limits, etc.) play a
vital role in assessing the taxonomy alignment in these sectors. Second, we see
that resource constraints between activities, as well as control flow and temporal
constraints play less of a role across all sectors. In the finance and insurance sec-
tor, we only identified two process-relevant constraints and two irrelevant ones.
Finally, we see that three sectors, namely education, entertainment and human
health /social work, have no identified constraints at all. A manual investigation
into the taxonomy reveals that for both sectors, the taxonomy only provides sub-
stantial contribution criteria to the climate adaption goal, and no DNSH criteria.
The substantial contribution criteria are provided in a very abstract manner, and
we were unable to manually identify fine-grained process constraints.

Environmental Objectives. Next, we analyze the constraint types belonging to
the screening criteria of different environmental goals (meaning, the respective
substantial contribution criteria of one goal and the associated DNSH crite-
ria for all other goals). Figure5 illustrates the number of constraints of each
type per environmental objective. Here, we see that climate adaption and cli-
mate mitigation—which are the two environmental objectives with the highest
number of business practices for which they govern taxonomy alignment—also
contain the highest number of constraints across all types. Interestingly, we see
that constraints related to the goals of pollution prevention and water protection
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are not at all characterized w.r.t. control-flow or temporal aspects within activ-
ities, while some constraints for the biodiversity, climate adaption, and climate
mitigation use these process dimensions. Across all environmental objectives,
however, we see a general focus on activity existence and data constraints, with
resource constraints within activities also being represented.

Biodiversity /9 1 1 2 3 8 5 0 6
250

Circulareconomy Fg4¢ 0 0 2 34 43 20 1 27
200

Climate adaption k] 5 5 6 [EECEE 24 0 Rk

Goal
@
3

Climate mitigation PAR} 2 2 24 ERESPS] 34 0 gEN]

Pollution prevention (83 0 0 1 10 17 10 1 5
-50
Water 199 0 0 1 6 3 3 0 9

Fig. 5. Number of constraints per type and environmental objective

5.3 Validation

For validating our approach and the resulting insights, a research assistant with
a background in environmental and resource management and one of the authors
with a background in computer science and BPM manually assessed a sample
of the taxonomy and constraint characterization (i.e., all 357 characterizations
for the environmental objectives of water protection, circular economy, pollution
prevention, biodiversity protection). We compared each characterization and the
underlying response of the LLM with the taxonomy’s original text and assessed
whether the result was entirely plausible (we deem that all constraints have been
found and classified accurately), largely plausible (we deem that all constraints
have been found, with a slight deviation in the constraint types; such as when
a constraint that can be read as an activity existence constraint requiring an
activity to be executed has instead been read as a resource constraint requiring
the activity to be executed by a specific role or resource), somewhat plausible
(we deem that most relevant constraints have been found, but their classification
is debatable), or implausible (we deem that central constraints have not been
found, or constraints have been clearly mischaracterized). Conflicts regarding
the plausibility assessment were resolved in discussions. This mode of validation
allows us to assess the results of our approach without creating a “gold standard”
result (as other studies do, see e.g., [39]), since we lack the regulatory expertise
which would be necessary for creating such a standard.
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Table 1 shows the share of constraints we assessed regarding their plausibil-
ity. We see that 340 of 357 characterizations are at least assessed as somewhat
plausible. Distributing the plausibility on a four-step scale (three being entirely
plausible, zero being implausible), we see an average plausibility of 2.74, i.e.,
more than largely plausible. This means that, in general, we expect a charac-
terization to be at least largely plausible. While we observed implausible char-
acterizations, they seem to largely stem from references to taxonomy-external
regulatory texts and standards which have not been considered and ambiguous
terminologies (such as “times” as a frequency instead of referring to a temporal
aspect). Overall, we infer that the classification approach can serve as a start-
ing point for creating prescriptive models, and that it provides largely plausible
constraint characterizations, which may need to be supplemented with a man-
ual investigation. This is particularly the case when external regulations are
involved.

Table 1. Plausibility assessment of 357 constraint characterizations

Assessment Entirely PlausibleLargely Plausible[Somewhat PlausibleImplausible
Characterizations/308 24 8 17

6 Discussion

After presenting and validating our results, we now discuss them further. As we
have seen, business practices in the industry sectors of energy, manufacturing,
transport, and water and waste constitute a large part of the process-relevant
constraints we identified and thus appear well-suited to be investigated for their
taxonomy alignment with conformance checking. In some sectors, particularly
finance, education, entertainment, human health and social work, we were unable
to identify a high number of constraints that would have been operationalizable
for conformance checking. Therefore, we conclude, that these sectors appear less
promising for applications of compliance monitoring with conformance checking.

In general, we can apply conformance checking to around 80% (i.e., 1313
of 1636) of the constraints which we identified in the taxonomy. For all other
constraints, and in particular, in sectors where we had difficulties automatically
identifying constraints, conducting manual compliance monitoring and taking
further expert knowledge into account appears indispensable. Hence, we have
answered RQ2.

Further, as we have shown, the approach we have designed can aid in the cre-
ation of prescriptive models for compliance monitoring with conformance check-
ing by helping end users to better understand: 1) what types of constraints are
likely to be present in a single relevant piece of regulation (since it can be diffi-
cult to determine the concrete constraint type, or whether constraint is actually
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operationalizable), and 2) what types of constraints comprise a larger set of
regulations (as it helps in choosing and implementing correct techniques). As
a subsequent step, end users then need to operationalize the constraints into
a prescriptive model for automatic compliance monitoring with conformance
checking, drawing on existing approaches for this, in relation to actual business
processes. This allows the taxonomy to be operationalized for business processes.
Therefore, we have addressed RQ1.

Taking a broader look at relevant BPM techniques, we believe that a par-
ticular focus on greenhouse gas emissions as data constraints, especially in the
sectors of manufacturing, transport and energy, gives new importance to BPM
approaches focussed on assessing emissions of business processes on process and
activity levels (see, e.g., [22,33,34]). Broader still, the taxonomy itself has been
the subject of various criticisms. On the one hand, the taxonomy’s underlying
notion of sustainable development [2] has been criticized as ambiguous and an
ozymoron [20], and counterproductive to actual sustainability [32]. On the other
hand, the taxonomy has also been described as too restrictive and as a bureau-
cratic burden that would be unable to benefit the overall economy [25]. Hence,
the role played by the taxonomy in promoting sustainability is still subject to
scholarly debate.

Nonetheless, this is one of the first papers to bring an understanding of the
taxonomy to the business process management and enterprise computing com-
munities. We have striven to provide conceptual clarity and impulses for future
research on the taxonomy and its potential for sustainable business practices.
Further, we believe that the pipeline we developed can potentially be applied to
other regulatory frameworks as well.

Threats to Validity. There are several threats to the validity of our study. First,
we have not validated the constraint characterization in its entirety, and have
rather focussed on plausibility instead of completeness. However, our experimen-
tal validation showed that the characterization is generally plausible, and can
serve as a starting point for further manual investigation. Second, for compli-
ance monitoring with conformance checking, the prescriptive process model into
which regulations are operationalized needs to be shown to be regulatory compli-
ant as well (see [16]). This is a concern explicitly not addressed in our approach,
as we have investigated in how far a prescriptive process model can be created
at all. Moreover, technical limitations of LLMs, such as “confabulations”, “hallu-
cinations” and inherent biases (see, e.g., [4,26,42]), apply to our study as well.
However, our application is concerned with a very technical lens and is less of
a generative application scenario. By following existing knowledge on prompt
engineering in the BPM discipline, we sought to curb the impact of these limita-
tions. Further, while our approach may produce results with some inaccuracies,
the classification can still serve as a starting point for investigating individual
constraints in depth. Finally, other techniques in the compliance checking space
exist that may allow further kinds of constraints to be extracted from regulations
against which processes can be checked. However, as our investigation has been
concerned only with conformance checking applications—which are limited to
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the four process dimensions of control-flow, time, resources, and data—we did
not consider them further.

7 Conclusion and Future Work

To conclude, in this paper we have investigated if the EU taxonomy for sustain-
able activities can be operationalized for automatic compliance monitoring. For
this, we have developed a pipeline that uses few-shot learning with an LLM,
to identify and characterize the types of constraints applicable for conformance
checking. We saw that many constraints of various industries can, in fact, be
operationalized for this, which will allow companies to automatically monitor
compliance with regard to the taxonomy. We have demonstrated that opera-
tionalizing the EU taxonomy into constraints for conformance checking may
be partially automated; in this paper, we provide a starting point for such an
automation. Besides this technical contribution, we have also introduced the
taxonomy to the business process management and enterprise computing com-
munities. The characterization pipeline may provide beneficial for assessing the
capability of other complex regulatory frameworks as well.

Future work includes translating our classification approach into real-world
application scenarios—further investigating how stakeholders can be supported
in creating prescriptive models in line with the EU taxonomy, and how event
log capturing and extraction benefits from our constraint classification would
be a valuable contribution. We also aim to conduct more in-depth empirical
evaluations of our mapping approach by comparing automatically generated
results with results generated by taxonomy experts. Moreover, since we focus
exclusively on business process compliance and have abstracted away from con-
straints regarding their broader context, we have explicitly excluded the analysis
of minimum safeguards. However, approaches that enable compliance monitor-
ing of constraints across organizations exist (such as [14,23,24]), and fruitful
future work might lie in operationalizing the regulations and guidelines relevant
to the taxonomy’s minimum safeguard criterion for these approaches. Finally,
we believe that providing concrete guidance to end users in the form of a “hand-
book” or constraint patterns based on our preliminary findings reported herein
would be a relevant addition.
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